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Abstract

Cloud computing by now has gained wide recognition in business and is becoming increasingly im-
portant for consumers. However, consumers experience uncertainties, such as security, privacy, and
vendor lock-in. Certifications provide assurances and may mitigate uncertainties, making cloud ser-
vice certifications a core focus of the European Union’s cloud strategy and various certification pro-
grams. In this paper, we identify ten potential assurances for cloud service certifications and empiri-
cally assess their relative importance as perceived by consumers. We surveyed 53 consumers who use
or intent to use consumer cloud services in a discrete choice experiment that follows the best-worst
scaling (BWS) method. Results indicate that privacy, security, and availability are the three most pre-
ferred assurances, whereas process maturity, flexibility, and financial stability are the three least pre-
ferred assurances. This paper contributes to research by utilizing BWS, which — to the best of our
knowledge — so far has not been used in IS research, and thereby directing attention to a promising
method. By identifying and empirically ranking various quality and trust assurances for consumer
cloud services, we furthermore build foundations for future research on trust-assuring arguments and
quality signals for cloud services as well as provide insights for practice on designing effective cloud
service certifications.

Keywords: Cloud computing, certification, trust, best-worst scaling.
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1 Introduction

Cloud computing is among the most important strategic technologies and has the potential to change
the way information technology (IT) is used within the next ten years (Gartner Research, 2012a).
Cloud computing is an IT deployment model that provides on-demand network access to a shared pool
of managed and scalable IT resources on a pay-per-use basis (Mell and Grance, 2011). By 2016, con-
sumers are expected to store more than a third of their digital content in the cloud (Gartner Research,
2012b). However, regarding the adoption of cloud computing, consumers still face uncertainties con-
cerning for instance security, privacy, or vender lock-in (Li and Chang, 2012). Users have relatively
few means to assess which providers offer high quality services and are trustworthy (Sunyaev and
Schneider, 2013). Discussions on legal conflicts between the United States Patriot Act and the Euro-
pean Union (EU) Data Protection Directive 95/46/EC (Whittaker, 2011) as well as service terms like
Amazon’s further intensify the uncertainty: “We may change, discontinue, or deprecate any of the
Service Offerings (including the Service Offerings as a whole) or change or remove features or func-
tionality of the Service Offerings from time to time.” (Amazon Web Services, 2012)

Reflecting the uncertain cloud computing environment through the lens of signaling theory (Spence,
1973), the current market lacks credible signals to mitigate consumers’ adoption uncertainties. Trust
has been identified in multi-disciplinary research as a key signal to mitigate an interested party’s un-
certainty. IS research considers trust especially important in online contexts, because it mitigates un-
certainties related to the online medium, such as security and privacy or seller integrity (Pavlou et al.,
2007). Within the e-commerce context, higher levels of trust are associated with price premiums (Ba
and Pavlou, 2002) and increased purchasing intentions (McKnight et al., 2002). Applied to the cloud
computing context, certifications of cloud services or providers aid as signaling instruments for high
service quality (Praeg et al., 2006) and are supposed to engender trust in cloud services (Khan and
Malluhi, 2010; Sunyaev and Schneider, 2013). Compared to the outlined extant research, cloud ser-
vices belong to a different product category. In e-commerce, certifications address concerns about
sellers rather than products sold online. For cloud services, a certification needs to address concerns
about the provider as well as concerns about the product (the service itself). This is why organizations
such as Cloud Security Alliance and EuroCloud initiated cloud certification programs for individuals,
providers, or services and the recently published EU cloud computing strategy defines developing
cloud-specific certifications as a key action (European Commission, 2012).

However, findings on the effect of certifications or seals on trust or adoption behavior are inconclusive
(Hu et al., 2010; Kim and Benbasat, 2009; Lowry et al., 2012). Certifications are issued if an organiza-
tion, a product, or a service fulfills a predefined set of criteria after undergoing an audit by a third-
party institution. Hence, a certification may be conceptualized as a set of third-party “trust-assuring
arguments” (Kim and Benbasat, 2009). The effect of these arguments on consumers’ beliefs, attitudes,
and behaviors are determined by content of an argument, source of an argument (i.e., the party issuing
the statements) and contextual factors influencing consumers’ perceptions of an argument (Kim and
Benbasat, 2009), such as product category and price, risks or personal relevance. Thus, certifications
will only be effective if they are properly designed for a specific product or service and — depending
on expertise and personal preferences — users may assign differing importance to assurances of certifi-
cations. Recent research (e.g., Praeg et al., 2006) and results of our interviews (cf. section 3) indicate
that security and privacy are not the only assurances that need to be provided by effective certifica-
tions. However, most existing cloud service certifications focus on security or privacy.

Despite calls for developing (European Commission, 2012; Khan and Malluhi, 2010) and investigating
the efficacy of signals such as certifications in the cloud computing context (Venters and Whitley,
2012), there is currently a dearth of research on the effective design of cloud service certifications. As
a first exploratory study towards better understanding cloud service certifications, this paper answers
the following research questions: What assurances do cloud service certifications need to provide and
what is the relative importance of identified assurances as perceived by consumers? To answer these
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questions, we first derive ten assurances from extant literature, expert interviews, and existing cloud
service certifications. To determine the relative importance of each assurance, we evaluate results from
a discrete choice experiment that follows the best-worst scaling (BWS) method.

The remainder of this paper is structured as follows. First, we provide a theoretical overview on the
signaling and trust-assuring role of certifications. Next, we introduce ten assurances for cloud service
certifications. We then present the research method of our empirical study followed by the results.
This article ends with a discussion of findings and a conclusion.

2 The Signaling and Trust-Assuring Functions of Certifications

Following extant literature (e.g., Kimery and McCord, 2006), certifications can be analyzed by signal-
ing theory and trust theory. Signaling theory (Spence, 1973) suggests that in markets with information
asymmetries, signals may reduce related uncertainties by providing information on unobservable at-
tributes of another party. Signals must be costly to be effective (Spence, 1973). To obtain a certifica-
tion, an organization must undergo an audit process conducted by a third-party institution in which
fulfillment of a set of predefined criteria is tested. Within IS research, certifications are thus signals
that are intended as means to influence a customer’s beliefs, attitudes and behaviors (Kimery and
McCord, 2006). From a trust theory point of view a certification is a set of “trust-assuring arguments”
(Kim and Benbasat, 2006) or a structural assurance which contributes to formation of trust via institu-
tion-based trust (McKnight et al., 2002). Trust is defined as “a psychological state comprising the in-
tention to accept vulnerability based upon positive expectations of the intentions or behavior of anoth-
er” (Rousseau et al., 1998, p. 395). McKnight et al. further define trusting beliefs, which “means the
confident truster’s perception that the trustee [...] has attributes that are beneficial to the truster”
(2002, p. 337). Institution-based trust is an antecedent of trust and means “the belief that needed struc-
tural conditions are present (e.g., in the Internet) to enhance the probability of achieving a successful
outcome in an endeavor like e-commerce” (McKnight et al., 2002, p. 339).

IS research investigates certifications from both signaling and trust perspectives. For example, within
the IT offshoring industry, the quality signal communicated by a capability maturity model (CMM)
certification is expected to reduce information asymmetries and is associated with higher export reve-
nues of certified firms (Gao et al., 2010). The majority of IS research on certifications and seals, how-
ever, focuses on trust between buyers and sellers in the e-commerce domain. Predominantly investi-
gated certifications are information privacy (e.g., Kim and Kim, 2011), information security (e.g, Ki-
mery and McCord, 2006), online vendor’s integrity or reliability (e.g., Zhang, 2005), or combinations
of those (e.g., Hu et al., 2010). Interestingly, despite the strong theoretical foundation, empirical find-
ings on the effect of certifications on consumers’ beliefs, attitudes or behaviors as well as the trust-
engendering effect so far have been inconclusive. While some studies find a significant effect of certi-
fications or seals on trust (e.g., Hu et al., 2010; Kim and Kim, 2011), others do not find a significant
effect of certifications or seals on trust (e.g., Kim et al., 2008; McKnight et al., 2004). Comprehensive
overviews of disparate findings of extant research on certifications are provided by Lowry et al. (2012)
and Hu et al. (2010). However, these inconclusive findings do not necessarily imply that certifications
are irrelevant, but the effect of certifications rather depends on contingency factors (Kim and Benba-
sat, 2009; Lowry et al., 2012). As stated above, these factors are content of an argument, source of an
argument and contextual factors influencing consumers’ perceptions of an argument (Kim and Benba-
sat, 2009). Trust theory suggests that trust is built by cognitive processes (e.g., prediction, intentionali-
ty and transference; cf. Doney and Cannon, 1997). Using these processes as analytical devices, content
and source factors of certifications can be explained (Kim and Benbasat, 2006).

From a content perspective, trust-assuring arguments communicated by a certification exert a direct
effect on users’ trusting beliefs by addressing customers’ beliefs in a vendor’s characteristics (e.g.,
competence, benevolence, integrity; cf. McKnight et al., 2002) or an indirect effect by influencing
antecedents of trusting beliefs such as privacy and security concerns (Kim and Benbasat, 2006). Both
effects result from prediction and intentionality processes (cf. Kim and Benbasat, 2006, p. 290): a cer-
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tification contains information on a provider’s practices (e.g., regarding information privacy protec-
tion) as well as promises (e.g., adherence to a specific code of conduct), and thus provide additional
informational cues for customers to evaluate a provider’s intentions and to predict a provider’s future
behavior. There is evidence that a trust-assuring argument’s influence on trusting beliefs is contingent
upon the type of argument content and its form of presentation. For example, privacy assurances, secu-
rity assurances and integrity assurances have differential effects on trusting beliefs (Hu et al., 2010).
Furthermore, when including multiple assurances in one seal the overall level of trusting beliefs starts
to decrease after including a specific number of assurances and thus follows an inverted U-shape (Hu
et al., 2010). Finally, Kim and Benbasat (2006) find trust-assuring arguments lead to increased trusting
beliefs when claims are supplemented by data as grounds for a claim as well as backings for “why data
should be accepted” (p. 286).

From a source perspective, a certification may initiate a trust transference process. Assuming that a
certification authority is trustworthy to a consumer, a certification may establish a cognitive associa-
tion between a certified provider and a certification authority, by which a consumer’s trust in a certifi-
cation authority is transferred to a certified provider, reducing the consumer’s concerns. Empirical
evidence supports this proposition. For example, Noteberg et al. (2003) find that third-party assurances
communicated via a certification seal lead to lower privacy and integrity concerns compared to ven-
dor-provided assurances and no assurances. However, the study finds no significant differences be-
tween different third-party assurance providers. The results are confirmed by Kim and Benba-
sat (2009), although interestingly, for high-price products a web vendor’s self-proclaimed assurance
that follows the aforementioned claim-data-backing scheme has a higher effect on higher trusting be-
liefs than a third-party assurance that only includes claims.

Last, the trust-engendering effect of certifications is contingent upon contextual factors (Kim and
Benbasat, 2009), such as vendor and product familiarity, product category and consumer involvement.
For example, Mauldin and Arunachalam (2002) only find a significant effect of assurance seals on
purchase intentions when product familiarity was low and disclosures provided by retailers on their
business practices were not observed. Furthermore, different types of certifications have differential
effects for different product categories. While information assurance seals only increase willingness to
buy for search goods, reliability assurance seals increase willingness to buy for both search and expe-
rience goods (Zhang, 2005). Kim and Kim (2011) experimentally find that a well-known privacy seal
engenders trust in vendors unfamiliar to consumers only if purchase involvement is low.

In sum, research by now provides nuanced insights on the conditions under which certifications may
engender trust and work as quality signals: First, certifications need to convey assurances which ad-
dress concerns relevant for the product category at hand and which are properly designed. Second,
assurances provided by certifications need to influence trusting beliefs — either directly or indirectly
via trust antecedents. Finally, to be costly, certifications need to be issued by a trustworthy authority.
As an initial step towards designing effective cloud service certifications, we focus on the first princi-
ple and derive assurances that are most relevant to cloud consumers from extant research and practice.

3 Assurances of Cloud Service Certifications

We followed a three-step approach to determine assurances relevant for cloud service certifications.
First, we derived an initial set of assurances from extant literature on certifications. Second, we
searched the literature on cloud computing for cloud-specific challenges that form current customer
concerns. Third, in order to discuss, refine, and above all validate the derived certification assurances,
we conducted thirteen expert interviews between June and September 2012. We interviewed users,
providers, and consultants involved in cloud-related decisions within their organizations. Whenever
possible, we conducted the interview with the executive level. We analyzed the interviews by iterative
descriptive and interpretive coding (Myers, 2009) since data collection was continued throughout the
study. We asked interviewees for assurances that should and should not be included in a cloud service
certification and coded the interviewees’ attitudes to the assurances (positive, neutral, or negative).
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Assurance Definition

Availability The provider complies with performance commitments, ensures availability of data, and
operates measures to prevent data loss.

Contract The provider offers understandable contractual arrangements that meet common business

practice and the contract terms do not restrict the customers’ property rights of their data
stored in the cloud service.

Customer Support

The provider ensures accessibility and responsiveness of the customer support and prac-
tices a proactive information policy towards customers.

Financial Stability

The medium-term financial viability of the provider is assured.

Flexibility The customer can independently adjust the obtained capabilities and the adjustments are
carried out automatically within a short period of time and with transparent costs.
Interoperability Customers can save and export data in standard formats, the cloud service offers open

interfaces for integration with other cloud services or applications, and customers can
access the cloud service location-independently via various devices.

Legal Compliance

The provider complies with legal and regulatory requirements of cloud services.

Privacy

The provider complies with applicable data protection laws, refrains from content-related
analysis of the customers’ data stored in the cloud service, completely and unrecoverably
deletes all customer data after termination of the contract, and does not sell, rent or give
away customer data to third parties.

Process Maturity

The business processes maturity of the provider aligns with established best practices in
the IT service sector.

Security The provider has established measures to ensure that data is securely stored, transmitted
and protected against unauthorized access by third parties and other cloud service users.
Table 1. Definitions of assurances.

Using the set of potential assurances, two researchers independently formed categories. Primary goal
was to derive a set of assurances, which are mutually exclusive and theoretically map to either trust
dimensions or empirically proven trust antecedents (e.g., Goo et al., 2009; McKnight et al., 2011;
McKnight et al., 2002). A comparison of categories resulted in minor discrepancies, which were dis-
cussed and resolved. As a quality check, we mapped the derived assurances against existing cloud
service certifications, which resulted in no additional assurances. Applying this methodology resulted
in ten assurances for cloud services (cf. Table 1).

Assurance Research Existing cloud certifications Interviews
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Availability X [ X[ X X | X X X 100 O 017
Contract X X | x X X 80 | 0 |20 5
Customer Support X X X 50| 0 [50] 4
Financial Stability | x | x | x | x | X X X 50 0 [50] 8
Flexibility X [ x X X 100 O 01
Interoperability X [ X[ x|x X X 7512510 |4
Legal Compliance | x | X | X | X | X X X 88 | 13 | 0 | 8
Privacy X [ X[ X X X X X X x 18 | 20015
Process Maturity X | X X 100 O 06
Security X | x|x|x|x[x] x X X X x J100] O 0 [12

Table 2.

Assurances suggested by research, existing cloud certifications and interviews.
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Table 2 provides an overview of the ten identified assurances and their corresponding representation in
research, existing cloud certifications and interviews. Existing certifications vary, among other as-
pects, by provided assurances. Most current cloud service certifications focus on security and privacy,
which is in line with major concerns of (potential) cloud users. However, our results indicate that secu-
rity and privacy are not the only assurances that need to be provided by effective certifications.

4 Method for Empirical Preference Measurement

To assess the relative importance of assurances, we next conducted a discrete choice experiment that
follows the BWS method (see section 4.1). Before deploying the final experiment, we conducted a
pre-test with eight graduate MIS students and a pilot survey with 14 undergraduate MIS students. The
pre-test was primarily intended to assess comprehensibility of instructions and face validity of the
selected ten assurances and resulted in wording changes to assurance descriptions and instructions, as
well as layout changes. The pilot test provided a preliminary assessment of the relative importance of
the ten identified assurances, which strongly encouraged us to proceed with the final survey. After the
pilot test, we applied minor wording changes to the instructions and carefully re-specified the order of
appearance of items within each choice set to avoid any potential order effects (see section 4.2).

4.1 Best-Worst Scaling

BWS was introduced by Finn and Louviere (1992) as a method to measure concerns or preferences
regarding attributes and — optionally — levels of attributes. Basically, BWS is a special type of discrete
choice experiment. As with regular choice experiments, respondents are repeatedly presented a set of
three or more choices, which may be either attributes (so-called Case 1 experiment), varying levels of
attributes (Case 2 experiment) or profiles of attributes that differ by attribute levels (Case 3 experi-
ment). But instead of choosing one option (usually the most preferred) from each of these choice sets,
respondents are required to make two choices by deciding upon the most preferred and the least pre-
ferred option. Using observations obtained from all choices of all participants, preferences for each
attribute and attribute level can be calculated using a simple scoring mechanism or a conditional lo-
gistic regression (see section 5). In addition to Finn and Louviere (1992), who investigate importance
of public concerns, example applications of BWS include measurement of values (Lee et al., 2007) or
measurement of consumer ethical beliefs (Auger et al., 2007). To the best of our knowledge, we are
the first to apply BWS in IS research. Due to size limitations, we only provide a brief overview on the
method and underlying assumptions and refer to Flynn (2010) for an introduction to BWS, Flynn et
al. (2007) for a detailed guideline on how to conduct BWS experiments, and Marley and Louvi-
ere (2005) for mathematical foundations of BWS.

As our intention is to derive consumer preferences for assurances provided by cloud service certifica-
tions, and not levels of assurance, we deployed a Case 1 experiment, and leave investigating prefer-
ences for assurance levels for future research. Resulting data can be used to derive a preference rank-
ing. Compared to traditional preference elicitation methods, such as rating scales (e.g., a Likert scale)
or other discrete choice tasks, BWS has several advantages: it allows obtaining a high level of ranking
information because each decision for a pair of attributes contains implicit information on the not-
chosen attributes (Marley and Louviere, 2005); it is scale-free and thus avoids “response styles, which
can affect both the mean and the variance obtained” (Lee et al., 2007, p. 1044) and — unlike rating
scales — forces respondents to make discriminating choices. Furthermore, other potential response
biases can be avoided (Lee et al., 2007, pp. 1044—1046). Comparisons of BWS with ranking or rating
methods demonstrate that BWS provides superior results with regard to discrimination between attrib-
utes (indicated by lower and lesser number of significant correlations; cf. Lee et al. 2007).

BWS builds upon a classic random utility choice model that is extended by adding a second choice to
each choice situation (cf. Marley and Louviere, 2005). For BWS two generic psychological models for
the pair-choices exist (Flynn, 2010; Marley and Louviere, 2005): the so-called MaxDiff model pro-
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posed in the original BWS article, which assumes a “cognitive process by which respondents repeated-
ly choose the two objects in varying sets of three or more objects that they feel exhibit the largest per-
ceptual difference on an underlying continuum of interest” (Finn and Louviere, 1992, p. 13). Hence,
the underlying assumption is that respondents cognitively process all possible pairs of best-worst
choices. Alternatively, a sequential choice model may be assumed (Marley and Louviere, 2005),
which models a cognitive process by which respondents first choose the most preferred attribute and
then choose the least preferred attribute (or vice versa). We evaluate both models in our analysis.

4.2 Experiment Design and Data Collection

The survey consisted of three steps: participant framing, choice experiment and validation task. In
addition to these tasks, we asked for demographics. The framing step was supposed to assure a com-
mon baseline understanding of all participants. Participants were told that the survey’s purpose was to
gather opinions on a potential cloud service certification’s contents. First, participants were given def-
initions of cloud services (based on Mell and Grance, 2011) and cloud service certifications (cf. sec-
tion 1). Next, participants were instructed to assume that they are in an adoption decision for a con-
sumer cloud service that is certified with a cloud-specific certification, which participants may consid-
er in their decision. Participants were told that they will be presented 15 sets of four possible assuranc-
es (see below) and were asked to select the most and the least preferred assurances from the set of the
four shown assurances. To avoid response bias, we did not refer to any particular assurance or mention
any uncertainties that the selected assurances are supposed to mitigate in the framing explanations.

We asked participants to make choices under four assumptions. First, to stress signaling theory’s
proposition that signals must be costly, we stated that certification fees are paid by cloud service pro-
viders. Second, to address the source aspect of trust-assuring arguments, we stated that an independent
and reputable organization conducts the audit based on an open standard. Third, to foster credibility of
certification as suggested by our interviews, we stated that the certification requires an on-site audit
and a review of documents provided by cloud service providers. Fourth, auditors only have a limited
time frame for conducting the audit and cannot consider all assurances in exhaustive detail. The latter
assumption was stated to ensure respondents consider making trade-offs between potential assurances.

In the choice experiment, each respondent was shown 15 unique choice sets of four items. The choice
sets were created to jointly build a balanced incomplete block design. Thus, each item appeared an
equal number of six times and each combination of two items was shown exactly twice. In deploying
this design, we followed the guidelines developed by Orme (2005), who demonstrates that respondents
should not be shown more than four to five items per choice set as well as each choice set should con-
tain less than half of total items. Furthermore, there is a minimum required threshold of three observa-
tions per item and respondent and for studies with ten or less items a number of 15 tasks per respond-
ent is sufficient (Orme, 2005). To avoid any order effects, we ensured that each assurance was shown
at each position in the choice sets as recommended by Cohen (2003). Definitions of assurances were
provided with each choice set for the four shown assurances.

The validation task asked participants to rank six of the ten assurances (availability, customer support,
financial stability, interoperability, security, privacy). We selected these six assurances because we
expected them to fully span the importance spectrum based on the pilot survey. Of course, one could
argue that asking participants to rank all ten assurances would be an easier procedure than conducting
a BWS experiment. However, we think that BWS provides a much more accurate solution: first, an-
swering BWS is easier for respondents because each choice task has lower complexity than ranking
ten assurances; second, due to repeated forced trade-off decisions between assurances, a BWS experi-
ment will more accurately reflect the latent importance scale than a one-off ranking task.

Respondents for the main survey were recruited via a social network asking for participants who use
or intent to use consumer cloud services. Participants were told to enter a raffle for a € 50 portable
music device and a € 30 voucher for an online shopping website. Polls were closed after 7 days. 138
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people followed the hyperlink to the survey and 53 respondents completely finished the survey, result-
ing in a response rate of 38%. Respondents’ demographic characteristics are shown in Table 3.

Age Gender Occupation Experience (years) Cloud usage type
(years) Internet Cloud'
Average | 26.9 (5.4) | 19% female | 2% pupil 13.2(2.5) |3.02.2) 53% private use only
(STD) 81% male 6% apprentice 40% professional and
49% student private use
28% employed 6% non-adopter
11% self-employed 2% professional use
4% other only
Table 3. Respondents’ demographic characteristics.
5 Results

Data were analyzed using R 2.15.1 with survival package 2.36-14. Results were calculated by a simple
counting analysis and two variations of a conditional logistic regression, one for each of the two de-
scribed cognitive processes. For the counting analysis we calculated a score for each assurance for
each respondent by counting the number of times each assurance was chosen as most and as least pre-
ferred and dividing the difference by the number of times each assurance was shown (six times). The
resulting scale ranges from -1 to +1 with a higher score implying that an assurance is more important
to the respondent. Table 4 shows means, standard deviations and skewnesses on an aggregate level as
well as the overall counts for each assurance. As Marley and Louviere (2005) proved and Orme (2009)
showed empirically, the counting procedure provides results that are a close approximation of the re-
sults of a conditional logistic regression. We nevertheless conducted the latter analysis.

Assurance Counting Analysis Conditional Logistic Regression Rank
Mean | STD | Skew- | Overall Counts | MaxDiff Model | Sequential Model
ness Most | Least | Coef. SE Coef. SE

Privacy 0.63 ] 035] -0.74 205 6 320 0.16 3.27 0.16 1
Security 0.51] 033 | -0.59 170 9 2.85 | 0.16 2.86 0.16 2
Availability 0.40 | 0.37 0.21 135 8 2.55| 0.15 2.54 0.15 3
Interoperability 0.08 ] 045 | -042 89 62 1.59 | 0.14 1.62 0.15 4
Contract -0.02 | 0.38 0.25 50 56 1.50 | 0.14 1.40 0.14 5
Legal -0.12 | 040 | -0.13 46 85 1.08 | 0.13 1.13 0.14 6
Customer Support | -0.16 | 0.48 0.26 54 105 1.02 | 0.13 0.99 0.14 7
Process Maturity -0.34 | 0.37 0.03 19 126 0.55] 0.13 0.61 0.14 8
Flexibility -0.42 | 0.38 0.48 20 152 037 0.13 0.38 0.14 9
Financial Stability | -0.56 | 0.31 0.58 7 186 - - - - 10

All regression coefficients are significant at p<.001, except Flexibility (p<.01)

Table 4. Descriptive statistics for best-worst scaling data.

Both the MaxDiff model and the sequential model can be analyzed by a conditional logistic regression
using a maximume-likelihood estimation of parameters. In modeling data for our analysis, we followed
the guidelines by Flynn et al. (2007). For the MaxDiff model, we modeled one observation for each
possible best-worse-pair per choice set per respondent. Assurances were modeled as independent vari-
ables and dummy-coded. A similar approach was followed for the sequential model. We modeled two

! Only includes respondents actually using cloud services (cf. column “cloud usage type™).
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observations for each assurance available per choice set per respondent, one for being chosen as most
preferred, and one for being chosen as least preferred assurance in the choice set (except for the attri-
bute chosen as most preferred). Assurances were again modeled as independent variables and dummy-
coded. To avoid dummy variable trap, we chose one independent variable as the reference category,
hence excluded it in both data sets (Hair et al., 2010). We decided for “financial stability” due to its
lowest rank in the counting analysis. Coefficients and standard errors for each assurance are depicted
in Table 4. As expected, a linear regression of scores and regression coefficients shows that results
from all three analyses are similar (r>=.9976 for counting analysis vs. MaxDiff model, 1*=.9977 for
counting analysis vs. sequential model, and r?=.9981 for sequential model vs. MaxDiff model).

Next, we assessed skewness of assurances and correlations between assurances. Skewness was as-
sessed comparing the skewness statistic of each assurance with twice the standard error of skewness
following Hair et al. (2010). Results indicate that of the ten assurances, only privacy is skewed. Corre-
lations ranged from -0.53 to 0.4 and 40 out of the 45 correlations were not significantly different from
zero at the 1% level (Table 5). Of the five significant correlations, four are negative and one is posi-
tive. Overall, we conclude that skewness is not a significant problem and respondents were able to
meaningfully discriminate between assurances. Finally, to assess internal validity we compared assur-
ances’ scores with the ranking task results on an individual level. To calculate a “hit rate”, we ranked
the six assurances included in the validation task based on their counting scores and compared rank-
ings with the validation task rankings on respondent level of analysis. The hit rate was 65.4%, which is
common for BWS experiments (e.g., Orme, 2005, 2009).

No. | Assurance 1 2 3 4 5 6 7 8 9 10
1 Availability 1

2 Contract -48 1

3 Customer Support | .28 | -.48 1

4 Financial Stability | .31 | -.23 | .02 1

5 Flexibility -01 | -.07 | -.08 | -.10 1

6 Interoperability .03 ]-04]-23]-15]-.05 1

7 Legal -32 | A1]-25]-31]-29]-32 1

8 Privacy -53 | 23|-19|-38|-18|-06| .40 1

9 Process Maturity | -.05|-07| .00 | .02 |-30]-.03|-.11]-26 1

10 | Security -32] 14 (1-35] 01| .10]-33] 18] .01 |-19] 1
Note: bold correlations indicate p<.01

Table 5. Correlation between assurances’ scores.

6 Discussion and Conclusion

This study investigates consumer’s preferences for assurances provided by cloud service certifications.
Building upon the best-worst scaling method we empirically measure importance scores for ten poten-
tial assurances for cloud services. Results demonstrate that privacy, security and availability are the
three most preferred assurances, whereas process maturity, flexibility and financial stability are the
three least preferred assurances. Importance of security and privacy is consistent with extant research
on certifications and seals in the e-commerce domain (cf. section 2) as well as our expert interviews.
Results indicate that privacy is considered the most preferred assurance. This is not only due to the
highest score and regression coefficients, but also supported by the negative skewness, which indicates
that the majority of consumers rates data privacy with a higher than average score. The significant
negative correlations with availability and financial stability indicate that consumers with a high pre-
ference for privacy assurance are less concerned about long-term availability of data, which may be a
result of the commodity and thus interchangeability of consumer cloud services. Assurance of availa-
bility seems to be important in the cloud computing context, but has not yet been studied in IS re-
search on certifications. This may be explained by the lesser amount of data exchanged in e-
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commerce, which has been prior focus of IS certification research. Typically, e-commerce transactions
require provision and storage of address and billing information, which may easily be restored in case
of data losses. However, cloud services often store pictures or other personal documents for which
consumers’ fears of loss are likely to be considerably higher. Overall, the results match our expecta-
tions based on the expert interviews conducted prior to the experiment. Interestingly, experts jointly
agreed that process maturity is an important assurance, whereas experimental results indicate that it is
of lesser importance to regular consumers. As process maturity is an assurance of provider integrity
and reliability, this finding may indicate that integrity and reliability seals studied in e-commerce con-
texts (e.g., Hu et al., 2010; Zhang, 2005) are less important in cloud computing contexts.

This study has the following limitations. First, though our sample size of 53 respondents is sufficient
to provide an estimate of cloud service consumers’ preferences for assurances, it is relatively small.
Hence, a larger sample might provide deeper insights. Second, there is little public information availa-
ble on overall consumer cloud service user demographics. Though we are confident our respondent
sample sufficiently matches the overall population and other recent studies on consumer cloud service
acceptance have similar samples with regards to age and internet experience (e.g., Li and Chang,
2012), the actual population of consumer cloud service users might differ. Third, the relatively low
share of female respondents might distort results. However, assessing potential gender impact on as-
surance preferences did not reveal any significant differences.’

A larger sample size would also allow exploring segments with differing assurance preferences. Extant
research suggests that assurances are perceived differently by user segments, for instance experienced
and inexperienced users (Zhang, 2005). Though an analysis of differences of assurances’ scores be-
tween adopters and non-adopters did not show any significant differences’, future studies might inves-
tigate other segments. A promising opportunity would be to explore assurance preferences across cul-
tures. For example, a recent study comparing self-perception-based trust (e.g., security protection
mechanisms) with transference-based trust mechanisms, a third-party seal, finds that the latter signifi-
cantly influences trust for Korean respondents, but not for US respondents (Kim, 2008). Here, BWS is
especially suited due to its independence of cultural scale interpretation (Auger et al., 2007).

Finally, our study provides insights on the relative importance of assurances, but does not provide
insights on these assurances’ influence on consumers’ beliefs, attitudes or behaviors. Hence, future
research should investigate whether and how the identified important assurances influence a consum-
ers’ beliefs (e.g., trusting beliefs, perceived uncertainties), attitudes (e.g., towards using a cloud ser-
vice) and behaviors (e.g., usage of a cloud service). Given that the effect of certifications is highly
contextual, evaluating certifications under different contextual conditions or comparing certifications
to other quality signals or trust-assuring arguments are also promising research directions.

Contributions are threefold. First, by applying best-worst scaling, which so far has not been used in IS
research, we direct attention to a promising method that might be used in other IS research domains.
Second, by identifying and empirically ranking various quality and trust assurances for consumer
cloud services, we provide foundations for future research on trust-assuring arguments and quality
signals for cloud services. Third, practitioners can use our results to develop more focused certifica-
tions and to highlight most preferred assurances when communicating certifications to consumers.
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2 Mann-Whitney’s U tests with male and female respondents as groups do not show any significant effect of gender on any of
the ten assurances scores (156<U<287, -1.37<Z<1.67, .09<p<.86).

3 Mann-Whitney’s U tests with adopter and non-adopter respondents as groups do not show any significant effect of adoption
on any of the ten assurances’ scores (52.5<U<115, -1.56<Z<.89, .13<p<.94).
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