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Designing Information Systems Security Policy Methods: A Meta-Theoretical 

Approach 

Abstract 

Information systems security policy (ISP) is the critical foundation of information systems 

security. Despite the criticality of the ISP, information systems security scholars have expressed 

concerns about the lack of theory and limited methodological support, especially which focuses 

on social and political issues, for the development of ISP. Existing literature on ISP 

Development (ISPD) is scattered and lack meta-theoretical approach toward designing ISPD 

Methods (ISPDM). This paper aims to fill the gap by consolidating extant ISPD approaches and 

put forth a systematic way by adopting a meta-theoretic approach in defining essential principles 

for designing ISPD method. After presenting the principles we demonstrate that none of the 

existing methods are based on all the essential principles.  

Key words: Information systems security policy, Information systems security policy methods, 

Meta-theory, Essential principles.  
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1. Introduction 

Scholars and practitioners widely agree that Information systems security policy (ISP) is the 

critical foundation of information systems security (David, 2002; Marcinkowski and Stanton, 

2003; Corby 2007; Kadam, 2007). As a result, ISP is a standard issue of any books on 

information security management, and ISP is required by key information management 

standards. Despite the indisputable importance of ISP, information systems security scholars 

have criticized that the lack of theory and limited methodological support for the development of 

ISP (Olnes, 1994). Such situation is common for young disciplines or research topics, and 

scholars have cried out for more theory-development in such disciplines. A glance to history of 

philosophy of science suggests the importance of meta-theories and respective thinking. There 

are numerous examples in different fields of science as to how meta-theories, which are theories 

on theories or methods, had a fundamental influence on theories or methods, and in that way 

practice, in difference disciplines (Laudan 1990). Examples include meta-mathematics in terms 

of Hilbert, Friege, Russell and Richard (Good 1966), or meta-ethics in terms of Hare (1981) or 

Kant. Laudan (1990) expresses his concerns about the disconnections of exiting theories in terms 

of social and political issues. Drawing analogy to the ISP, while the importance of ISP has been 

recognized, there are limited meta-theoretical discussion on typical meta-theoretical issues, as to 

what are the meanings of the key concepts, what is the nature of ISP in terms of social and 

political influences, and their methods, and how ISP, ISP methods or ISP theories are validated 

(cf., Garner & Rosen 1967). Such discussion is important because a meta-theoretical approach 

can provide how scholars and practitioners can develop an ISPD method which addresses 

systematically a class of concerning issues, and can evaluate and select an appropriate ISPD 

method according to their needs. To address these issues, we argue that ISPD approach should be 
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based on essential principles grounded on fundamental characteristics of ISPD process that are 

derived from meta-theoretical approach.  

As a first step in remedying such situation in the literature we advance a meta-theory for ISP 

methods in this paper. The theory is based on five essential principles developed on fundamental 

characteristics of ISPD process. These characteristics are derived by applying structurational 

model in understanding the nature of interaction between ISP and organizations per se. These 

five principles preliminary based on addressing the security needs of organization, by preparing 

organizations how to address the need by involving employees and top management, and finally 

an easy and understandable security policy. After presenting essential principles, we find that 

none of the existing ISP methods are based on these essential principles. 

The results of the study will serve the expectations of academics and practitioners alike in the 

field of ISP. For academics it will consolidate the existing research in the field of ISPD 

approaches. Further, it will offer a meta-theoretical approach in identifying and generalizing the 

fundamental characteristics of ISPD and how it takes into consideration the extant literature on 

the issue. Our study suggests essential principles based on meta-theoretical approach for 

designing ISPD tools / methods will be a valuable contribution for the practitioners.  

Rest of the study is organized as follows. Next is literature review section. This followed by 

advancing a meta-theory for designing ISPD method. Then we elaborate essential principles for 

security policy methods and then demonstrate that none of the existing ISPD methods are based 

on all the essential principles. We discuss implications of this research for academics and 

practitioners, followed by a conclusion.  
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2. Extant ISPD approaches  

ISPD methods offer a systematic approach for developing and implementing balanced and 

efficient security policy (Olnes, 1994). In contrary to the cumulative tradition of knowledge 

development, existing literature on ISPD approaches and methods are scattered and reflect lack 

of cumulative tradition. In order to follow the cumulative research tradition this study aims to 

analyze the extant ISPD methods and approaches from the viewpoint of (i) research objectives, 

and (ii) the organizational role of IS security, (iii) and robust founding of the approaches.   

Analysis of the extant methods in the light of the research objectives is useful to highlight the 

possible goals of the researchers. Following Chua (1986) and Habermas (1984, 1987), potential 

research objectives include: a) means-end oriented/technical; b) interpretive; or b) 

critical/emancipatory objectives. It is important to understand which ISPD methods favor which 

types of organizational roles (cf., Iivari & Kerola 1983, Kant 1993, Iivari & Hirschheim 1996)? 

Possible organizational roles of information systems security includes: a) technical; b) socio-

technical; or c) social. The viewpoint of robust founding addresses the concern of 

generalizability and utility of the ISP methods.  The idea hails from the idea of philosophy of 

science. This approach also addresses academic concern about the rigor, by applying theory in 

developing ISP method.  In fact, the whole idea of scientific research rests on theories: “The 

central role of theory in the scientific enterprise can hardly be challenged.” (Liska et al. 1989, p. 

2). There are assertions for the practical utility of theories. If security policy approach lacks 

underlying theory, it would not be able to explain why certain approach works in any given 

condition and why certain approach does not work in the given conditions. This concern of 

utility also belongs to the philosophy of science concept, where the empirical evidence is often 

considered as the essential constituent of science. Such a need for testing theories empirically is 
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highlighted by different philosophers of science. In the area of social sciences, Cao (2004) 

stresses that the cornerstone of science is the rigorous use of empirical research methods, 

including making the reporting of the research results and research process visible. Akers and 

Sellers (2004 p. 5) share this view: the ultimate test of a theory is it practical utility. Empirical 

evidence is important for practitioners to ensure that developed methods work in real world 

(Abrahamsson et al. 2003). 

We find forty two extant ISPD approaches on some kind of prescriptions, guidelines, methods, 

processes, essential components, standards, frameworks or how to develop security policies. Out 

of the forty two approaches only three approaches have the research objective being interpretive, 

two means end oriented and and remaining thirty seven are conceptual analytical work. Methods 

/ approaches that follow interpretive objective include Karyda et al. (2003), and Karyda et al. 

(2005) and Ferreira et al. (2010).  Karyda et al. (2003), and Karyda et al. (2005) apply contextual 

theory in their work and also conducted empirical study to demonstrate the utility of their 

proposed framework. Karyda et al. (2005) find that their approach offer critical insights into the 

problems of ISP effectiveness and put forwarded to explore social oriented theories from the 

field of organization theories for focusing on broader range of issues of ISPD. Ferreira et al. 

(2010) applied grounded theory in their paper and suggest focusing on users’ involvement 

approach during the entire process of security policy development and implementation. The two 

approaches that have means end objective have technical as organizational role. However, 

among the conceptual analytical approaches have social as organizational role of ISPD methods.   

Out of forty two methods, there are only five methods that have robust founding but only two 

papers meet both the criteria of robust founding. Among these methods, method by Brewer and 

Nash (1989) is based on mathematical theory. Karyda et al. (2003) and Karyda et al. (2005) 
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applied contextual theory in their work and also conducted empirical study to demonstrate the 

utility of their proposed framework. Ferreira et al.  (2010) applied grounded theory in their 

paper. Coles-Kemp and Theoharidou (2010) suggest security management process design based 

on the theories derived from the crime theories. The theories mainly applied are Social Bond 

Theory, Social Learning Theory and Theory of Planned Behavior for social aspects, while 

applied General Deterrence Theory only for differentiating compliance and non compliance 

aspects. Due to the limitations of these theories, their paper lack business aspects and hence their 

suggested process does not meet all the principles.   

Generally speaking, the extant methods of ISPD hardly refer to the related work done by fellow 

scholars, not to mention the fact that their authors set their research problems in the context of 

the existing research on ISPD methods. However, science should be cumulative: it should build 

on the existing research (Laudan 1990). The lack of such a cumulative research tradition means 

that authors are inventing the wheel again and possibly repeating the same mistakes. This non-

cumulative research practice also hinders the development of the field in general (cf., Klein & 

Hirschheim, 2003). Finally, this research practice confuses scholars and practitioners, who have 

serious difficulties in separating the numerous works on ISPD methods from each other (as the 

authors neglect to explain this, while they also use different terminology). Therefore, we argue 

that there is a need for approach that can consolidate existing research in this field and thus 

focuses on cumulative research tradition. However, the approach should be founded on theory 

based ISPD method to have a broader generalizability and thus larger applicability. We first 

understand the nature of ISPD process, and then by proposing meta-theoretical approach we 

systematically analyze the fundamental characteristics of ISPD process and interlace concerning 

issues through putting forth essential principles of designing ISPD methods.  
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3. Toward a New Meta Theory for Designing ISPD Methods 

Information systems security policy development methodology (ISPDM) is interpreted as "an 

organized collection of concepts, methods, beliefs, values and normative principles supported by 

material resources" (Hirschheim et al., 1995). The purpose of the ISPDM is to help the 

organization effectively change the risk level of information systems security. Methodologies are 

termed as normative as they prescribe how to reduce the risks of information systems security. 

The definition of methodology focuses on organized collection due to the reason that 

methodologies cannot be randomly selected. Therefore we argue to have a meta-theoretical 

approach which can systematically explain the concepts, belief, values and methods involved in 

ISPD method design. By this approach we systematically analyze essential principles that are 

based on fundamental characteristics of ISPD method, which help in developing and 

implementing security policies that meet the purpose.  

This paper primarily focuses on ISPD approaches and its fundamental characteristics, and does 

not intend to suggesting or recommending best security policies per se because of the two 

reasons. First reason, security policy differs from one organization to another due to differing 

security needs and requirements of these organizations due to their internal and external 

environments (Madnick 1978, Whitman et al 2001). Second reason, we argue that good content 

of a policy itself does not attribute to the desired outcome from security policy. Rather, the 

desired outcome from security policy stems on several interdependent factors such as 

organization preparedness, role of policy developers, involvement of top management, resource 

deployment, and motivation of users.  

                             Sprouts - http://sprouts.aisnet.org/11-150



To uncover the fundamental characteristics of ISPD method we need understanding of the nature 

of ISP development process and its influence. ISPD process, an artifact for managerial 

intervention (Gregor and Jones, 2007) aimsto change the state of unsecured to secured 

information systems assets. ISPD methods, the artifact for brining change to securing 

information systems assets, comprise policy development approaches, methods, techniques and 

tools (Walls et al., 1992). Therefore ISPD method being an artifact entails a change process 

taken with respect to information systems security.  In terms of Hirschheim et al., (1995), the 

role of artifact can be defined as to increase the state of security of information systems assets 

that is influenced by a set of environments, internal and external, implemented through a change 

process managed by a task force, who is given the objective to increase security of information 

systems assets.  Hirschheim et al., (1995) further stress that thus the role of artifact is mainly 

shaped by four components information systems security, change process, environments and 

taskforce, that  suspend together in a web of social, cultural and technical phenomena.  This 

implies that these components are interlinked and achieve a better outcome when work together. 

, which are mutually exclusive and collectively exhaustive.  

Therefore, a theoretical framework which supports us in understanding the fundamental 

characteristics of ISPD process as mentioned above as an organizational change process and 

elaborates how these characteristics influence practices of ISP would be suitable for analysis.  To 

achieve this, structurational model developed by Orlikowski & Robey (1991) based on the 

Gidden’s theory of structuration is an ideal theoretical framework. The model is an ideal 

candidate framework for analyzing the ISPD process because of the following reasons: 1) it 

blends security policy development and usage together into one entity for analysis, Markus 

(1983) explains the criticality of linking development and usage in understanding the criticality 
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of such issues. 2) The structuration approach not only focuses on policy influences users, but 

also how users influence policy. 3) The approach has been applied successfully in studying IS 

artifact induced organizational changes; 4) the approach in structuration theory fulfills the 

paucity of theory highlighted by Markus and Robey (1988). 5) It is a meta-theory that integrates 

multiple level of analysis (Orlikowoski and Robey, 1991) and thus can offer richer and deeper 

insights into the components of ISPD process.  

Gidden’s theory of structuration has been adopted by a number of organizational researchers in 

order to understand the organizational change process. Among others, Orlikowski & Robey 

(1991) found structuration theory useful in explicating the features of organizational change 

entailed by information technology. In their work Orlikowski & Robey developed a theoretical 

framework by focusing on information technology, and how information technology is created, 

used and become institutionalized within organization. Applying the same analogy, we adapt the 

same framework by focusing on ISP, and thus explicating how ISP is developed, implemented, 

adopted and become institutionalized within organization.  

A structurational model of information security policy  

Figure 1 depicts a generic structurational model of information systems security policy adapted 

from Orlikowski & Robey (1991). The model explicates four key influences that operate 

continuously and simultaneously in the interaction of between security policy and organizations: 

i) Arrow a – information security policy is the outcome of human action, being developed and 

used by humans; ii) Arrow b – ISP is the means of other human action, serving to facilitate the 

protection of information systems security; iii) Arrow c – ISP is developed, implemented and 

adopted within specific social context; and iv) Arrow d – interaction with ISP influences the 
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social context within which it is developed, implemented and adopted. These four dimensions of 

ISSP and of the organization operate simultaneously (Orlikowski & Robey, 1991).  

 

 

 

 

 

 

 

 

Figure 1 : Structurational model of Information systems security policy 

 
The above model is based on the relationships between ISP and organizations, which is seen as 

two central themes in formulation and implementation of security policy: the process of ISSPD 

and the social consequences of security policy implementation. According to Gidden’s view 

these two themes can be analyzed in terms of human actions /interactions that are linked through 

modalities (interpretive schemes, resources and norms) with institutional / social structure. This 

linkage between the realm of social structure and the realm of human action is referred to as the 

process of structuration (Giddens 1979). Further, Giddens (1984) explains the vitality of how 

modalities work within each of the institutional / social and human actions realms of 

organizations.  

The realm of social structure and the realm of action in the ISSPD process: The team 

responsible for formulating security policy is influenced by their knowledge, resources available 
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to the team, objectives of the top management and organizational form and culture (Orlikowski 

and Robey, 1991). ISSPD methodology assumes a critical role in facilitating and constraining 

these tasks of the team. The methodology of ISSPD would contribute in analyzing and 

interpreting the risk associated to the information systems assets, reshaping the power structure 

in terms of ownership and managing the security policy, and in developing policy and 

institutionalizing practices about policy development and implementation.  The team responsible 

for security policy formulation and implementation takes action based on the risk analysis of 

external and internal environments, legal provisions for protecting information systems assets, 

rearrangement of roles and responsibilities in organizational structure for formulating and 

implementing security policy, and available tools for training employees and communicating 

with employees.  Thus the ISSPD process, by placing realm of social structure and realm of 

action together, primarily consists of:  

1) Tool for analyzing risks, from external environment and internal environment to information 

systems assets, according to objective of the top management.    

2) Facilitates organizing the structure as required for formulating and implementing security 

policy.  

3) Focuses on institutionalizing adherence to security policy by educating and communicating 

with employees.  

The realm of social structure and the realm of action, and the social consequences of 

security policy implementation:  The structural perspective emphasizes on how action of users 

are shaped by implementation of security policy. The modalities as embedded in a security 

policy mediate the behavior of users in adhering to security policy.  Security policy an artifact of 
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managerial intervention shapes the actions of users by facilitating certain objectives of the 

management and constraining others. Employees would judge the appropriateness of the security 

policy before adhering to (Orlikowski and Robey, 1991). In this situation it is recommended to 

engage employees, for whom this security policy is meant for, in understanding and elaborating 

the appropriateness of the policy. In interpreting the appropriateness of the security policy, 

resources and norms within the organization significantly influence employees. By referring to 

Kling and Iacono, Orlikowski and Robey (1991) explain that education, training and 

involvement of top management are important in establishing the pattern of change. Thus the 

social consequences, by placing realm of social structure and realm of action together, primarily 

have following influence: 

1) Employees attempt to understand the security policy and adhere to it. They just follow the part 

of policy which they understand and gradually this pattern becomes institutionalized.  

2) Employees evaluate the appropriateness of security policy before adhering to it; therefore 

involvement of employees is essential for appropriate security policy formulation.  

3) Employees find provisions for education and communication, commitment of resources and 

involvement of management as source of motivation in adhering to security policy.  

Characteristics of ISSPD method by relating ISSPD process and social consequences of 

implementing ISSP:  

1. ISSPD process facilitates as tool for analyzing the internal and external environment of the 

organization. This tool serves the purpose of the objective of top management and in sustaining 

the business by increasing the security of information systems asset. Since the internal and 

external environment, objective of top management, and the purpose of organization differs from 
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one organization to another, therefore security needs differ from one organization to another. 

Thus ISSPD process should facilitate formulating security policy founded on the need of the 

organization. 

2. ISSPD process focuses on preparing organizations for formulating and implementing security 

policy. In terms of reorganizing there is a need for a team which would manage all the tasks. 

Since security policy serves the objective of top management and employees are motivated by 

top management involvement, therefore the team should have a representation from top 

management.  The theme of social consequences has thrust on involvement of employees; 

therefore team should have representatives of all employees. 

3. Institutionalizing adherence to security policy is suggested to achieve by educating and 

communicating with employees, therefore it is important to include all the employees in this 

process. In the process of institutionalizing, employees evaluate appropriateness of security 

policy therefore participation of employees is highly recommended. Thus employees, who are 

users of the security policy, should be involved in formulating and implementing security policy.  

4. The entire process of ISSPD and adherence to security policy by employees entail various 

provisions such as analysis of risks, formulating security policy, educating and communicating 

with employees that consume resources. Allocation of appropriate resources for these activities 

is not possible without the commitment of top management to the appropriate security policy. 

Also, employees who institutionalize adherence to security policy see involvement of top 

management in the entire process as source of motivation.  

5. The pattern of adhere to security policy gradually institutionalized within the organization. 

The pattern of adherence to security policy largely depends upon the simple and understandable 
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language of security policy. If employees do not understand or wrongly understand the policy 

they would institutionalize the adherence as what and how they understand the policy.  

Characteristics reflecting the principles of ISSPD method: 

Table 1: Fundamental characteristics reflecting essential principles 

Characteristics of ISSPD method Principles in designing 
ISSPD method 

Analyzing the internal and external environment, according to 

the objective of top management and in sustaining the business  

Syncing with the need of 

organization 

Preparing organization in terms of restructuring powers, roles, 

responsibilities 

Organizational adaptability 

Educating and communicating with employees, involving 

participation for appropriate security policy 

Users’ involvement 

Various activities involve immense resources in terms of 

money and time of top management apart from others  

Top management commitment 

Simple, practical and easy to understand policy which facilities 

proper adherence to full security policy 

Cogent policy 

 

4. Explicating the Principles of ISSPD methods 

Principle 1. Syncing with organizational need 

The principle of unique business need addresses the concerns that information systems security 

depending upon businesses are unique in nature, therefore ISPD process should focus on aligning 

policy with the unique business need. Marcinkowski and Stanton (2003) find that “security 

policies are unique in nature due to business objectives, legal requirements, organizational 
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design, organizational culture, prevailing ethics and morals, extent of education of users, and 

technology deployed”. These factors influence threats and risks differently; therefore specific 

security requirements vary from organization to organization (Madnick, 1978). The same 

concerns Bensaou and Earl (1998) express that business practices are heavily influenced by 

national culture, industry traditions and company level characteristics, therefore copying 

benchmarking and best practices could be devastating by not incorporating the unique business 

needs. The concern can be understood as organizations have unique need in terms of protecting 

their information systems. Therefore neither single security solution nor a single security policy 

can fit all organizations (Whitman et al., 2001). Henceforth, the principle of syncing with 

organizational needs suggests that ISPD process involves developing and implementing policies 

that are internally consistent with strategic logic, aligned with business processes, and 

consequently match with organization’s business strategy (Marcinkowski and Stanton, 2003; 

Hayes 2006). 

Resource-based view, advocates that in order to pursue purpose of the organizations, critical 

strategic assets must be protected. Barney (1991) refers to information and knowledge as critical 

firm resources due to the view that information systems is a rare, valuable, inimitable and 

immobile critical asset supports vision and mission of the organization. Resource-based theory 

also explains that a firm may develop any form of resources for sustaining its purpose (Selznick, 

1957; Penrose, 1959; Wernerfelt, 1984) in responding to environmental threats, whatsoever, 

(Barney, 1997) by protecting its assets. Therefore IS security policy becomes a critical device for 

protecting information systems.  

A good and effective security policy reflects strategic priorities and assets of the organization 

(Kabay, 1999). Therefore ISPD process should suitably synchronize ISP with the organizational 
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processes. Hence, for an effective security policy it should be considered in terms of business 

purpose, goals and vision of the organization as a wholesome holistic approach (Poulymenakou 

and Holmes, 1996). Therefore, an ISPD approach should reflect following criteria to reflect that 

it meets the syncing with organizational needs principle.  

1. Synchronized with the organizational objectives 

– Legal requirements 

– Cultural and ethical practice 

 2. Aligned with the Critical Success Factors 

– Business focus (Product leadership or price leadership) 

– Industry it operates in  

Principle 2: Organizational Adaptability 

This principle explicates that organizational adaptability is a must feature for the organizations 

aiming to have high security strategy. Acquiring a security competence in terms of managing all 

the issues, and developing and writing security policy are often seen as challenge which 

organizations fail in acquiring or adapting to the security need. Therefore, acquiring a new 

competence, particularly by an existing organization is encountered as significant impediment in 

meeting security need.  

The concept of adaptable organization founds on the features of flexible organization and 

learning organization. A flexible organization enables organizations to prepare better in changing 

and unpredictable environment (Dreyer and Gronhaug, 2004). Flexible organizations reflect 
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preparedness to meet the IS security challenges recognized as significant organizational need. 

With flexibility, organizations can continuously create right kind and range of resources 

coordination (Sanchez 1997). Dynamic contingency theory explicates flexibility can be achieved 

by integrating, reconfiguring and developing organizational resources and competences to 

address uncertainties and complexities (Fredricks, 2005; Boyle 2006) and an ability to control 

the changing and unpredictable business environment (Eppink, 1978; Krijnen, 1979; Aaker and 

Mascarenhas, 1984; Volberda, 1998). Theory of organizational learning has been receiving 

increasing attention (Dodgson, 1993) especially in responding to rapid changes, thus to 

effectively sustain their existence in the fast changing world (Hannan and Freeman, 1984; Kenny 

2006). 

An adaptable organization will form task force or temporary team by involving representative 

sample and intercompany learning for better integration (Kabay, 1999). Hence, an ISPD 

approach should reflect following criteria to reflect that it meets the adaptable organization 

principle. 

1. Formation of task force 

– Representation from top management, IT and security  

– Representation from all impacted department 

2. Flexibility in acquiring security competence 

– Recruitment of professional – security policy 

– Competence development pertaining to security matter 

Principle 3: Users’ involvement 
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Top down approach and user resistance to change is observed as the primary reason for the 

failure of various technical projects (Hirschheim and Newman, 1988). Treating ISP development 

principally as only a technical process could be a recipe for disaster (Hirshheim and Newman, 

1991). Thus treating security policy development a technical matter and not a social issue causes 

various problems. Lack of user involvement causes low understanding of the security need 

leading inadequate importance of the security policy. Since, often, employees at operational level 

are aware better of the critical business aspects than the top management, lack of user 

involvement in this case leads to a security policy with inadequate focus on critical business 

aspects. 

The sociotechnical approach is founded on user participation during development phase. User 

participation works as a tool for improving users’ perception about the significance of IS security 

measures (Spear and Barki, 2010). Buy in theory explains that user participation bring positive 

attitude of users in adhering to policy. The change in attitude is achieved by facilitating the 

feeling of belongingness to security policy ensured by participation. Socio-technical approach 

propagates decentralized and delegated decision making, which extends the sense of 

belongingness to users in developing and implementing policy. System quality theory explains 

that participation ensures thorough understanding of business needs and a comprehensive 

attention to security needs, which consequently enhances quality of security policy. The entire 

exercise of participation in assessing business need facilitates alignment of security policy with 

the environment organizations operate in. Such participation also ensures early evaluation of 

security policy at development stage and users also get to know the exact picture what entails 

implemented security policy, critical for eventual success (Szajna and Scamell, 1993). 
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According to the view of Mumford and Weir (1979), technical professionals, for security policy 

security professionals, should regard themselves as facilitator supporting the users in defining 

desirable and sustainable security policy for the users’ environment. Organizations use formal 

training for the development of competencies that are critical to the achievement of purpose of 

the security policy (Hayes 2006). User education is significant tool for an effective security 

policy (Madnick, 1978). Organizations rely on users, through training, in exercising their skill to 

identify and resolve problems, introduce changes in work methods, and take responsibility of 

quality, in this case it is responsibility of complying with security policy (Pfeffer 1998). An 

ISPD approach should reflect following criteria to reflect that it meets the users’ involvement 

principle. 

 1. Representation of users in task force 

– All relevant departments are involved 

– Participation in requirements elicitation exercise 

2. Provision for required training, awareness and communication 

– Training provisions according based on users need 

– Communication strategies aiming to change users behavior  

Principle 4: Top management commitment 

The principle focuses on involving top management into the entire process of ISP formulation 

and implementation. It is critical to involve top management, because lack of top management 

commitment leads to three most pressing issues that hinder the success and effectiveness of 

security policy. Lack of top management commitment to security policy causes low priority 

activity. This further leads to lack of deploying needed resources and lack of overall motivating 

atmosphere within the organization. Security policy development and implementation needs 
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immense resources in terms of time of employees and top management, new competence 

development for handling security issues, and financial resources. Lack of overall motivation 

leads to low adherence to security policy by the users.  

Expectancy theory of commitment explicates that decision makers can be influenced by the 

subjective utility of allocating resources by anticipating value of goal attainment from security 

policy (Brockner, 1992). This helps management in understanding the value of allocating 

required resources, probability of goal attainment, cost-benefit analysis that drives the 

commitment (Newman and Sbherwal, 1996). A consensus among the decision makers for the 

need of an effective security policy will make a positive impact towards the involvement of top 

management (Newman and Sabherwal, 1996; Hayes, 2006).  

Commitment from the management has two explicit implications. First, a committed 

management will deploy appropriate resources required for the policy formulation, development 

and implementation, and second, sincere involvement of management is seen as motivation and 

relevance by employees in adhering to security policies. Therefore, an ISPD approach should 

reflect following criteria to reflect that it meets the top management commitment principle.  

1. Management representation 

– Task force for security policy 

– Meeting related to security policy formulation and implementation 

2. Resource allocation  

– For all the needed activities (training, communication, meeting, etc) 
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– For acquiring security competence (new employee or training of an 

existing employee[s]) 

Principle 5: Cogent policy 

Employees comply with security policy if they find it to be useful for the organization and easy 

to use which does not challenge their cognitive and physical limitations. Although users’ 

involvement principle ensures that users are involved in requirement engineering and they are 

trained and educated in adopting security policy. Nevertheless, this does not necessarily imply 

that language and technicality of security policy is addressed and users easily understand the 

policy. In an empirical study employees had complaint about highly technical language of the 

policy, which is difficult to interpret and understand, consequently employees fail in complying 

with these policies (Puhakainen and Siponen, 2010). The eventual success of security policy lies 

in reading, understanding and complying with the policy.  

Performance expectancy theory and effort expectancy theory together explain that user finds 

security policy useful in achieving her/ his job performance on the one hand and on the other 

hand security policy should be easy to use. Policy formulation should include human 

characteristics of the organization. In a recent research users express their willingness to 

participate in the defining, testing, implementing, phase of the policy development (Ferreira et 

al. 2010).  

Security policy is a technical document, writing a security policy document should be dealt by 

professionals. As mentioned in business need principle, organizational culture and ethics are 

critical issues; these issues can be addressed if users are involved in writing the document. This 

approach of writing security policy will also address the issue of evaluation during development 
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phase. A security policy development approach should reflect following criteria to reflect that it 

meets the users’ involvement principle. 

1. Participatory approach in policy writing,  

– Involvement – users’ representatives 

– Evaluation of policy during development phase 

2. Policy written by expert / professional 

– Professional hired or contracted, who has policy writing competence and 

experience 

– Involvement of the professional from the initial stage 

Table 2: Essential principles 
Principles Issues Theory Criterion 

Syncing with 
organizational 
need 

One standard policy 
cannot serve different 
business needs as 
Businesses are different 
due to nature, industry 
strategy, business 
objective, 
organizational design, 
culture, and  
legal requirements, 

Resource-based 
view 
 

1. Synchronized with the 
organizational objectives 

• Legal requirements 
• Cultural and ethical practice 

2. Aligned with the Critical Success 
Factors 

• Business focus (Product 
leadership or price 
leadership) 

• Industry it operates in  
 

Top management 
commitment 

Security policy is not 
the priority 
Lack of resources  

• Human resource 
• Capital or 

recurring  
Lack of overall 
motivation  

• Security 
professionals 

• Employees at 
large 

 

Expectancy 
theory of 
commitment  
 

1. Management representation 
• Task force 
• Meeting 

2. Resource allocation 
• For all the needed activities 

(training, communication, 
meeting, etc) 

• For acquiring security 
competence (new employee 
or training of an existing 
employee) 

 

Organizational 
adaptability 

Organizations are not 
prepared to adapt to 

Dynamic 
contingency 

1.Formation of task force 
Representation from top 
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dynamic environment 
 
Organizations fail in 
implementing effective 
security policy 
 
Organizations fail in 
creating need for 
security professional 
 
Organizations fail in 
acquiring competence 
required for addressing 
security needs 
 

theory  
 

management, IT and security  
Representation from all impacted 
department 
 
2. Acquiring security competence 

• Recruitment of professional 
– security policy 

• Competence development of 
employees  

 

Users’ 
involvement 

Lack of user 
involvement causes low 
significance for security 
policy 
 
Lack of understanding 
of the security policy 
 
Security policy fails to 
cover all critical 
business aspects  
 
Policy does not meet 
expectations of the users 
 

Sociotechnical 
view  
 

1. Representation of users in task 
force 

• All relevant departments are 
involved 

• Participation in requirements 
elicitation exercise 

2. Provision for required training and 
communication 

• Provision for training 
according to users need 

• Provision for communication 
strategies aiming to change 
users behavior  

 

Cogent policy A complicated and / or 
technical policy is 
difficult to understand 
 
Difficult to understand 
policy challenges  

• Human 
limitations  

• Causes pressure 
in regular job 
performance 
 

Results in low 
adherence 
 

Performance 
expectancy 
theory and effort 
expectancy 
theory  
 

1.Participatory approach in policy 
writing, ensuring  language 
acceptable and understandable to 
users 
 
2.Policy written by expert, ensures all 
the critical aspects are covered and 
policy is appropriately formulated 
 

 

5. Analysis of the extant ISPD literature 
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Evaluation:  

Based on the essential principles and their respective criteria above, this section evaluates and 

analyzes existing ISP methods. These ISP methods will be evaluated into three different 

categories, 1) none of the criteria is present in the approach, 2) out of two, only one criterion is 

present in the method, and 3) will represent that both the criteria are present in the method.  For 

detailed evaluation kindly refer to appendix 1.  

i) Unique business need  

This is the principle which received most attention by the extant ISP methods. Of the 42 

analyzed methods, 10 methods meet both of the criteria of this principle, while 17 meets only 

one of the criteria.  

ii) Organizational adaptability 

Formulation and implementation of security policy entails changes in organization that 

necessitates adaptation to these changes for successful security policy. This is another principle 

which lacks room in the founding of ISP methods. Only two methods, Karyda et al. (2003) and 

Karyda et al. (2005), meet the criteria of this principle, while only 7 other methods meet only 

one of the criteria of this principle.  

iii) User’s involvement 

Application of Socio-technical theory for the success of technical solutions has been widely 

discussed and researched to involve end users. This is quite reflective in the analysis done in the 

section above. This principle has also received good attention by the information security 
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regime. Six methods meet both the criteria of this principle, while 25 methods meet only one of 

the criteria. 

iv) Top management commitment 

This is another principle which does not find adequate space in the extant methods. Only the 

paper of Kadam (2007) meets all the criteria of this principle. While only 13 other methods meet 

only one of the criteria. Although, this is one of the most discussed issues but lacks proper 

attention. 

v) Cogent policy 

Technical and clumsy language of security policy has been the significant impediment in the 

eventual success of security policy. This principle does not get appropriate attention in the ISP 

methods while user’s involvement principle in formulating security policy has found relatively 

good attention. Principle of users’ involvement and principle of cogent policy complement each 

other. Cogent policy cannot be achieved without involving users, but this principle comes in role 

after requirement gathering which is dealt by users’ involvement principle. None of the methods 

meet both the criteria of this principle, while 10 methods meet one of the criteria of this 

principle.  

To summarize the results of the analysis, none of the extant security methods meet all five 

principles for ISP development methods. This inadequacy entails a gap that needs to be 

addressed by future research. In the next section, we describe directions for future research 

aimed at addressing these six principles. 

6. Discussion  
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We analyze that none of the extant ISP methods are based on all essential principles. Therefore, 

there is a need of immediate attention to develop an ISP method that is comprehensive and 

founded on all the five principles. Henceforth, by focusing on the five essential principles we 

suggest implications for research and implications for practice.  

Implications for research:  

(1.) First avenue for future research is based on the five principles and their respective issues. 

The principles discussed are mutually exclusive and collectively exhaustive. This means that all 

the principles are separate and taken together solve the problem without leaving gap. Therefore 

we believe that it will be interesting to see how much each principles show exclusivity and does 

leave gap in solving problem. This research can focus on all five principles individually.  

(2.) This can be to develop a comprehensive ISP method by following design science approach. 

Since none of the existing ISP methods meet the criteria of essential principles, therefore, 

designing ISP method based on these principles would be interesting.  

(3.) Another avenue can be to develop a theory of effective policy model. The need for a 

comprehensive ISP method can be the motivation for this proposed theory. This research avenue 

can be based either on quantitative research approach or qualitative approach.  

Implications for practice: We convincingly recommend to practitioners for designing ISPD 

method founded on the principles discussed in this paper. Since these principles are mutually 

exclusive and collectively exhaustive, we therefore suggest applying all the principles together 

for an optimum result.  
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a) Unique business need: Companies should formulate their own security policy due to 

differing needs. Companies have different information and knowledge assets based on their 

industry, strategy, leadership style, atmosphere and structure of the company, culture and ethical 

practices. To focus on all these issues appropriately we recommend focusing on participatory 

requirement gathering exercise. Thus focus on all the relevant aspects of internal and external 

factors and match with the operational issues of the companies that could be unique in nature.  

b) Top management commitment: The most prominent way of achieving this goal is by 

evaluating the risk threats. Risk analysis is a communicative tool for laying down the foundation 

for the need of ISP (Baskerville, 1991). This exercise is mainly conducted by a group of IT 

experts, risk analysts and top management.  

c) Organizational adaptability: Being adaptable, organizations can form task force that consists 

of top management, related professionals / experts / consultants and representatives from 

different departments / groups. This team will carry out all the necessary activities such as 

requirement engineering, policy writing, implementing, training, campaigning, monitoring, 

evaluating and documenting their learning work. An adaptable organization will also acquire 

new competence for managing security and writing security policy, training, and understanding 

end users’ need. These can be efficiently performed by experts. Organizations based on their 

requirements and size can determine whether to create a new role by hiring a new professional / 

expert or to develop in house competence. 

d) Users’ involvement: All the major activities are performed by the users’ representatives, 

while professionals / experts / consultants play mainly the role of facilitator and top management 

representation ensures criticality of the issue and drives motivation in the organization per se. 
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Involvement also include training of users based on their need, and awareness and 

communication strategies aiming to creating a right kind of lasting security culture. 

e) Cogent policy: This principle ensures that users’ involvement continue during the writing and 

evaluating phases of security policy. In achieving the purpose of lucid and simple security policy 

easy to understand that does not challenge users’ cognitive and physical abilities, this phase of 

writing and evaluating must be clearly supported by expert.  

7. Conclusions 

ISP is the critical foundation for protecting information systems, yet a systematic methodology 

for delivering ISPs remains a pressing issue. In this paper, we put forth meta-theoretical 

approach for understanding fundamental characteristics of ISPD process, and thus suggest 

essential principles for designing ISP methods. These essential principles were: 1) ISP 

development methods must facilitate formulation of ISPs that meet unique business need, 2) ISP 

methods will not realize the benefits if do not get top management commitment, 3) 

Organizations intending to have ISP should be adaptable to the requirements of ISPD, 4) ISPDM 

should focus on involving users, and 5) ISPDM should be founded on developing easy to 

understand and acceptable policy. We demonstrated that none of the extant ISP methods meet all 

the essential principles put forth in this paper. Therefore, we called for a further research for 

designing ISPD method that meets these five principles. By advancing research in this field we 

believe that scholars can develop a comprehensive ISP method that can formulate and implement 

effective ISPs and thus address a pressing issue in the field of IS security. 
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Appendix 1 
Evaluation criteria:  

Based on the essential principles and their respective criteria above, this section evaluates and 

analyzes existing ISP methods. These ISP methods will be evaluated into three different 

categories -, 1 and 2. Category - will represent that none of the criteria is present in the approach, 

while 1 will represent that out of two, only one criterion is present in the method, and 2 will 

represent that both the criteria are present in the method.   

Category Evaluation 

None of the criteria - 

One of the criteria 1 

Both the criteria 2 

Evaluating the literature:  

 

Literature on security policy approach 

U
ni

qu
e 

B
us

in
es

s N
ee

d 

To
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M
an

ag
em

en
t 

C
om

m
itm

en
t 

O
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an
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na
l A

da
pt

ab
ili

ty
 

U
se

rs
’ i

nv
ol

ve
m

en
t 

C
og

en
t P

ol
ic

y 

1 Karyda et al. (2003) 1 1 2 1 - 
2 Karyda et al. (2005) 2 1 2 1 - 
3 Kadam (2007) 1 2 - 2 1 
4 ISO 27001 2 1 1 1 - 
5 Whitman et al. (2001) 2 - - 1 1 
6 Ølnes (1994) 1 - - 1 1 
7 Höne and Eloff (2002) 1 1 - 2 1 
8 Gaunt (1998) - - - 2 - 
9 Simms (2009) 2 - - 1 - 
10 Ferreira et al. (2010) - - - 2 1 
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11 Ølnes and Maillot1 2   - - - - 
12 Kabay (1993) - 1 1 2 - 
13 Whitman (2008) 1 - - 1 - 
14 Madnick (1978) 1 1 1 1 - 
15 Park et al. (2010) 1 - - 1 - 
16 Wood (1996c) - - - - 1 
17 Abrams and Moffett (1995) - - - - - 
18 Anderson (1996) 1 - - - - 
19 Wen (1998) 1 - - 1 - 
20 Corby (1999) 1 - - 1 1 
21 Wood (1995) 1 1 1 - - 
22 Boswell (1995) - - - - - 
23 Brewer and Nash (1989) - - - - - 
24 David (2002) - - - - - 
25 Ishikawa (2000) - - - - - 
26 Warman ((1992) 1 1 - 1 - 
27 Baskerville and Siponen (2002) 2 - 1 1 - 
28 Trompeter and Eloff (2001) 2 - - 1 - 
29 Ma et al. (2009)  2 1 - 1 - 
30 Palmer et al. (2001) 1 1 - 1 - 
31 Höne and Eloff (2002) 1 1 - 1 1 
32 Gonzalez and Sawicka (2002) - - - 1 - 
33 Schultz et al. (2001) - - - 1 - 
34 Brand (2006) 2 - - - - 
35 Maynard and Ruighaver (2006) 2 - 1 1 1 
36 Dhillon (2007) 1 - - 1 - 
37 Dhillon and Torkzadeh (2006) - 1 1 2 - 
38 Lindup (1995) - - - 1 - 
39 Arnesen and Weis (2007) - - - 1 - 
40 Eloff and von Solms (2000) - - - - - 
41 Coles-Kemp and Theoharidou (2010) 1 1 - 1 1 
42 Yusufovna (2008) 1 - - 1 - 

 

 

 

                                                           
1 http://publications.nr.no/paper030696.pdf 
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