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Research in Progress

Abstract

This research in progress paper introduces a research initiative focusing on bank employee risk
behaviour to mitigate IT operational risks in Austrian banks. The study focuses on the role of IT
risk culture and internal controls in relation to employee risk behaviour and the effectiveness of
different awareness building practices in banking companies in response to international banking
regulation. We offer a short introduction to central theoretical concepts, main research assump-
tions and a two-staged methodological design to conduct the underlying study. The indicative
findings suggest important properties of awareness building methods and guidelines to create a
proactive IT risk culture.
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1. Introduction

Recent regulations such as Basel Il forces banking companies to systematically manage risks and
in particular operational risks (Basel Committee on Banking Supervision, 2004; Bauer, 2012).
Banks have to reserve minimum capital requirements for potential operational loss events. The
more minimum capital is required, the less money banks can use for generating profits (Jobst,
2007). Given an effective operational risk management, banks can put back less capital to safe-
guard their organization and comply with Basel regulations (Luthy & Forcht, 2006). Recent IT
operational loss events such as information security breaches or software update failures in banks
from all over the world substantiate the problematic situation (Goldstein, Chernobai, &
Benaroch, 2011). The objectives of IT operational risk management largely conform with tradi-
tional information security goals, which seek to assure availability, confidentiality, and integrity



of data and systems (Benaroch & Chernobai, 2012; Goldstein et al., 2011). Efficient and effec-
tive IT operational risk management is a constituent element of IT governance (Bernroider &
Hampel, 2005; Novotny, Bernroider, & Koch, 2012) and a range of IT controls can be imple-
mented, for example, to reduce IT operational risks caused by IT changes (Bernroider & Ivanov,
2011). More attention is required to understand the role of the employee to detect operational
weaknesses and loss events early (Bauer, 2012).

Basel 1l engages banking companies to build awareness concerning operational risk, especially
on information technology aspects of operational risk (Pinder, 2006). However, the generic Basel
Il regulation does not describe how banks can build awareness. As the research team discovered
from exploratory interviews in Austrian banks, banking companies use different practices to train
their employees in this context. Austrian banks build employees awareness through an obligatory
E-Learning program at organizational entry. Moreover, some banks conduct regular risk meet-
ings in their subunits, self assessments and provide marketing goodies such as coffee cups for the
employees. Exploratory interviews in Austrian banks have shown that operational risk managers
rate the awareness building process as a very important issue in operational risk management.
Operational risk managers have limited financial and human resources and hence they are inter-
ested to find effective and innovative ways to successfully build IT operational risk awareness of
their employee.

The aim of this research in progress is to two-fold. First, we seek to empirically explore current
IT operational risk awareness building methods in Austrian banking companies. Second, we seek
to design a new data- and theory-driven mixed-method approach and test its effects in the same
banking companies. The new awareness building approach should be flexible enough to adapt to
specific cultural contexts of each sub-unit and reflect upon their internal control systems. Next,
we extend our theoretical considerations and sketch the methodological approach for this study.
The final section concludes the paper.

2. Theoretical Background and Research Hypotheses

The socio-cultural perspective of IT operational risk management deals with the human factor as
a main reason for operational loss events (Jahner & Krcmar, 2005; Thomson, Solms, & Louw,
2006). Technology is only one factor to secure (Herath & Rao, 2009). The other focuses on the
improvement of employee risk behaviour. According to the main body of related literature, risk
behaviour deals with attitudes towards negative outcomes and policy compliance (ISACA, 2009;
Sitkin, Pablo, & Sim, 1992).

To improve the risk behaviour of the employees, the organization needs a functioning and active
IT risk culture (Da Veiga & Eloff, 2010; Jahner & Krcmar, 2005). Essential for a functioning
risk culture is the behaviour towards negative outcomes, because some organizations established
learning cultures, where employees learn from their failures. In contrast, some organizations es-
tablish an unintended blaming culture, because they punish their employees if their behaviour
does not comply with corporate guidelines (ISACA, 2009). Learning theories such as the social
learning theory or the organizational learning theory are essential to understand how employees
can learn from failures to improve risk behaviour (Argyris, 1977; Thomson et al., 2006). Again,
cultural difference seem to matter in IT management, in particular, when comparing Austria with



economies from Central and Eastern Europe (CEE), where Austrian banks tend to operate
(Bernroider, Sudzina, & Pucihar, 2011).

An increased risk awareness is the most cost-effective control of an organization (Dhillon,
1999). Different methods can be used for awareness building among the employees, which at-
tempt to educate and inform employees about IT operational risks. Some aspects such as media
richness should be more important than others to transfer knowledge (Daft & Lengel, 1986). If
the employees are aware of the threats, their behaviour concerning IT operational risks should
improve. The highest stage of awareness is when the employees have internalized best practice
behaviour (Nonaka, 1994). Hence, these considerations lead us to the following preliminary re-
search assumptions.

Al. The effective use of IT operational risk awareness building methods by management depends
on their properties, such as media richness, and the given organizational risk culture.

Prior work suggests that risk behaviour of employees can be also improved by increasing aware-
ness of the purpose and operation of internal controls. In general, employees seem to know about
the existence of an internal control system, but less about its purpose and functions. Greater lev-
els of awareness should lead to improved IT operational risk behaviour and make it more likely
to prevent or timely detect IT operational loss events. An effect similar to the well known pro-
ductivity improvement effect known as Hawthorne effect is expected (Brannigan & Zwerman,
2001). The Hawthorne experiment highlighted that if an employer pays attention to the perform-
ance of employees, the likelihood of increased performance levels increases. The same can be
expected in the context of IT operational risk prevention, mitigation and reporting. Hence, we
expect that a communication campaign about the internal control system improves employee risk
behaviour, which leads us to our second main assumption. Hence, we assume

A2. Awareness building about the internal control system is positively associated with employee
IT operational risk behaviour.

3. Research Methodology

The suggested two-staged research methodology is displayed below (see Figure 1). In stage 1, a
nested case study with different sub-cases within one large banking company will be conducted
allowing for analytical generalization from empirical observation to theory (Benbasat, Goldstein,
& Mead, 1987). Analytical generalization will be supported by extensively profiling each case
and by cross-case analysis (Eisenhardt, 1989). Reliability will be supported e.g. by a transparent
process involving semi-structured instruments, protocols and taped interviews, which will be
transcribed and coded. Our triangulated research strategy will involve data triangulation (inter-
views with employees at several levels, direct observations and archival data) and investigator
triangulation. As (Vroom & Von Solms, 2004) mentioned, behaviour of individual employees
concerning information security is difficult to assess. We plan to apply a set of innovative meth-
ods to analyse risk behaviour such as non-reactive measurement methods (e.g. experiment reac-
tion of employees on a stimulus like a specific safety message).

For stage 2, we apply a quantitative survey which will build on the findings from the previous
phase and theory from literature. We plan to carefully apply measures to avoid validity problems,



coverage error and non-response error (King & He, 2005). From our current viewpoint, we, e.g.,
will consider how E-Learning affects risk awareness through wave analysis to assess pre- and
post-stimulus impacts. The sampling frame will most likely be all employees from specified or-
ganizational units. Before administration of a mass survey, we will seek comments on the clarity
and accuracy on conceptualization of the variables from a panel of academic and managers. We
will also conduct a pilot test to evaluate the validity and reliability of our survey instrument. Af-
ter modification of the instrument based on comments from the panel and pilot test, we will
launch the survey in a multi-staged procedure ensuring an acceptable return quota.

Research Methodology \

1. Stage
Qualitative research
Research goal: get a realistic
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methods
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Quantitative research
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Figure 1: Overview of research methodology

4. Conclusion

This work in progress paper has provided a short introduction to IT operational risks. From a
socio-technical perspective, the understanding of different risk cultures and properties of risk
awareness building methods are essential for developing desired employee behaviour. Important
theories to consider in particular include learning theories such as the social learning theory or
organizational learning, and the Hawthorne effect to understand how performance measurement
in the context of internal control systems may affect IT operational risk levels. The presented
two-stage study should shed more light on these issues in the context of an international Austrian
bank.
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