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Abstract 
There has been virtually no previous study discussing how external pressures impel banks to stay 

compliant. These external pressures could be a compelling force driving banks to comply. 

Hinged on the Neo-Institutional Theory (NIT), this study examines how the external pressures, 

namely, regulative, normative, and cognitive expectations, drive banks to comply. The research 

findings reveal that information security policy compliance in banking organizations is directly 

driven by normative expectation. Normative expectation encompasses the pressures of fulfilling 

social/moral obligation and conforming to the industry norms defined by the standardized 

information security mechanisms. Since the findings uncover that normative expectation is a 

significant force in the institution of banking, this study suggests drafting internal organizational 

policies to (1) meet normative expectation and (2) provide a new avenue for risk assessment 

based on the normative elements. 
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1. Introduction  
Presently, banking industry is confronting high threats for information security breaches 

(Symantec, 2010). Information security breaches in a bank will have serious ramifications for the 

organization. The negative publicity regarding information security breaches will taint the bank’s 

reputation. Since bank is a business entity that relies on profitability, bad reputation will 

negatively affect its business, causing a loss in profit (Goodhue and Straub, 1991).  

Additionally, highly regulated industries, such as the banking industry, are under pressure to 

comply with federal regulations and are subject to IT auditing. Following the financial scandal 

involving Enron and WorldCom, the banking industry has been under immense pressure to 

comply with federal regulations, such as, Sarbanes-Oxley Act (SOX), which mandates standard 

accounting and financial reporting. Banks are also required to comply with Gramm Leach Bliley 
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Act (GLBA), a comprehensive federal law that requires financial institutions to develop, 

implement, and maintain administrative, technical, and physical safeguards to protect the 

security, integrity, and confidentiality of customer information. The pressure to comply has 

propelled banks to adopt IT governance and integrate information security into their daily 

practices.  

Many extant literatures examine user’s perspectives and internal organizational efforts on 

information security policy compliance (Boss et al., 2009; Bulgurcu, Cavusoglu, and Benbasat, 

2010; Chan, Woon, and Kankanhalli, 2005; Herath and Rao, 2009). However, there has been 

virtually no study discussing how external pressures drive banks to attain compliance. These 

external pressures may serve as a compelling force to drive banks to comply, as suggested by the 

Neo-Institutional Theory (NIT) in that organizational survival relies on securing legitimacy from 

stakeholders through conformity to stakeholders’ expectations (DiMaggio and Powell, 1983). 

Thus, to fill in the gaps, this study draws on NIT to examine how external pressures drive 

information security policy compliance in the banking industry. The research findings would 

serve to (1) shed light on the critical external driving forces of information security policy 

compliance in the banking industry of the United States and (2) provide suggestions to improve 

the implementation of information security practices across the banking industry. 

The rest of this paper is organized as follows. Next section presents relevant literature review and 

the proposed research model. This is ensued by research methodology and analysis results in the 

third section. Then, discussion is presented in the fourth section. Finally, this paper uncovers the 

conclusion, practical implication, limitation along with future research in the fifth section. 
 

 

2. Literature Review  
 

2.1 Stakeholders and Information Security Policy Compliance 
Organizations conform to regulations not only for complying with the regulations but also for 

meeting their social/moral obligations with respect to the stakeholder’s expectations. Generally, 

stakeholder’s expectations of legal and social obligation draw parallel with the internal 

organizational efforts of staying compliant. This suggests that organizational-stakeholder 

interaction determines compliance (Interligi, 2010). That is, the existing organizational-

stakeholder interaction provides stakeholders the opportunities to influence organizational 

internal control for information security safeguards (Interligi, 2010). Stakeholders could inflict 

pressures on organizations, driving organizations to comply. As a result, organizations try to live 

up to stakeholder’s expectations of information security policy compliance. 

Stakeholders are individuals or groups with a vested interest in the organizations (Friedman and 

Miles, 2002).  In the banking industry, stakeholders mainly consist of shareholders, board of 

directors, employees, customers, financial markets, and government (Behery and Eldomiaty, 

2010). According to the Banking Industry Technology Secretariat (BITS), stakeholders are 

concerned with four categories of privacy: (1) unsolicited advertisements, (2) accidental release 

of personal information, (3) misrouting of funds and (4) data errors (Earp and Payton, 2006). 

Therefore, in the context of information security, these stakeholders, especially customers, 

expect their banks to strictly safeguard their information and ensure information security policy 

compliance.  
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2.2 Neo-Institutional Theory (NIT) 
According to the Neo-Institutional Theory (NIT), to survive, organizations must secure 

legitimacy from stakeholders by conforming to external expectations (DiMaggio and Powell, 

1983). That is, for organizational survival, organizations must secure legitimacy by initiating 

internal organizational efforts to meet external expectations. Organizations are shaped by 

phenomena in their institutional environment and increasingly conform to their environment to 

survive. Concerning organizational survival, organizations undergo institutionalization to 

embrace practices that engender legitimacy (DiMaggio and Powell, 1983; Meyer and Rowan, 

1977). Legitimacy refers to the assumptions of actions that are construed as appropriate based 

upon the social norms, values, and beliefs (Suchman, 1995). Meanwhile, institutionalization 

embodies the process “by which social processes, obligations, or actualities come to take on a 

rule-like status in social thought and action” (Meyer and Rowan, 1977, pg. 343). In other words, 

institutionalization involves social process that shapes social reality. Since institutionalization 

reflects upon social process, organizations espouse positions, policies, procedures, or programs 

enforced by public opinions, laws, views of important constituents, or social prestige (Meyer and 

Rowan, 1977).  

 

2.3 External Expectations 
Institution serves as a template that guides organizational action and behavior (Scott, 1995). 

Specifically, institution consists of regulative, normative, and cognitive pillars (Scott, 2008). 

Each pillar embodies one aspect of external expectations that impose pressures on organizations. 

The external expectations constitute: 

 Regulative Expectation stresses activities of sanctioning and monitoring both formal and 

informal rules. For instance, the federal government mandates banks to comply with SOX 

and GLBA. 

 Normative Expectation focuses on social norm or appropriate behaviors based on the 

prescriptive, evaluative, and obligatory dimension in social life (Scott, 2008).  For instance, 

safeguarding customers’ social security numbers to prevent the incidents of identity theft 

represents social obligation of banks. In the context of information security, normative 

expectations are also shaped by an affiliation of professional organizations (Hu, Hart, and 

Cooke, 2007); for example, Information Systems Audit and Control Association (ISACA).  

Professional organizations define the normative framework that outlines the industry norms 

related to standardized security mechanism. 

 Cognitive Expectation refers to stakeholder’s perceptions of an event given the shared belief 

system built on culture (Scott, 2008). For instance, with the incidents of data breaches, 

stakeholders will interpret and identify these incidents based upon their perceptions built on 

culture with shared understanding and meaning. 

 

2.4 Organizational Efforts 
Given external expectations, organizations attempt to cope with these external demands. That is, 

organizational internal structure entails internal organizational efforts and practices that respond 

to the external expectations for securing legitimacy in favor of organizational survival (Meyer 

and Rowan, 1977). For information security, the internal organizational efforts of staying 

compliant involve (1) Enforcement of Policies and Procedures and (2) Information Security 

Awareness. Numerous previous studies suggested that these two factors lead to information 
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security policy compliance (Boss et al., 2009; Bulgurcu et al., 2010; Chan et al., 2005; Herath 

and Rao, 2009).  

 Enforcement of Policies and Procedures emphasizes the policies and procedures within an 

organization. The efforts of highlighting policies and procedures enhance the perceived 

mandatoriness of security policies among the employees (Boss et al., 2009). As a result, this 

encourages information security policy compliance. 

 Information Security Awareness highly affects employee’s beliefs about the benefit of 

compliance and the cost of non-compliance (Bulgurcu et al., 2010). Within an organization, 

employees are expected to be aware of the requirements and the objectives of information 

security (Bulgurcu et al., 2010). 

 

2.5 Proposed Research Model 
For information security in the banking industry, the externally legitimated formal structures 

included three external expectations: Regulative Expectation (REG), Normative Expectation 

(NORM), and Cognitive Expectation (COG). Additionally, internal organizational efforts 

included Enforcement of Information Security Policies and Procedures (POL) and Information 

Security Awareness (AWA). According to the NIT, in order to survive, organizations must 

initiate internal organizational efforts to conform to the external expectations for securing 

legitimacy (DiMaggio and Powell, 1983). That is, all external expectations would have direct 

effects on internal organizational efforts of attaining policy compliance. Thus, this study 

proposed the research model shown in Figure 1 and the following six hypotheses for this model. 

 

H1: Regulative expectation drives banking organizations to enforce information security policies 

and procedures 

H2: Normative expectation drives banking organizations to enforce information security policies 

and procedures 

H3: Cognitive expectation drives banking organizations to enforce information security policies 

and procedures 

H4: Regulative expectation drives banking organizations to raise information security awareness 

H5: Normative expectation drives banking organizations to raise information security awareness 

H6: Cognitive expectation drives banking organizations to raise information security awareness 

 

3. Research Methodology and Analysis Results 
 

3.1 Questionnaire 
To develop the questionnaire used in this study, we adopted some measurement items used in 

some previous studies about information security (i.e., Boss et al., 2009; Bulgurcu et al., 2010; 

Chan et al., 2005; Herath and Rao, 2009). Our original questionnaire consisted of 20 items 

measuring the five constructs (i.e., REG, NORM, COG, POL, and AWA). Each of these 20 

measurement items used 7-point Likert scale with 1 for strongly disagree, 4 for neutral, and 7 for 

strongly agree.  

A pilot study was conducted to refine the original questionnaire. Overall, seven banking 

professionals participated in this pilot study. These banking professionals responded to and 

provided their feedbacks on each measurement item in the original questionnaire. From their 

responses, we calculated the Cronbach’s alpha and the item-to-total score to assess the reliability 

for each construct. Then, based on this reliability assessment and the feedbacks collected from 
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the pilot study, we modified the measurement items in the original questionnaire. The final 

version of the questionnaire used in this study included 12 measurement items representing the 

five constructs. 

 

3.2 Data Collection 
Given the difficulty in data collection, we spent almost two years to collect data. First, we spent 

approximately six months to repeatedly post our online survey in the professional forums such as 

the BankingInfoSecurity forum in LinkedIn site. Additionally, we sent email to invite bank’s 

employees to participate in our study. The email was sent to approximately 100 banking 

information security professionals via social networking sites (e.g. LinkedIn). For the next two 

months, we sent email reminder to follow up the previous email messages we sent. After 

approximately eight months, we received 31 responses.   

Then, upon obtaining permission from the bank presidents, we distributed the invitations for 

survey participation to the employees in one community bank and two commercial banks in the 

Midwest region. These invitations provided a link to the online survey of this study. We received 

60 responses from these three banks. Additionally, we spent four semesters to collect data from 

some MBA students in two universities in the Midwest region. These students were part-time 

MBA students who were working full-time in banking industry. We received 17 responses from 

this data collection method. 

Totally, we collected 108 responses. These participants included 13 bank tellers (12%), 8 branch 

managers (7%), 8 compliance officers (7%), 6 credit analysts (6%), 5 directors of IT (4.5%), 9 

information security specialists (8%), 4 IT workers (4%), 4 loan assistants (4%), 5 loan managers 

(4.5%), 4 mortgage officers (4%), 3 trust officers (3%), 9 vice presidents (8%), 3 bank presidents 

(3%), 27 other (18%) or undisclosed (7%) positions. Most of our participants were working in a 

large bank with more than 400 employees and a large portion of the participants had less than 10 

years of working experience (88%). 

 

3.3 Measurement Assessment 
Among the five latent constructs in the proposed research model in Figure 1, three of them were 

exogenous variables –REG, NORM, and COG. The other two latent constructs were endogenous 

variables –POL and AWA.  

This study employed Structural Equation Modeling (SEM) and used AMOS software with 

Maximum Likelihood (ML) estimation. We assessed reliability and validity of the measuring 

instrument used in this study by conducting Confirmation Factor Analysis (CFA). In this study, 

CFA estimated the measurement model of the five latent constructs with 12 measuring items 

from the questionnaire.  

CFA of the measurement model provided the following results (see Table 1). The ratio between 

Chi-square (
2
 = 53.2) and degrees of freedom (df = 44) was 1.21, which was below the 

recommended maximum cut-off value of 3.0 (Krause, Scannell, and Calntone, 2000). The root 

mean square error of approximation (RMSEA) was 0.044, which was below the suggested 

maximum cut-off value of 0.06 (Hu and Bentler 1999).  The goodness-of-fit index (GFI) and the 

adjusted goodness-of-fit index (AGFI) were 0.928 and 0.873 respectively, thus indicating good 

fit (Hu and Bentler 1999).  The comparative fit index (CFI) and the normed fit index (NFI) were 

0.985 and 0.922 respectively, suggesting an adequate fit (Hu and Bentler 1999).  These results 

suggested that the measurement model of the five latent constructs with 12 measurement items 

fit the sample data fairly well. 
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We computed the Composite Reliability (CR) and the Average Variance Extracted (AVE) values 

for the five latent constructs.  All CR values (see Table A1 in the Appendix), except that for the 

REG construct (i.e., 0.664), were above the recommended threshold of 0.70 (Fornell and Larcker 

1981; Hair et al. 1998; Segars 1997).  Similarly, all AVE values (see Table A1 in the Appendix) 

were above the suggested threshold of 0.50 (Hair et al. 1998; Segars 1997), confirming that the 

five latent constructs had captured a relatively high level of variance.  All the results of these 

reliability tests indicated a reasonably high level of instrument reliability. 

Then, convergent validity of the instrument was assessed by examining all loadings from CFA 

results. All loadings were high (ranging from 0.559 to 0.965, see Table A2 in the Appendix) with 

t-values (ranging from 4.254 to 11.768, see Table A2 in the Appendix) well above the 2.54 

threshold, thus supporting the statistical significance of the loadings (p-value < 0.01).  

Additionally, all Squared Multiple Correlations (R
2
) values were high (ranging from 0.311 to 

0.677, see Table A2 in the Appendix).  These results indicated convergent validity, asserting that 

the measuring items in this study were “good” measures of the constructs (Gefen, Straub, and 

Boudreau, 2000). 

Finally, discriminant validity of the instrument was evaluated by examining the square root of 

the AVE of each construct (see Table A3 in the Appendix). The square root of the AVE of each 

construct was greater than any of the construct’s correlations with other constructs. This 

provided evidence for discriminant validity of the constructs in the model (Fornell and Larcker 

1981; Segars 1997).  

 

3.4 Hypothesis Testing 
Model-fit test of the proposed research model yielded the following results (see Table 1). The 

ratio between Chi-square (
2
 = 69.5) and degrees of freedom (df = 45) was 1.54, which was 

below the recommended maximum cut-off value of 3.0 (Krause et al., 2000). The RMSEA value 

(0.071) was slightly above the suggested maximum cut-off value of 0.06 (Hu and Bentler 1999).  

The GFI and the AGFI were 0.910 and 0.844, respectively.  In addition, the CFI and the NFI 

were 0.960 and 0.898 respectively.  In sum, these results suggested that the proposed research 

model fairly fit the sample data. 

Furthermore, we examined the regression coefficients to test each hypothesis. These regression 

coefficients were ranging from -0.322 to 0.961 (see Figure 1). Only the t-values of the regression 

coefficients for H2 and H5 were significant at p-value < 0.01; thus, only H2 and H5 were 

supported. That is, only normative expectation (excluding regulative and cognitive expectations) 

had significant effects on bank’s internal organizational efforts for information security policy 

compliance. 

 

 2
 , (df) 

2
/df GFI AGFI CFI NFI RMSEA 

Measurement Model 53.2 (44) 1.21 0.928 0.873 0.985 0.922 0.044 

Proposed Research Model 

(hypothesis testing) 
69.5 (45) 1.54 0.910 0.844 0.960 0.898 0.071 

Table 1: Model-Fit Test Results 
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External Expectations Organizational Efforts

Regulative 
Expectation

Normative 
Expectation

Cognitive 
Expectation

Enforcement of 
Security Policies

R2 =0.697

Information 
Security 

Awareness
R2 =0.622

H1 -0.196

H6   0.013

H2**

H3

H4

H5**

0.943

0.044

-0.322

0.961

 
**p-value < 0.01 

Figure 1: Proposed Research Model – Hypothesis Testing 

 

 

4. Discussion  
 

The analysis result showed that most of the hypotheses in the proposed research model were not 

supported. In general, the hypothesis testing result showed that only normative expectation 

significantly affected bank’s internal efforts for information security policy compliance.  

The institution structure of banking embodies the high correlation (i.e., 0.563) between 

regulative and normative expectations, which could possibly be explained by the incidents of 

Enron and WorldCom financial scandals. Following the Enron and WorldCom scandals, SOX 

was enacted to mandate banks and financial services adopting the internal controls and 

procedures for financial reporting. The enactment of SOX exerts regulatory pressure to make 

sure that the banking organizations practice ethical conduct for fulfilling social obligation (i.e., 

normative expectation). In short, federal regulations push for meeting the social norm, 

suggesting that regulative expectation links to normative expectation. 

Result of this study also uncovered that cognitive expectation has no direct impact on 

information security policy compliance in banking organizations. Rather, it mirrors how 

regulatory pressure shapes stakeholder’s perception towards information security policy 

compliance. This study contended that the enactment of information security laws and 

regulations in the banking industry represents a rational choice to prevent another financial 

scandal in the near future. Institution theorist posited that the process of rational choices causes 

institutionalization (Scott, 2008) that shapes new conception. That is, cognitive elements emerge 

after the process of rational choices (Scott, 2008).  

The rational choice of imposing regulative pressure impels organizations to undergo 

institutionalization, resulting in the formation of new meanings and values (Zucker, 1977). Such 

regulatory power serves as an impetus, driving changes in banking organizations (Hu et al., 

2007). For instance, the recent changes in the banking organizations are represented by the 

reality wherein every bank has a compliance officer to oversee the information security policy 

compliance. Due to these changes, stakeholders gradually shape new perceived value of 
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information security based upon the new meanings and understanding related to the criticality of 

information security. Overall, the process of rational choice could also explain the high 

correlation (i.e., 0.42) between regulative and cognitive expectations. 

In response to the new information security regulations as well as stakeholder’s perception, the 

banking industry would establish well-developed information security mechanisms that serve as 

an information security guideline for the banking organizations. These mechanisms would 

evolve to become the banking industry’s information security standard and eventually transform 

to social obligations (i.e., normative expectation) that the banking organizations are expected to 

live up to.  

Thus, there are two main components of normative expectation – the pressure to fulfill the 

social/moral obligation and the pressure to conform to industry norms regarding standardized 

information security mechanisms. The pressure of satisfying social/moral obligation urges banks 

to engage in ethical organizational practice so as to benefit the overall community. Additionally, 

banks have to conform to the industry’s standardized information security mechanisms for 

meeting the strict regulatory demand.  

Banking organizations try to attain normative expectation not only by satisfying social obligation 

but also by adopting industry norms related to standardized information security mechanisms. 

Banking organizations initiate their internal organizational efforts to follow the industry’s 

standardized information security mechanisms and conform to the social obligations. Thus, the 

normative expectation (neither regulative expectation nor cognitive expectation) directly affects 

bank’s internal organizational efforts for information security policy compliance. 

 

 

5. Conclusion 
 

This study examined how external expectations affect information security policy compliance in 

the banking industry. The study was based on NIT postulating that, to survive, organizations 

must secure legitimacy from stakeholders by conforming to external expectations (DiMaggio and 

Powell, 1983). The three external expectations include regulative, cognitive, and normative 

expectations. 

Because normative expectation had direct impacts on organizational efforts for information 

security policy compliance, the practical implication of this study pertains to normative 

expectation. Banks are business entity associated with risk (Kelly, 2006). Thus, this study 

suggests meeting normative expectation and assessing risk from the perspective of normative 

pressure.  In this respect, top management can draft internal organizational policies to serve two 

purposes: (1) attaining normative expectation and (2) providing a new avenue for risk 

assessment.  Particularly, banks can draft internal policies to attain social obligation. For 

instance, the internal policies could encourage banks to provide free seminars for educating the 

public about identity theft. Such internal policies promote bank’s participation in the community 

service, enabling banks to fulfill social obligation (Campbell, 2007). The free seminar would also 

provide banks an opportunity to clearly present a chain of actions for handling identity theft 

incidents. When presenting a series of steps for identity theft solution in the public setting, banks 

render their actions traceable in the public’s eyes. This engenders high perceived traceable 

institution’s action ascribed to institutional trust (Riegelsberger, Sasse, and McCarthy, 2005). 

Institutional trust is embedded with social and organizational context (Williamson, 1993). It is 

rationally based and signifies the outcome of stakeholder’s assessment of institution’s 
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performance (Mishler and Rose, 2001). This thereby infers that institutional trust pertains to 

stakeholder’s belief of environmental security facilitated by guarantees, safety nets, and other 

performance structures (Shapiro, 1987). Gaining institutional trust enables banks to garner 

support from stakeholders and build the external network structure to ease the external pressures 

(Fischer and Pollock, 2004).   

Since the aforementioned internal policies foster the achievement of normative expectation in 

support of institutional trust, banks can assess risk related to institutional trust and calculate the 

cost of losing institutional trust. Currently, many banks assess risk by examining the criticality of 

informational assets (e.g. confidential business transaction), functional assets (e.g. network 

infrastructure), and physical assets (e.g. database server) (McCumber, 2004). In addition to 

evaluating asset’s criticality, the criticality of institutional trust provides a new dimension for risk 

assessment. 

This study also suggests several research implications. As the proposed research model fairly fit 

the sample data, future research may investigate other alternative models.  For example, the 

model that represents the direct effects of regulative expectation on both normative and cognitive 

expectations or the model that incorporates legitimacy as another construct. Additionally, to 

improve the generalizability of the research findings, the future research may include investment 

banking and other financial services in other regions. Finally, the future research may use 

external pressures -- regulative, normative, and cognitive -- to address risk and trust in the 

banking industry.  

This study is not without limitation. First of all, this study encountered difficulty in data 

collection, and therefore, the sample size was relatively small (N=108). However, in general, the 

small sample size was found in numerous previous studies related to information security in 

banking industry (e.g., Deane et. al., 1995; Yeh and Chang, 2007).  

Additionally, the banking data was skewed and thus may require a larger sample size for more 

accurate results. Although small sample size and non-normal data may cause difficulty in 

convergence and create biases against goodness-of-fit indices (Hau and Marsh, 2004), result of 

this study demonstrated that the goodness-of-fit indices meet the suggested threshold and that the 

average variance estimate (AVE) was above the suggested minimum threshold of 0.50 for each 

construct. This thus proves that researchers could safely draw on the result of this study to derive 

new research findings.  

Another limitation is generalizability of research findings as this study mainly collected data 

from participants in the Midwest region. Hence, the researchers may want to exercise their 

judgment when referencing these research findings.   
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Appendix 
 

 

Construct AVE Composite Reliability 

REG 0.501 0.664 

NORM 0.739 0.848 

COG 0.528 0.765 

POL 0.771 0.853 

AWA 0.698 0.872 
 

Table A1: AVE and Composite Reliability 
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Item Description 
Factor 

Loading 
t-value R

2
 

REG1 Regular inspection by an authorized third-party regulator 0.607 na 0.369 

REG2 Legal action against banks for violating federal laws on information security 0.796 4.254 0.634 

NORM1 Adopt standardized security practices in the industry  0.949 na 0.091 

NORM2 Serve the clients through security compliance 0.760 8.617 0.577 

COG1 Loss of reputation due to the incident of data breaches  0.709 na 0.503 

COG2 Monetary loss due to the incident of data breaches  0.874 5.644 0.765 

COG3 Loss of client’s trust due to the incident of data breaches  0.558 5.112 0.311 

POL1 Enforce the written policies on information security 0.956 na 0.914 

POL2 Punish employees for violating information security policies  0.762 9.118 0.581 

AWA1 Educate employees about the cost of security problems 0.702 8.981 0.493 

AWA2 Provide training to raise awareness of management’s concerns about security  0.965 na 0.931 

AWA3 Provide training to raise information security awareness  0.823 11.768 0.677 
 

Table A2: CFA of Measurement Model  

 

 

 REG NORM COG POL AWA 

REG 0.708     

NORM 0.563 0.860    

COG 0.420 0.219 0.727   

POL 0.454 0.725 0.194 0.878  

AWA 0.309 0.640 0.115 0.735 0.835 

 

Table A3: Correlations and Square Root of AVE (shaded Cell) 
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