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EXAMINING HOW THE DISCLOSURE OF IS SECURITY
POLICIES AFFECT IS PERSONNEL ETHICAL CONDUCTS

Cathy S. Lin, Department of Information Managematational University of Kaohsiung,
Kaohsiung, Taiwan, R.O.C., cathy@nuk.edu.tw

Sheng Wu, Department of Information Managementttgoua Taiwan University of Science
and Technology, Tainan, Taiwan, R.O.C., shengwu@shast.edu.tw

Abstract

The issue of “professional ethics” in the workplatas been put under the spotlight in recent years;
especially several scandals have involved questienaehaviour on the part of information systems
(IS) professionals. In the past years, many coasthiave constructively paid attention to the rues
professional ethics. Among these efforts, many asited for corporate information disclosures, for
example, the disclosure of IS security and priyaajcies.

In this study, two research questions are explofiége first of these investigates the disclosurksof
security policies and perception of codes in Taiwaugorporations. The second empirically validates
a research model to understand whether the disobosti IS security policies have any influence on
the IS professionals' perceptions of codes, andrim how these perceptions impact their ethical an
unethical conducts. Finally, the theoretical andaglical implications to the management of ethics
concerning information ethics are discussed.

Keywords:. IS Personnel, Perception of Codes, Informatiorcldsure, IS Security, Ethical Conducts



1. INTRODUCTION

The issue of “professional ethics” in the workpl&es been in the spotlight in recent years, eskhecia
since several enormous incidents have been expBsete examples include the Enron debacle at the
end of 2001, as well as a series of scandals patpdtby Arthur Andersen Accounting in March
2002, WorldCom in April 2002, Merrill Lynch in Mag002, Parmalat Italy in 2003, and Rebar Asia
Pacific Group in Taiwan at the end of 2006. Theseidents have revealed that the problem
concerning business ethics is never a corpora@-@eblem. These scandals have brought negative
externality as different political, social, cultyraand economic environments result in different
corporate structures, and these structural cosftiigger different professional ethical dilemmbrs.

the past years, many countries have constructpely attention to addressing this issue; for exampl
they have placed emphasis on the responsibilifiégspoand middle levels of management, asked for
corporate information disclosures, enhanced priafieak obligations, and reinforced corporate
governance. Among these efforts, the Sarbanes-@®@y) Act of 2002 in the United States is one
of the most prominent regulations. In short, thevabmentioned scandals, domestic as well as
foreign, have currently placed the issue of profesd conduct of business under special attention.

Just as Gellerman (1989) contends, "Ethics mushdi@aged .... Setting a high moral tone at the top
levels of management is necessary" (p. 74). Fomplg the SOX Act aims at the responsibilities of
top and middle levels of management and the olbigatof professionals in corporations. The
so-called professionals, due to the nature of thedupation, have to govern themselves with higher
moral standards than other employees to avoid afpubeir authority, which may cause damage to
others. This is true for doctors, lawyers, accontstaand even information systems (IS) professgnal
as well as myriad other professionals. Especiallyemal scandals have involved questionable
behaviour on the part of IS professionals (Daviddastinsons, Lo, & Kam, 2006). This is very
alarming given the extent to which the fast pacenfdrmation technology has complicated matters
considerably and amplified the scope of “ethicahygareas” (Pastore, 1993). For instance, new
information ethics related to intellectual propeaithts, privacy, and information abuse have enarge
due to the fact that information can be easily edpistolen, and infected. This opportunity is
particularly obvious to IS professionals, who olisethat unethical behaviors in the workplace can
happen effortlessly with only a few keystrokes. rEfiere, the ethical dilemmas faced by IS
professionals in the workplace embrace not onlgqeal behaviour but also “professional ethics”. To
explore the professional obligations of IS persdnihés necessary to understand the related dici
concerning professional ethics at the workplacetaowl these principles affect employee perceptions
and behaviors so as to minimize illegal or unetiioaducts.

Therefore, this paper investigates two researatieguThe first one investigates the disclosurésof
security policies and perception of codes in TaiWawcorporations. The second one is to empirically
validate a research model to understand whethedidwosure of IS security policies have any
influence on IS professionals' perceptions of cpdes in turn, how these perceptions impact their
ethical and unethical conducts.

2. LITERATURE REVIEW AND HYPOTHESES

2.1. Disclosure of IS Security Policies

Recent enterprise scandals reveal that there ilirmahy problems related to business practices. To
respond to these incidents, for example, the UoSemmment has introduced new legislation — the
Sarbanes-Oxley (SOX) Act of 2002, which is the mmsportant piece of legislation affecting
corporate governance and financial information ld®are. This act coerces corporations to provide
transparent and public financial information in erdo eliminate possible conflicts of interest
between managers and stakeholders. The act haty demefited stakeholders by driving greater
transparency and improving corporations' interrmadtiol systems, which aim at the “disclosure of
information”, and increasing the information reildp and accuracy of this effort. Henceforth, the



requirements of information disclosure and infolioraticcuracy/reliability are no longer the scope of
corporate self-governance but are written profesgiobligations.

The advocacy about disclosure of information i® dale tendency toward social responsibility. For
example, the Organisation for Economic Co-operatioth Development’s Declaration and Decisions
on International Investment and Multinational Epteses comprises ten principles, therein containing
clear guidance for information disclosure. Accogdia this document, "enterprises should ensure that
timely, regular, reliable and relevant informati@ndisclosed regarding their activities, structure,
financial situation and performance" (OECD, 2000¢Juding codes of conduct, and information on
the social, ethical, and environmental policiethef enterprise.

Moreover, discussions concerning information accyrareliability, and currency have been
mentioned in previous studies, rooted in the conoémformation quality, which refers to the user'
perception of information, that is, evaluation bEtoutput of information systems. For example,
Wixom and Todd (2005) examine the variables ofrimi@tion quality and system quality from related
research (Bailey & Pearson, 1983; Doll & Torkzadd®88; Jansen & Von Glinow, 1985).
Information accuracy represents the user's peweptat the information is correct, whereas
reliability is related to the dependability of s$t operation, and currency refers to the user's
perception of the degree to which the informat®op to date.

While the disclosure of information and informatigoality becoming a focal point in the ear of
information society, this study examines corporatialisclosures of IS security policies. Through th
investigation of the disclosure status quo, it widog of help to understand the degree that companie
disclose there IS security policies to comply vifte social responsibility.

2.2. Perception of Codes

IS professionals often play the role of the gatpke® in guarding information in business practices;
they therefore inevitably have the responsibildyatct ethically in the related practices. To regpla
the course of actions of IS professionals, busagssdten develop a series of codes of conduct
governing their behaviour. For example, a codetbics is treated as an effective method (Frankel,
1989) and constitutes the most commonly adoptedyrane in businesses. The United States
systematically incorporated codes of ethics intatemporary society in 1990; at that time, computers
were gradually replacing manpower, and IS profesdiaesponsibility had increasingly been
requested by the corporations and society.

Previous studies have examined the regulatory tsffeiccodes on individual behaviors. However,
most of these studies are focused on the influehtiee presence or absence of codes of conduct on
individual behaviours, and the findings have ofteen inconsistent. Some studies propose that codes
have a positive influence on individual ethical &¢iburs and suppress unethical one. They generally
view the “codes of ethics” as the most feasible wagleal with ethical issues, preventing employees
from committing inappropriate actions (Andersorhrknn, Gotterbarn, & Perrolle, 1993; Khazanchi,
1995; Robin & Reidenbach, 1987; Straub & Nance,0)199For example, Kreie and Cronan (2000)
point out those businesses that have formulateéscodl ethics better facilitate their employees to
make their own ethical decisions and help them tstded whether their behaviours are ethical or
unethical. Harrington (1996) points out that thepmse of information ethics codes is to clarify
information personnel’s responsibilities and toyile certain behavioural guidance for those who
face ethical choices. Oz (1992) states that thegption of codes of ethics helps to prevent unathic
behaviours from occurring. McCabe, Trevino, andt@&tield (1996) show that the existence of a
corporate code of ethics is associated with sicguifily lower levels of self-reported unethical
behaviour in the workplace.

In contrast, other studies show that there is heays a significant relationship between codes and
behaviours. For example, Leugenbiehl (1983) stiitascodes are just texts of advice that may not
have specific influences on behaviours. Some stugi@nt out that the influences of codes on
behaviours are not absolute. For example, commgpocate codes have no significant influences on
ethical behaviours, but certain professional catlegFimbel & Burstein, 1990; Harrington, 1996;



Somers, 2001). Vitell and Davis (1990) also pount that there is no significant relationship betwee
codes and unethical behaviours.

In summary, the results of previous studies conogrthe influences of codes on behaviours are
indeed inconsistent. The present study takes a ftgper and proposes that an individual's
“perception of codes” would be the more approprfatgor to truly influence one’s behaviours. Just
as stated by Stevens (1994) in the discussiontbeesictual effects and functions of codes, instéad
the mere existence of codes, what is far more itapbis whether employees are aware of the codes
of ethics in a corporation and are able to intézeathem as guidance for their daily routines and
decision-making processes. A similar kind of staetmon individual perceptions, the concept of
“perceived importance of an ethical issue” (PIB)aiso proposed by (Robin, Reidenbach, & Forrest,
1996), who state that an individual's perceivedantgnce of ethical topics belongs to the domain of
individual cognition, and the level of perceivedpmntance varies along with individual cognition,
including each person’s unigue ethical sensitiuitg level of moral development, and organizational
and individual values.

A concept that is similar to individual percepti@s, proposed by Trevino (1986), is that individual
variables can "influence the likelihood of an irndival's acting on the choice of what is thoughibe¢o
right or wrong" (p. 609). In summary, the concepao “individual’s internal perception” should be
an important variable when discussing ethics berdhis concept is an idiosyncratic process of
interpretation, a process of making sense of a tmmporld in order to plan, choose, and act in that
world (Thomas, 1981).

Moreover, this kind of individual perception is lunced by corporate policies, such as codes of
ethics and values from the corporate culture Raofiinal. (1996). Taking these studies into

consideration, the present study broadly definesctinstruct “perception of codes” to include how

one perceives the influence of general corporatiesoinformation codes of ethics, and codes of
practice for information security on one’s dailytimes or decision making. Furthermore, this study
proposes that this kind of code perception maynfleenced by the disclosure if IS security policies

(hypotheses 1). The discussion on this part wilb lpeovide important insights for codes rather than

focusing only on the existence or absence of codes.

2.3. Ethical and Unethical Conducts

Different from common criminals, the damage thasutes from deliberate, illegal behaviors
committed by IS professionals is often more sewr@ extensive. In terms of information-related
crimes, Banerjee, Cronan, and Jones (1998) pointhat only 1 out of every 100 computer fraud
cases are detected, and only 1 out of every 8 det@ases of fraud are disclosed. Moreover, only 3
perpetrators out of every 100 prosecutions areaded!guilty, showing how difficult it is to detect
information crimes. Furthermore, the illegal beloavs that information personnel are capable of are
actually “maximum damage with minimum actions” otter words, a few clicks on the keyboard and
ill-intentioned use of computers and the Interrmild potentially wreak major havoc on businesses
and society.

In previous studies on ethical behaviours, Bomn@mtto, Gravander, and Tuttle (1987) have
proposed a comprehensive behavioural model ofathieethical decision making, which points out
that an individual's cognitive process may resultwo possible behaviours: ethical behaviour and
unethical behaviour. For example, Hilton (2000)dweted a survey of Fortune 500 companies to find
individual ethical cognition in non-management pereel, or information workers, in information
departments. Vitell and Davis (1990) focus on infation personnel and discuss individual ethical
beliefs and the frequency and opportunities touaethically. In addition, dedicated surveys target
information workers that discuss ethics-relateda®guch as illegal software duplication (Taylor &
Shim, 1993) and e-mail privacy (Cappel, 1995). Radtial. (1996) propose a model of experimental
study focusing on the PIE concept and state thaeron’s cognition influences that person’s
behaviours.



Based upon the aforementioned review of acadertécature and business practices, this study
investigates two research issues: (1) examiningstatis quo of the disclosure IS security policies
and the perceptions of codes; and (2) empiricallidating the research model (as shown in Figure 1)
In this model, the disclosure of IS security polickaims to have influenced on IS personnel

perception of codes (hypotheses 1). In turn, thregptions of codes have an impact on IS personnel

ethical and unethical conducts (hypotheses 2 and 3)
y[ Ethical Conducts]

[ Disclosure of IS Security Policies 41 > Perception of Code%
N Unethical Conduct}

Figure 1. Research Model

3. RESEARCH METHODOLOGY

Previous studies have focused on the importancashking IS personnel to comply with ethical
standards (Couger, 1989; Mason, 1986; Oz, 199Xe&eh also has suggested that students in the
information field should cultivate appropriate etdi values in order to meet future occupational
demands. However, only a handful of these studies focused on collecting data from IS personnel.
Thus, we have adopted a field survey for conductiregpresent study. The data collected from IS
personnel would be useful for understanding curberstiness practices and how their perception of
codes would be influenced by the disclosure of é8usty policies; further, it is also helpful for
understanding how their perceptions of codes haypacted their ethical and unethical conducts.

3.1. Subjects

The participants in this study were IS personnekimg in the Information Technology industry. This
study initially contacted managers of Informatioachinology departments or senior Information
Technology personnel in Taiwan to ask for theirtipgration in this study. We told all participants
that their responses would be kept confidential amg summary information would be presented.
We also assured them of complete anonymity. Theusian of incomplete questionnaires resulted in
a total of 116 usable responses. As shown in Thblemong these respondents, 75.00% were male
and 25.00% were female. The age of the respondantged from 30 to 54 years old. On average,
respondents had a working seniority of 11.40 yekable 1 details the respondents’ characteristics.

Demographic Variable Sample Composition

Gender Male: 87 (75.00%); Female: 29 (25.00%)

Age (year) Mean = 36.02; Std = 4.78; Range: 30~54

Work Experience (year) Mean = 11.40; Std = 5.3(dea2~29

Job Title Chief Information Officer | 10 (8.62%)
Systems Analyst 28 (24.14%)
System Engineer 18 (15.52%)
Programmer 33 (28.45%)
Web Administrator 7 (6.03%)




Demographic Variable Sample Composition

Others 21 (17.24%)
Table 1. Sample Demographics (N=116)
3.2. Measurement Development

Four constructs were measured: disclosure of ISurggcpolicies, perception of codes, ethical
conducts, and unethical conducts. Constructs we@sored using a multiple-item scale drawn from
pre-validated studies and reworded to relate spellif to this study. The applicability of the
modified items was enhanced by literature reviawging two MIS professors as expert judges, and
pretested using twenty IS personnel. During thecess, scale items were trimmed and refined, and
dimensions were modified to maintain the conterliditg as our understanding of the constructs
improved. The research construct of the discloetit& security policies is an actual state measfire
the policies disclosure concerning IS security haned with 5-point likert scale from “no disclostire

to “clear disclosure”. The perception of codes mubjective measure about how the codes influence
individuals in dealing with the daily tasks or madidecisions, anchored with 10-point likert scale
from “no influence” to “complete influence”. As fahe other two constructs anchored with 7-point
from “strongly disagree” to “strongly agree”. Talfleshows the questionnaire items and sources of
measurement of variables.

Constructs Measurement Items Source
Disclosure of IS | Our company has actualized the investment andniaielated to MOEA
Security Policies| information security management. (2003)

(5-point Likert Our company has units dedicated to information sgcmanagement.

scales) Our company has formulated standards or guidargzding the practices

of information security management.

Our company has policies and performance critexganding the

evaluation of information security management.

Our company regularly announces specific infornrategarding

information security management.

Our company announces information security managemechanisms in

reports or on the company website.

Perception of Please evaluate how the “company codes” influelmtedealing with the | Somers

Codes daily tasks or making decisions. (2001)

(10-point Likert | Please evaluate how the “IS security policies”anirycompany influence

scales) you dealing with the daily tasks or making decision

Ethical Conducts| Being IS personnel, my professional conduct musjueed by the Singhapakdi
(7-point Likert adherence to all applicable laws and regulations. and Vitell
scales) Being IS personnel, | never manipulate the avditgtof a product for (1993)

purpose of exploitation.

Being IS personnel, | meet obligations and resgmlities in contracts and

mutual agreements in a timely manner.




Constructs Measurement ltems Source

Unethical In order to succeed in my company, it is often seagy to compromise | Vitell and

Conducts one’s ethics. Davis (1990)

(7-point Likert Successful IS personnel in my company withholdrimiation that is

scales) detrimental to their self-interest.

Successful IS personnel in my company look forcapegoat” when they

feel they may be associated with failure.

Successful IS personnel in my company take credithfe ideas and

accomplishments of others.

Table 2. Measurement ltems

3.3. Reliability and Validity

The partial least squares model was employed t@tesneasurements and proposed hypotheses. The
SmartPLS 2.0 M3 (Ringle, Wende, & Will, 2005), wihibas also been frequently adopted in many
information systems journals such as MIS Quart@hpwn & Venkatesh, 2005; Furneaux & Wade,
2011; Siponen & Vance, 2010), was employed for éimalysis. Item reliability, convergent validity,
and discriminant validity tests are often usedualgate the measurement model in PLS. Reliability
can be assured through composite reliability (GR)ha, and factor loading. Factor loadings higher
than 0.7 may be viewed as highly reliable, whefaa®r loadings lower than 0.5 should be dropped.
Table 3 demonstrates that all the Cronbach’s ai@itaes fall between 0.84-0.95, CR values fall
between 0.89-0.96, and factor loadings valuedbftiveen 0.78-0.95 (see Table 3).

Constructs ltems Factors loading Cronbachu CR AVE
DISP1 0.90
DISP 2 0.94
Disclosure of DISP 3 0.05
Information : 0.95 0.96 0.81
Security Policy | pisp a 0.94
(DISP)
DISP 5 0.89
DISP 6 0.78
EC1 0.91
Ethical
Conducts (EC) EC2 0.80 0.84 0.89 0.73
EC3 0.86
uUC1 0.83
Unethical ucz2 0.84
0.89 0.92 0.75
Conducts (UC) ucCs 0.91
uc4 0.88
Constructs Items Weights Cronbacha CR AVE
Perception of PC1 0.09
na na na
Codes (PC)* PC2 1.05




Constructs ltems Factors loading Cronbachu CR AVE

* Perception of Codes is a formative variable, éfi@re no reliability and validity is calculated.

Table 3. Reliability, validity and correlation méatr

Convergent validity should be assured when multiptécators are used to measure one construct.
This can be examined by CR and averaged variantraceed (AVE) by constructs (Fornell &
Larcker, 1981). For convergent validity to be nseeg, CR should be higher than 0.7, and AVE
should be higher than 0.5. Table 3 demonstratdésaththe AVE values fall between 0.73-0.81. For
discriminant validity to be required, the corratatibetween construct pairs should be lower that 0.9
and the square root of AVE should be higher thanikerconstruct correlation coefficients (Fornell
& Larcker, 1981). Data shown in Tables 4 indicétat &all minimum requirements were met; therefore,
the results exhibit strong construct reliabilitydaralidity.

Descriptive Statistics Correlation between Construis
Constructs
Mean Std. DISP EC uc PC
DISP 3.40 1.17 0.81
EC 6.40 0.67 0.31 0.73
uc 2.35 1.23 -0.35 -0.36 0.75
PC 6.89 2.05 0.50 0.34 -0.24 na

Diagonal elements represent the average variancaceed (AVE), and off-diagonal elements

represent the correlations among constructs.

All correlations are significant at the 0.01 le(2itailed).

Table 4. Descriptive Statistics and Discriminanlidiéy for the research constructs

4. DATA ANALYSIS AND RESULTS

4.1. Investigating the Disclosure of IS Security Policieand Perception of Codes

To answer the first research question, table 5 shivr result of investigating the disclosure of IS
security policies, which items are adopted fromNtristry of Economic Affairs (MOEA) in Taiwan.
The results indicate that 89.7% of the businesadschrried out the investment and training rel&ed
information security management, 86.2% of the lesses had units dedicated to the practices of
information security management, 87.9% of the kesdas formulated standards or guidance
regarding the practices of information security agament, 83.7% of the businesses had policies and
performance criteria regarding the evaluation dbrimation security management, 80.2% of the
businesses regularly announced specific informatégarding the practices of information security
management, and 75.8% of the businesses annoumfoeahation security management mechanisms
in reports or on the company website.

) ) ) ) Has Has not
Disclosure of Information Security Policy ) ) Don’t Know
carried out | carried out

1. Our company has actualized the investment andnigin
. . _ 89.7% 3.4% 6.9%
related to information security management.

2. Our company has units dedicated to the practices of
. . . 86.2% 1.7% 12.1%
information security management.




) ] ] ] Has Has not
Disclosure of Information Security Policy ) ) Don’t Know
carried out | carried out
3. Our company has formulated standards or guidance
) ) _ ) ] 87.9% 2.6% 9.5%
regarding the practices of information security agement
4.  Our company has policies and performance criteria
regarding the evaluation of information security 83.7% 3.4% 12.9%
management.
5. Our company regularly announces specific infornmatio
) ) _ ) ) 80.2% 3.4% 16.4%
regarding the practices of information security agement
6.  Our company announces information security manageme
) . ) 75.8% 2.6% 21.6%
mechanisms in reports or on the company website.
Table 5. Investigation of the disclosure IS segypilicies

In investigating the current business practicexennng setting up the codes of conduct, this study
adapted the measurement item from Somers (200lichwihquires whether the company had
published corporate codes for employees. In thidystwe extended this item to two kinds of codes
and ask the respondents how the codes of condoctading general corporate codes and codes of
practice for IS security policies) influence IS s@mnel dealing with the daily tasks or making
decisions. The result was shown in Table 6.

Types of Codes Min Max Mean Std
1. Please evaluate how the “company codes” influece y
. _ . . o 1 10 6.35 2.26
dealing with the daily tasks or making decisions.
2. Please evaluate how the “IS security policies”duiry
company influence you dealing with the daily tasks 1 10 7.47 2.22

making decisions.

Table 6. Investigation of the perception of codes

4.2. Model Validation Results

The second research question is to validate thgogel model as shown in figure 1. In this paper, we
assessed the hypotheses by using structural equakialelling because of its ability to validate
multiple causal relationships simultaneously. SPRla& 2.0 M3 with bootstrapping as a resampling
technique (500 random samples) was used to estimatgtructural model and the significance of the
paths (Chin, 1998). Path coefficients (t value) #mel R were used jointly to evaluate the model.
With the hypotheses being unidirectional, statitiests were assessed at the 5 percent level of
significance using a two-tailed t-test. Figure 2wk the structural model. The research findingsvsho
that all the three hypotheses were statically Scant.



R°=0.24

0.48**

(7.52) Ethical Conducts]
N
[ Disclosure of IS Security Pohme:W[ Perception of Code

6.25
(6:29) R?=0.25

/

-0.36** Unethical Conduct}

*p<0.05; *p<0.01 (3.80)
Parentheses indicate t values

R?=0.13

Figure 2. Model Result

First, hypothesis 1 examines the links betweenatsce of IS security policies and the perceptibn o
codes in company. Disclosure of IS security padiegesignificantly associated with the perceptién o
codes [=0.50, t-value=6.25). The disclosure of IS secuptficies explains the 25% variance of
perception of codes. Hence, H1 is supported. Sedbadoerception of codes both have impacted on
ethical conductspE0.48, t-value=7.52) and unethical condudis-Q.36, t-value=3.80). Therefore,
H2 and H3 are supported. All the explanatory poimethis study is greater than the recommended
level of 10% (Falk & Miller, 1992; Phang et al.,a8g). In sum, the findings in this study demonstrate
that businesses disclose their IS security poligi#de of help for IS personnel in strengthenthgir
perception of codes, and such perception will im fplay a role that guides them to behave ethically
and avoid unethical acts.

5. CONCLUSIONS

This unique of this study is that the first resbaguestion helps telling the status quo of the IS
security policies disclosure, which is a kind ofeative investigation. Therefore the actual state i

treated as the antecedent of this research maglels $o further understand if the current disclesur

sate of play will have influence on individual’sbgective perception of codes, in turn, impact on
ethical and unethical acts.

This study discusses the importance of the disobosaf IS security policies on IS personnel
perception of codes from the perspective of “preif@sal ethics”. This study found that IS security
policies have significant influences on informatjpersonnel’s code perception. Moreover, individual
code perception also has a significant influencesthical or unethical conducts. Different from past
studies that focused on the existence or absenoades, this study took a step further and diseaer

that individual code perception is a variable tinally influences individual behaviours. Furthermore

the inspection of the cognition and behaviourdm IS personnel who work in Taiwan’s information
corporations is an important referent.
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