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ABSTRACT

Public Wi-Fi provides a convenient, cost-effective means for network connectivity in areas where wired infrastructure
would be impractical. However, the use of multiple access points and radio wave transmissions present formidable
challenges to providing a secure platform. Considering the rapid growth in Wi-Fi hotspot deployments and their potential
vulnerabilities, the damage from these malicious activities could be substantial. While organizations deploying hotspots
have great control over the security posture of the Wi-Fi network, the consumer has little insight into the risk associated
with a particular system. Despite widespread knowledge of potential vulnerabilities related to public Wi-Fi, many people
still connect to unfamiliar hotspots. We explore user perceptions of public Wi-Fi risks and benefits when making a
connection decision. We develop a public Wi-Fi connection calculus model based on the theoretical foundations of
motivational determinants of risk taking behavior theory, technology threat avoidance theory, and the extended privacy
calculus model.
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INTRODUCTION

Wi-Fi is an abbreviation of “wireless fidelity” and the commercial name for the IEEE 802.11 family of wireless Ethernet
standards (Aime et al. 2007; Lehr et al. 2003). It provides wireless connections using high frequency radio signals to
transmit and receive data within a limited range of a base station (Al-Alawi 2006; Egan et al. 2007). In addition, it
generally provides data transmission speeds similar to cable modem-based Internet connections (Kabir et al. 2012).

Because of its convenience and speed, Wi-Fi has become popular with both business and private users since it was
introduced in 1997 (Lemstra et al. 2009). According to the Wi-Fi Alliance, Wi-Fi is used by approximately 200 million
households (CISCO 2012). It is also a popular method of providing network access in public places (Henry et al. 2002).
In the United States, public Wi-Fi is available in nearly 70,000 businesses from small coffee shops to airports (Matarese
2011). While public Wi-Fi networks are already common in some venues, they are expected to grow in popularity in
the near future. According to the Wireless Broadband Alliance (WBA) (2012), the number of Wi-Fi hotspots will increase
to 5.8 million worldwide by 2015. A portion of this projected increase is attributable to major Wi-Fi deployment
initiatives in large cities such as New York (WBA 2012), Chicago (Tribune 2012), Seoul(Independent 2011), and Beijing
(CRJ 2012; ZDNet 2012). These cities and others are planning to provide free Wi-Fi access throughout their
metropolitan areas.

Although public Wi-Fi networks generally provide simple, mobile, and potentially less expensive network connections
than wired networks, they do not guarantee a secure network environment (Reddy et al. 2010). Communications
between Wi-Fi hotspots and Internet devices can be easily hijacked through various hacking techniques (Leavitt 2011;
CISCO 2012). Although there is no data available on losses stemming from compromised public Wi-Fi networks,
security experts expect that approximately $1,000 worth of data can be stolen from one hacked computer (CBSNEWS
2010). When the number of Wi-Fi hotspots and their projected growth are considered, the potential damages from
hacked public Wi-Fi networks are substantial for both individuals and businesses.

Research Problem: The popularity of public Wi-Fi hotspots and their inherent security vulnerabilities create a
risk of substantial financial damages for both individuals and businesses.

According to experiments conducted by CBS News and the Guardian UK in 2010 and 2011, many people simply
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connected to spoofed Wi-Fi hotspots established for the experiments. Moreover, a large portion of the people provided
important personal information such as their mobile phone number, user ID and password, and even credit card numbers.
This trend is somewhat perplexing given that most people are clearly aware of the potential dangers associated with using
unfamiliar public Wi-Fi networks. According to the research conducted by the Identity Theft Resource Center (ITRC)
(2012), although 79% of users were aware of the potential dangers in using public Wi-Fi, only 45% of those users
reported concern about those issues.

Careless behavior by public Wi-Fi users is a primary factor in the overall security risk associated with these wireless
networks. This behavior may lead to theft of personal information or breaches of information assets with potentially
catastrophic consequences for both businesses and individuals. However, there are no prior studies exploring users’
decisions to connect to unfamiliar Wi-Fi hotspots even though they are aware of their security vulnerabilities. Therefore,
this research examines both motivations and risk perceptions to determine why people connect to unfamiliar Wi-Fi
hotspots and relevant factors in their decision making.

Research Question: Why do people connect to unfamiliar public Wi-Fi hotspots despite their knowledge that it
can lead to data loss, financial damage, and other potential problems?

In this research, a connection calculus for unfamiliar public Wi-Fi hotspots will be modeled based on established
theoretical backgrounds such as motivational determinants of risk taking behavior theory, technology threat avoidance
theory, and extended privacy calculus model.

LITERATURE REVIEW

Vulnerability of Public Wi-Fi networks

Many researchers have pointed out the vulnerabilities associated with public Wi-Fi, particularly those that are technical
in nature. Nobles et al. claimed (2004) that security mechanisms of Wi-Fi are not sufficient to prevent malicious attacks,
particularly in encryption and authentication processes. Aime et al. (2007) pointed out problems related to authentication,
confidentiality, and privacy in Wi-Fi use. Reddy et al. (2010) demonstrated the vulnerability of Wi-Fi by cracking the
encryption scheme of certain Wi-Fi devices. Gold (2011) argued that although Wi-Fi offers an array of encryption
protocols including Wired Equivalent Privacy (WEP), Wi-Fi Protected Access (WPA), and WPA2, all can be cracked to
intercept transmissions between Wi-Fi hotspots and mobile devices.

In addition to these technical vulnerabilities, Leavitt (2011) suggested a scenario where hackers set up fake Wi-Fi
hotspots and pretend to be a legitimate provider in order to obtain transmissions from mobile devices. These fake
hotspots are referred to as Evil Twins. Because Wi-Fi access points use a Service Set Identifier (SSID) that is set locally
to advertise their existence, it is extremely difficult to distinguish such fraudulent Wi-Fi hotspots from legitimate ones.
When users unknowingly connect to a fraudulent access point they are subject to extreme risks of data loss. In several
experiments conducted in London(Guardian 2011), Manhattan (CBSNEWS 2010), and Bristol (Kindberg et al. 2008), a
large number of people either knowingly or unknowingly connected to fake Wi-Fi hotspots specifically deployed for the
research experiments. These people often transmitted sensitive personal information including their user credentials,
mobile phone numbers, and credit card information.

Risk Taking Behavior in Using Unfamiliar Public Wi-Fi

There is little empirical evidence examining the factors that lead users to connect to unfamiliar Wi-Fi hotspots despite
their awareness of the risks. However, some studies have discussed potential motivations from a risk taking perspective.
Klasnja et al. (2009) suggested that public Wi-Fi users believe they have enough protective measures on their systems to
be secure. In reality, these protections are often inadequate, particularly with respect to mobile devices. Swanson et al.
(2010) found that although the users were well aware of certain risks in using public Wi-Fi, they often do not believe the
potential adverse effects will impact them. The two studies demonstrate that a person’s risk taking perspective is
strongly associated with the decision to use public Wi-Fi. Thus, the factors leading to risky behavior become important
aspects of the connection calculus for unfamiliar public Wi-Fi use.



Choi et al. A Risk Calculus for Unfamiliar Wi-Fi Connections

Risk Perception

Risk taking behavior has been extensively studied in various academic areas such as psychology, business, economics,
and politics. Together, these studies suggest several variables that influence individual risk taking behavior. One widely
discussed determinant is risk perception. Risk perception generally refers to “the intuitive risk judgments of individuals
in the context of limited and uncertain information”(Messner et al. 2006). The degree of risk perception has a strong
relationship with risk taking behavior in various contexts such as behaviors of adolescents (Mills et al. 2008), behavioral
patterns of drug users (Connors 1992), characteristics of venture starters (Simon et al. 2000), decision making of business
managers (Sitkin et al. 1995), and adoption of an online retailer (Chen et al. 2003). In the context of public Wi-Fi, users
often perceive a low level of risk. This low degree of risk perception is expected to affect intention to use unfamiliar
public Wi-Fi networks as noted in Hypothesis 1:

H]1: Risk perception is negatively associated with intention to use unfamiliar public Wi-Fi networks.
Risk Propensity

Risk propensity refers to an individual’s current tendency to take or avoid risks (Keil et al. 2000; Sitkin et al. 1995).
Risk propensity has been associated with risk taking behavior in various studies (Fishburn 1977; Fu 1995; Kogan et al.
1964; MacCrimmon et al. 1990). In business disciplines, numerous studies have been conducted to clarify the
determinants of risky decision making behavior. In a study of 101 graduate and undergraduate business students, Sitkin
et al. (1995) illustrated that risk propensity is positively related to risky decision making behavior . MacCrimmon et al.
(1990) analyzed socio economic data and business decisions of 509 executives and found that executives’ risk propensity
is a factor in risky decision making. Based on these studies, it is reasonable to expect that as users’ risk propensity
increases their intention to use unfamiliar public Wi-Fi systems will also increase.

H2: Risk propensity is positively associated with intention to use unfamiliar public Wi-Fi.
Perceived Avoidability

Perceived avoidability is another frequently considered determinant of risky decision making behavior. Perceived
avoidability refers to the degree of individual’s confidence in avoiding malicious attacks by using certain safeguarding
measures (Liang et al. 2009). In the context of public Wi-Fi, users with confidence in safeguard software installed on
their mobile devices may perceive the risk of connection to be lower than those without safeguard software. Thus, users
employing safeguards will be less concerned about potential risks (Klasnja et al. 2009).

H3: Perceived avoidability is negatively associated with risk perceptions related to unfamiliar public Wi-Fi
systems.

According to Liang et al. (2010), perceived avoidability is influenced by safeguard effectiveness, self-efficacy, and
safeguard cost. Safeguard effectiveness describes the user’s subjective beliefs regarding the effectiveness of safeguard
measures in avoiding IT threats. Self-efficacy is defined as the level of user confidence in their ability to correctly use
safeguard measures. Safeguard cost refers to a range of physical and cognitive efforts, such as time, money, and
inconvenience, related to use of the safeguarding measures. In the context of public Wi-Fi, these three variables are
expected to be significant predictors of user risk propensity. Therefore, when Wi-Fi users have high level of perceived
safeguard effectiveness, high self-efficacy, and a low perception of safeguard cost, their perceptions of threat avoidability
will be high.

H4: Safeguard effectiveness is positively associated with perceived avoidability in relation to unfamiliar public
Wi-Fi systems.

HS5: Self-efficacy is positively associated with perceived avoidability in relation to unfamiliar public Wi-Fi
systems.

H6: Perceived cost is negatively associated with perceived avoidability in relation to unfamiliar public Wi-Fi
systems.
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Perceived Threat

In the cyber security realm, perceived threat refers to the degree of harm one may suffer from a malicious attack (Liang
et al. 2010). Perceived threat is expected to be positively related to public Wi-Fi risk perceptions. For example, when a
person believes using a public Wi-Fi hotspot could subject them to substantial harm, his or her overall risk perception
will be high.

H7: Perceived threat is positively associated with risk perceptions related to unfamiliar public Wi-Fi systems.

Liang et al. (2010) also suggested that the overall perception of threat is determined by perceived severity and perceived
susceptibility. Perceived severity is defined as the extent to which an individual believes negative impacts from a
malicious event will be substantial. Perceived susceptibility refers to an individual’s degree of belief that malicious
attacks will negatively affect him or her (Liang et al. 2009). Based on these previous theoretical developments the
following hypotheses are proffered:

HS8: Perceived severity is positively associated with perceived threat in relation to unfamiliar public Wi-Fi
systems.

HY: Perceived susceptibility is positively associated with perceived threat in relation to unfamiliar public Wi-Fi
systems.

Outcome History

Outcome history is concerned with whether individual’s previous risk related decisions have resulted in successful or
unsuccessful outcomes (Sitkin et al. 1995). The impact of outcome history on the decision making process has been
extensively studied in a variety of areas such as finance, organizational behavior, and software development. Weber and
Milliman (1997) found that outcome feedback from previous investments clearly influenced the future decisions of stock
investors. Byrne (2005) found that positive outcome history leads to higher risk propensity in financial product purchase
behaviors. Therefore, outcome history is expected to be positively related to risk propensity for public Wi-Fi. Users who
have suffered a previous data loss from malicious network activity will be less likely to use unfamiliar public Wi-Fi
hotspots.

H10: Negative outcome history is associated with a low level of risk propensity in relation to unfamiliar public
Wi-Fi systems.

Demographics: Age and Gender

The relationship between risk propensity and age has been studied in various areas. Nicholson et al. argued that old
people tend to have lower levels of risk propensity than young people (2005). Deakin et al. (2004) found that the
decisions made by older people tends to be slower and less risky than younger people in computer based gambling
experiments. Grable (2000) demonstrated that older people have less risk taking tolerance in various financial situations.
Accordingly, we expect younger subjects to exhibit a higher level of risk propensity than older subjects.

H11: Age is negatively associated with risk propensity related to unfamiliar public Wi-Fi systems.

Similar to the impact of age, prior studies have demonstrated that gender is related to risk taking behaviors in various
domains. Powell and Ansic (1997) illustrated that females have a lower risk propensity than males in financial decision
making, regardless of familiarity, costs, or ambiguity of situations. Zuckerman et al. (2000) found that males have
substantially higher risk taking propensities in drug use, risky driving, and gambling. Dwyer et al. (2002) observed that
female investors are less likely to take sizable risks when faced with uncertainty in mutual fund investment decisions.
Harris et al. (2006) showed that women have a lower propensity toward risky decisions in gambling, recreation, and
health areas. Based on these previous studies, males are expected to report a higher propensity for risk than females in
regards to public Wi-Fi systems.

H12: Male users are more likely than females to engage in behavior with a high risk level when using unfamiliar
public Wi-Fi systems.



Choi et al. A Risk Calculus for Unfamiliar Wi-Fi Connections

Personality: Big Five (Neuroticism, Extraversion, Openness, Agreeableness, and Conscientiousness)

Personality is a well-studied factor in relation to risk taking behavior. Prior studies have demonstrated that the five
personality traits (i.e., neuroticism, extraversion, openness, agreeableness, and conscientiousness) are highly important in
explaining risk behavior. Nicholson et al. (2005) found that high level of extraversion and openness are positively
associated with a high degree of risk propensity while neuroticism, agreeableness, and conscientiousness are negatively
associated with risk propensity in a variety of situational settings such as recreation, health, career, and safety.

Weinstein and Martin (1969) found that extraversion is the most significant personality factor in relation to material risk
taking. In this work material risk taking was distinguished from interpersonal risk taking to focus on the potential for
material losses. Malec (1985) demonstrated that extroverted people are more likely to take risk and, consequently, more
likely to suffer serious injuries in comparison to introverted people. Watson et al. (2004) found that people enjoying high
risk sports tend to be more extroverted than the general population.

Openness is another critical predictor of risk taking behavior. Booth-Kewley and Vickers (1994) found that openness to
experience is a statistically significant predictor of material risk taking behavior. Lauriola et al. (2001) showed that
openness to experience is significantly related to risk taking propensity. Zhao et al. (2006) found that entrepreneurs are
more open to new experiences than the general management population. Thus, in the context of public Wi-Fi, both
extraversion and openness are expected to be positively associated with risk taking behavior.

H13a: Extraversion is positively associated with risk propensity in relation to unfamiliar public Wi-Fi systems.
H13b: Openness is positively associated with risk propensity in relation to unfamiliar public Wi-Fi systems.

Neuroticism, agreeableness, and conscientiousness are expected to be negatively associated with the level of risk
propensity of using public Wi-Fi. Previous studies have illustrated an inverse relationship between these constructs and
risk behavior. Trobst et al. (2002) found that agreeableness and conscientiousness are inversely associated with risk
taking tendency in sexual behavior. Nicholson et al. argued that people with high risk taking propensity tend to have high
levels of resilience (2005). Resilience has been shown to be positively related to low emotional sensitivity which serves
as a proxy for low neuroticism.

H14a: Neuroticism is negatively associated with risk propensity related to unfamiliar public Wi-Fi systems.

H14b: Agreeableness is negatively associated with risk propensity related to unfamiliar public Wi-Fi systems.

H14c: Conscientiousness is negatively associated with risk propensity related to unfamiliar public Wi-Fi systems.
Personal Internet Interest and Incentive

In spite of the potential dangers of using public Wi-Fi, there are motivating factors that may lead some users to act in a
careless manner. One motivating factor may be personal Internet interest. Personal Internet interest refers to the extent to
which an individual has cognitive attraction to Internet interaction (Dinev et al. 2006). In their research, Dinev et al.
found that personal Internet interest is significantly related to the willingness to provide personal information in
transactions on the Internet. In the context of public Wi-Fi, personal Internet interest is expected to be positively
associated with the intention to connect.

H15: Personal Internet interest is positively associated with intention to use unfamiliar public Wi-Fi systems.

Various incentives may also motivate individuals to use public Wi-Fi hotspots. Incentive is defined as the degree of
attractiveness of a goal that is offered in a certain situation (Atkinson 1957). In the context of using public Wi-Fi,
incentive would be the enjoyment or convenience experienced by using Internet services. According to research
conducted by Klasnja et al. (2009), certain types of Internet applications were primarily concerned with entertainment
and convenience, such as online shopping, photo sharing, social networking, and instant messaging. Alhakami et al.
(1994) found that if people perceive a potential incentive to be large, they tend to make risky decisions. Therefore, if
incentives such as entertainment and convenience are attractive in a particular situation, users are more likely to connect
to unfamiliar public Wi-Fi systems.
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H16: Incentive is positively associated with intention to use unfamiliar public Wi-Fi systems.

The research model depicting the hypothesized relationships is illustrated in Fig.1.
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Fig 1. Research Model

RESEARCH METHODS

Measurement

Measurement items for this research will be primarily based on previously validated instruments (see Table 1). For
variables related to risk propensity such as perceived avoidability, safe guard effectiveness, self-efficacy, perceived cost,
perceived threat, perceived severity, and perceived susceptibility, the items will be based on Liang et al. (2010). Items
related to outcome history and risk propensity will be adapted from Sitkin et al. (1995). Because the items from Sitkin et
al. were developed for a managerial decision making instrument, they will be modified with appropriate contextual cues.
Items for evaluating the five personality traits will be adapted from Costa and McRae's Five-Factor model (1992), which
is among the most widely used instruments in evaluation of personal traits. Items for estimating personal Internet interest
will be based on Dineyv et al. (2006).
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variables Theoretical Background Reference

Perceived avoidability

Safeguard effectiveness

Self-efficacy

Technology Threat Liang et al. (2009)

Perceived cost Avoidance Theory Liang et al. (2010)

Perceived threat

Perceived severity

Perceived susceptibility

Personality

Neuroticism

Extraversion N-E-O-A-C Personality Costa and McRae
Openness Traits Theory ( 1 992)

Agreeableness

Conscientiousness

Personal Internet interest Dinev et al. (2006).

Table.1. Measurement Items

Data Collection

In order to measure the relationships among variables in the research model, a survey with a hypothetical scenario will be
administered. The scenario will be constructed to provide detailed information concerning the situation to derive
respondents’ decision or judgment as recommended by Alexander (Alexander et al. 1978). This data collection method
has been widely used in security related studies in IS discipline, such as information systems misuse (Bulgurcu 2010),
employees’ perceptions of information security (Myyry et al. 2009), information policy violations of employees (Siponen
et al. 2010), and piracy concerns of Internet users (Malhotra et al. 2004). The hypothetical scenario method appears
well-suited for investigating the underlying determinants of intentions to use unfamiliar public Wi-Fi systems. In order to
appropriately answer specific survey questions, the respondent must understand the detailed circumstances of the
scenario. Accordingly, manipulation checks will be administered after the scenario is read and before the variable scale
items are presented.

EXPECTED CONTRIBUTION

This research is expected to enrich the existing theory base on risk taking behavior by applying the concepts to an IS
domain where the determinants of risk have been sparsely studied. The research will identify the driving factors that lead
to risky outcome from the individual’s connection calculus. This will inform future research aimed at modifying the
outcome of the connection calculus to produce more desirable connection decisions. Similarly, the insights from this
research may allow practitioners to focus their efforts on reducing motivations for risky behavior. Additionally, the
insights gained will help practitioners identify groups of users who are more likely to engage in risky behavior so they
may be targeted by organizational strategies. For example, if perceived threat is determined to be a significant factor, the
potential damage from connecting to unfamiliar Wi-Fi hotspots can be emphasized in organizational training.
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