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ABSTRACT 

Organizations worldwide are increasing their information security initiatives to keep pace 

with the highly complex and dynamically changing operating environments.  With mounting 

regulations, risk mitigation, and critical information protection pressures, they focus on IT 

governance.  Using a case study methodology, this research in progress introduces an 

interdisciplinary common governance framework to information security policy, an important 

internal governance control. The Institutional Analysis and Development (IAD) framework is 

part of Nobel Prize-winning work in economics and is recognized as one of the most 

comprehensive tools for both design and analysis of policy interventions. 

Keywords: policy development, IAD framework, information security, institutions  

INTRODUCTION 

Securing operations is a key managerial function that must be emphasized if 

organizations are to maintain their resiliency (ITGI 2011; OMB 2010; Peterson 2004).  Failure to 

adequately govern and secure computerized resources leaves organizations vulnerable to 

damaging information breaches (Campbell et al. 2003).  The pervasiveness of IT, the 

dependency on IT, the inherent risks of IT, and the investment in IT, all point to the critical focus 
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on IT governance (van Grembergen and De Haes 2008), and the importance of an information 

security policy with adequate internal controls is critical (Box 2010).  

An increased number of academic studies have focused on end user or managerial 

intentions (Bulgurcu et al. 2010; D’Archy et al. 2009; Siponen and Vance 2010; Warkentin et al. 

2011), and policy-making prescriptions have been introduced in the form of information security 

policy guidelines and checklists (COBIT 2011; ISO/IEC 2005; NIST 1996, 1995).  This renewed 

focus is a positive attempt to find new ways of improving the overall security in the organization 

by involving the end user (Dinev and Hu 2007).  Research in information systems and in 

information security has neglected the interlocking systems of managers and end users, and their 

varying intentions (Siponen and Willison 2009).  Hence, a comprehensive, theoretical 

governance approach is needed to understand how policy participants structure their interactions 

with respect to their environments and to the information and knowledge resources they utilize 

and produce.   

Common governance has long struggled with the relationship between institutions and 

policy making, as well as the relationship between policy making and policy outcomes (Sabatier 

2007).  Ostrom (2005, 1990) contends that researchers should not study the effect of change 

pertaining to one institution; instead, they must study the relationship produced by institutional 

change, meaning in effect they must look at the context of all institutions.  The Institutional 

Analysis and Development (IAD) framework is one such tool that offers significant potential for 

learning within and across the policy phenomena (Madison et al. 2008).  The framework is an 

outcome of the collaboration of Ostrom and scholars who desired a systemic approach for 

analyzing the social role and significance of cultural institutions that govern sustainable actions 

and outcomes.  The widely empirically tested, interdisciplinary, institutional theory-grounding 
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framework is praised for its multi-tiered means of organizing policy inquiry into a set of 

variables (Weible et al. 2012, 2011; Nowlin 2011; Real-Dato 2009; Sabatier 2007; Schlager 

2007).  Notably, the framework opens connections, comparisons, and analysis that may be 

otherwise overlooked or separated, thus providing information security policy process with a 

robust stewardship model. 

RESEARCH GOALS, OBJECTIVES, AND QUESTIONS  

Since few studies have developed and empirically tested theoretical models of the 

information security policy process (Whitman 2008), the fundamental overarching argument of 

this research is that the nature and scope of the information policy process impacts the nature and 

scope of the information policy and possibly the policy outcome.  The IAD framework (see 

Figure 1) reveals the structure of nested building blocks used to understand human interactions in 

various settings and situations. The four major areas of the framework include (1) the core 

analytical action situation that is affected by (2) exogenous variables with the result generating 

(3) interactions and outcomes as well as (4) feedback (Ostrom 2005).  

 

 

 

 

 

 

Figure 1. IAD Framework, a Framework for Institutional Analysis 
Adapted from E. Ostrom (2011, p. 10) 

 
The “action situation” is the IAD focal point, where actively interested policy actors 

interact to influence decisions and/or policy design (Real-Dato 2009).  Action situations rarely 
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exist independently of other situations (Ostrom 2005); each is nested within one of three levels 

or tiers of action—operational, policy (often referred to as collective choice), or constitutional 

(Ostrom 2011).  Recognizing the complexity of the policy process, the three levels play an 

important role in the integrative approach to effective policy process, resolving the issue argued 

by Sabatier (1991) that many strands of policy research in the past have been too narrowly 

focused, including only a single type of institution or organizational level.   

The portability of the framework  will be particularly helpful for information security 

scholarship, as the policy level delineations in the IAD framework are consistent with the 

delineations reflected in common IT security practices in government (NIST 1996, 1995), 

practice (Whitman and Mattord 2010; Wood 2009), and academic studies (Baskerville and 

Siponen 2002; Dhillon 2007; White 2009) (see Table 1).  In information security policy, each 

policy type or level has a specific focus, audience, and purpose. 

 
Table 1. Relating Security Policy Terminology with IAD Terminology 
Adapted from Dhillon (2007 p. 114-119), NIST SP 800-14, Ostrom (2005), and Whitman and Mattord 
(2010 p. 122-136) 

Policy 
Relation 

Security 
Policy 
Type 

InfoSec 
Decision 
Class 

IAD 
Tier Policy Topics Decision Example 

Overall 
Organizational 
Environment 

EISP Strategic Policy Tier 

Strategic direction, 
scope, and tone for 
organization security 
efforts—corporate 
philosophy on security 

Integrate enterprise system; 
compliance with corporate 
governance principles mandated 
by SOX 2001 

Adequate 
Structures and 
Processes 

ISSP Administrative 

Both 
Policy and 
Operational 
Tiers 

Use of process, 
technology, or 
systems—a standard of 
compliance; incident 
response 

Establish responsibilities and 
authority relating to structures and 
processes, complying with SOX 
regulatory bodies, organizational 
rules, and policies 

Optimize 
Work Patterns SysSP Operational Operational 

Tier 

Managerial guidance 
and technical 
specifications 

Ensure process integrity, controls, 
procedures, checks, and balances 

 
This research will take an in-depth look at the first two sections of the IAD framework—

the exogenous variables and the action situation—predominantly noting the role of institutions in 

the process.  This initial understanding of elements, including institutions, in information 
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security policy development will accrue learning and knowledge, opening additional avenues for 

improving the performance of policies.  

The IAD framework will help provide the answers to the following research questions: 

1. What is the nature and scope of the information security policy development process 

used by security professionals in a large healthcare organization?  

2. At what level—operational, policy, or constitutional—can key elements, observed at the 

study site, be most productively measured in terms of information security policy 

development? 

3. From evidence obtained at the study site, what specific advances have been made in 

identifying and analyzing the elements of the information security process with respect to 

laws and regulations in the healthcare industry?  

4. What are the basic relationships among the key elements in the information security 

policy process, as observed at the study site? 

5. What elements or relationships in the policy process, observed at the study site, are most 

critical in information security policy development? 

6. To what extent does the organization’s existing information security policy development 

process compare to that of the IAD development framework? 

7. What rules are understood and controlled to achieve the anticipated and desired effects 

within the information security policy process? (March and Olsen 2009 p. 171-172)  

8. From the results of semi-structured interviews and document reviews, how do external 

variables affect the nature and scope of the information security policy development 

process?  
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9. What factors observed through the case study facilitated or inhibited policy development 

in the organization? 

10. (a) How do participants in the information security policy process structure their 

interactions in relation to the policy development environment?  (b) What are their 

preferences, the attributes of the community in which they work, the rules shaping the 

incentives and constraints they face, and their interactions with other participants? 

11. What are the information and incentive structures in the information security policy 

process, and how do they affect the information security development process?  

 

METHODS 

The proposed study involves an exploratory single-case study that will qualitatively 

search for complex variables in order to understand the process by which policy is formed 

(Glesne 2006).  The qualitative approach allows an in-depth examination of the policy-related 

phenomenon, while recognizing the issues in their multifaceted forms, dimensions, and layers, 

without simplifying the phenomenon observed from multiple participants and their individual 

experiences within an organizational setting (Creswell 2003;  Leedy and Ormrod 1985).  The 

approach is appropriate as information security policy process has limited research and needs 

detailed exploration and understanding of how participants structure their interactions, advancing 

both practice and literature (Gall et al. 2007).  Also, the approach is consistent with the prior 

studies conducted with the IAD framework. 

According to Benbasat et al. (1987), much insight can be gained from case study 

research, especially when the research is not preceded by numerous related studies.  This case 

study comprises an all-encompassing method, which covers the logic of design, data collection 

techniques, and specific approaches to data analysis (Yin 2003).   
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Data will be collected using multi-methods (i.e., interviews, observations, document 

reviews) to strengthen the results through triangulation (Creswell 2003; Kaplan and Duchon 

1988; Yin 2003).  Since qualitative research is assessed on the quality and rigor of the research 

(Creswell 2003; Yin 2003; Guba and Lincoln 2005), Tables 2 and 3 briefly identify the validity 

and the reliability criteria important to the credibility of this case study.  

 
Table 2. Case Study Tactics Evident in This Research: Validity and Reliability 
Adapted from Yin 2003 p. 34 

Design Test Case Study Tactic Research Phase 
Construct 
Validity 

• Multiple evidence sources—interviews, 
observations, and document reviews 

• Evidence chain 
• Informative draft review 

Data collection 
 

Data collection 
Composition 

External Validity • Theoretical base Research design 
Reliability • Case study protocol 

• Case study database 
Data collection 
Data collection 

 

CONTRIBUTIONS TO ACADEMIC AND PROFESSIONAL KNOWLEDGE 

This research will contribute to the theoretical understanding of the foundational 

development of information security policy and the policy process, filling a literature gap by 

Table 3. Validity in Qualitative Research 
Adapted from Creswell and Miller 2000, p. 126 and Creswell 2003, p. 196 

Validity in Qualitative Research 
Lens Positivist 

Lens of Researcher Triangulation 
   Data Sources (participants) 
   Theories (IAD, institutional theory) 
   Methods (interviews, observations, and doc reviews) 
   Investigators (debriefing) 
Disconfirming Evidence 
Bias Clarification (self-reflection) 

Lens of Participant Member Checking 
Lens of Individuals External to 
Study (reviewers, readers) 

Audit Trail 
Rich description 
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taking into account both common and IT governance perspectives.  Identifying and describing 

important patterned behaviors in various information security policy environments can provide 

valuable insights into the fundamental steps in developing comprehensive organizational 

compliance to vital information security controls.  Following this proposed research, further 

research can identify causal relationships among specific policy process elements and identify 

possible influencing factors needed for a strong information security program.  Most importantly, 

management theorists will be provided with the tools used in the common governance research 

field to understand and manage information security challenges. 

In addition, practitioners will utilize the best practices suggested in the research to gain 

new insight early into the policy process by considering multiple variables before the policy 

development.  This understanding will also provide a more efficient means of identifying 

potential problems that may arise during policy development.  As practitioners involved in the 

policy process better manage the institutional factors that affect information security policy, 

strong and sustainable policies will be structured.   

With a majority of policy research focused on human compliance and implementation 

after the policy is created, it is time to look at this problem before policy implementation and 

consider the foundational element in this process—the policy creation itself.  Findings from this 

study can lead to management guidelines and best practices checklists for the construction of 

solid policies that not only consider the resources but the human element as well.  Sustainable 

policies may lead to improved policy comprehension, policy implementation, and eventually, 

overall policy compliance. 
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