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Abstract

This study presents a theoretical model to evaluate the level of information security in an
organisational environment with a focus on the knowledge, attitudes and behaviour of the end-user,
identifying the level and origin of the gap between the information security guidelines laid down by the
company and the actual practices of its internal staff, third party partners and suppliers. The model is
designed to assist in meeting the objectives and policies set for the management of information
security by senior management and contributes to maintaining an effective training programme as
well asto raising awareness on information security.
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1 INTRODUCTION

During the last twenty years or so, several metlugies have been developed to evaluate information
security and the maturity of security (Albrechtsemal Hovdena 2009; Ashenden 2008; Hyun et al.
2009; Rhee et al. 2009). Many issues have beeressktt, such as the processes of product design,
the setting of business strategies and informatemurity management; thus, the role of the end-user
in the field of information security has been engibad.

As organisations are becoming more dependent amniation technology, researchers encourage
managers to give more serious consideration tadleeof human resources in the field of managing
information security (Wipawayangkool, 2010). Acdogito Yayla (2011), user errors and negligence
are arguably the two most common unintentionald@sithreats. Some of the underlying reasons
behind user errors are lack of experience in ingisecurity tools, complexity of the security ®ol
and job stress due to time pressure and workloagéy 2011).

Therefore, the success of information security rgangent depends on appropriate information
security aspects, such as the factors influenchgy énd-user security behaviour, challenges in
achieving compliance and good communication amafgyination Security Managers, end-users and
Senior Managers (Ashenden,2008; Rhee et al,200%0id way, according to Puhakainen & Siponen
(2010), a key factor in information system problenorganisations is the user noncompliance with IS
security policies. Therefore, activities such asining, pay practices and motivating people to
strengthen security efforts can support informaseaurity programmes more effectively (Rhee et al.
2009; Wipawayangkool. 2010).

Regarding IS security training, the literature (ieel 2002) suggests incorporating a pedagogical
orientation as a key factor in improving user cdamte with IS security policies. Given the
importance of the human perspective as reportéiteititerature in recent years and once pedagogy is
related to behaviour, this paper puts forward aehtmlevaluate the level of Information Securitytwi

a focus on the knowledge and behaviour of the essd-urhe model is designed to assist in meeting
the objectives and policies set for the managememformation security by senior management and
contributes to maintaining an effective trainingpgmamme as well as to raising awareness on
information security.

The present study is organised as follows: in sactwo, the authors describe factors affecting
security behaviour of users identified in the Biteire; in section three, a model to help staff aahia
high level of compliance with the information satupolicy (ISP) of the organisation is proposed;
section four illustrates the applicability of ouethodology by using a hypothetical case study. The
article concludes by discussing advantages anthliions of the model.

2 HUMANAND ORGANISATIONAL FACTORSIN INFORMATION
SECURITY

Because organisational environments present uséifs mumerous choices in using personal
computers that might support or deter informatiecusity best practices (Abraham, 2011), studies on
human and organisational aspects are greatly oltergd by studies on technological advances
(Beznosov and Beznosova, 2007). Thus, human aspaves been receiving particular attention in
research studies and business practices becatlsefahdamental role of the users.

Abraham (2011) presents an extensive literaturgewewn information security behaviour in the
context of factors affecting security behaviourusers in organisational environments. These factors
were organised by utilising the conceptual modeppsed by Leach (2003), as described in Table 1
below.



Categor Descriptior Theme

The body of What employees are told and come | Security Policies, Communication Practi
knowledge know about security best practices in| and Content of Awareness Efforts

an organisation
What they see i What employees see in practice aro | Management Influences, Peer Influenc
practice in the them in the organisation Deterrence Efforts, Rewards and Employee
organisation Participation.
User's ecurity Factors affectingecurity behaviour o | User's Knowledge and S-Efficacy

common sense and | users in terms of the user’s security
decision making skill§ knowledge

The user's person Factors affecting security behaviour | Attitudes and Belie!

values and standard ofusers based on the user’s personal

conduct values, beliefs and standard of conduct

The user' Unwritten reciprocl agreemen Psychological wnership,Organisatioal
psychological existing between employee and Commitment, Trust and Procedural Justice
contract with employer to act in each other’s

employer interests

Effort required for The influence of the degree to whi Ease of lse and fffectiveness of ecurity
compliance and organisations make it easy for their | Technology

temptation not to employees to adhere to security

comply standards and procedures

Table 1. Factors Affecting Security Behaviour of Users

In order to emphasise the factors identified, {eper presents some other studies. According to
Albrechtsena and Hovdena (2009), there is a limitagdraction between users and information
security managers, resulting in divergent views amtdrpretations of information security. This
explains why managers and users claim that thexaligital division between such groups in terms of
their views and experience in information secupitactices.

In this way, Eminagaoglu et al (2009) consider aprapriate integration of people, process and
technology as important factors for informationws&g management to be successful. In their paper,
the authors demonstrate that when proper integraimes to the issue of people, this effectiveness
can be achieved through security awareness tragfiegiployees. However, the authors point out that
the outcomes should also be measured in ordesesasiow successful and effective this training has
been for the employees. Dlaminia et al (2009) wmet€ this problem, considering the need to
minimise the gap between regulatory issues andtipeacin the technical implementation of
information security.

Tudor (2001) presents a security training programwhizh includes phases such as: developing and
scheduling training targeted at executive level agg@ment; assessing security policies, procedures
and guidelines; identifying strategic informati@ources and mission critical systems; establishing
security awareness and training programme commitééewing and recommending security tools;
establishing emergency as well as incident respamsk reporting procedures; schedule training;
identifying communication methods; determining gséguawareness promotional activities; and
integrating security into organisational processes.

Knowing the importance of the employee, Veiga ataff§2010) affirm that information security
policies should focus on employee behaviour. Acdogrdo them, an information-security-aware
culture will reduce the risk of employee misbehavioMartins and Eloff (2001) set out how
organisational culture influences the way things@owne in an organisation and, therefore, howishis
related to the behaviour and attitudes of peopléitulle is what people feel and how they would
behave in certain circumstances, while behaviodetermined by what people would like to do, and
what they think they should do. In other wordsitade is understood as the intent and coherence in
what and how to think, feel and react in relatiorsbmething or someone. Behaviour is the action,



consisting of the change, movement or reactiomgfentity or system in relation to its environment
or situation.

Yayla (2011) proposes a framework for controllingsider threats, which can be categorised as
intentional and unintentional, to information segurin order to mitigate intentional insider thtea
the proposed framework draws connections to thearpsgtional behaviour, criminology and
psychology literature by increasing employees’gné¢ion and commitment, using deterrent measures
and implementing technology-based controls. On dkieer hand, unintentional threats can be
controlled or mitigated by increasing employe@stinsic motivation, providing training in security
tools, implementing security tools with high lew#lusability, adjusting time pressure and workload
on employees, and finally by increasing awarenasmg users and management.

Considering the importance and need for organisstio measure and report on the state of the
information security culture within their business seen eatrlier, this paper puts forward a set of
policies that enables the level of maturity of mmhation security to be gauged in the organisation,
based on the knowledge and behaviour (K - knowleBgebehaviour) of individuals with regard to
the (ISP) of the organisation.

3 THE PROPOSED EVALUATION MODEL

In order to analyse the level of compliance with I8P of the organisation, the present work prapose
a model that identifies assesses and definesahessif compliance with corporate security policy.

The model assumes that the company uses the resafrinformation Technology (IT) and has laid
down an ISP and a Training and Awareness Programfhe. model proposed suggests the
development of three phases: Structuring, Modebing Evaluation, as can be seen in Figure 1.

Szcurity Committzz Indicator and Scalas Dt C.l:-Jl-'_-:ti-:-n
Structuring Phase Modelling Phase _ Evaluation Phase
Identification of I Definition of the status of compliancs with
Identification of IGF Assessment of [SF e casu i
Figure 1. Phases of the Model

3.1 Modd Description

In the Structuring Phase, what must be creatathtifalready there, is a Security Committee: a group
that includes representatives from all areas of dbmpany, who will discuss topics focused on
security, dealing with technical skills and guidsdpolicy. In this moment, the ISP must be ideatfi
This Policy will guide the next phases of the modehich may also be adjusted depending on the
outcomes of those phases.

The next phase, the Modelling Phase, focuses ochbiee of indicators and scales of analysis that
will assess the extent of staff compliance withirc@mpany’s information security policy. The
achievement of goals depends on choosing indicdtas effectively reflect the fulfilment of the
organisation’s security guidelines.

The last phase is used to collect data, calcufetendicators and analyse the results individuaitiy
as a whole so as to determine if the corrective@stin pursuit of improved performance have been
effective. In general, this phase defines the statiwcompliance with the corporate security policy.

It should be noted that the Structuring and Modglibhases would be performed primarily once and
revisited only periodically as policies are modifievhile the Evaluation phase would be performed
periodically to continually assess how well theaomigation is in compliance with its security paii

3.2 ldentification of indicators



The evaluation of information security with a foous the user seeks to reduce user noncompliance
with IS security policies. In this way, this papeuts forward a set of indicators, based on the
literature, which can be used in evaluating conmgiéawith a company’s information security policy.

Some findings obtained from Puhakainen & Sipon@&1i@2 and the phases presented in Tudor (2001)
were useful to build our set of indicators. Theigatbrs used should be in accordance with the
company’s business objectives. Table 3 shows sudibadtors and the relationship of each with K -
knowledge, B - behaviour of the end-user in terinthe company’s Security Policy. Knowledge (K)
IS associated with understanding of each end-usensequently, the training and awareness
programme has an important influence on those atdis. Behaviour (B) is associated with the
concern and intention to preserve and protect thanisation’s information technology and resources.

3.3 Performance measures

The task of establishing performance objectivesrder to identify whether these are efficiency
indicators is complex because there are aspectsdthanot attract measurable numerical values,
although these aspects can clearly show if thesebkan an improvement in performance. In many
such cases, if necessary, numerical values cansfignad subjectively. Thus, a company may
establish rating scales for the indicators indigljuand globally, but it should be ready to adjirgm

in the course of their use.

In William and Gholamreza (1988), the researcherslacted a factor analysis and the results suggest
a 12-item instrument that measures five compornenénd-user satisfaction that could be adapted to
measure the performance of end-user training.

Based on what was reported in the literature, isuggested that special attention be given to
evaluating training and awareness-raising prograsnah@ady carried out. According to RadhaKanta
and Vincent (2005), training programmes help creat®mputer-literate workforce. The researchers
have addressed this issue by designing, testing, presenting a comprehensive framework for
evaluating end-user training programmes. The manage design their own end-user training-
evaluation process as a feedback system for mongtdraining effectiveness and generate the
information needed to improve the training prograsem

In this study, the training-evaluation process lisppsed, based on the most common themes in
security training programmes. According to a sureepducted by the ENISA (European Network
and Information Security Agency), these themesimaternet security, responsibility for information
security, reporting security incidents, securitylaies and applying patches, personal use of company
equipment, e-mail. Thus, these themes can be osedatuate the use of individual end-user training
programme and awareness-raising events.

The overall average recovery of each end-user éntthining programme and awareness-raising
sessions should be represented by PI-23, accotdifigible 2. However, depending on the average
training set as satisfactory by the organisatiorefich individual, PI-23 may indicate that usersimu
schedule re-taking the training with a view to imyng their performance.

As mentioned earlier, the indicators were propdsezkd on literature and their calculation attertgpts
be simple in order to be developed and useful fier tcompany routine. Table 2 shows, where
appropriate, the mathematical expression used taroleach indicator and the scales suggested, in
order to illustrate the application of the propossatiel.

Assessment of individui
Indicator Calculation of indicator performance indicators
K (weight =0.4 B (weight=0.6
PI1 Information Security is | Yes or N¢ Ifitis, itisequal | Ifitis,itis
updated to 100 equal to 100
Ifitisn't0 Ifitisn't0
P12 Active and public Yes or N¢ If it is given, it
support from top - is equal to 100




managemer Ifitisn'tQ
PI3 Enc-uses know of the | % = (No. of positive answers fro | %
existence of the staff already surveyed / Total no. of -
Security Policy staff in the company) x 100
P14 Reading Policy % = (No. of staff who answere %
questions related to Security Policy / -
Total no. of staff in the company) X
100
PIE Enc-uses demonstrat | % = (No. of staff who had %
knowledge of the satisfactory score in tests which -
Policy demonstrate their knowledge of the
policy / Total no. of staff in the
company) x 100
Pl€ Understanding to whot| %= (No. of staff who answered tt | %
to report incidents. question correctly in tests / Total np. -
of staff in the company) x 100
P17 Threat / Warnin Atmin=t2-t1 If 0<At=<15min, | If
Where: t2 is the instant of receiving so n= 100; 0<At=<15min
the warning; If 15<At<=60 so n= 100;
t1 is the instant of discovering the | min, so n= 50; If 15<At<=60
threat. If At>60min, min, so n= 50;
so n=0 If At>60min, so
n=0
P18 Enc-uses participating | % = (No of staff who take part %
in security training training / Total no. of staff in the -
company) x 100
PIS Elapsed time betwee | Atdays=t2-t1 If 0<At<90 days
training of the end-user Where: t2 is the date of the last so h= 100;
related to security training event; If 91< At<=180 -
t1 is the date of the previous traininglays, so n= 50;
event. If At>180 days,
so n=0
P11C Non-compliance witt | A% = ((N.C.2 /N.C.1-1) x 100 If A<0%, st If A<0% s¢
security policy Where: N.C.2 is the number of Non-n= 100; n= 100;
Conformities in the last audit. If A>=0% and If A>=0% and
N.C.1 is the number of Non- A<10%, so A<10%, so
Conformities in the previous audit.| n= 50; n= 50;
If A>10%, so If A>10%, so
n=0 n=0
PI11 Involvement olenc- % = (No. of staff who demonstra | %
user their involvement with the scenariq -
of the tests / Total no. of staff who
took the tests) x 100
Pl1Z Recognition of event | % = (No. d staff who obtained %
in testing satisfactory score which may
demonstrate recognition of events fin -
tests / Total no. of staff who took
the tests) x 100
PI1Z | Test failed to reves % = (No of staff who failed t (10C-%) (10C-%)
password reveal their password in tests / Total
no. of staff who took the tests) x 100
P114 Results of serches for | A% = ((P2 /P1-1) x 10( If A%<O0, s If A%<O0, st
viruses and Where: P2 is the total number of | n= 100; n= 100;
unauthorised software.| searches for viruses added to the | If A%>=0 and If A%>=0 and
number of unauthorised software | A%<10, so A%<10, so
programmes set up on internal n= 50; n= 50;

workstations and mobile equipmen

tIf A%>10, so

obtained from the last survey.

n=0

If A%>10, so
n=0




P1 is the total number of searcl

for viruses added to the number of
unauthorised software programme
set up on internal workstations and
mobile equipment, obtained from
the last but one survey.

P115.1

The source of securi
incidents experienced
lies in human behaviou

% = (No of incidents arising frol
inappropriate behaviour by an

r employee / Total no. of incidents in
the period) x 100

(100- %)

(100- %)

P115.2

Downtime due tc
incidents arising from
human behaviour

% = (Downtime due to incidel

arising from human behaviour in the

company as a whole in a given
period / Total downtime in the
period) x 100

(100- %)

(100- %)

Pl1€

Partners and supplie
re-evaluated in terms o
their awareness of and
practices in security

% = (No. of suppliers and partne

f re-assessed as to aspects of secu
and awareness-raising / Total no.
partners and suppliers) x 100

%
ity
Of

%

PI117

Critical data strongl’
protected

% = (No. of pieces of data identifit
as critical which are strongly

protected / Total no. of critical data -

items in the company) x 100

%

PI1€E

Spyware installecn
stations

% = (Tctal amount of spywa
detected in workstations / Total no

of workstations and mobile devices

subject to spyware in the
organisation) x 100

(100- %)

(100- %)

Pl1¢

Waste paper shredc

Percentage of paper shredded in
survey:
%Pf=2Qu / Qf

Where:

>Qu = (No. of sheets used by the
Dept /User x (Area of the sheet in
mm?2) /100,000) x Weight of 1 sheg
in Kg per m2

or

>Qu = (No. of copies from the
Dept/ User x (Area of the sheet in
mm2) /100.000) x Weight of 1 shet
in Kg per m2

Qf = Weight in Kg of all the
shredded paper collected in the
period separately.

%

D
—

U
—

%

PI2C

Illegal traffic on the
internal network

% = (Volume in bytes of illege
traffic, accounted for by the PIS /
Total traffic in bytes in the
organisation) x 100

(100- %)

P121

Weak usepassword

% = (No. of weak passwords / To
no. of passwords registered in the
organisation) x 100

(100- %)

(100- %)

PI2zZ

Requests to the secur
department

A% = ((NSol2 /INSol1-1) x 100
Where: NSol2 is the number of
requests to the department from th
last survey.

NSoll is the number of requests tq

If A%<O0, s¢
n= 100;

elf A%>=0 and
A%<10, so
n= 50;

the department from the last but ondf A%>10, so

If A%<0, st
n=100;

If A%>=0 and
A%<10, so
n=50;

If A%>10, so




survey n=C n=C
Pl23 Global Average f Test | Mathematical average of the rest | If
Scores of the tests received by all the staff 0<=Xtests<=4,9,
who took them. so n=0 -
If 5<=Xtests
<=6,9, so n=50
If 7<=Xtests<=10,
so n=100
AVERAGE Xk X g
Table 2. Performance Indicator

The values obtained for each indicator must bege®ed in order to inform the status of compliance
with corporate security policy as presented in &&hlAs one should note, this process occurs during
the evaluation phase.

Level Descriptior

GOOD- Keey. Good level o performance or knowledge of the asg

REGULAR - Monitor and | There is some level of performance or knowledganmigg the
Improve appearance compliance, but it is not yet rategtisfactory;
constant monitoring and improvements to be plarfoed
required.

BAD - Urgent Operatiol There is no compliance or knowledge concernincevaluatec
aspect; urgent intervention required.

Table 3. Level of compliance with the Performance Indicators (PI)

Finally, in order to attribute the percentage offemdicator, Table 2 also shows what the evalnatio
of individual performance indicators for knowled@€) and behaviour (B) is like, considering its
limits and weights.

The ‘behaviour’ aspect received the most weigh6)(0Osince this is a fundamental aspect for
implementing an Information Security Policy, whikmowledge’, which gives the necessary support
to the end-user, received 0.4. The values givehdse weights must be specific for each organisatio
Thus, the results of the related levels should summach organisation, so that action can be taken
adjustments made to the adopted policies, makieghtlougheras far as Information Security is
concerned.

For a comprehensive assessment of the organisati@alculation must be made of the weighed
average of the performance indicators as per Esjored.

X = (X« x 0.4) + (% x 0.6)) / 100) (1)

Table 4 presents an illustration of this globalleation, which depends on the value of X (Expressio
1).

Level Descriptior

70% <= X <= 1009 Good level of adherence enc-uses to the Information Security Policy
the organisation.

50% <= X <= 699 There is some level of adherenceenc-uses to the Information Securi

policy of the organisation, but it is not satistagt constant monitoring
and planning improvements are required.

0% <= X <= 499 Enc-uses do not adhere to the Information Security Patitthe
organisation; this requires urgent intervention.
Table 4. Global Assessment of the level of compliance with Information Security Policy

Finally, this information serves as a warning te tinganisation, so that it may take appropriat®act
once employees who do not comply with informati@ewsity policies are a serious risk for their
companies (Puhakainen & Siponen, 2010).



4 CONCLUSION AND FUTURE RESEARCH

In this paper, a model was put forward to help rgans, whether directly or indirectly responsible fo
information security in the organisation, to idéntthe level and origin of the gap between the
information security guidelines laid down by themgany and the actual practices of its internaf staf
third party partners and suppliers. The model isigieed to assist in meeting the objectives and
policies set for the management of information sgcly senior management, and contributes to
maintaining an effective training programme andaiising awareness on information security.

This paper does not claim to identify accurately,nieans of quantitative analysis, how secure the
company is, but to influence individuals to creafgportunities for improving Security Policy,
Awareness-Raising and Training Programmes, aimeddaicing the risks associated with the use of
information resources by individuals. This is maglessible by using a mechanism for setting
assessment indicators which use individual andajlstales.

Many challenges remain for future research in #nea. Developing a questionnaire to be applied in
some organisations is quite a good solution tadeddi our model. Using a large number of companies
may lead to include other aspects related to tibgest, reinforcing the model.
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