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Internet of Things Applications
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Abstract. Within work environments, the emergence of Internet of Things applications cre-
ates radically new scenarios of use involving the enrichment of everyday objects with seam-
lessly integrated communication, sensing and computing capabilities and their integration 
into information systems. These changes can profoundly alter transparency of work pro-
cesses, prescribe and prohibit actions, and change stakeholders’ overall accountability and 
control capabilities. Actors’ difficulties in meeting changed accountabilities due to an Inter-
net of Things application may trigger severe disturbances in organizations. What actors are 
in control of and what they are held accountable for is partially prescribed by designers and 
involved stakeholders in the early stages of technology development. Therefore, this paper 
presents an approach for prospectively designing controllable accountabilities into envisaged 
Internet of Things applications. Three dimensions of accountability will be distinguished: vis-
ibility, responsibility and liability. Each dimension affects control requirements differently. 
The narrative network approach has been adopted to study envisioned organizational work 
processes along with the involved actors and their accountabilities and control capabili-
ties. A description of how the approach can be used to prospectively align accountabilities 
and control capabilities is provided based on a case study of an Internet of Things applica-
tion in product authentication. Advantages and limitations of the approach are discussed. 
 
Key words: Designing for accountability, accountability, responsibility, liability, narrative 
network, organisational issues, Internet of Things technologies, information system

1 Introduction
Research on the use of information systems (IS) has shown the importance of managing the link 
between accountability and new information and communication technologies (ICT) (Button 
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and Dourish 1996; Eriksén 2002; Lilley 1996; Kallinikos 2004; Munro and Mouritsen 1996; 
Suchman 2006; Yakel 2001; Winthereik et al. 2007). In the work environment, the use of In-
ternet of Things (IoT) applications can create radically new scenarios of accountability leading 
to improvement in an actor’s accountability, but also to disturbances in organizations or society 
(Boos et al. 2008; Hildebrandt 2008; Kinder 2008). Generally accountability is understood as 
a binary relationship between actors where one is accountable towards the other (Neyland and 
Woolgar 2002). In this paper accountability is defined as a relationship between actors compris-
ing the dimensions visibility, responsibility and liability.

Several ways in which accountabilities are changed through ICT, especially IS, have already 
been identified in the literature (Hildebrandt 2008; Grote 2009; Kallinikos 2004; Munro and 
Mouritsen 1996; Newman and Westrup 2005; Neyland 2007; Suchman 2006; Yakel 2001). 
Firstly, studies have shown that changes in transparency and visibility caused by the use of ICT 
have significant consequences for an actor’s accountabilities (Kallinikos 2004; Newman and 
Westrup 2005; Neyland 2007). Their actions can become accountable in new or changed ways 
because they can be attributed more clearly to individual actors, become visible to different ac-
tors (such as a distant supervisor), and can be looked at retrospectively through collected records 
(Newman and Westrup 2005). Secondly, ICT systems that rigidly prescribe work processes, re-
porting procedures and capabilities or those that are closely integrated into larger socio-technical 
systems, can create particular conflicts. They may compromise the ability to cope with local 
contingencies at particular workplaces, impair control accountabilities or respond poorly to ac-
countabilities involving other local actors (Munro and Mouritsen 1996; Suchman 2006; Volkoff 
et al. 2007; Yakel 2001). Thirdly, depending on the model of supervisory control, increased 
automation leads to changes in accountabilities because an actor might lose the ability to appro-
priately control the system (Bainbridge 1983; Grote 2009) or because decisions are offloaded to 
the automated system (Anderson et al. 2003; Cummings 2006; Hildebrandt 2008).

Many studies on accountability and technology focus retrospectively at accountability chang-
es in fully operational or partly deployed ICT systems providing a critique or recommendations 
on resolving operational problems deriving from misaligned or conflicting accountabilities (see 
Bowers et al. 1995; Winthereik et al. 2007; Yakel 2001). However, how a new system achieves 
accountability and to whom accountability is assigned is partially inscribed and prescribed by 
designers and involved stakeholders during the process of system development or configuration 
(Lilley 1996; Kortuem et al. 2007; Volkoff et al. 2007) and might become entrenched. While 
the enactment of a technology in practice might differ from a designer’s intention, the user’s 
freedom in enacting a technology is not indefinitely malleable and can be reduced by increas-
ingly networked and distributed technologies (Orlikowski 2000). Therefore to avoid unintended 
consequences for organizations due to misaligned or conflicting accountabilities, prospective ap-
proaches to address accountabilities during the early stage of development supporting designers 
and project participants are a key issue.

In this paper, an approach for designing controllable accountabilities along an organizational 
work process in an early stage of technology development is presented. The approach allows a 
prospective analysis about future uses of a technology in a socio-technical system, satisfying the 
call for more prospective and prescriptive research into the use and acceptance of ubiquitous 
computing technologies (Lyytinen and Yoo 2002). 
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This paper focuses on emerging information and communication technologies projected to 
be widely used within the next five to ten years, currently only existing as prototypes or future vi-
sions. IoT applications are examples of such a novel technology. Research in the IoT is still main-
ly technology driven aiming at building potential prototypes and evaluating them in restricted 
field trials. IoT applications are highly distributed and networked computing technologies. They 
consist of everyday objects that are enriched with communication, sensing and computing ca-
pabilities (e.g., Radio Frequency Identification RFID chips) (Bullinger and ten Hompel 2007; 
Fleisch and Mattern 2005; Gershenfeld et al. 2004). Potential application domains include sup-
ply chain management, health and safety management, retailing and environmental monitoring 
(see Sundmaeker et al. 2010). IoT applications will make the flow of products along the value 
chain more accurate, transparent and visible in real time because information is updated auto-
matically in IS (Fleisch and Tellkamp 2006; Bose et al. 2009). Also, media breaks, like transfer-
ring data from paper documents into IS, are eliminated and manual errors are reduced (Fleisch 
2010). While emphasis is put on identifying business benefits, except for privacy, deterrents for 
the deployment of RFID and Internet of Things applications are less well researched (Kapoor 
et al. 2009). In particular, technology assessment studies point to the fact that IoT applications 
will change accountabilities, through increased transparency, the embeddedness into everyday 
objects and interconnectivity (Fleisch 2004; Hilty et al. 2004; Hildebrandt 2008; Koops et al. 
2009; Meister et al. 2008).

This paper is structured as follow: It begins with a brief overview of existing approaches to 
designing for accountability. It proceeds to give an introduction of the concept of controllable 
accountabilities. This is followed by a description of the narrative network approach. After ex-
plaining the research setting, there is a description of a novel design approach illustrated with 
insights from an IoT application for product authentication. Finally, a discussion considers the 
contribution of this new approach to practice, existing design approaches and accountability 
changes due to IoT applications. 

2 Approaches to designing for accountability
Ways for dealing with accountability in the design of IS can be separated into three approaches 
(see Table 1).

Interactive accountability approaches are present in the field of human computer interaction 
(HCI). The focus is on interactions and accountability. Under the term technomethodology 
(Button and Dourish 1996; Crabtree 2004), ethnomethodology is used to guide the design of 
interactions with or through IS. Interactions with computer systems should be designed in such 
a way so that the actions are observable and reportable in the situation of use (Dourish 2004). 
Belotti and Edwards (2001) address accountability and intelligibility in the design of ubiquitous 
computing systems, especially in the case of context-aware systems. McCarthy et al. (1997) have 
advanced the studies of interactive accountability approaches and technology with a framework 
for studying the relationship between accountability and work activities including the organiza-
tional context. Cummings (2006) addresses accountability during design to avoid a degradation 
of accountability due to automation.
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Approach Description Accountable 
actors Core proposals References

Interactive 
accountability 

approach

Accountability as 
pervasive feature 
of everyday 
interactions.

Human User
Computer

Importance 
of intelligible 
interactions and 
situation of use.

Belotti and Edwards 
(2001)
Cummings (2006)
Crabtree (2004)
Dourish (2004)
McCarthy et al. 
(1997)

Regulatory 
accountability 

approach

Accountability 
based on a system 
of assessments 
and to distribute 
competences (e.g. 
for compliance, 
finance, 
monitoring or 
auditing purposes)

Human User
Organization

Design locally 
meaningful 
accountabilities.

Dechow et al. 
(2007)
Hildebrandt (2008)
Suchman (2006)
Willmot and Bliss 
(1996)
Winthereik et al. 
(2007)
Yakel (2001)

Participatory 
accountability 

approach

Accountability of 
socio-technical 
system, which 
includes the 
development of 
new technologies 
and their 
implementation.
Accountability for 
system provided.

- Stakeholder 
(e.g. human 
user, designer, 
system provider, 
organizations, 
society)

Increase 
participation 
of stakeholder 
and outline 
accountabilities of 
stakeholders.

Bodker et al. 
(2004)
Grote (2009)
Mumford (1996)
Suchman 
(2002;2006) 

Table 1: Approaches for designing accountability

Regulatory accountability approaches emphasize organizational and regulatory aspects of 
accountability and how ICT technologies can be used to support accountabilities. By intro-
ducing new IS, business processes are changed to enable new accounting or auditing practices 
(Davenport 1998; Lilley 1996; Willmot and Wray-Bliss 1996), ordering work systems (Such-
man 2006), to increase management control (Dechow et al. 2007), to standardize procedures 
(Kallinikos 2004), to change responsibilities and roles (Volkoff et al. 2007), to integrate and 
automate coordination and control responsibilities in IS (Zammuto et al. 2007) or to enforce 
compliance of laws through technology (Hildebrandt 2008). Studies on regulatory accountabil-
ity retrospectively analyse how IS influences organizational forms post deployment (Winthereik 
et al. 2007; Yakel 2001). These studies offer recommendations for the deployment of similar IS. 
For example IS ought to be meaningful locally, meaning that performance indicators should be 
known to local users; users should be able to influence interpretations of collected information; 
users should not be ”locked up“ in technology-enforced standard operation procedures; and us-
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ers may benefit from the ability to generate data for their own interests rather than just produc-
ing reports for external bodies. In addition accountabilities must become part of organizational 
practices without conflicting with each other (see Winthereik et al. 2007; Yakel 2001).

Participatory accountability approaches look at accountability in a socio-technical system 
emphasizing the accountability of those involved in developing new technologies or those pro-
viding technologies for socio-technical systems. Different design strategies have been promoted 
to improve the accountability of the design process and the involved stakeholders (see Bodker et 
al. 2004; Mumford 1996). Participatory approaches involve users in the design process to im-
prove the usefulness and acceptance of a new technology. Suchman (2002) explicitly addresses 
accountability of design practices. She calls for designers to make themselves more accountable 
towards the use of their technology at a particular site-of-use and to engage members of this 
specific site-of-use as collaborators in projects of technology production. Grote (2009) advocates 
increasing the accountability of the systems’ designer or providers for their automated systems 
and relieving human operators from accountabilities over which they have no control. Rebalanc-
ing accountability towards the system designer or the organization operating the system would 
force them to address issues of accountability and improve the controllability of the system by 
a human operator.

3 A concept for controllable accountabilities

3.1 A multidimensional concept of accountabilities
Based on the aforementioned design approaches for accountabilities and research findings on ac-
countability and technology, we have developed a multi-dimensional concept of accountability 
and its alignment with the actors’ control capabilities (Boos 2011; Boos et al. 2012). Of par-
ticular importance for IoT applications are the dimensions visibility, responsibility and liability. 
For the reasons given above, these need to be anticipated during the early stage of a technology 
development project. The dimensions of accountability are about the role of the human actor 
as part of an organization. The dimensions allow us to analyse how and for what an actor is 
accountable and therefore improve the visibility of accountabilities along organizational work 
processes and in socio-technical systems. 

The particular understanding of visibility is derived from studies and design approaches for 
interactive accountability (Belotti and Edwards 2001; Dourish 2004). A demand for visibility 
is made towards actors by asking them to provide an account of an activity allowing subsequent 
actors to perform their activities. Actions or reports on actions can satisfy visibility if they are 
transparent and intelligible for other actors in their respective situation-of-use. As with IS in 
general, IoT applications informate and make certain aspects of work processes visible and avail-
able for analysis by a larger audience (Zammuto et al. 2007). The capacity of IoT applications 
to automatically and wirelessly capture data through RFID chips and sensors changes the kind 
and amount of data used for visibility.
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Responsibility addresses the distribution of competences and obligations of different actors to 
fulfil their duties. Responsibilities outline actors’ accountabilities for specific elements of a joint 
task between interdependent parties (Okhuysen and Beckhy 2009). Responsibilities might stem 
from formal or informal rules, compliance with standards or procedures, professional norms 
or from the organizational work process. IoT applications influence responsibility in various 
important respects; they can create new responsibilities, which may be rigidly prescribed and 
they can assume some of the existing responsibilities or enable the monitoring and controlling 
of responsibilities.

Liability addresses an actor’s legal responsibility towards laws, regulations or contracts. Ac-
tors risk facing severe consequences for failing to fulfill liability demands based on formal rules, 
such as governmental regulations, industry standards or health and safety laws. An IoT applica-
tion might influence liability by providing proof, either in the form of information used for 
investigating a failure or as evidence of compliance to a law, procedures, regulations or contracts 
(Kinder 2009).

Beside the individual dimensions, multiple accountabilities, which mean that an actor might 
be accountable to more than one actor at the same time, are common organisations. Actors 
explicitly use technology to make their activities accountable to multiple actors simultaneously 
(Suchman 1993). Multiple accountabilities can conflict and are therefore regarded as important 
sources of disturbances in organizations (Bowers et al. 1995; McCarthy et al. 1997; Suchman 
2006; Yakel 2001). Accountabilities might conflict because they are contradictory or mutually 
exclusive (Bowers et al. 1995; Orr 1996).

3.2 Actor control to satisfy accountabilities
The core design proposition is that actors should be able to satisfy accountability demands made 
upon them. Firstly, misalignments between accountabilities and control capabilities cause dis-
turbances in organizations (Boos et al. 2012). Secondly, actors should not be held accountable 
for actions over which they have no control (Grote 2009; Merchant and Otley 2007). To assess 
whether an actor can satisfy accountability demands, we compare actors’ accountabilities to 
their control capabilities. Control is understood as the actor’s ability to influence conditions 
and processes in relation to the expected outcome for the actor (Grote 1997). Prerequisites for 
control are transparency, predictability and sufficient influence over processes or outcomes in 
a socio-technical system. Transparency and predictability address the actor’s understanding of 
the functioning of a socio-technical system. For accountability, transparency means that actors 
needs to know their accountabilities. Predictability means that the actors know how their actions 
would contribute to satisfying their accountabilities. Influence addresses the issue of having the 
appropriate means, like tools, resources and time, and enough decision authority to achieve an 
intended outcome.

IoT applications might enable or constrain future actors accountabilities and control capa-
bilities (Hildebrandt 2008; Kinder 2008; Spiekerman 2008). New accountabilities might be 
assigned to an actor. Existing accountabilities might be changed, like for example standardized. 
Accountabilities might be shifted between actors. Adding, changing and shifting the accounta-
bilities and control capabilities might lead to misfits between them. Accountabilities and control 
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capabilities therefore may have to be realigned, for a successful use of an IoT application. This, 
of course, also holds true for other ICT systems. However in case of the IoT, misalignments 
between accountabilities and control capabilities might be even more difficult to investigate pro-
spectively due to the increased interconnectedness and wide distribution of computer systems, 
human actors and organizations (Hilty 2004; Hildebrandt 2008; Meister et al. 2008).

The approach provides a tool that explicitly addresses the fit between accountabilities and 
control capabilities already in the early stage of an IoT development project. The three di-
mensions of accountability allow us to analyse how and for what an actor is accountable. The 
approach increases the transparency of possible misfits and the predictability of how design 
decisions influence future actors’ accountabilities and control capabilities. The increased trans-
parency and predictability enables designers and involved stakeholders to make a more informed 
decision on the design and configuration of the IoT applications and envisioned organizational 
work processes.

4 Narrative networks to describe envisaged 
organizational work processes

IoT applications currently exist primarily in research laboratories and as future visions mak-
ing their real-world observation or study problematic. However, many narratives exist about 
how IoT applications may be used (see Presser 2011; Sundmaeker et al. 2009). One approach 
to analyse narratives about future socio-technical systems is the narrative network approach 
(Pentland and Feldman 2007). The approach was developed to facilitate the study of new ICT 
systems that are modular, re-combinable, distributed, communicative and have memories. The 
narrative network approach builds on the theory of organizational routines, which differs from 
traditional business process redesign approaches by highlighting the difference between the for-
mal description of an organizational work process (e.g., standard operation procedures or work 
flow descriptions) and its actual performance in practice (Feldman and Pentland 2003), which 
can be different, for example more complex. Consequently the narrative network approach pro-
vides a way to represent a broader range of possible variations of an organizational work process. 
It provides the means to describe and visualize actors, tools and tasks within an organizational 
work process.

A narrative network is a collection of narrative fragments combining both actors and func-
tional events. Narrative fragments can include human actors or technological artefacts, which 
may be interchangeable. Narrative networks are representations of potential and actual narra-
tives in a sequence of actions often containing alternative sequences of actions. These features of 
narrative networks make them a useful design tool for new organizational work processes or, in 
the terms of Pentland and Feldman (2008), to ‘design routines.’ This design capacity is achieved 
by investigating how technology developers and intended future system users envision the new 
organizational work process. The focus on organizational work processes is useful because the 
success of a new ICT system depends neither on the performance of a single interaction nor 
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the construction of an artefact but on the establishment of a new organizational work process 
(Pentland and Feldman 2008).

The approach allows for the combination of different points of view by collecting narra-
tives from different actors about the planned organizational work process. First, depending on 
the viewpoint, some actors or functional events are absent from the narratives because they are 
either not known or regarded as unimportant. Combining different perspectives from different 
participants therefore allows us to derive a more holistic view. Second, divergent views about the 
sequence of actions, performance of activities by actors, attribution of responsibilities or goals 
might be a source of disturbance and lead to a conflict of interests. Finally, most new organiza-
tional work processes are designed for an existing socio-technical system, where existing organi-
zational work processes are performed. Therefore, the envisioned organizational work process 
needs to be aligned with other relevant organizational processes and adapted to common varia-
tions in their sequence of action. Designers and stakeholders might prefer only one pathway and 
no variations in an organizational work process. Variations in the sequence of actions however 
are a common phenomenon and regarded as an important source of change (Feldman and Pent-
land 2003). Allowing for variations is important, because actors need flexibilities to cope with 
uncertainties (Grote 2009). Narrative networks describe different pathways of an organizational 
work process purposefully taking significant variations into account.

5 Research setting: Case study
A case study approach has been selected as an appropriate vehicle to explore the implications 
of future IoT scenarios within the early stages of designing technologies. Case studies allow for 
exploration and development of theoretical approaches (Benbasat et al. 1987). This case study 
was conducted within an IoT research project concerned with secure authentication of products 
in supply chains.

From the outset questions of accountability were identified as important. This led to the 
development of a theoretical conceptualization of accountability (Boos 2011; Boos et al. 2012) 
which in turn developed into an approach for designing controllable accountabilities in the early 
stage of technology development. This approach was then applied to identify critical account-
abilities and potential solutions. While using the approach we also checked for applicability, 
based on the evaluation criteria importance, accessibility and suitability (Carlsson et al. 2010). 
Concerning importance, the approach needed to identify accountabilities and possible misfits 
between accountabilities and control capabilities in an early stage of technology development. In 
terms of accessibility, the design approach had to be understandable. Suitability required that the 
design approach offered guidance for design in case of misalignments. The approach was adapted 
during the case study because it was found that the instructions on how to resolve misalignments 
were not specified in sufficient detail. An improvement was made to the design approach with 
a detailed concept of control and with options to resolve misalignments. There was no evalua-
tion of the narrative network approach or the concept of control, because these approaches have 
already been extensively evaluated (Grote et al. 2000; Grote 2009; Pentland and Feldman 2007; 
Pentland and Feldman 2008; Pentland et al. 2007).
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A study of real world application trials with developed prototypes was undertaken (see 
Lehtonen et al. 2009a for additional information on the IoT research project and results on hu-
man and organizational issues). The case study was conducted as part of trials in two pharmacies. 
Different points of view were collected about the envisioned organizational work process and 
accountabilities by interviewing two developers, two industry partners and ten potential future 
users, namely two pharmacy supervisors and eight pharmacy assistants. Additional documents 
provided by the IoT research project describing the application and by the pharmacies, were 
used to analyse organizational work processes, actor’s accountabilities and control capabilities.

6 Designing controllable accountabilities 
The design approach addresses the formulation of accountabilities from an organizational per-
spective. Its intended audiences are researchers, designers and stakeholders involved in the very 
early stage of technology development projects, when market opportunities, technological pos-
sibilities and new usage scenarios for the use of IoT technologies are embryonic.

As an overview, Table 2 outlines the main steps. The first step is the construction of a narra-
tive network. The second step concerns identifying actors and list accountabilities. In step three 
designing the fit between actor’s accountabilities and control capabilities is addressed. A detailed 
description is given in the subsequent subchapters, including additional explanations followed 
by an illustration from the case study. The steps are iterative and therefore variations and differ-
ent pathways do occur depending on the results of each step. To visualize such variations and 
divergent pathways Table 2, represents this complexity in the form of a narrative network in. In 
brackets, references are added to the chapters containing its detailed description.

6.1 Envisioning organizational work processes with the 
narrative network approach

A prerequisite for the design of controllable accountabilities is a narrative network of the envi-
sioned organizational work process. To construct a narrative network prior definition of relevant 
points of view needs to be established. Of interest are the conceptions of the designers or re-
searchers on the future system, as well as the industry partners or experts with insider knowledge 
about intended use in the organization, and finally employees potentially using the system in 
the future. The necessary narrative fragments can be collected via different methods, such as 
interviews, observation or documents. Process descriptions can be used as a starting point. In 
subsequent interviews the interviewee is asked to describe step by step the envisaged organiza-
tional work process. With the collected narrative fragments a narrative network containing the 
main variations is constructed.

9
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Design process for designing 
controllable accountabilities Narrative Network

Variations to design 
fit between account-
abilities and control 

capabilities
1. Compare current 

organizational work 
process with envisioned 
organizational work 
process and decide 
on new envisioned 
organizational work 
process (6.1)

2. Identify actors of 
envisioned organizational 
work process (6.2.1)

3. Identify stakeholder 
accountabilities in the 
envisioned organizational 
work process (6.2.2)

4. List relevant 
accountabilities of 
situation of use and 
organizational context 
(6.2.3)

5. Design fit between 
accountabilities and 
control capabilities 
along the envisioned 
organizational work 
process (6.3.1)

6. Design fit between 
accountabilities of newly 
envisioned organizational 
work process, situation 
of use and organizational 
context (6.3.2)

7. Stakeholder discussion 
on potential design 
decisions (6.3.3)

1

2

3

4

5

6

A

B

C

D

E

7

A. Change 
accountabilities

B. Increase 
actors control 
capabilities 

C. Shift 
accountability to 
another actor

D. Automate 
fulfilment of 
accountabilities

E. Shift fulfilment of 
accountability to 
another position 
in the envisioned 
organizational 
work process

Table 2: Narrative network of designing controllable accountabilities
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Narrative fragments of 
work process goods delivery Narrative Network Variations

1. Wholesaler delivers 
pharmaceutical product 
to pharmacy

2. Employee takes order 
receipt

3. Employee types in order 
number into the system

4. System displays order
5. Employee scans 

barcode of a delivered 
pharmaceutical product 
category

6. System tells employee 
about ordered amount

7. Employee compares 
amount available with 
amount needed

8. Employee manually 
adds due date for each 
product and how to 
store the product into 
own ERP system

9. Employee fills out order 
sheet

10. Employee puts order 
sheet in folder

11. Pharmacist checks the 
order and the bill

12. Pharmacist looks at the 
delivered products

13. Employee puts product 
on general stock or 
products pre-order by a 
client to special place for 
pre-ordered product

1

2

3

4

5

6

7

8

9

10

11

12

13

C

D

E

F

G

H

I

J

K

A

B

L

M

Missing product
A. Employee sees that not 

enough products are 
delivered

B. Employee informs 
pharmacist about issue

C. Pharmacist looks at 
pending orders, to know 
how important a delivery 
is

D. Pharmacist contacts 
wholesaler to learn about 
the delivery date

E. Pharmacist issues an 
order to get the product

Too many products
F. Pharmacist detects that 

too many products were 
ordered

G. Pharmacist checks in 
the system, to learn how 
many they usually need

H. Pharmacist decides to 
send back some products

I. Employee fills out a 
return shipment form

J. Employee sends back the 
products
13. 

Additional pathways
K. Pharmacist decides to 

keep product
L. Employee sees that 

too many products are 
ordered

M. Employee sees that the 
due date is too short

Table 3: Narrative network of the envisioned organizational work process
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In a case study based on interviews with researchers, industry partners and future end-users 
a narrative network was constructed (see Table 3). It shows the actors involved and a number 
of variations including instances of missing products, too many products and some additional 
issues. During the real-world application trial, the IoT application developed was part of the or-
ganisational work process. The IoT application is based on a software component called Product 
Verification Infrastructure (PVI) and pharmaceutical goods with unique IDs, based on RFID 
and 2D barcodes. By scanning the unique ID either through the 2D barcode or the RFID chip 
a user was able to verify immediately whether a product is genuine.

6.2 Making accountabilities visible
In order to make accountabilities visible the planned organizational work process is first analysed 
to gather information about intended actors and their accountabilities. Second the envisioned 
organizational work process is used as a starting point to elicit additional accountabilities and 
control capabilities.

Identifying actors involved in envisioned organizational work processes

A comprehensive list of actors who will be part of the organizational work process and therefore 
will have accountabilities is a prerequisite for analysis. Due to the increased interconnectivity of 
IoT applications, which allows the connection of large numbers of local or distant actors, it can 
be problematic to know who would be involved in the envisioned organizational work process. 
However, the narrative networks can be used to get a list of all actors involved. From this the 
actors in the narrative fragments are identified. 

In the case study, the analysis of the different narratives revealed many actors. Table 4 lists 
both individual actors and organisational entities in the scenario. The table demonstrates how a 
range of different actors need to be considered and that there are multiple actors involved both 
in design and future use. The first group consists of primary actors and organizational entities 
planned to directly use the system. The second group consists of indirectly involved actors, who 
will either set the standards and rules, design the technical system or otherwise define user ac-
cess.

Accountabilities in the envisioned organizational work process

Demands of visibility towards an actor performing a functional event can be understood by 
clarifying which aspects of the previous functional events need to be intelligible for the actor to 
perform the functional event in question. For example, in the pharmacy’s envisioned organiza-
tional work process the ‘due date’ would be automatically checked and added to a stock manage-
ment system. This functionality requires the ‘due date’ not only recorded on the package, but 
also either incorporated in the planned identification technology (e.g. saved on an RFID chip) 
or made available on an accessible database. Therefore, a new visibility demand is created for 
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the manufacturer who becomes responsible for providing ‘due date’ information in an accessible 
way for the new IoT application.

Actors using the system
Actors configuring or designing the 
system (setting of standards, rules 

and systems)

Individual
Employee
Pharmacist
Customer / Patient

Developer

Organizations

Manufacturer
Wholesaler
Delivery company
Up stream supply chain
Customs
Law enforcement
Federal drug testing lab
“Counterfeiter”

Standardization body
Industrial groups
System producer
Governmental health agency 
Governmental regulator
Pharmacists’ association

Table 4: Actors involved in the envisioned organizational work process

By looking at the envisioned organizational work process, in particular at functional events 
and who they are assigned to, the analysis reveals the responsibilities of the different actors. For 
example, the responsibility for checking the pharmaceutical product was assigned to the phar-
macy employee by using the PVI system. The PVI’s responsibility is to check the genuineness 
and ‘due date’ of a product. The PVI system is subsequently responsible for displaying the result 
of the check to the pharmacy employee. Based on the result, the employee is responsible for the 
proper handling of the pharmaceutical product. In the new organizational work process, for the 
PVI system to be able to determine the genuineness of a product based on its delivery path, all 
previous actors handling the product need to make their activities visible by using the PVI that 
the product passed at each point in the process. Analysing the delivery path of a product, also 
understood as ‘track and trace data’, is one proposed strategy to determine the authenticity of 
products (Lehtonen et al. 2009b). If detailed ‘track and trace data’ becomes a prerequisite for 
the authentication of goods, all actors involved in the supply chain take on a new responsibility; 
checking the product with the PVI system.

Relevant accountabilities of situation of use and organizational context 

Narrative networks alone do not contain information about the context or significance of events 
for the participating actors nor do they reveal actors’ liabilities. To understand liabilities, ad-
ditional information is needed about the organizational context including legal requirements 
or regulations influencing the organization of work. Investigating the organizational context 
also facilitates more information gathering about other relevant visibilities and responsibilities. 
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To achieve this, the narrative network is used to guide additional information gathering about 
accountabilities from project participants and intended users. Of notable interest are account-
abilities originating from the envisioned organizational work process, organizational context, 
the work system, other relevant organizational work processes and the circumstances surround-
ing the situation-of-use. 

Situation of use Accountabilities of pharmacy employee performing sequence of action

Back office – 
incoming goods

• checking if order is correct
• checking that product does not have an obvious problem (e.g. damaged 

package, suspicious package)
• controlling and adding due date to in-house stock management system
• sorting products according to pre-orders based on prescriptions
• guarantee the appropriate storing of a product (temperature, dry)
• New: Verification of pharmaceutical goods with IoT application

Dispensary – 
selling goods

• handing out the right products to the right client
• providing instructions about the use of a product
• providing a safe environment
• documenting the sale of pharmaceutical products
• New: Verification of pharmaceutical products with IoT application

Table 5: Relevant accountabilities during a particular situation of use

In the pharmacy case study the following accountabilities were identified as relevant. The 
organizational context is a highly regulated environment in which patient safety is paramount. 
For example there is a legal requirement for a pharmacist to be present in the pharmacy for work 
supervision and oversight of control activities. The situation-of-use is about where and when the 
technology should be used and those accountabilities that are of relevance in these particular 
circumstances. In the pharmacy, two situations-of-use were investigated, namely the back office, 
where goods are delivered and the dispensary, where products are sold to clients. Table 5 shows 
how accountabilities differ according to the situation-of-use.

6.3 Designing the fit between accountabilities and actors’ 
control capabilities

Having identified the accountabilities of an actor, the next step is to analyse the fit between 
accountabilities and an actor’s control capabilities. This will inform the process of design and 
configuration change to the IoT application to eliminate any misfits. The process of fitting ac-
countabilities and control capabilities and changing the envisioned organizational work process 
can be iterative until a satisfactory solution for all involved stakeholders is found.

Table 6 provides guidance on how designers can influence the fit between accountability and 
control. For clarification it contains the results after the analysis of the envisioned organizational 
work process and the context. The table describes how accountabilities change, possible distur-
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Accountabil-
ity Dimen-

sion

Changing account-
abilities Possible disturbances Designer influence

Visibility

Pharmacies might 
make every product 
they sell visible to 
additional actors, such 
as manufacturers, 
service providers, 
regulatory entities etc. 
The additional actors 
can use the information 
for their own activities, 
such as analysing the 
time until a product 
is sold.

Pharmacies lack transparency 
about who can use 
information provided by the 
new system. They are reluctant 
to make every product sold 
visible to the manufacturer 
because they wish to protect 
their own business data.

• Enabling or restricting 
intelligibility of account 
giving.

• Automation of account 
giving and selection of 
captured data.

• Representation of accounts in 
the system. 

• Providing or restricting 
actors’ access to collected 
data.

• Providing or restricting 
influence of an actor on what 
kind of data he or she uses 
for account giving.

Responsibility

A pharmacy employee 
is performing a new 
customer-facing 
check for counterfeits 
of newly delivered 
products. By doing 
this he or she responds 
to a newly introduced 
responsibility. 

Visible checks for counterfeits 
in front of clients might 
interfere with other needs of 
the pharmacy, such as offering 
a trustworthy environment. 
Obligatory checks lead to a 
lack of control and influence 
because of conflicts between 
an existing accountability 
demand and a newly 
introduced one, which cannot 
be satisfied in combination.

• Defining functional 
allocation between IoT 
application and human actors

• Prescribing work-flow.
• Definition of monitoring 

rules. 
• Redesigning work processes.

Liability

A future regulation 
requires that every 
step of a product is 
tracked and checks are 
performed in front of 
the client. Pharmacies 
become liable for using 
a technology to check 
the genuineness of a 
product.

Emphasis is put on following 
those aspects that could be 
used to prove the fulfilment 
of legal requirements and 
less emphasis is put on those 
that are not measured by the 
system, but would have been 
relevant to achieving the 
original goal. For example, 
a pharmacist overlooks a 
tampered product deferring to 
the system detecting that the 
RFID chip on the package is 
genuine.

• Defining what can be used to 
provide proof and where the 
focus is.

• Selection of rules that are 
integrated and monitored.

• Rigidity of rule enforcement.

Table 6: Misfits in Internet of Things application and influence of designers
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bances due to mismatches between control capabilities and accountabilities, and the potential 
influence of a designer to resolve any misfits.

Fit along the envisioned organizational work process

Each accountability originating from the envisioned organizational work process is analysed to 
determine whether it can be satisfied by an actors’ control capability. Basically the prerequisites 
of control (transparency, predictability and influence) must allow fulfilment of all the actor’s ac-
countabilities in the envisioned organizational work process. For transparency, designers can ask 
if an actor knows to whom the actor is accountable and what for and why. The question is, ‘how 
the IoT application contributes or restrains the actor’s need for transparency and if this leads 
to difficulties in satisfying accountabilities?’ For predictability, designers investigate if actors 
understand how their actions contribute to the fulfilment of their accountabilities. In addition, 
the actor can only contribute to the organizational work process as required if the actor has the 
appropriate capability to influence the organizational work process. To have enough influence 
the actor needs the appropriate resources, such as means, time and capability to act. When 
insufficient control capabilities lead to difficulties in satisfying an accountability demand, then 
designers need to address the misfit.

There are several possible ways to address the misfit (see Table 2, right column for an over-
view). Firstly, designers can reflect whether an actor’s accountabilities could be changed so the 
actor gains the appropriate control capabilities. Secondly, designers can investigate whether the 
control capability could be changed to enable the actor to fulfil the accountability demand. 
Designers are advised to reflect on whether increasing transparency or providing additional 
means to influence the system would satisfy the accountability demand. They need to determine 
how to change an IoT application to adequately enable the actor’s control capabilities. Thirdly, 
designers can also investigate if an accountability demand could be shifted to another actor. 
Shifting accountabilities might also lead to a change in the organizational work process. Before 
shifting accountability to another actor, however, designers need to analyse whether the newly 
accountable actor has the appropriate control capability to satisfy the reallocated accountability 
demand. Finally, designers should investigate whether an accountability demand could be taken 
over by an automated IoT application, but this raises a number of challenges. Automation might 
decrease actors’ control over their accountabilities. The automated fulfilment of accountabilities 
might be hidden or its functioning unintelligible to relevant actors. Either eventuality might 
decrease the actor’s experience of transparency and predictability. While the actor’s control is 
decreased, automation might raise the control capabilities of those who are involved in system 
design or configuration. Subsequently new questions arise about the accountability for decisions 
on automation. In those cases those who can control the automated fulfilment of accountability, 
such as the system designer and the maintainer, should be held accountable for the proper func-
tioning of automated accountabilities (Grote 2009).

In the pharmacy case, a new responsibility to check products with the PVI was assigned 
to the pharmacy employees. Difficulties arose through a lack of understanding about whether 
incidents were managed and reported manually or were handled by the system. Employee ideas 
ranged from sending a product triggering an incident back to wholesaler, manufacturer or even 
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governmental organizations. To the employees it was neither transparent nor predictable what 
they had to do following an incident and what the IoT application did for them. The follow-up 
action after an incident is very important for a successful accomplishment of the organizational 
work process. As a solution, designers could, for example, increase the transparency of the or-
ganizational work process and inform pharmacy employees about the next steps to be taken 
after an incident. The pharmacy employee would then use the information to raise an alarm 
or send the product back. Designers could also impose another solution, by integrating auto-
matic system interruption coupled with notification of a designated actor allowed to restart the 
system. This would amount to both automation, and to the transfer of responsibility either to 
the supervisor or an external authority. Shifting the responsibility to the supervisor, in this case 
to the pharmacist, could be an appropriate solution because it also matches the pharmacist’s 
responsibility for the work system. Shifting the responsibility to a distant actor might be more 
problematic. Because of the distance, the actor might lack significant control capabilities, such 
as the capacity to intervene and guarantee the safe handling of a suspicious product.

Fit between envisioned organizational work process, situation of use and 
organizational context

By looking solely at the envisioned organizational work process and each accountability separate-
ly, an important source of disturbances in the form of multiple accountabilities is overlooked. To 
investigate a potential risk of conflicting multiple accountabilities, all accountabilities during an 
envisaged sequence of actions need to be checked for consistency. It can be helpful to challenge 
project participants or potential future users with the complete set of accountabilities, which 
are relevant to various discreet actions making up a larger process. Possible solutions might be 
found by changing an actor’s accountabilities, changing an actor’s control capabilities, shifting 
the accountability to another actor, automating the fulfilment of accountabilities or changing 
the sequence of action to minimise multiple accountabilities.

In the pharmacy case, one of the misfits between multiple accountabilities and control ca-
pabilities was during the operation of the dispensary system where the employee hands over 
the product to a client. Several employees pointed out this problem. From a security point of 
view everyone—designers, industry partners and pharmacists—agreed that it would theoreti-
cally make sense to check products as they were dispensed. However, any open and visible use of 
the system at the point of dispensing products was regarded as problematic by pharmacists and 
pharmacy employees because a check that was visible to the customer might interfere with the 
client relationship and invoke a trust issue for the pharmacy (see table 5 about responsibilities at 
the dispensary). Therefore the pharmacists preferred to use such a system for incoming goods or 
at least to hide its use from the customer. There was anxiety over the real possibility of an alert 
in front of the customer undermining their reputation as operators of a safe environment in 
which only genuine products are supplied to the customer. Furthermore, they did not want the 
responsibility for a problem the customer might have due to a mistake in a preceding work sys-
tem, for example at the wholesaler. Checking authenticity of incoming goods in the back office 
was regarded as less problematic by the pharmacists, because they felt more in control should an 
issue arise. They could avoid the uncertainty of having non-genuine products on their shelves 
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and would be able to avoid unpredictable situations involving customers. This solution to the 
problem however, demands a trade-off between two conflicting interests; how to guarantee the 
safe delivery of a pharmaceutical product and the varying interests of stakeholders where au-
thentication needs to be performed. In addition, there seems to be a push by EU governmental 
regulators to establish authentication checks at the point of dispensing and not during incoming 
goods receipt (Taylor 2009).

Involving stakeholder in decisions on how to design the fit

Based on the principles of participatory design, all relevant stakeholders should be able to in-
fluence the design of the envisioned IoT application and be involved in decisions about which 
potential solution to use. Also the realization of a proposed solution might be beyond the con-
trol of the designer. For example they might lack the influence to decide, where and by whom 
a certain activity has to be performed. Therefore decisions on how to resolve misfits should also 
include the stakeholders with decision authority.

Findings were discussed with the participants of the IoT research project within the pharma-
cy case study was done. The discussion mainly focused on where the verification of goods should 
be done, namely at dispensing or during receipt of incoming goods. The potential conflict be-
tween multiple accountabilities was evident. In line with the research project’s aims the findings 
were used to produce the required deliverables. Therefore the findings on accountabilities were 
used for the overall trial evaluation, to craft application guidelines and by distributing findings 
to interested groups.

7 Discussion 
In this paper we provide a design approach to reflect prospectively on how to design controllable 
accountabilities in the early stage of technology development. We have shown its applicability 
through a case study, where an IoT application was developed.

7.1 Contribution
This paper’s major contribution is conceptual in nature, both in terms of defining design ob-
jectives and defining a process to reach these objectives. The core design proposition, to align 
accountabilities with control capabilities, gives guidance for design decisions. The narrative net-
work approach makes it possible to investigate accountabilities in the early stage of technology 
development. The approach supports stakeholders and designers in deliberating prospectively 
on the design of controllable accountabilities, which is the papers’ more practice directed con-
tribution. The approach gives guidance in the form of options on how to resolve misaligned 
accountabilities and control capabilities. The clarification and guidance can be tools for prevent-
ing misalignments, such as conflicts between multiple accountabilities or the lack of control ca-
pabilities to satisfy accountabilities. By making the accountabilities visible, discussions between 
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involved stakeholders are fostered about whether accountability can or should be achieved, who 
should become accountable and to what end, and how an actor can satisfy the demands of ac-
countability.

Overall the design approach contributes to research on the management of organisational 
issues during the early stage of technology development. First, the paper shows that decisions 
made by involved stakeholders and designers during the early stage of technology development 
influence future accountabilities, including the actors’ capability to satisfy them. In this the pa-
per supports existing research arguing that to avoid unintended consequences, accountabilities 
need to be addressed in the early stage of technology development. Second, it contributes to 
existing ‘design for accountability’ approaches. With the distinction of visibility, responsibility 
and liability, design approaches for accountability can benefit by expanding the current, nar-
row focus on singular aspects of accountability and by providing precise definitions of the rel-
evant aspects. More specifically in the domain of regulatory accountability approaches, current 
retrospective study-based recommendations on accountability issues are extended by a novel 
approach that allows analysts to prospectively look at changing visibilities, responsibilities or 
liabilities. In addition with the narrative network approach, there is a contribution to the re-
search on design approaches for accountability that integrates an organizational work process 
perspective. This is important, because, for many envisioned IoT applications, a process oriented 
approach is well suited. For example in the domain of supply chain management, the success 
of an IoT application depends as much on the successful establishment of a new organizational 
work process as on the artifact (Pentland and Feldman 2008). In the domain of participatory 
accountability approaches, the contribution is mainly about how different stakeholders points 
of view on accountabilities can be integrated into the design process. In particular, the narra-
tive network approach supports the selection of the relevant stakeholders and an appreciation 
of their perspective. These features encourage increased participation of intended users of the 
technology in the early stage of a technology development.

Moreover, the paper progresses the understanding about how accountabilities change with 
the introduction of an IoT application. The case study indicates that IoT applications will lead 
to changing accountabilities of involved actors. As mentioned in the introduction, the manner 
in which accountabilities are changed through ICTs, namely increased transparency, prescribing 
actions and changes to actors’ control capabilities become even more important and pronounced 
with IoT technologies. First, for transparency, the increased capacity to informate work process-
es make previously inaccessible work processes visible to a larger audience even outside the or-
ganization and therefore has consequences for an actor’s accountability (Newman and Westrup 
2005; Zammuto et al. 2007). The use of an IoT application makes activities inside a pharmacy 
visible to a larger audience, including the wholesaler, manufacturer and law enforcement. Sec-
ond, the capacity to prescribe organizational work processes more rigidly limits the possibility 
to cope with local contingencies (see Suchman 2006; Yakel 2001). It allows, for example, the 
enforcement of a mandatory verification check to be performed in front of the customer. Third, 
with the capacity to automate parts of the responsibility for safety offloaded to the IoT ap-
plication (see Cummings 2006), local actors lose some of their abilities to control the system 
(Grote 2009). Lastly, current research on IoT applications seldom looks closely at organisational 
issues and even less at the specific organisational issue of accountability (see Bose et al. 2009). 
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Therefore by investigating accountabilities and control capabilities, the paper contributes to the 
research on IoT applications and increases the knowledge on organisational issues.

7.2 Limitations and some practical challenges
Focusing on the alignment between accountabilities and control capabilities has some draw-
backs and limitations. Several studies identified other reasons why organizations face critical ac-
countability issues when introducing new ICTs (Dillard 2008; Willmott and Wray-Bliss 1996; 
Yakel 2001). For example, conflicts of interest or goals between actors (Wintherteik et al. 2007) 
cannot be resolved by just changing an actor’s control capability. This paper extends the ap-
proach and addresses the issues during the final process step, when stakeholders discuss the 
ideas proposed by designers on how to resolve accountability issues (see Table 2, step 7). Further 
research to investigate how to provide systematic guidance to address those is needed.

This illustrative case study critically considered integrating a new organizational work pro-
cess based on an IoT application into an existing organizational work process. This works well 
for many currently envisioned applications of IoT technologies focusing on additional services 
as a first step towards a wider distribution and use of IoT technologies. However, other applica-
tion scenarios might aim at a complete replacement of an existing organizational work process 
with an IoT application. This paper’s approach stopped short of such cases. In the case of rede-
signing or replacing an organizational work process, a user of the approach would additionally 
need to analyse how changing the sequence of actions of the functional events leads to account-
abilities being shifted between actors. 

With the focus on organizational work processes, organizational aspects are emphasized 
more then local contingencies of individual actors. The approach emphasizes a process-oriented 
view of work and only partially addresses the local situation of use of an actor. Further develop-
ment of the approach could treat the organizational work process view and an individual actors’ 
view more equally.

While using the approach, some practical challenges were also encountered. A main chal-
lenge was to identify and agree on the usage scenario and organizational work process. Usage 
scenarios might not be at all clear in the beginning of the development of an IoT application or 
might change over time. This approach recommends agreeing as early as possible with the pro-
ject participants and relevant stakeholders on a potential usage scenario and a prototype. Only 
then it is possible to start with the identification of accountability issues. Another practical chal-
lenge encountered, is the definition of the boundaries of the investigation in accountabilities. 
This is especially difficult, because of the networked and distributed nature of IoT technologies. 
We recommend looking at the purpose of the IoT application for defining the boundaries. In 
the study, the purpose was to identify suspicious products before they were given to a customer.

A final limitation of the approach relates to the case study and the applicability check. The 
approach was evaluated in one early stage IoT research project. The first author participated in 
the project and discussed the topic with project members. The insights on the applicability have 
to be seen within this context. Notwithstanding the approach supported some design decisions 
and contributed to the deliverables in the early stage of an IoT research project. Therefore the 
approach meets the three evaluation criteria ‘importance’, as it addresses a real world problem in 
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a timely manner, ‘accessibility’ because it was understandable for the users of the approach and 
‘suitability’ measured by its success in providing concrete guidance and recommendations for 
at least one IoT research project (Lehtonen et al. 2009a). However to improve the applicability, 
further use of the design approach is needed. In addition more longitudinal studies could foster 
the understanding how early stage design decisions can prevent disturbances due to misalign-
ments of accountabilities and control capabilities in the long run. 

7.3 Conclusion
The increasing demand for accountability is part of a larger societal trend (Strathern 2000). 
IoT applications are expected to increase transparency and to support answering demands for 
accountability. Demands for accountability are also made towards designers and involved stake-
holders about the future use of their products and services. A reason given for making them ac-
countable for their products and services is their influence on the design of an IoT application. 
However, to satisfy their accountabilities, designers and stakeholders need design approaches 
allowing a prospective analysis of potential issues. With the design approach in this paper, de-
signers and involved stakeholders can treat accountability issues systematically. This moves ac-
countability issues more to the centre of attention helping to avoid later challenges once IoT 
technologies are deployed in organizations.
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