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Abstract

Cloud computing has come to stay and is expanding rapidly. The mode of deployment of services has implications for
users who store data in the cloud and risk exposure to potentially severeconsequences. The safe use of cloud computing
services is therefore necessitated. Drawing on the principle of self-preservation and the theory of protection motivation,
this paper develops a conceptual framework for the safe use of cloud computing services by individuals.

KEYWORDS
Cloud computing, protection motivation theory, self-preservation
INTRODUCTION

Cloud computing (CC) is being hailed as the next big thing and receiving a great deal of interest in the information
technology (IT) industry (Khajeh-Hosseini, Sommerville, and Sriram, 2010), infiltrating every corner of the Internet
even though users may remain unaware of the utilization of services it offers (Jaeger, Lin, Grimes, and Simmons, 2009).
Being touted as the fifth utility, after Water, Gas, Electricity and Telephony, it is steadily moving away from product
offerings to services with emphasis on ubiquity rather than physical hardware (Buyya, Yeo, Venugopal, Broberg, and
Brandic, 2009).

The National Institute of Standards and Technology (NIST) defines CC as “a model for enabling convenient, on-demand
network access to a shared pool of configurable computing resources....that can be rapidly provisioned and released with
minimal effort or service-provider interaction” (Mell and Grance, 2011, p.2). Jaeger et al. (2009) see it as infrastructure,
components and applications that provide varied computing power for the complex — scientific research, to the simple —
email, to individuals, businesses and governments, with minimal burden to the user, and without the conventional need
to buy, configure and maintain own computing infrastructure: in a manner, the centralization of information and
computing resources.

CC services are typically deployed as; Software as a Service (SaaS): clients use provider applications running on
provider infrastructure, Platform as a Service (PaaS): clients deploy and manage their own application on provider
infrastructure (hardware and software), and Infrastructure as a Service (laaS): clients use provider hardware
infrastructure for their computing needs but maintains control over all software, storage and networks (Katzan, 2010a).

Miller (2009) finds that this has implications on how information is stored and applications run, with all (data and
applications) being hosted in the cloud. The advantages of CC are numerous and have been touted by several (e.g. Jaeger
et al., 2009; Buyya et al., 2009) to include the elimination of the need to deploy resource intensive IT infrastructure, the
ability to pay for computing needs as required, and cost benefits from economies of scale (Armbrust et al., 2010) and the
provision of superior processing power for very complex scientific problems and increased collaborations between major
research institutions (Jaeger, Lin and Grimes, 2008). However, there is danger in using the cloud because there is a
possibility of stored data not being secure (Miller, 2009).

Khajeh-Hosseini et al. (2010) find that beyond the advantages of the cloud lies potential insecurity of data, legal and
privacy issues that bedevil cloud computing. Osterhaus (2010) posits that because users have no idea about how their
data is stored, issues of trust, privacy, rights and confidentiality come to the forefront. This is especially true for users of
SaaS who have absolutely no control over their use of CC services, and yet store their data in the cloud owned by
another, in a place where they have no clue (Jaeger et al., 2009). Horrigan (2008) found individual users’ concerns over
their stored data to include misuse of information, persistent information they would have otherwise wanted deleted, and
unapproved transmittal of their information to security agents, yet 69% of online users in the US have used cloud
services in one way or another.Individuals have taken up CC because they find it easy and convenient, irrespective of
provider truthfulness or potentially questionable practices (Horrigan, 2008). Nevertheless, the disadvantages of cloud
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computing will not go away. It therefore calls to reason that strategies for the safe use cloud services are needed. Jaeger
et al. (2009) believes that the education of the general population of Internet users is important, and cloud service
providers would do well to educate in clear terms, issues pertaining to, but not limited to client rights and provider
responsibility.

This study therefore hopes to provide a conceptual framework for the individual user’s safe use of CC services. There is
a limited amount of literature in the field and yet, there is agrowing interest and utilization of CC services in practice.
The aim is therefore to provide a conceptual framework to contribute to knowledge and provide a basis for expanded
knowledge and practice. It might be pertinent to note here that the focus of this effort is not on intention to use CC
services, but rather on the safe use under the assumption that the individual has gone beyond intention, and has already
made the decision to use CC services.The proposed framework uses the principle of self-preservation and the theory of
protection motivation.

Williams and Kim’s (1975) work on the development of theorydefines theory as a conceptual framework of inter-related
concepts. Consistent with their work, this paper develops a conceptual framework in a deductive systematized manner
by producing predictions and logical deductions from extant literature in the applicable domain. This effort stops short of
carrying out an empirical validation of the proposed framework — hoping that this framework will stimulate future
research.

The rest of the paper is organized thus; starting with a discussion on the theoretical foundation of the study, the
methodology used to identify framework development articles follows, after which the framework is presented. In
conclusion, implications for knowledge and practice are discussed.

THEORETICAL FOUNDATION

The principle of self preservation posits that the need for survival drives individual decision making, and this need
singularly determines how their collection of strategies is ranked (Karni and Schmeidler, 1986). Therefore, when
confronted with a set of decisions to be taken in the face of a perceived threat, an individual will consider as most crucial
the one option that is believed to be the optimal decision to protect self and ensure continued survival. Beaudry and
Pinsonneault (2005) believe that when IT users perceive a threat they have limited control over, the decision strategy
will focus on adapting to survive, maintain emotional stability and reduce tension by changing their perception of the
occurrence. However, the question might be asked: what happens when there is the possibility of some measure of
control over the perceived threat? It falls to reason that they might just be motivated enough to take action?

Maddux and Rogers’ Protection Motivation Theory (PMT) (1983) in Norman, Boer and Seydel (2005) proposes the
potentials of persuasive behavioral change communication whereby an individual’s cognitive processes can be trained to
perceive threats and recognize available preventive options and his/her own ability to take action to save his/herself.
Originating from Rogers’ original theory (1975) which focused on the appeal of fear, the revised theory by Maddux and
Rogers focused on coping with health threats. PMT hypothesizes that self protection depends on two categories of four
factors (Maddux and Rogers, 1983). The first category of threat appraisal which includes: Severity: perceived
seriousness or gravity of threat; and Vulnerability: perceived likelihood of threat occurring. And a second category of
coping appraisal: Response Efficacy: perceived effectiveness of recommended preventive action(s); and Self-efficacy:
perceived confidence in self to perform recommended preventive action(s). These, resulted in motivation to protect self
and subsequently protection behavior. Rogers (1983) in Boer and Seydel (1996) modified the theory to include
advantages of risky behavior as a factor of threat appraisal, and the cost of protective behavior, as a factor of coping
appraisal.

The theory has since been used in a variety of fields including online ITsystems researchto study online safety behaviors
(LaRose, Rifon and Enbody, 2008; Youn, 2009). Herath and Rao (2009) adapted the theory to develop a framework for
security policy compliance in organizations. Chenoweth, Minch and Gattiker (2009) used PMT to shift focus away from
technologies, and to user behavior in the adoption of protective technologies to avoid harm from the use of IT. Our study
takes the PMT and adopts it to model desirable behavior for the individual user’s safe use of CC services.

METHODOLOGY

This study set out to develop a conceptual framework based on existing literature. To initiate the literature search
process, a preliminary search for CC-related concepts was carried out by searching for the phrase cloud computing on
the web using Google. The decision to do this was based on original perceptions of CC from professional literature
(www.itwhitepapers.com; www.zdnet.com). Browsing through search results, a determination of key phrases: security,
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risk, privacy and security, regarding individual use of the cloud was made. Subsequently, selecting databases relating to
IT: ABI Inform, ACM Digital Library, Business Source complete, IEEE Xplore and ISI Web of Knowledge, a search
was carried out using the following keywords; cloud computing, cloud computing security, cloud computing trust, cloud
computing privacy and cloud computing risk. The unit of analysis being the individual; articles found were filtered based
on this criteria. Because of the small number of relevant articles obtained, the search was expanded to include the terms
online computing, online security, online trust, online privacy and online risk with articles found also filtered out for
relevance to CC and the unit of analysis. The exercise produced 22 articles that were subsequently reviewed and used in
the development of the conceptual framework.

Table 1 shows a summary of concepts used in previous research, which made up part of the knowledge base of this
effort as it relates to CC and online safety, and contributed to the development of the proposed framework.

Author(s) Safety Construct
Ambrose and Chiravuri, 2010 Privacy
Durkee, 2010 Cost
Featherman et al., 2010 Risk, Security
Information Management Journal, 2011 Security
Ton et al., 2011 Cost
Jaeger et al., 2008 Privacy, Security
Jones and Leonard, 2008 Trust
Katzan, 2010b Privacy, Security, Trust
Khajeh-Hosseini et al., 2010 Privacy, Security
Korzaan et al., 2009 Privacy, Risk, Trust, Self-efficacy
LaRose et al., 2008 Self-efficacy
Liu et al., 2004 Privacy, Trust
Mell & Grance, 2011 Cost
Miller et al., 2010 Trust
Morrow, 2011 Privacy, Risk, Security, Trust
Onwubiko, 2010 Privacy, Risk, Security, Trust
Pennanen et al., 2006 Privacy, Risk, Security, Trust
Roberts and Al-Hamdani, 2011 Security
Sangmi et al., 2009 Privacy
Tian et al., 2010 Trust
West, 2008 Risk, Security
Yao et al., 2007 Privacy, Risk, Trust, Self-efficacy

Tablel. Selected Cloud Computing and Online Safety Research Papers

SAFE USE OF THE CLOUD CONCEPTUAL FRAMEWORK

We define safe conduct in CC as premeditated and precautionary actions taken by the user based on the awareness of
probable threats that exist as a result of the use of cloud services. The user is defined as an individual who uses SaaS CC;
using software and storing information in the cloud (Ambrose and Chiravuri, 2010).The awareness of threat is based on
the user’s appraisal of his/her use situation, while premeditated precautionary action is an outcome of the awareness of
threat coupled with an awareness of functional capacities.

Adapting the principle of self-preservation (Karni and Schmeidler, 1986) and PMT (Maddux and Rogers, 1983, Rogers,
1983) to promoting behaviors that encourage the safe use of the cloud, we deduce that, the need to protect one’s self, is
primarily driven by the awareness of threat. In addition, an individual will respond to this need by developing protection
strategies influenced by the awareness of the availability and accessibility of retinue of weapons — functional awareness.
Rogers’ PMT include construct for maladaptive behaviors; traits that inhibit from response to situations, thus putting the
user at risk. We remove this construct from our framework and replace it with an adaptive behavior (need for privacy)
which in contrast to maladaptive behaviors would drive a need to protect self, and along with other constructs drive a
protection strategy for self-preservation.

The conceptual framework presented in Figure 1 is proposed.
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Figurel. The Safe Use of the Cloud Conceptual Framework

Protection Strategy

As evidenced in the dearth of extensive literature, CC safety behavior is a relatively uncharted area. Nevertheless, a
synthesis of the selected literature reveals concepts consistent with Internet safety. However, this is not to say that the
issues involved are one and the same with other online interactions such as e-commerce. Onwubiko (2010) believes that
CC introduces a whole new set of challenges, while Jaeger et al. (2009) sees significant implications for individual users
(and corporate institutions as well) in the rapid spread of services while still in relative infancy raising fundamental
concerns about issues involving the centralization of resources, loss of control over personal data and a fundamental
question on ownership of data. Khajeh-Hosseini et al. (2010) agrees with these opinions, adding that though many of the
safety issues are not specific to CC, they are made even more significant because of the heavy reliance of CC services on
web-based technologies — a significant source of vulnerability. Roberts and Al-Hamdani (2011) though deem the
responsibility of securing the cloud to be that of the provider, they propose responsibilities for the cloud user.It therefore
follows that the uptake of CC services should be well thought out, with a strategy for safe and beneficial use, given its
enormous potentials and accompanying benefits. We therefore propose that;

Propositionl (P1): The development of a protection strategy is positively associated with self preservationin the CC
environ.

Need to Self Protect

The principle of self preservation reasons that an individual would instinctively want to protect self when threatened, and
would therefore develop strategies to do so (Karni and Schmeidler, 1986). Alicke and Sedikides (2009) see self
protection as ‘a form damage control” and can “be evoked by a failure of interests to advance sufficiently” (p.14).
Therefore, if the cloud user perceives threats it falls to reason that to protect self, strategies would be required.
Onwubiko (2010) perceives such threats and calls for new types of essential protection strategies. This is especially true
for the cloud user in view of the Ponemon Institute study that revealed that CC providers are not overly concerned with
the security of users’ data, and consider it part of the user’s responsibility (Information Management Journal,
2011). Considering that CC involves allowing third party control over personal information which has inherent security
issues (Morrow, 2011), we propose that;

Proposition2 (P2): The need to protect self positively influencesthe development of a protection strategy in the CC
environ.

Threat Awareness
Perception of Risk

The cloud user’s perception of risk determines the severity attached to probability of a threat. Onwubiko (2010) believes
that the abuse, misuse and exposure to theft of the user’s data are real and present risks in CC. Khajeh-Hosseini et al.
(2010) add that the lack of control over the computing infrastructure is a major source of the risk. However, the issue is
not the existence of the threat, but the user’s awareness of it. West (2008) supposes this is because of the difficulty in an
individual’s ability to evaluate risk and uncertainty, adding that a person’s behavior is primarily motivated by his risk
belief. He therefore proposes the need to increase an awareness of risk; noting that users are not necessarily stupid but
rather unmotivated by a lack of apprehension, and thus do not appreciate the need for implementing security measures.
From the ongoing, we propose that;
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Proposition2a (P2a): Anindividual’s perception of risk generates awareness of probable threats and positively
influences the need to protect self.

Natural Propensity to Trust

Onwubiko (2010) thinks that trust while using CC must be earned; requesting users to be diligent in their dealings with
service providers irrespective of service agreements. Miller et al. (2010) agree, adding that trust should not be consider a
fixed binary entity, but rather shifts in a continuum, and therefore must be constantly verified. However, others (Liu et
al., 2004; Pennanen et al., 2006; Jones and Leonard, 2008) see trust as personality trait and conditioned by life
experiences and as such not so easy to control. Pennanen et al. (2006) do however concede that this natural propensity to
trust (Jones and Leonard, 2008) is important when consumers find themselves in new circumstances. Given that blind
trust could put users at risk (Onwubiko, 2010), it would be beneficial for CC users to tamper down their innate trust that
sees the good in all. But first, it must be recognized for what it is. So, we propose that;

Proposition2b (P2b): Perception of an individual’s natural propensity to trust generates awareness of vulnerability to
probable threats and positively influences the need to protect self.

Need for Privacy

The need for privacy is also implicated in the perception of the severity of threat. A person who has nothing to lose is by
no means under threat. However, the CC user who invariably stores data in the cloud has concerns about his privacy
(Jaeger et al., 2008; Khajeh-Hosseini et al., 2010). Ambrose and Chiravuri (2010) consider that there is a possibility of
privacy violation because of the location of client data. Featherman et al. (2010) note the risk of loss of privacy as an
assessment of potential losses includes an assessment of the possibility of identity theft. Katzan (2010b) sees this as the
crux of the debate on privacy. Because individuals need to be able to determine to whom, what, when and how personal
information is communicated to others (p. 220), the cloud user, who may have a lower level of privacy assurance than a
desktop user (Jaeger et al., 2008), would be concerned about personal sensitive information. Having made the decision to
use CC services, the individual with a need for privacy would expectedly move to protect it. Therefore we propose that;

Proposition2c (P2c): An individual’s need for privacy generates awareness of probable threats and positively
influences the need to protect self.

Functional Awareness
Preventive Measures

Though each category of online safety concerns issue spawns significant challenges in itself, Pennanen et al. (2006)
believe they are interconnected and should be handled in a similar manner. In agreement, LaRose et al. (2008) finds that
the same online safety behavior such as the removal of spyware and cookies, can span multiple online safety concerns.
They therefore propose the framing of online safety issues in terms relevant to the user, which for instance stress the
multiple positive results of safe online behavior and of personal benefit to the user. They believe in the efficacy of user
responsibility noting that if threat information is accompanied by personalized intervention strategies to deal with it,
improved safety practices are more likely to happen trusting that “the average user can be induced to take a more active
role in online safety” (p.76). Onwubiko (2010) requests that users should be made aware of the provider’s guidelines and
practices also believing in the efficacy of providing the user with needed information.Consequently we propose that;

Proposition3a (P3a): The perceived availability and value of preventive measures positively influences the development
of a protection strategy.

Cost of Prevention

One of the key selling points of cloud computing is reduced cost as a result of economies of scale, and the advantage to
individuals and small businesses that no longer have to devote scarce resources to setting up IT infrastructure (Buyya et.
al, 2009). However, as Durkee (2010) points out, while initial cost might seem low, hidden cost will most likely crop up
and may continue to rise. This agrees with (Mell and Grance, 2011) who find that addressing issues such as security after
implementation is much more expensive. And while (Ion, Sachdeva, Kumaraguru and Capkun, 2011) found that about
79% of respondents were prepared to pay a token amount for CC services to ensure that their data was not sold to others,
there is no proof that if price goes higher they will still pay. Even more uncertain was their finding that only about 50%
were interested in buying insurance to protect against data loss. We therefore propose that;

Proposition3b (P3b): The cost of preventive measuresnegatively influences the development of a protection strategy.
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Self Efficacy

LaRose et al. (2008) deem self-efficacy to be affected by availability of necessary information on online safety. They
find that self-efficacy increased with increased involvement in online safety tasks. Self-efficacy concerns the user’s
awareness of his/her ability to carry out online safety measures. Yao et al. (2007) argue that frequent computer users
have higher computer efficacy. It can therefore be conjectured that a CC user has a high level of Computer and Internet
use efficacy based on his/her use of cloud services, and in agreement with LaRose et al. (2008), would continue to
increase with greater involvement with and use of the services. It can therefore be assumed that online safety self-
efficacy is a given for the cloud user and only needs to be encouraged. Therefore, we propose that;

Proposition3c (P3c): The perception of an individual’s self efficacy positively influences the development of a
protection strategy.

DISCUSSION AND CONCLUSION

The conceptual framework that we developed is believed to have implications for knowledge and practice. First, by
modeling the framework, a comprehensible, logical analysis of cloud computing safety has been created. Because this
effort stopped short at validating the framework, it is hoped that future research ideas would be inspired: both to validate
the framework and to expand it to better represent the individual use of cloud services. No cognizancewas given to
differences in individuals that have probable mediating effects on CC safety. Effects such as age or sex, have been found
in some previous studies (e.g. Ambrose and Chiravuri, 2010) to mediate online safety. This is seen as a future area of
interest.

The safe use of CC services cannot be disregarded. Though Jaeger et al. (2009) and Horrigan (2008) find significant
security and privacy concerns for the single user of CC, the number of single users of CC services continues to grow.
Service providers therefore should not ignore this class of users or their concerns and have a duty to protect them
(Onwubiko, 2010). Providers also have to protect themselves, and should understand that unprotected users could turn
out to be the weakest link that threatens their own systems (Dlodlo, 2011). The propositions in our framework contribute
to the literature by helping us better understand the protection issues related to the CC user.
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