Association for Information Systems

AIS Electronic Library (AISeL)

AMCIS 2012 Proceedings Proceedings

Password Policy Eftects on Entropy and Recall:
Research in Progress

Jim Marquardson

Center for the Management of Information, University of Arizona, Tucson, AZ, United States.,
jmarquardson@cmi.arizona.edu

Follow this and additional works at: http://aisel.aisnet.org/amcis2012

Recommended Citation

Marquardson, Jim, "Password Policy Effects on Entropy and Recall: Research in Progress" (2012). AMCIS 2012 Proceedings. 20.
http://aisel.aisnet.org/amcis2012/proceedings/ISSecurity/20

This material is brought to you by the Americas Conference on Information Systems (AMCIS) at AIS Electronic Library (AISeL). It has been accepted
for inclusion in AMCIS 2012 Proceedings by an authorized administrator of AIS Electronic Library (AISeL). For more information, please contact

elibrary@aisnet.org.


http://aisel.aisnet.org?utm_source=aisel.aisnet.org%2Famcis2012%2Fproceedings%2FISSecurity%2F20&utm_medium=PDF&utm_campaign=PDFCoverPages
http://aisel.aisnet.org/amcis2012?utm_source=aisel.aisnet.org%2Famcis2012%2Fproceedings%2FISSecurity%2F20&utm_medium=PDF&utm_campaign=PDFCoverPages
http://aisel.aisnet.org/amcis2012/proceedings?utm_source=aisel.aisnet.org%2Famcis2012%2Fproceedings%2FISSecurity%2F20&utm_medium=PDF&utm_campaign=PDFCoverPages
http://aisel.aisnet.org/amcis2012?utm_source=aisel.aisnet.org%2Famcis2012%2Fproceedings%2FISSecurity%2F20&utm_medium=PDF&utm_campaign=PDFCoverPages
http://aisel.aisnet.org/amcis2012/proceedings/ISSecurity/20?utm_source=aisel.aisnet.org%2Famcis2012%2Fproceedings%2FISSecurity%2F20&utm_medium=PDF&utm_campaign=PDFCoverPages
mailto:elibrary@aisnet.org%3E

Marquardson Password Policy Effect on Entropy and Recall

Password Policy Effects on Entropy and Recall: Research
in Progress

Jim Mar quardson
University of Arizona
jmarquardson@cmi.arizona.edu

ABSTRACT

Passwords are commonly used for authenticatiorteByarchitects generally put in place passwordcgsithat define the
required length of a password, the complexity rezraents of the password, and the expiration (if)ewéthe password.
Password policies are designed with the intent @pihg users choose secure passwords, and in g afapassword
expiration, limit the potential damage of a compiged password. However, password policies can haietended
consequences that could potentially undermine gegurity aims. Based on the theory of cognitivexlat is hypothesized
that password policy elements increase extranamad; Wwhich can result in high entropy passwords tithe detriment of
recall. It is further hypothesized that certaingvesrd policy elements can still help increase gntravhile minimizing the
negative impact on recall. An experiment to test btlypotheses and determine both a secure and riessdly password
policy is put forward.

Keywords
Password policy, password selection, password pptpassword recall, cognitive load theory
INTRODUCTION

Passwords are a common form of authentication inynsgstems today. In the future, biometric devises,ure tokens, or
other schemes might take hold and change the lapdsior authentication, but when it comes to autbeation in today’'s

world, the password reigns supreme. However, passatave their shortcomings. Strong passwords ane to remember,
and weak passwords are easy to guess and themddoret provide sufficient security. Problems withspwords for

authentication have led some people to call foirthkolishment in favor of different authenticatiomethods (Farrell &
College, 2008). Despite the weaknesses that padsweahibit, we argue that sound password policytedp alleviate many
of the problems with password strength and recall.

Common sense security says that users should ckecses passwords when creating accounts or regdteir passwords.
The definition of a secure password, however, sendiffer from password policy to password poli¢yost password

policies enforce certain requirements such as parsseomplexity, length, and expiration period. Rassl complexity and

length help contribute to the password entropyrdpyt is used estimate the number of attempts itldvtake somebody to
determine the password using a brute force searstiuctions displayed at the time of passworddigle about selecting a
secure password influence password selection,ast e the point of satisfying the minimum requiests. Traditional

password policies and password instructions mdyente users to select weaker passwords becausatluence users to
select passwords that satisfy the minimum policuiements that they can still remember.

Selecting a strong password that is memorable ae® @4 non-trivial amount of effort. It might be $éze to remember a
handful of strong passwords. But in today’'s wogdpple have to remember many passwords (Zhang, Akl@ladevi, &
Ziegelmayer, 2009). When counting websites, pefsmtentification numbers of bank cards, wirelessitens, and home
computers, the average person clearly needs maswpads. One researcher did a thorough count awbwdred that he
personally has to manage 61 distinct passwordgelF& College, 2008). Logically, it becomes incsaggly difficult to
remember all passwords as the number of passwuordsises.

Added to the fact the people have many passwordsymystems require that those passwords be charegemtiically.
Even if password changes are not required by systémy are frequently recommended as best practaremanaging
personal computer security. However, to reducebtivden of password management, one strategy thay people adopt is
to simply never change their passwords when ipisooal. Then, passwords only have to be createldnaemorized once.
When users know that a password will need to begéd because of a password expiration policy, usessanticipate the
need to have to re-memorize a password, and thierefmose passwords that are simpler.
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People do not use systems simply in order to pracecurity. People use systems because they eedagin some way. In
many instances, the security hoops that users toajenp through just to use systems are perceigednaimpediment to
getting things done and accomplishing the real witirt they have to do. To some extent, those cdniplaare
understandable. Research has shown that people limaited capacity for processing information (Milje1956). For
example, users might be frustrated when they simpalyt to login to a system to check the statusnddraer, only to be told
that their password has expired and they now neetlect a new one. The effort of having to spigrdtion between two
activities causes cognitive resources to be apptiedays that distract users from achieving theialg in using systems
(Ginns, 2006). Ideally, people could devote alttdir energies to the tasks that create value. Smees try to accomplish
this by doing the absolute minimum possible tos$atsecurity requirements. For example, if a pasdwmlicy requires
numbers in addition to letter, the user might mbetrequirement simply by adding a “1” to the efidd@ommon word in a
dictionary.

In this paper, entropy and recall are being analyzecause they represent two important factors vdimrussing systems:
security and user satisfaction. If passwords anegbesed to help secure the system, high entropgwpards will strengthen
security. Low entropy passwords can more easilgraeked or guessed, opening the underlying systevarious exploits.
Recall is related to user satisfaction becaussdfaiare unable to remember their passwords bettaisare too complex or
change too frequently, they will be dissatisfietlisTdissatisfaction could lead to insecure prastiggch as writing down the
password. In one study, 55% of end users reportitthgydown their passwords (Summers & BosworthQ80 Making
passwords easier to remember, and therefore eliiminshe need to write them down, would improve rallesystem
security. With this in mind, clearly the goals @fcsrity and user satisfaction are not mutually esigle, but necessary
complements to each other. A password policy messk o attain high entropy of passwords that usansstill recall.

This paper seeks to analyze how users react touspassword policies and establishes a theordtiaalework for
analyzing password policies. The main elements phssword policy that will be addressed in thisgpagre the password
length requirement, password complexity requirementd password expiration. An experiment is progose which
participants are given different password policesd the entropy and recall of the passwords atedelt is critical that
more research be done on password policies anddfiects on system security since poor passwolidies and potential
misunderstandings about passwords may lead taéesse systems and more security breaches.

LITERATURE REVIEW
Password Problems

Several studies have analyzed password selectidnpassword policies. This section of the paper estds research
regarding password policies, password recall, assyword strength. Cognitive load theory, which ptes the theoretical
framework for the model put forth in this paperaiso addressed. Finally, the research opportgritie set forth.

Password Policy

A password policy can be defined as the requireatagtieristics that a password must contain andptbheesses around
password management. The most commonly adoptedvpaspolicy elements are required password lengéssword

complexity, and password expiration period. Pasdwength is simply the minimum and maximum numbgclaracters

that a password must contain. Some policies onbligiu a minimum length, since it is assumed thasthusers will never
choose passwords that reach the maximum storagesktrby the system. Password complexity is tlggired mix of alpha,

numeric, and symbols required in a password. Thet tpasic password complexity is a password congpsséely of lower

case alpha characters. Some password policiesreegpper case letters, numbers, and symbols. Pe®xpiration is the

timer period for which a password can be used uh#l system forces the users to change their padswbength and

complexity combine to make a password harder t@goe crack. Password expiration exists as a safddo limit damage

for a password that might already be compromised.

Though internal organization password policies selelom made public, websites often publish theBspard policies.
Several top websites were analyzed, and the resuttsed that some allow very short passwords (asafefive characters),
and only one surveyed required any non-alpha ctargéurnell, 2007). Experience has shown that iticaghlly,
corporations have much more stringent passworaigsli For example, the University of Cincinnati fisled its password
policy online (Director, 2008). Amongst other reguments, their password policy states that, “Noertbian 4 characters
from the existing password can be re-used in thve password you are creating." No doubt, that passwolicy causes
many cognitive resources to be expended duringpéissword change process. Researchers have isgiedwhn guidance
on elements of good password policy. For examples been suggested that passwords be betweehl® amaracters long
(Summers & Bosworth, 2004). The SysAdmin, AudittwWarking, and Security group (SANS) recommends pastswords
be a minimum of 15 characters (“SANS Password Rgli2011). Other research has assigned variouddesesecurity
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depending on the length of the password, wheresswaad 4 characters or fewer is Level 1, and awask16 characters or
greater is Level 5 (Villarrubia, Fernandez-Medi&aRiattini, 2006). No justification for assigningecific password lengths
to their respective levels was given. Unfortunatéhg conflicting recommendations indicate uncettain the basis for the
policies. It seems that most password policies lexatved over time by adopting a mix of currentustty best practices. To
our knowledge, no study has undertaken an efforprtvide a theoretical basis for evaluating indidt elements of
password policy in order to maximize password podiffectiveness.

Research shows that compared to no password coityplequirements at all, implementing password claxipy
requirements does help users create stronger pads\©ampbell, Kleeman, & Ma, 2006). However, thaine research
showed that people have trouble remembering thasswords as early as a week later. Rather thasifagon no password
policy versus a password policy, this research wdlinpare the effects of password strength and Irecabng various
different password policies.

Password complexity requirements still have linidtas when it comes to password strength. A passwandbe technically
complex, but still contain information that is edeyguess. For example, many users include infaomdtom their name
and date of birth in their passwords (Campbell, MaKleeman, 2011). Passwords that simply satisfy tdomplexity
requirements, but use user identifiable informatidght be relatively safe from dictionary attackst the password is much
more likely to be guessed. This would especiallytrbe for high value, public targets where a loirdgbrmation is known
about them. Some have proposed using cognitiveypads that prompt users to enter information pre=iito be known
only to them, thereby eliminating the need to memea password which is a new piece of informa(iéreider & Rao,
2010). However, just like traditional password suobks, cognitive password schemes could suffer froesgjng attacks.

Password Recall

Since people have trouble remembering passwordgareh identified ways to help users remember passwy The
mnemonic password technique (e.g. turning “My dogek to chase cats” into the password “Mdltcc”) besn suggested as
a way to create strong, yet memorable passwordfortunately, research shows that prompting usergas® mnemonic
passwords does not help improve password secWty, (Blackwell, Anderson, & Grant, 2004). Also, tsgypically choose
convenience over security (Tam, Glassman, & Vandemwer, 2010). For password policies to be trulgetife, they must
align with the user interest of permitting memoeapasswords.

Some researchers have suggefladsword Rehearsal Gamas a means for helping users memorize passwoolgdf;
Chiasson, & Biddle, 2008). While one can reasondleljeve that a game could help improve passwardllren an ideal
setting the cognitive effort to memorize the passiand the time used to play the game could béoploétter purposes.

Password Strength

Several studies have focused on detecting and esgiog password strength. For example, Spafford2 1@@emphasizes
user education and encourages use of a custorordicyi scan to determine if a password is weakrongt and whether or
not the system should allow it. Another study labke passwords from a historical University studdatbase an analyzed
them for strength. The study showed that 45% o$wasds used were easy to crack using automates {détber, Guster,
Safonov, & Schmidt, 2008). To make passwords hat@lguess and crack, some researchers have phttfatidea that
strong password rely more on special charactergamdbmness rather than lengfibr example Riley, 2006). An additional
study was done that required participants to sesist’en different password criteria in order to endke passwords resilient
against attacks (Vu et al., 2007). However, appnately half of the passwords could be cracked wifaur hours. Clearly,
password complexity is not a silver bullet for pased strength. It is interesting to note that iatthesearch, passwords only
had to be six characters long. The shortness ghdlswords could have contributed greatly to thigyabf the computers to
crack the passwords so quickly. Other researchriutisated that longer passwords may be more rasiigainst dictionary
attacks and brute force attacks because of thgiirehientropy (Yan et al., 2004).

Cognitive Load

Cognitive load theory helps explain how cognitiesaurces are used when individuals learn and swbldems (Chandler
& Sweller, 1991). This theory can also be appledhow people select and memorize passwords, asvpaisselection and
memorization is a form of learning. Three categogécognitive load are described by cognitive |taebry: intrinsic load,
extraneous (or ineffective) load, and germane (Bas, Renkl, & Sweller, 2003).

Intrinsic Load

Intrinsic load is the inherent difficultly in ledng something. For example, learning a new word iforeign language, or
solving a calculus problem both have intrinsic doge load that cannot be reduced. Instructionaterals cannot be
redesigned to reduce intrinsic load.
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Extraneous Load

Extraneous load detracts from intrinsic load by tieure of the way information is presented to lis@ner. When
extraneous load is high, learners must expend tiegniesources on activities not directly relatedihderstanding a concept
or schema generation. For example, extraneousviwattd be high if an instructor tried to explain tbencept of a triangle
using descriptive words and technical language. dkereffective approach that would reduce extrandoad would be
simply be to draw a triangle and then describeittiy@ortant elements. Learning happens effectivelgnvintrinsic load is
high, and extraneous load is minimized. It has libenrized that user password training would hethuce extraneous load
for password selection and memorization (Horchdrefay, 2009).

Germane Load

Germane load is the required mental load to acquirew schema, or process information into a sch&saith extraneous
load, germane load can be manipulated throughrthieuictional design process. Prior training abcagsgord selection
practices could contribute to lower germane load this potential effect is not treated in this eap

Research Opportunities

There is a lot left to be researched regardingvpasks selection and security. No research foundexasnined the effect of
password expiration on password selection. No rebefaund has strictly tried to determine memoigbénd security of
password policies that focus on length rather th@mplexity. Prior research has established a lietkvben passwords and
cognitive load theory (Horcher & Tejay, 2009). Hawee this paper will look at the effects of extrane load by means of
password policy rather than through user trainiftgs research could have significant impacts orawizational password
policies. Organizations could be encouraged to dneprequirement to periodically reset passwondsigiase the password
length requirement, and reduce the password coritylequirements. The end result could be more reeand memorable
passwords.

THE RESEARCH MODEL

The basis of the research model is cognitive |dwrty. Cognitive load theory suggests that peopleHimited working

memory, but a virtually unlimited long-term memo(fPaas, Tuovinen, Tabbers, & Gerven, 2003). Selectad

memorization of a password fits into the workingnnaey portion of cognitive load theory. In additiahjs theorized that
more complex password policies increase extrank@ags thereby reducing the cognitive resources fileaple can apply to
picking and recalling passwords.

In the process of selecting and memorizing a paskwbe password policy adds extraneous load. Nyt do people have
to select a password, but they have to expend mnefftat ensuring that the password meets the requents of the
password policy. The more complicated a passwolidypis, the higher the extraneous load will beg ahe less cognitive
resources people will be able to apply to selecind memorizing a password. People realize theinr exwaknesses in
memorizing passwords, so if they are presented awitlopportunity to reduce cognitive load on a legsortant task, they
will take it in order to focus cognitive energy anmore important task. For example, if passworitpahcreases extraneous
load by requiring many special characters in awwas$ the user will have less cognitive resourceailable, and would
compensate by choosing a shorter password. Alpassword policy requiring a password to be resgbgieally also adds
extraneous load. In this situation, the user wilinpensate by choosing a simpler password becaissedsier to remember.
Researchers have observed that people have diffi@hembering passwords (for example Zhang, Luale 2009). It is
hypothesized that all password policies add extrasdoad to some extent. However, extraneous Ibadld be minimized
by choosing policies that minimize extraneous leddle still maintaining high resulting password emty and recall. As
extraneous load decreases, more cognitive loadbeaapplied to the intrinsic activity of selectingdamemorizing a
password. A user will be able to select passworitls more entropy and be able to memorize the pastsweasier. In this
way, the two goals of increasing user satisfactiod system security can both be attained.

Based on the theory of cognitive load, complexigngth, and expiration are expected to affect thigopy of selected
passwords and the ability of users to recall thmssswords. A more complex password policy will @ase germane load,
which will negatively affect password entropy aedall.

The password policy itself will also directly affeentropy and recall. Password policies that rexaircertain number of
special characters and a minimum password lengthdivectly influence password entropy. Also, coemplpassword
policies will results in passwords that are hatdeeemember compared to password policies with lmgguirements.

The diagram in Figure 1 summarizes the researclemtids hypothesized that compared to a congegry password policy
that establishes a length, complexity, or expiratiequirement will increase extraneous load. Howetlee way the
extraneous load is manifested in the resultingogytrand recall is hypothesized to be different Hase the different
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password policies. See Table 1 for a detailed exgtian of the different hypotheses and the compiznehtheir password

policies.

Examining Individual Password Policy Elements

Entropy is calculated using the formWlatropy = log,C * L where C is the number of characters in the patkatiaracter
set, and L is the length of the password. Therefreeasing C or L will have a positive impact password entropy.
Adding one bit of entropy doubles the number ofsflds passwords, and would therefore double the iimvould take a
brute force search to discover the password.

Length.Longer passwords greatly increase the entropys$words. Essentially, the entropy of the passwecates
linearly with the length of the password.

Complexity.Increasing the character set increases passwammpgnbut to a lesser degree than password lergyth a
demonstrated in the equation above. Essentialgretis a diminishing rate of return on entropy wirereasing
password complexity.

Expiration.Whether or not a password expires should havefeatain the entropy of a password.

Recall is the ability to remember a password. Cinmkheory is used to help determine how passwality elements
would affect recall.

Length Longer passwords should still be memorable ifehe no expiration requirement, and if it is del/aif
special characters and numbers. Recall of longssvpards will be more difficult than shorter passdgosimply
because there are more characters to memorize.\ldowthe detrimental effects of increasing passwendth are
expected to be minimal, and significantly less tiiamse of increasing password complexity and intoitg an
expiration requirement.

Complexity Requiring complex passwords that include capisilon, symbols, and numbers will harm recall. This
is because it is easier for people to create a memit using words rather than with nhumbers anchisgls
(Baddeley, 2000).

Expiration It is hypothesized that introducing an expirati@guirement will impede recall because of higher
conflict between previous passwords that have beemorized (Stanton, Stam, Mastrangelo, & Jolto0520

N

Extraneous Load Entropy

Password Policy Recall

Length Complexity Expiration
Requirement || Requirement | [ Requirement
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Figure 1. Theresearch model.

The following figure shows how the different passw@olicy elements combine to create the diffefeypotheses which
will translate into the different treatment groups.

Expiration
No Yes
Long/ /
Length
Short
High /

Complexity

Low /

Figure 2. The password elements being hypothesized.

The following table shows the different passwortiqgyohypotheses. Each hypothesis will correspond thifferent treatment
group. The length, complexity, and expiration & ¢lements of the password policy that composie teaatment.

Minimum | Complexity | Expiration

Length Requirement
H1 Short Low No
H2 Short Low Yes
H3 Short High No
H4 Short High Yes
H5 Long Low No
H6 Long Low Yes
H7 Long High No
H8 Long High Yes

The hypothesized entropy and hypothesized recallaar, moderate, or high. Entropy will be the numbgkcalculated bits
of entropy. Recall will be the percentage of pedpléhe treatment who were able to successfullyeraiver their passwords
to login. A summary of the hypothesized results sttewn in Figure 3. As it can be seen in the figis is the only
treatment that is hypothesized to result in bothkéntropy and high recall. If the hypothesis igmarted by the data, this is
the type of password policy that should be encaaamnd adopted by policy makers.
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J HS Y
é\ High % wy
2 Pic
gModerate % W
S 4o MO
E Low mw m‘m’
W |W

>

Low Moderate  High

Entropy

*The password policy code is length ([S]hort, [Long]),
complexity ([Hligh, [LJow), and expiration ([Y]es, [N]o).

Figure 3. Summary of the hypothesized results.

METHODOLOGY

An experiment will be performed to test the hypste Individuals participating in the research fdltold that they need to
create a username and password in a system. Theigeants will be told that for the purposes of tresearch, their
passwords must be stored in clear text, but they thill not be revealed outside of the researche Phrticipants will
randomly be assigned into one of eight differeaatment groups. A control group will not be givery password policy.
Each treatment group will have a unique passwoltitypcomposed of the complexity requirement (lowhigh), length
(short or long), and expiration (no expiration atedined expiration period). The password polignetnts will be presented
to the user at the time of password creation, aedsystem will enforce the password requiremertie. fasswords will be
stored in clear text for analysis. After a weele farticipants will be asked to login to the systagain in order to test their
recall. Invalid login attempts will be recorded.devthough some participants will be told that tipeissword will expire, it is
not necessary for this experiment to have themt riéwér password after the specified expirationiqukr We are only
interested in how merely stating that a passwoltidexpire affects their initial password selection.

The entropy of the passwords created for the cbatrd treatment groups will be analyzed. The entrojpl be created using
the following formulatntropy = log,C * L, where C is the character set and L is the lenfjthe password. The character
set will be inferred from the plaintext passworar [example, a password containing only lower casers will have a
character set of 26. A password containing lowsedatters and a number will have a characterfsgs.cAdditionally, the
ability to recall the passwords will be analyzed flioe control and treatment groups. Whether orthetuser was able to
recall the password will be recorded as a Booledunev A user will be given three chances to logimd if the password is
entered correctly in those three attempts, recélbe considered successful.

It is acknowledged that using the character setp@ssword length alone is not sufficient to meapassword strength. For
example, a user could select a very long wordditaonary for a password. To account for this fluiBty, in addition to the
calculated entropy, analysis will be done to deteenif the participants’ passwords are found in omm password cracking
dictionaries. Also, it would be helpful to ascentd the participants wrote down the passwords thay created for the
experiment. A follow-up survey would need to be adstered to ask them about their password prextibering the
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experiment. The participants will need to be askéldey wrote the password down, and if so, howytiweote it down. For
example, some participants might choose to recheit fpassword in a secure password manager, sutfe@Bass or
LastPass. The results of that analysis might goifiture research needs about the way users maneiggasswords.

CONCLUSION

Passwords are fundamental to the security of mgstesis both on the internet and within organizatid®everal studies
have been done that look at different methods femorizing passwords, ways to encourage users &ztsappropriate
passwords, and factors that inhibit secure passwmadtices. However, no research found has spaliifitooked at how

password policy affects password entropy and rebatlugh the lens of cognitive load theory. | bedighat the insights
gained from the proposed experiment would providespord policy makers with more useful informatioinen creating

password policies. For example, instead of reqgidnerly complex passwords, password policy malséisuld simply

require longer passwords. This research would ast because it is hypothesized that user setisfathrough easier
recall of passwords and higher system securityuinchigher entropy passwords can be achieved simedusly through
better password policy. Since users are often densil the weakest link in the security chain, Batig the users while
promoting secure behavior is critical. This workilcbalso lead future researchers to analyze oth@noon security policies
and their effects on user behavior and the regufiecurity implications.
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