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Abstract 

The use of geospatially aware mobile devices and applications is increasing, along with the 

potential for the unethical use of personal location information. For example, iPhone "apps" often 

ask users if they can collect location data in order to make the program more useful. The purpose 

of this research is to empirically examine the significance of this new and increasingly relevant 

privacy dimension. Through a simulation experiment, we examine how the assurance of location 

information privacy (as well as mobile app quality and network size) influences users' perceptions 

of location privacy risk and the utility associated with the app which, in turn, affects their 

adoption intentions and willingness-to-pay for the app. The results indicate that location privacy 

assurance is of great concern and that assurance is particularly important when the app’s 

network size is low or if its quality cannot be verified. 

Keywords:  Information privacy, mobile commerce, location-based services, network effects 
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Introduction 

The use of mobile devices for electronic commerce (known as “m-commerce”) is increasing (Kincaid 2010) as 
mobile broadband capabilities and devices evolve. The use of smart phones (cell phones with advanced capabilities 
for Internet browsing and personal productivity) has reached nearly 20 percent of all cell phone users in the U.S. 
(AdMob 2010). In fact, 32 percent of all cell phone users use their device to access the Internet (Rainie 2010). Some 
predict that over two thirds of U.S. residents will carry a smart phone by 2015 (Brandon 2010). 

As Internet-enabled mobile devices gain greater market penetration, the potential for m-commerce increases – and 
with it the potential for new privacy and security threats. This research is concerned with one of these salient new 
threats in particular – the potential for mobile application (app) providers to use the location data of their users in a 
way that harms the user. Presently, this mobile device location data is facilitated by GPS receivers embedded into 
IMT-2000/3G devices, or by triangulating on radio towers.  For example, Apple’s iPhone allows users to purchase 
and download thousands of different applications. Many of these applications require the use of the device owner’s 
location in order to make certain features more useful. One example – Urbanspoon – will tell its users which 
restaurants are closest to their position and even provide a map to the business from the user’s current location. As 
soon as the iPhone user opens the app, it stats, “Urbanspoon would like to user your current location.” If the user 
clicks “OK,” then Urbanspoon records their current location. While this increases the utility of the app, it also begs 
the question: what happens to my location information? 

The unintended consequences for giving this information to mobile app providers are substantial. Consider a typical 
traffic monitoring app which gives its users current traffic congestion updates based on their location. Because the 
latest iPhones have both accelerometer technology and GPS technology which can determine the physical speed at 
which the device is moving, these app providers could potentially sell your speed and location data to insurance 
providers or to the local Department of Motor Vehicles in order to determine where to place new speed cameras. Or, 
if you frequently search for movie rentals while at work, the app provider could use your location data to begin 
mailing junk mail advertisements addressed to you at your work location. Clearly, there is a need for privacy 
assurance of location data in mobile apps. But it is not yet understood how strong this need is in the minds of mobile 
app users or how substantial a role it will play on their intentions to pay for, download, and use mobile applications. 
We believe that the new features of these mobile devices add a new facet to the issue of information privacy which 
warrants further examination of personal information privacy management. 

Additionally, many of these new mobile apps are heavily dependent on network effects, or the size of the base of 
app users (Katz et al. 1985). For example, the popular file sharing app Bump requires that other users have the same 
app installed in order to share files. An app’s network size also can determine the opportunity users will have to get 
help from prior users of the app and help to reduce the perceived privacy risk among potential users similar to the 
effect that product reviews have demonstrated in electronic commerce (EC) (Duan et al. 2009). 

As a result, the purpose of this research is to answer the following questions: 1) How does privacy assurance, 
network size, and quality influence mobile device users’ intentions to adopt mobile apps? and 2) How do users make 
tradeoffs between these risks and rewards in determining their adoption intentions? We answer these questions using 
a privacy calculus lens (Culnan et al. 1999; Laufer et al. 1977) where the decision to adopt location-based mobile 
apps is based on a calculated tradeoff between the risks of giving up location data and the expected utility of the app. 
We integrate this with theory on network effects (Katz et al. 1985) by characterizing the utility of an app in terms of 
the value derived from both the non-network-based app features and the size of the network base of users. In this 
paper, we report the results of an experiment designed to see how manipulating three antecedents (quality ratings, 
privacy assurance, and network size) of users’ perceptions of the risk and benefits associated with a particular app 
can affect their adoption intentions and willingness to pay for the app. 

In the next section, we further conceptualize location privacy. Next, build our theoretical model, and outline our 
specific hypotheses. Following that, we describe the methodology of our simulation experiment and define our 
measures. After reviewing the results of the study, we discuss the findings, implications for research and practice, 
then outline our limitations and identify directions for future research. 
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Location Privacy 

Information privacy has been defined as “…the ability of the individual to personally control information about 
one's self” (Stone et al. 1983) and “…the right to be left alone when you want to be, to have control over your own 
personal possessions, and not to be observed without your consent” (Haag et al. 2009, p. 227). Samuelson (2008) 
identified four types of privacy: location privacy, electronic communication privacy, individual information privacy 
and public places privacy. In this paper we are concerned with the former – location privacy – the right to limit the 
extent that information regarding your current and past location is recorded and shared with other parties. These 
concerns are not new, but recent innovations in what is becoming referred to as location-based services (LBS) 
(Bellavista et al. 2008; Xu et al. 2009) offered by geospatially-aware mobile devices and apps are bringing this issue 
to bear in new and compelling ways. While awareness of the effects that our technologies have on our inidividual 
rights to privacy have been long discussed in our literature (Mason 1986; Straub et al. 1990), it is unclear if 
inidivuals’ perceptions and societal responses are accutely attuned to the new and evolving dimension that location 
privacy presents and how difficult it will be to affect those perceptions. 

Recent surveys indicate that consumer electronic privacy awareness is growing (GovTech 2009). Also, many users 
of LBS are likely reasonably aware that there are privacy risks. However, most consumers do not understand how 
location data can potentially be tracked or used against them. For example, when an app requests access to the user’s 
current location, will the app also identify them personally and tie that information to their location data? If so, the 
risks may be exponentially compounded. In this case, the user is not simply an anonymous person with a known 
location. Rather, it is John A. Doe, phone number 123-4567, email john@doe.com, located at position x. However, 
the multiplied risk of this information may be lost on many users. 

In this sense, as most of us do in our daily lives, many consumers are taking calculated risks with the use of their 
private data; many assume this is a factor in the cost of realizing the utility of LBS. In this sense, this issue is 
typically framed as a paradox, or tradeoff weighed, between privacy and convenience (Awad et al. 2006). 
Essentially, the quality (and thus utility) of an information service, as would be provided by LBS, is dependent on 
the service provider’s ability to obtain personal information from its users. The paradoxical nature of this dilemma 
has been studied in online, e-commerce, and other business settings (Awad et al. 2006; Culnan 1993; Ramnath et al. 
2005), which has informed our inquiry into the dynamics of this problem in the mobile space.  Whereas information 
privacy in the realm of health and financial records has clearly benefited from recent legislative imperatives (Angst 
et al. 2009; Damianides 2004), and while laws (both in the EU and US) are fairly specific and explicit on matters of 
personal information privacy ownership (Samuelson 2003), we believe individual and societal awareness has not 
fully subsumed the implications of geo-spatial privacy brought about by the increasing ubiquity of LBS. 

While the frontier of personal information privacy had previously been crossed when computer and internet users 
first began to offer their financial and other personal information in the interests and pursuit of e-Commerce 
(Malhotra et al. 2004), the question is raised whether the use of LBS is a new increment of the same problem of 
personal information ownership and privacy; or, are these phenomena harbingers of new concepts and threats?  To 
answer this question, the nature of location data must be understood and the question of ownership of this data 
should be discussed. Location data are those which identify the geographic location of phenomena present and 
locatable on the earth. The importance of the term lies in the implicit analysis, data mining, and inquiry made 
possible by tying information to place and space. We are interested in spatial analysis as many problem domains are 
concerned with relationships among phenomena situated in place (DeSmith et al. 2007).   

A further privacy concern inherent in LBS lies with the “always on” nature of these devices (Sheng et al. 2008). 
Regardless of operating system-level controls, privacy assurance pledges and assurances and end-user vigilance, the 
presence of LBS are a vector for abuse and compromise of personal information privacy (Seriot 2010). For example, 
specifically in the case of the iPhone, the threat vectors which pose both a security threat and a privacy threat are 
palpable. While the iPhone API for application development is based on sound principles, the growing trend for 
iPhone users to “jailbreak” their devices in order to achieve greater utility also increases the risk that the device will 
be compromised. Furthermore, data misuse and application compromise and misbehavior are on the rise since the 
introduction of the iPhone in 2007 (Seriot 2010).  

What is troubling about LBS, like the iPhone and applications for the device, is the relative ease with which personal 
information, resident in the device’s “always on” flash memory, is available to application developers.  Beyond just 
trusting an application provider via the Apple App Store, the end-user must also be concerned with what 
applications they don’t trust with personal data might be doing. A plethora of data is obtainable by the motivated 
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malware developer: Google searches, YouTube history, keyboard keystroke cache, phone numbers, names, email 
addresses and geographic location. Each of these is exploitable, given the openly accessible and available tools 
inherent to the Cocoa Touch API. Moreover, despite vigilant oversight via Apple’s application acceptance and 
screening process, it is possible to get malware into Apple’s App Store (Seriot 2010). 

Fundamentally, the issue we highlight with LBS is one where the overt interaction with the app is diminished and 
one in which the data is collected in a seamless and unnoticeable fashion (Saadi et al. 2005). In an effort to 
understand the implications of the incremental step represented by the availability of location data in mobile 
computing, it may be useful to consider the “invisible computer” phenomenon as it relates to privacy issues (See 
Table 1, adapted from Saadi et al. (2005)). 

Table 1: The Role of GAMODAs in Invisible Computing 

Invisible Computing 

Characteristic 

General Description in Saadi et. al Concern for Geospatial Privacy and 

Mobile Computing 

1. Proliferation of 
“Smart” environments 

Unprecedented and pervasive in homes, 
offices, cars, devices, schools, health care 
and elderly care 

GAMODAs broadcast and otherwise 
communicates its presence (or is sensed) 

2. Data collection is 
invisible 

No more card swiping or form signing, as 
sensors in walls, doors, and shirts silently 
collect information 

GAMODAs exhibit agency on behalf of 
its owner/user – transacting on the 
owner’s behalf without intervention 

3. Data intimacy Not only what we do, where we do it, and 
when we do it, but also how we feel while 
doing so (as expressed by our heart rate, 
perspiration, or walking pattern) 

The attraction of GAMODAs lies in the 
information convergence and synergy they 
facilitate.  Users are empowered by the 
convenience of the device.  Privacy is 
harder to maintain when unrelated 
concerns converge into a single device. 

4. Data Voracity Smart objects are dependent on as much 
information as they can possibly collect 
in order to best serve us. 

GAMODA utility increases as wider and 
interrelated datasets are introduced and 
used 

5. Data Cooperation The increasing interconnectivity allowing 
smart devices to cooperatively help us 
means an unprecedented level of data 
sharing; making unwanted information 
flows much more likely 

Typical GAMODA use patterns involve 
cooperatively sharing data seamlessly 
among apps (and, accordingly, across app 
providers) 

 
The implication of Table 1 is that LBS are poised and able to provide the interactions described in the “invisible 
computer” environment. When considered in this context, the tradeoff between privacy implications and 
convenience/benefit implications of geospatially-aware mobile device use becomes clearer. As has been the case 
with the diffusion of so many other innovations, the early-adopters likely possess both the socio-economic, 
intellectual and contextual capacity to make an informed decision on the transaction costs involved when using LBS 
(Rogers 2003). However, much as was the case with PC adoption and Internet adoption, as the adoption rate for 
LBS increases, it is likely that the location privacy problems will be more acutely felt. As increased LBS use 
contributes to ubiquitous, relentless and constant “invisible computing” data collection, the effects of location data 
in the mix of privacy concerns will be easier to detect using empirical means.  

Theoretical Foundations 

Privacy Calculus 

Although research on the adoption of LBS and mobile apps in particular is still relatively young, theory on privacy 
calculus is emerging as an appropriate lens for its examination (Culnan 1993; Culnan et al. 1999; Dinev et al. 2006; 
Xu et al. 2008; Xu et al. 2009). Privacy calculus draws from prior theories typically used to study the adoption of IT 
such as the theory of reasoned action (TRA) (Ajzen et al. 1980), the theory of planned behavior (TPB) (Ajzen 
1991), and the technology acceptance model (TAM) (Davis 1989). In particular, it is based on the same notion that 
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perceptions and beliefs regarding IT lead to behavioral intentions (Dinev et al. 2006). This approach is similar to 
McKnight et al.’s (2002) theoretical model of trust in electronic commerce (EC) and Gefen et al.’s (2003) theoretical 
integration of trust and TAM. Privacy calculus refers to the beliefs which lead to a user’s intention to provide 
personal information in order to transact with an IT. In the present context we are concerned with the beliefs which 
lead a user to disclose their location data in order to realize the utility of LBS, and in particular, mobile apps. 
However, unlike TRA, TPB, and TAM, privacy calculus supports the notion that the behavioral intentions can be 
influenced by contrary beliefs. In other words, the decision to use a mobile app or other LBS is based not only on 
the benefits such as usefulness and ease of use, but the risks associated with disclosing location data. As a result, the 
user makes a calculated decision in which the risks are traded for the benefits. 

We believe that privacy calculus is especially applicable to the LBS context and mobile apps in particular. As the 
number of available apps for iPhone and Android users rises into the hundreds of thousands and with iPhone users 
downloading about two new apps per month (Gigaom 2010), mobile apps present many opportunities for users to 
make the risk-benefit tradeoff decision. Yet the research on privacy calculus decisions regarding LBS is still 
relatively sparse. One notable exception (Xu et al. 2009) integrates a privacy calculus model with justice theory 
(Colquitt et al. 2001) to understand how the fairness perceptions of a firm’s information privacy practices affects 
users’ decisions. Xu et al. (2009) focused on two dimensions from justice theory: 1) procedural justice, which refers 
to the perceived fairness  of the procedures used to collect information, and 2) distributive justice, which refers to 
the perceived fairness of the outcomes from sharing personal information. They discovered that compensation (in 
the form of monetary rewards), institutional privacy assurances, and governmental privacy regulations can influence 
a user’s perceptions regarding the risks and benefits of using LBS.  

To advance this line of research, we incorporate theory on network effects (Katz et al. 1985) to demonstrate how 
privacy assurance is calculated against the benefits of network size and LBS quality to influence a user’s behavioral 
intentions to disclose their location information. Figure 1 visualizes the two theoretical lenses.  

 

 

 

 

 

 

 

 

 

Network Effects 

Network effects, or externalities, refer to the positive or negative value associated with an increase in the number of 
agents consuming a particular good or service (Katz et al. 1985). It has been demonstrated that the value of an IT, 
and its subsequent adoption, depends on both the value placed by the consumer on the non-network-based features 
of the technology itself as well as the value of the network base (Kauffman et al. 2000). For example, consider the 
mobile app MouseWait which gives its users real-time updates about the current wait times for each of the rides at 
the Disneyland theme park. The source of the current wait times comes from current users recording their start and 

Privacy Calculus (Dinev et al. 2006; Xu et al. 2009) 

 

Network Effects (Katz et al. 1985; Kauffman et al. 2000) 

 

Figure 1: Theoretical Lenses 
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stop times while waiting in lines. If there are only a few users, then the information produced by the app is likely to 
be less accurate. But as more people use the app, the wait times become increasingly accurate. Based on this theory, 
we argue that if privacy calculus holds, and users take into consideration all of the benefits of disclosing their 
location data, that their perceptions will be influenced by both the value of the app technology as well as the size of 
its network base of users. The value of the app technology refers to the consumer’s valuation of its non-network 
impacts (Kauffman et al. 2000). In the MouseWait example, this would refer to the other information it offers such 
as maps of the park, hours, and other less dynamic information. This would also refer to the technical quality of the 
app itself and the quality of the user interface.  

The overall value of a network-based mobile app can also be framed as a type of distributive justice as outlined in 
justice theory. Essentially, the user is trading their location data in return for access to the information provided by 
having a large network base of users (Colquitt et al. 2001). Therefore, they perceive fairness in the outcome and a 
greater benefit of disclosing their location data. Based on the discussion above, we believe that the perceived 
benefits of disclosing personal information is better explained by network theory in the mobile app context than 
from compensation in the form of money or free calling time (c.f. Xu et al. 2009). 

Hypotheses Development 

To be clear, the core of our theoretical model is based on privacy calculus where the intention to disclose location 
data is based on a calculated tradeoff between the associated risks and benefits. However, based on the above 
discussion we also integrate from theory on network effects to frame the antecedents of the risk-benefit perceptions 
in addition to privacy assurance. Our research model is illustrated in Figure 2. 

 

 

 

 

 

 

As dependent variables, we use both intention to adopt LBS (INT) and willingness-to-pay for LBS (WTP). INT is 
taken from the TAM literature (Davis 1989) and represents the users behavioral intentions to fully appropriate the 
LBS and, by doing so, disclose their location data. WTP, on the other hand, is an economic variable which provides 
greater insight into the level of adoption intention. The mean of WTP would traditionally be a measure of the 
potential value of the LBS, or, the consumer’s maximized utility subject to budget constraints. WTP is relatively 
less-frequently used in IT research and even marketing research in general despite the fact that price is a key element 
in the adoption decision (Homburg et al. 2005). It has also been recently used in studies of network effects to 
represent the value of a network-based technology (Raghu et al. 2009). 

Perceived Benefits Regarding LBS 

The unique benefit of using LBS is the ability to use the positioning features in order to provide a more personalized 
experience and information (Xu et al. 2009). However, this is only one of several benefits derived from these mobile 
apps. Therefore, we draw from TAM and trust theory to employ the more general measures of perceived usefulness 
(PUSE) and perceived ease of use (PEOU). These variables have been used in a variety of studies and theories on 
EC and mobile technology adoption (Gefen et al. 2003; Vance et al. 2008) and have been demonstrated to positively 
influence adoption intentions (Davis 1989; Venkatesh et al. 2003). 

 

Figure 2: Research Model 
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PUSE is “a measure of the individual’s subjective assessment of the utility offered by the new IT in a 
specific…context” (Gefen et al. 2003, p. 54). It reflects the ability of an IT to help users be more productive and 
efficient in their work and improve their performance. In the case of LBS, this means that being able to customize 
the information to the user’s location helps them accomplish tasks more quickly and/or perform at a higher level. 
Consider the popular app RedLaser which allows users to take pictures of the bar codes on any product and receive 
an immediate list of local retailers who offer that product sorted by lowest price with a map to each location. If the 
user is willing to provide RedLaser with their current location, this reduces search costs and lowers their total 
transaction costs. Certainly, this benefit of disclosing location data would help the user be more productive and 
efficient. Similarly, greater PUSE of a mobile app reflects greater utility and value.  

PEOU is a measure of the cognitive effort required how to learn to use a new IT. Lower learning costs result in 
being able to fully utilize a new IT more quickly. Research has demonstrated that if users act rationally, as predicted 
in TRA, they will be more inclined to use new IT with greater PEOU (Venkatesh et al. 2003). Therefore:  

H1: PUSE will positively affect INT and WTP for LBS. 

H2: PEOU will positively affect INT and WTP for LBS. 

Perceived Risks Regarding LBS 

Perceived risk has a variety of dimensions including privacy risk (Malhotra et al. 2004). Perceived privacy risk 
refers to the user’s belief that the degree to which they disclose their personal information will lead to an associated 
loss (Featherman et al. 2003). Privacy risk is typically operationalized as a single dimensional construct measuring 
the loss of control specifically over personal information (Xu et al. 2009). We use the single dimensional construct 
location privacy risk because we are interested specifically in effects of losing location data. 

Research has demonstrated that perceived privacy risk has a negative impact on a user’s behavioral intentions to 
disclose personal information through EC transactions (Dinev et al. 2006; Malhotra et al. 2004). In the LBS context, 
opportunistic behaviors regarding location data – particularly matching the location data to a person’s identity – can 
result in unwanted solicitations, more personalized spam email and junk mail, or even personal embarrassment 
(Clarke 2001). Therefore, we make the following hypothesis: 

H3: Perceived location privacy risk will negatively affect INT and WTP for LBS. 

Antecedents of Perceived Benefits and Risks 

Privacy Assurance 

Privacy assurance refers to the interventions taken by LBS providers to assure users that steps have been taken to 
protect their personal information (Xu et al. 2008). This relationship is also supported by theory on trust in EC 
(Gefen et al. 2003; McKnight et al. 2002). Privacy assurance is similar to (and based on) the concept of structural 

assurance which refers to the use of privacy seals, guarantees, and promises found in EC transactions which 
positively influence trusting beliefs. Institutional privacy assurances have been demonstrated to significantly 
increase trust and reduce perceived risks in mobile EC context (Vance et al. 2008; Xu et al. 2009). Therefore: 

H4: Institutional privacy assurance will negatively affect perceived location privacy risk for LBS. 

Network Effects 

As discussed above, network effects shed light on the overall value, or benefit, of LBS such as mobile apps. 
Research has demonstrated that the overall value of an IT is derived from both the non-network-based benefits (e.g. 
system quality, information quality, etc.) as well as the network size (Katz et al. 1985; Kauffman et al. 2000). We 
argue that network size can influence both the perceived benefits and risks of disclosing location data. 

First, we refer to the primary benefits of network size which are inherent in some LBS. For example, the MouseWait 
app described above becomes increasingly accurate, and therefore useful, as the number of users increases. These 
direct benefits should affect PUSE. There are also secondary benefits of network size which can be realized by all 
LBS. For example, the restaurant information made available in the Urbanspoon app described above is produced by 
the app provider and not its users. But the user interface for Urbanspoon is quite unique, albeit interesting. Even 
though it may seem intuitive to some users, there may be less-technically savvy users who would benefit from 
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having a friend or family member teach them how to use it. As more consumers adopt Urbanspoon, there is a greater 
likelihood that future users will be able to get help learning to use the app from among their immediate social 
network connections, making the app seem like it will be easier to use. Essentially, network size can reduce users’ 
perceived learning costs which have been demonstrated to play an important role in the overall transaction costs of a 
product or service (Farrell et al. 2007).  

Network size can also play a role in reducing the information asymmetry which raises the uncertainty costs 
associated with a transaction (Williamson 1981). As the network size increases, future potential users may perceive 
the prior adopters as assurance that the LBS provider will not behave opportunistically with their location data, that 
the LBS will be easy enough to learn, and that the LBS is sufficiently useful. In summary: 

H5: Network size will negatively affect the perceived location privacy risk associated with LBS. 

H6: Network size will positively affect the PUSE and PEOU of LBS. 

Quality 

As stated above, the overall value of an IT is based on both the network-dependent value as well as on non-network-
dependent value (Kauffman et al. 2000). In other words, in addition to the network size, system quality and 
information quality will also determine the overall value and benefit of LBS. The quality construct is well-
established in theory on IT success (DeLone et al. 2003) and has been used extensively in EC research to refer to 
characteristics of a website such as the presence of bugs, the ease of the user interface, and navigational structure 
(McKnight et al. 2002; Seddon 1997; Vance et al. 2008). As with these prior studies, we hypothesize: 

H7: Quality will positively affect the PUSE and PEOU of LBS. 

Interaction Effects 

In addition to the direct effects hypothesized above, we also believe that there are likely to be significant interaction 
effects among the institutional privacy assurance, network size, and quality of LBS and mobile apps in particular. 
Contemporary choice theory posits that users’ choices are made in order maximize their utility which is based on a 
decomposable set of contributors or attributes which can be economic or psychological (Hui et al. 2007; McFadden 
1986). Hui et al (2007) explains that people make tradeoffs among these attributes so that the disutility due to 
undesirable attributes is compensated by the utility of desirable attributes. In the present context, institutional 
privacy assurance, quality, and network size are all attributes of the user’s choice. Because consumers make 
tradeoffs among the attributes of a product in order to maximize their utility (or minimize perceived risk), they may 
be willing to accept lower quality if the network size is sufficiently large. Or, they may worry less about the absence 
of institutional privacy assurances if many other people appear to trust the app. Therefore: 

H8a: Large (small) network size will reduce (increase) the effect of institutional privacy assurance on the 

perceived location privacy risk associated with LBS. 

H8b: Large (small) network size will reduce (increase) the effect of quality on PUSE and PEOU of LBS. 

Research Methodology 

To test our hypotheses, we selected Apple iPhone apps as the LBS of interest. The iPhone is currently growing faster 
than the industry leader, Blackberry, yet it still comes in a distant second in overall market share to Blackberry 
devices which have been available for several more years (AdMob 2010; Kincaid 2010). This means first time 
adoption of the iPhone platform is still taking place at a very high rate relative to its competitors. This is important 
because trust and privacy issues are a top concern when users adopt an IT or EC channel which they’re unfamiliar 
with (Gefen 2000; Gefen et al. 2003; McKnight et al. 2002; Vance et al. 2008). To test the hypotheses, we used a 2 x 
2 x 3 factorial experimental design for a total of 12 different groups. The treatments were privacy assurance (none 
versus low versus high), quality rating (low versus high), and network size (small versus large). Table 2 summarizes 
the number of individuals in each group. 
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Table 2: Experimental Design 

Low Quality High Quality 

Network Size 

 

Small Large Small Large 

None 45 45 46 45 

Low 46 45 46 46 Institutional Privacy Assurance 

High 46 45 46 46 

 

Based on a pilot test of 26 participants, four different iPhone app contexts were selected from the iPhone App Store 
for the experiment which reflected a variety of the salient uses of mobile apps which incorporate location data: 1) an 
app which gave real-time updates on traffic congestion along commonly used roads and highways, 2) an app which 
allowed its user to map their fitness routes for running, biking, etc. and recorded their times, 3) an app which located 
friends and family members on a map, and 4) an app which mapped and located registered sex offenders in the 
user’s area. These apps are not meant to represent variations in the independent variables, but rather to offer a range 
of contexts in order to reduce the variance attributed to any un-captured context-dependent variables. However, two 
of them (the fitness and locator apps) were specifically chosen because they offer a direct network-based value to 
their users. Users of App 2 can upload their favorite fitness routes so that they can be shared with others and App 3 
will only locate friends and family members using the same app. App 1 and 4 still offer indirect network-based 
value in that as more people adopt those apps, the uncertainty and potential learning curves of future users will be 
increasingly reduced. 

Measures 

Institutional Privacy Assurance, Network Size, and Quality 

Quality, institutional privacy assurance, and network size were each measured in two ways. First, they were 
manipulated in the experimental design. Quality is manipulated by using Adobe Photoshop to make one version of 
the app with one out of five stars (low quality) and another version with five out of five stars (high quality). The 
stars represent an overall rating reported by prior users. Network size was manipulated by editing the number of 
total reviews. Small network sizes for the four contexts received less than 10 reviews whereas large network sizes 
received over 10,000 reviews. Privacy was manipulated in the description by including either no mention of privacy 
assurance (no assurance), a Better Business Bureau (BBB) privacy seal only (low assurance), or a BBB seal, 
VeriSign seal, and written “Privacy Promise” (high assurance). Second, we captured their perceptions of quality 
(McKnight et al. 2002; Vance et al. 2008) and network size (Burnham et al. 2003; Keith et al. 2010) using Likert-
type items (1=strongly disagree; 7=strongly agree) drawn from validated instruments. We then used these perceptual 
measures as checks to see if our manipulations for quality and network size were valid by comparing the mean of 
the measurement items for each variable between groups. Participants perceived the large network sizes (M = 5.07) 
as larger than the small network sizes (M = 3.76), one-way ANOVA, F = 24.27, p < 0.001. They perceived the 
higher quality-rated apps (M = 5.53) as higher than the low quality-rated apps (M = 4.84), one-way ANOVA, F = 
7.44, p = 0.008. The measure for perceived location privacy risk (described below) was used as a validation check 
for our manipulation of institutional privacy assurance and it appears valid. Participants perceived the high privacy 
assurance (M = 4.41) as greater than the low privacy assurance (M = 3.90) and the low privacy assurance greater 
than no privacy assurance (M = 3.83), one-way ANOVA, F = 19.32, p < 0.001 (contrasts between group pairs were 
both significant at p < 0.001, indicating that our manipulations were successful).  

Figure 3d demonstrates the manipulation in the description screenshot from one of the four apps used in the 
experiment. 
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Perceived Risks, Benefits, and Behavioral Intentions 

Perceived location privacy risk was measured with items created similar to prior research (Xu et al. 2009), but 
focusing primarily on location privacy. In particular, they addressed whether the participant believed the app 
provider would share, sell, or otherwise use their location information unethically. The four privacy items were 
developed by: 1) reviewing privacy dimensions in existing research (Seriot 2010; Smith et al. 1996; Xu et al. 2009), 
2) pilot testing the items (n=26), 3) interviewing the pilot participants for feedback, and 4) validating them using 
techniques for reflective constructs (α = 0.92; see statistics below). 

PUSE, PEOU, INT were all based upon well-validated instruments from existing TAM research (Davis 1989; 
Venkatesh et al. 2003) with minor changes to reflect the four contexts of use described above.  

While WTP is not a perception-based item like adoption intentions, it is still only a hypothetical measure of the 
utility participants will derive from the mobile app subject to budget constraints – not a measure of actual monetary 
outlay. Therefore, we used the stated-choice method which is similar to many marketing studies on WTP (Cameron 
et al. 1987; Homburg et al. 2005; Krishna 1991) where the participants are simply asked, “How much would you be 
willing to pay for [mobile app name]?” 

Control Variables 

Several controls were also included, many of which were found relevant in similar studies (Hui et al. 2007; Xu et al. 
2009). Typical demographic variables including age and gender were measured. A control for the context of the 
mobile app was included as a predictor of each variable. Participants were also asked if they currently used a smart 

a.   b. c. d. 

    
e. f. g. h. 

     

Figure 3: Simulation Example (eight of the ten screen shots in total) 



 Keith et. al. / Adoption of Location-Based Mobile Applications 

  

 Thirty First International Conference on Information Systems, St. Louis 2010 11 

phone or other mobile device (e.g. iPod touch or PDA) capable of downloading and installing mobile apps. They 
were also asked to indicate the number of transactions they had made in the last year over a mobile device (an 
indicator of their mobile EC experience) and how many times their personal information had been misused as the 
result of any EC transaction to their knowledge (and indicator of the privacy risk experience). 

During the experimental procedures, two-thirds of the participants received treatments which included a BBB 
privacy seal (for the low and high institutional privacy assurance manipulations). The web application included a 
link (“What does the BBB seal mean?”) which allowed the participant to open a pop-up window from the actual 
BBB website which describes exactly what the BBB seal meant. The application recorded which users clicked on 
that link. Therefore, the last control variable included in our study was a true/false indicator of whether or not the 
participant clicked on that link to better understand the purpose of the BBB seal. 

Participant Recruitment and Experimental Procedures 

Because the largest demographic of mobile internet users is those ages 18-29 (Rainie 2010), student participants 
were recruited at two major universities. Both are large public universities in the United States – one in the Midwest 
and another in the Southwest. Between those universities, 1213 undergraduate and graduate students from their 
respective business colleges were solicited for participation in the experiment which took place outside of regular 
class time. They were offered both extra credit as well as a chance to win one of several $50 gift cards. Of those who 
were solicited, 667 agreed to participate (55 percent response rate), and 547 of those successfully completed the 
entire experiment. The experiment involved three steps. Each participant completed the experiment individually and 
took as much time as needed. Most participants spent between 15 and 25 minutes. In order, the steps involved were: 

(1) Each participant navigated to the website where the experimental simulation was hosted. After reading a 
cover letter, they were given a pretest in order measure their disposition to trust and their attitude toward 
institution-based trust using the items described above (similar to Vance et al. (2008)). 

(2) Next, they were randomly assigned by the web application to one of 48 different simulations (12 group 
manipulations x 4 contexts) so that each participant viewed a simulation of one particular context. To 
accomplish this, an algorithm was written which measured the current number participants in each of the 48 
groups, sorted those groups by the count of completed surveys, and then randomly assigned the next user to 
one of the groups with the lowest count. This assured both random and equal assignment to treatments. 

(3) Next, they were given one of the four hypothetical scenarios to consider. For example: 
You have recently purchased a new Apple iPhone and you would like to download an application which 

will give you current updates about the traffic congestion during your commute to and from work. This 

application would be very useful to you because there are multiple routes you could potentially take each 

day and traffic congestion makes a big difference in how long your commute takes. 
 

The following images are hypothetical screen shots from an iPhone which walk you through the steps 

required to find and download an app which will serve your purpose. Please review the screen shots in 

detail and take special notice of the description of the selected app and the rating it received from other 

customers. 
 

(4) After checking a box to confirm that they read and understood their scenario, they were then given a series 
of 9-12 screen shots (depending on the context) which simulated the process of searching the Apple App 
Store for an app which met their needs, downloading and installing the app, opening the app, and using it 
once for its intended purpose. The screen shots allowed the user to use their mouse to click the actual 
buttons on the iPhone images in order to complete the simulation. These screen shots were based on actual 
images from an iPhone, but modified in order to reflect differences in privacy assurance, quality ratings, 
and network size (See Figure 3 above). 
 

(5) After completing the simulation, they were given a post-test which included all of the remaining measures 
described above. It also included a series of manipulation checks to see if they remembered their treatment 
(e.g. “How many stars out of five did this app receive on average from prior users?” “How many ratings 
did this app receive?” “Was there a privacy statement?” “Was there a BBB seal?”). Results indicate that 
over 90% remembered all of their treatments which compares well to similar studies (Hui et al. 2007). 
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Data Analysis and Results 

PLS (partial least squares, SmartPLS version 2) was used to analyze the data. Because we needed to evaluate all 
paths in a single analysis, structural equation modeling (SEM) analysis was chosen over regression (Gefen et al. 
2000). PLS does not depend on normal distributions and interval scales (Fornell et al. 1982) making it better-suited 
for incorporating our WTP measure and control variables. Additionally, PLS is ideal for testing theory in the 
developmental stages (Fornell et al. 1982). Because our integration of network theory with privacy calculus is 
unique to this study, PLS was deemed appropriate. In the structural model tested, the manipulation check scores for 
privacy, quality, and network size were used because they reflected the participants’ perceptions as affected by the 
treatments (similar to Komiak and Benbasat (2006)). All measurement items were standardized. 

Measurement Validation 

The measurement properties of the instrumentation are analyzed through reliability and convergent/discriminant 
validity. Convergent validity is measured by the reliability of items, composite reliability of constructs, average 
variance extracted (AVE) (Barclay et al. 1995; Hu et al. 2004), and factor analysis. Reliability is measured by 
examining each item’s loading on its construct. In this study, all item loadings are well above 0.70 as suggested by 
Barclay et al. (1995). Composite reliability scores ranged from 0.87 to 0.97 which is well above the suggested 0.70 
benchmark (Barclay et al. 1995; Fornell et al. 1981) demonstrating internal consistency. The AVE measures the 
amount of variance captured by a construct from its indicators compared to the amount due to measurement error 
(Chin 1998) and it’s recommended to exceed 0.50 (Hu et al. 2004). AVE scores for each construct in this study 
range from 0.72 to 0.94 satisfying the condition. In order to demonstrate good convergent validity in the factor 
analysis results, all items should load on their own latent variables above 0.32 at a minimum, but preferably above 
0.71 (Tabachnick et al. 2000). This requirement was met. 

Discriminant validity is measured by examining confirmatory factor analysis (CFA) results, cross-loadings, the 
relationship between correlations of all constructs, and the square root of AVEs (Chin 1998; Fornell et al. 1981; 
Komiak et al. 2006). The CFA results (df = 1457, X2 = 2780.24, RMSEA = 0.045, NFI = 0.96, CFI = 0.98) 
demonstrate strong discriminant validity because all measurement items load highly (above 0.72) on their own 
constructs and more so than on any other construct (Boudreau et al. 2001; Chin 1998; Gefen et al. 2000; Straub 
1989). Also, according to Fornell et al. (1981), the square-root of AVEs should exceed the correlations among 
constructs, indicating that more variance is shared among construct indicators than with other constructs. This 
condition was also met for each construct indicating adequate discriminant validity. 

Common Methods Variance 

Harman’s single-factor test was conducted to test for common methods variance (Podsakoff et al. 2003). Essentially, 
this test is designed to see if a single factor emerges from an exploratory factor analysis (unrotated) or if one overall 
factor accounts for most of the covariance among measures (Podsakoff et al. 2003, p. 889). Our unrotated 
component matrix yielded 11 factors and the largest factor only explained 28% of the total variance indicating a low 
likelihood of common methods variance.  

Hypothesis Testing 

Our hypotheses were tested through the PLS structural model (See Figure 4). The explanatory power of the model is 
assessed through the R2 scores (i.e. the amount of variance accounted for) and the latent variable paths. In this study, 
we explained 39.5 percent of the intent to adopt, but only 11.3 percent of WTP. Intent to adopt was affected by 
location privacy risk (β = -0.23, p < 0.001) and PUSE (β = 0.31, p < 0.05), but not PEOU. WTP was affected by 
location privacy risk (β = -0.63, p < 0.001) and PUSE (β = 0.26, p < 0.05), but not PEOU. However, WTP was 
explained by the participant’s age (β = 0.10, p < 0.05), whether or not they clicked the BBB definition link (β = 
0.06, p < 0.05), the number of EC purchases made using a mobile device (β = -0.19, p < 0.01), and the extent of 
prior information misuse they had experienced (β = -0.17, p < 0.05). The context of the mobile app used in their 
version of the experiment, gender, and whether or not they were smart phone users were not factors in participant’s 
WTP and are left out of the diagram for simplicity. None of the control variables significantly affected INT. 
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Figure 4: Results of PLS Analysis (Note: * p < 0.05, ** p < 0.01, *** p < 0.001) 

 
Twenty-five percent of perceived location privacy risk, 57.3 percent of PUSE, and 55.1 percent of PEOU were 
explained in our model. As expected, institutional privacy assurances significantly reduced perceived location 
privacy risk (β = -0.123, p < 0.001). Also, perceived mobile app quality positively influenced PUSE (β = 0.31, p < 
0.001) and PEOU (β = 0.86, p < 0.001). Network size had a large negative effect on perceived location privacy risk 
(β = -0.38, p < 0.001) and also had the expected positive effect on PUSE (β = 0.22, p < 0.01) and PEOU (β = 0.33, p 
< 0.001). Contrary to H8a and H8b, network size did not moderate the effect of institutional privacy assurances on 
perceived privacy risk or the effect of quality on PUSE. However, network size did have a negative moderation 
effect on the impact of quality ratings on PEOU (β = -0.36, p < 0.01). In other words, in the case of large network 
sizes, participants placed less emphasis on the quality ratings in determining their PEOU. 

The effects of the mobile app context are not visualized in Figure 4 for simplicity. However, context did play a 
significant role in determining PUSE (β = 0.27, p < 0.05). Also, in a post hoc analysis, context was a significant 
moderator of the effect of network size on perceived location privacy risk (β = 0.19, p < 0.01) and network size on 
PUSE (β = -0.09, p < 0.05). 

Discussion 

Using a privacy calculus model integrated with theory on network effects, this study investigated the effects of 
institutional privacy assurance, quality, and network size on users’ adoption intentions and WTP for mobile apps 
which employ LBS. H1 through H7 were confirmed with the exception of H2 – after accounting for the impact of 
perceived location privacy risk and PUSE, PEOU did not have a direct effect on WTP or adoption intentions. We 
also find that institutional privacy assurance mechanisms (e.g. privacy seals and stated promises) can reduce a user’s 
perception of location privacy risk. However, what is interesting is that the coefficient for the effect of network size 
is almost three times larger (β = -0.38) than that of the effect of privacy seals and stated promises (β = -0.13) in 
reducing perceived location privacy risk. In other words, privacy fears can be better-mitigated by a large network 
base than privacy seals. Perhaps participants believed that, “if everyone else trusts it, then I can too;” yet the large 
network size does not change the importance of privacy seals and stated promises in the minds of users. Also, 
although network size can positively influence PUSE and PEOU, perceived app quality (as determined by the 
average star rating by prior users) plays a stronger role in determining PUSE (β = 0.31 > β = 0.22) and PEOU even 
more so (β = 0.86 > β = 0.33). In summary, while perceived privacy risk is most affected by network size, PUSE and 
PEOU are most affected by quality ratings. However, this is dependent upon the context of the app. 

The control variables appear to affect WTP as might be expected. For example, older participants were willing to 
pay more for the app (β = 0.10, p < 0.05). Greater age likely indicates greater earning power and wealth. Also, those 
who had more experience with making purchases such as apps for the iPhone were willing to pay less (β = -0.19, p < 
0.01). Apps for the iPhone typically range from free to only a few dollars. It’s possible that those with more 
experience simply knew that they could likely get a free version or that most apps were very inexpensive. Those 
who had experienced more information misuse were willing to pay less for their apps (β = -0.17, p < 0.05), likely 
because they had a greater realization of the threats. And lastly, those who clicked the “what’s this?” link to read 
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what the BBB privacy seal meant were willing to pay more for their app (β = 0.06, p < 0.05), perhaps because they 
had a better understanding of the significance of the BBB seal. 

In a post-hoc analysis, several interaction effects proposed in prior IT acceptance research (Venkatesh et al. 2003) 
were examined to see how factors such as experience, age, gender, etc. influence the adoption intentions. In 
particular, the participant’s level of prior information misuse (β = 0.25, p < 0.05) and whether or not they were a 
smart phone user (β = -0.20, p < 0.05) moderated the effect of perceived location privacy risk on WTP. Also, age 
moderated the effect of perceived location privacy risk on INT (β = 0.62, p < 0.05). Lastly, PUSE moderates the 
effect of perceived location privacy risk on WTP (β = -0.31, p < 0.05) indicating that users may be willing to trade a 
certain amount of location privacy risk for greater utility.  

Also as part of a post-hoc analysis, we examined the direct effects of institutional privacy assurance, network size, 
and quality ratings directly on WTP and INT. Institutional privacy assurances significantly impacted WTP (β = 0., p 
< 0.001) and INT (β = 0., p < 0.001).  

Finally, while network size does appear to serve as a surrogate for quality ratings in determining PEOU (β = -0.36, p 
< 0.05) to a certain extent, users appear to base PUSE on quality ratings and network size independently of each 
other. In other words, if I can see that an app has been downloaded and rated many times, than I’m less worried 
about whether or not the quality rating accurately reflects how easy the app is to use. However, I’m just as 
concerned about whether or not the quality rating accurately indicates the usefulness of the app. 

Implications for Research 

Broadly speaking, our research efforts should, positively impact theory and practice. In the context of personal 
privacy in an always-on and omnipresent information environment, this research presents a starting point in our 
understanding of LBS use as it pertains to location privacy. The implications this study has for theory and research 
center largely on this study’s focus on location privacy. We find that location privacy is an emerging and important 
concern in m-commerce adoption models as well as privacy/security research. 

Specifically, we have found that when and where location privacy risk is a concern, users will place as great of 
importance on their perception of the level of that risk as they do on their perceived usefulness. And, the prevailing 
proposal that consumers will, under certain circumstances, trade privacy assurance for convenience is confirmed by 
this study to an extent. In particular, we find that contemporary choice theory explains this phenomenon well: users 
want to maximize their utility from the LBS. End-users will derive utility from certain LBS attributes; thus an end-
user’s optimization on one attribute can be exchanged for compromise on another in order to maximize their overall 
utility function. This is consistent with the long-understood phenomenon of satisficing (Simon 1982), where it is 
likely that these choices are made with imperfect information and in the light of uncertainty because it is too costly 
to obtain perfect information. As LBS use increases, and thus as compromises and other attention-grabbing cases 
arise, it remains to be seen how deeply location privacy is affected. Will information imperfection and uncertainly 
continue to rule, or, will location data become among the many privacy concerns already under consideration? In 
essence, will LBS do for information privacy awareness what the advents such as email and the World Wide Web 
have done in the past? 

Implications for Practice 

The results of this study carry substantial implications for practice.  Generally, we found that: (1) measures and 
mechanisms which provide privacy assurance are critical if you haven’t built a network of users yet, which is the 
case for many mobile application developers working within the developing LBS market; (2) even within a large 
network, a low-rated (and thus perceived as low-quality) app must compensate with strong privacy assurance 
measures and mechanisms;  (3) strong ratings and/or a large network may give a false sense of privacy assurance; 
and, (4) There is a need for  “privacy assuring” measures and mechanisms. In light of number four, privacy assuring 
mechanisms will be realized as a multilateral effort involving users, application developers, information aggregators 
and disseminators, and device manufacturers. While security controls can ensure that data transmissions are 
encrypted, the most pressing problems exist at the terminals of a transaction: (1) with the user and the device and (2) 
with the retention and use of location data, once it is collected.  Security and privacy assurance mechanisms have 
matured in areas such as medical records (Ateniese et al. 2003) and e-commerce (Duh et al. 2002), however, control 
mechanisms that rely on a commercially-interested party can only go so far in the long run.   
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It is probable that, the results of this study notwithstanding, LBS users and those interested in information privacy 
assurance will have to take personal responsibility for the protection of their privacy. Technical solutions which 
might facilitate users’ personal responsibility might resemble the Certificate Authority (CA) and Public Key 
Infrastructure (PKI) systems in place to ensure data integrity using paid 3rd parties. As a CA typically issues a digital 
certificate in order to verify the identity of the owner, a similar 3rd party could verify that location data (or other such 
private data) has also been signed in a manner consistent with PKI. Just as CA companies such as WebTrust, 
Thawte, Geotrust and VeriSign have enjoyed steady growth given the ubiquity of the PKI system of security 
assurance using SSL, so too could a business model emerge which uses similar technology for location data 
oversight and audit. It would seem that as risk management industries exist to hedge against the contingencies of 
risk, so too could an infrastructure arise which used PKI techniques to allow consumers to purchase policies against 
the risk of privacy compromise. As risk underwriters are vested in preventing risk, those that submitted to such a 
system (users, application providers, etc.) would mutually benefit from such an arrangement. It is likely that an 
artifact/prototype demonstrating such an infrastructure would be a logical response to the outcomes of this research 
and it is indeed among our planned future research efforts on this matter. 

Limitations 

As with any study which undertakes to sample from a growing and unsettled population, this study is not without 
limitations. Given the emergent nature of LBS and the nascent concern for location privacy, we share the following 
concerns regarding this study. 

With respect to our experimental design and the generalizability of our results, we acknowledge that ours was not a 
truly a random sample. However, all participants were solicited based on their being valid and likely 
consumers/users of mobile applications. Additionally, 61 percent of participants reported to have been currently 
using devices capable of purchasing and using mobile applications. Thus, we are confident that our convenience 
sample is drawn appropriately in order to generalize to the appropriate and desired context. 

Another concern lies in our uniform (and binary) presentation of convenience and utility in exchange for privacy: we 
simply controlled for it. Thus, in a manner consistent with contingency theory, the satisficing on constraints that 
users undertake as they consider privacy risk and trust exists on a wider and more nuanced scale than we have 
afforded in this study. This would also present an opportunity to examine this more closely in future research.  
Similarly, there are other covariates, such as experience or mobile self-efficacy, which are not included in this 
analysis, yet have been demonstrated to be salient in IT adoption decisions (Venkatesh et al. 2003). Future research 
should examine such factors. 

A final, but by no means least important, concern is our willingness-to-pay (WTP) measure. Our results indicate that 
the WTP measure is not well understood by non-iPhone users, or, even among iPhone users – those who rarely, or 
never, pay for apps. We are not certain that pricing and value have stabilized in this market; this has possibly 
skewed and/or distorted our WTP measure resulting in the low variance explained (11.3 percent). Furthermore, as 
our treatment presented a hypothetical scenario, where users did not actually have to spend money, a vested basis for 
valuation is uncertain. However, we feel that this is a common problem with stated choice measurements. In 
remedy, future studies could present narrowing pricing bands based on a market review of existing apps. 

There are also nascence concerns such that the phenomena we are studying are so new that the true causal 
relationships and underlying dynamics have not fully emerged. In this sense, we feel that the lifetime of LBS and 
their use is in an incipient phase; the findings of this research may change with extended LBS usage and, thus, 
necessitate follow-on research. In any case, this nascence does not belie an important fundamental detail regarding 
the diffusion of many other IT innovations: first impressions mean everything when there are many options to 
choose from. Therefore, if users cannot trust an app quickly, it may not matter anyway as alternatives will be found 
without much hassle. A related concern is that of extended app use such that this study does not explain how 
perceptions might change after extended use. Therefore, another direction for future research would compare the 
perceptions of existing iPhone users to non-users. 

We also foresee other problems related to the four mobile applications selected for our study.  This may contribute 
to selection bias in the same manner that our convenience sample would – is there a class or category of mobile app, 
relevant to the question of location privacy, which we didn’t include that may have altered our results? 
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Another concern has to do with brand penetration and ubiquity. In many consumer cultures, there are some brands 
so strongly associated with a category type that their brand is mistaken for the classification itself. While this has 
both good and bad implications for a market, our concern arises from brand perceptions of the sort that equates a 
brand with expectations, standards and norms. Therefore, if National Geographic, Rand McNally, or Garmin 
produce mapping software, would I be inclined to ascribe quality and reliability to those apps based on my brand 
recognition? We believe more work is needed to understand these impacts in the mobile space and whether brand 
trust and loyalty will influence trust with respect to location privacy assurance. Moreover, we also wonder what role, 
if any users’ perceptions of the quality and security of their provider’s network have any bearing on trust? 

Lastly, as discussed above, the potential to tie location data to a user’s identification presents a compounded risk 
which was not examined in this study. If users understand this risk, it could have a significant impact on our results. 
Future research should examine 1) how well users understand this potential concern, and 2) how it impacts their 
adoption decisions in a model such as ours. 

Conclusion 

In summary, we find the new dimension of location privacy to be of primary concern to LBS adoption which is only 
increasing and evolving. The limited information provided by mobile app platforms (e.g. the app description, star 
rating, and network size available for each app in the Apple App Store) plays a significant role in determining users’ 
intentions to disclose personal location data and adopt mobile apps. We hope this research will help to encourage the 
development of this stream and keep research at the forefront of practice and help not only to “observe and report,” 
but also to “lead and guide” the development of LBS artifacts (Orlikowski et al. 2001). 
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