View metadata, citation and similar papers at core.ac.uk brought to you by fCORE

provided by AIS Electronic Library (AlSeL)

Association for Information Systems

AIS Electronic Library (AISeL)

Americas Conference on Information Systems

AMCIS 2000 Proceedings (AMCIS)

2000

Decentralized Network Management Using Web-
Based Technologies

Jairo A. Gutiérrez
The University of Auckland, j.gutierrez@auckland.ac.nz

Follow this and additional works at: http://aisel.aisnet.org/amcis2000

Recommended Citation

Gutiérrez, Jairo A., "Decentralized Network Management Using Web-Based Technologies" (2000). AMCIS 2000 Proceedings. 94.
http://aisel.aisnet.org/amcis2000/94

This material is brought to you by the Americas Conference on Information Systems (AMCIS) at AIS Electronic Library (AISeL). It has been accepted
for inclusion in AMCIS 2000 Proceedings by an authorized administrator of AIS Electronic Library (AISeL). For more information, please contact
elibrary@aisnet.org.


https://core.ac.uk/display/301348184?utm_source=pdf&utm_medium=banner&utm_campaign=pdf-decoration-v1
http://aisel.aisnet.org?utm_source=aisel.aisnet.org%2Famcis2000%2F94&utm_medium=PDF&utm_campaign=PDFCoverPages
http://aisel.aisnet.org/amcis2000?utm_source=aisel.aisnet.org%2Famcis2000%2F94&utm_medium=PDF&utm_campaign=PDFCoverPages
http://aisel.aisnet.org/amcis?utm_source=aisel.aisnet.org%2Famcis2000%2F94&utm_medium=PDF&utm_campaign=PDFCoverPages
http://aisel.aisnet.org/amcis?utm_source=aisel.aisnet.org%2Famcis2000%2F94&utm_medium=PDF&utm_campaign=PDFCoverPages
http://aisel.aisnet.org/amcis2000?utm_source=aisel.aisnet.org%2Famcis2000%2F94&utm_medium=PDF&utm_campaign=PDFCoverPages
http://aisel.aisnet.org/amcis2000/94?utm_source=aisel.aisnet.org%2Famcis2000%2F94&utm_medium=PDF&utm_campaign=PDFCoverPages
mailto:elibrary@aisnet.org%3E

Decentralised Networ k M anagement using Web-based technologies

Jairo A. Gutiérrez
Department of Management Science & Information Systems
The University of Auckland, Private Bag 92019, Auckland, New Zealand
E-mail: j.gutierrez@auckland.ac.nz

Abstract

The emerging Web-based proposals for network
management are a promising approach for managing
distributed and heterogeneous computer networks. This
paper discusses how these technologies can be used to
implement the Management by Delegation decentralised
paradigm (MbD, introduced by Y emini and Goldszmidt).
Managers and agents can benefit from the ease of use and
platform-independence of Web-based protocols and tools
while supporting the essential feature of MbD: elasticity.

Keywords. Network Management, Web technologies,
Internet protocols, Management Information Models.

1. Introduction

The Management by Delegation (MbD) decentralised
paradigm (Goldszmidt & Y emini, 1995) was introduced as
a solution to the network management problems caused by
the rigid nature of Client/Server schemes. The complexity
of today's heterogeneous networks requires dynamic
systems that can readily adapt to ever changing
circumstances. MbD aimed to fulfil that role by using
delegation agent programs that supported a dynamic
extensibility of distributed processes. This property was
caled “eadticity” (Goldszmidt, 1993). This paper
discusses how the new web-based technologies provide
suitable building blocks to implement a decentralised
approach to network management that relies on the
additional capability of both agents and managers.

The Client/Server interaction used by traditional
platform-centred approaches lack flexibility. The
managers and agents are assigned predefined (rigid) roles
and several problems have been associated with this lack
of ‘elasticity’ (Goldszmidt &Y emini, 1995), among them:
network bottlenecks, inefficient utilisation of resources
(computational cycles and communication bandwidth) and
network delays.

The Management by Delegation paradigm addresses
these limitations by using ‘Elastic Servers' that have the
ability to dynamicaly add and remove functionality
during execution time. A delegation protocol provides
service primitives to delegate, instantiate, suspend,
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resume, abort and remove delegated programs. Elasticity
enables applications to dynamically reduce their
communication bandwidth demands, and advanced event
correlation and aggregated reports are now possible. The
MbD agents are programs coded in C or C++ with
embedded SQL, and they can be delegated to an elastic
process running on an elastic server. That elastic process
supports interfaces to the device allowing delegated
agentsto access local data and functions.

The dructure of the paper is as follows section 2
discusses the main web-based network management models
and techniques. Section 3 summarises the chalenges in
providing integrated network management. Section 4 sketches
the model proposed as the bass of an integrated web-based
network management environment. Finally, section 5 contains
the conclusions and discusses related work.

2. Web-based Network Management Systems

The Internet is causing two dramatic shifts in network
management. On one hand, it is spurring the need for new
functionality to manage extra network resources. On the
other hand, the Web is becoming a mechanism for
network management delivery. Web technology is easy to
use and is independent of the operating system.

Web-based network management systems need to go
beyond browser interfaces. Simple HTML-based
(HyperText Markup Language) clients can do little more
than download and view pre-generated management
reports as web pages. It is obvious that network managers
want more realtime, two-way interaction with managed
systems through the Intranet. Furthermore, the browser-
enabled data needs to be integrated with information
across network management environments. Thus, in order
to collect, analyse and correlate information from different
network domains, vendors need to agree on standardised
way's to represent and exchange managed objects.

Various vendors and consortiums have proposed
different  architectures for Web-based network
management (Terplan, 1999). The following is a summary
of the main approaches:

1) Web front-end and SNM P-based back-end: These
are mostly vendor-specific solutions that provide HTTP



(Hyper Text Transfer Protocol) access to the management
system while preserving the use of SNMP (Simple
Network Management Protcocol) between the manager
and agents. It uses SNMP to carry network management
data and it uses the HTML and HTTP protocols to
communicate with browsers. This helps to solve the
problems of data collection and information display.
However, this approach does not address critical areas,
such as data repository and scalability. It isin a sense a
“Web wrapper” technology.

2) Web-based device management: This architecture
involves putting a Web server in each managed device or
system for enabling HTTP access to management data.
Web-based device management has a number of
limitations. Web browsers are connection-oriented, they
were not designed for machine-to-machine interaction.
Since Web browsers are meant to handle only one
connection at a time, they do not scale well to an
enterprise-wide global view and are not efficient for fault
management tasks. Nevertheless, web-based device
management is well suited for some aspects of
configuration management.

3) Web-based Enterprise Management (WBEM): The
WBEM initiative was introduced in July 1996 by a vendor
consortium that included Microsoft, Compag, Cisco, and
Intel. The group has developed three Web-based
standards (Horwitt, 1999; Terplan, 1999): The
HyperMedia Management Schema (HMMYS) is an
extensible data description for representing the managed
environment. It is intended to address the need for a
common way to describe and share management
information across the enterprise. The Desktop
Management Task Force (DMTF) has published a
superset of the schema called the Common Information
Model (CIM). CIM specifies mappings between HMMS
and products conforming to the Common Object Request
Architecture, SNMP and DMTF Desktop Management
Interface (DMI) standards.

The HyperMedia Object Manager (HMOM) is a data
model that consolidates management data from different
sources. It is a C++ object broker that gathers
management data from applications to be displayed on
central management consoles. HMOM is based on
Microsoft’s OLE technology.

The HyperMedia Management Protocol (HMMP) is a
communications protocol that embodies HMMS and runs
over HTTP and with planned interfaces to SNMP and
DMI. It allows browsers access and receive systems and
network-management data, such as aerts and event
reports, from devices and applications.

The WBEM initiative has little to do with Web usage
or browser management. It focuses on specifying a
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standard data structure that will allow management
information collected by SNMP, Desktop management
Interface, Common Management Interface Protocol, and
other management protocols to be stored and accessed
from a common repository.

4) Java Management APl (JMAPI): The IJMAPI
initiative (Sun, 2000) is a programming environment for
developing Web-based network and systems management
software. JMAPI aims to instrument devices to deliver
network management information and to provide a
common look-and-feel for browser-based consoles.
JMAPI isintended to be a standard set of class libraries,
Java widgets and user interface specifications that Sun is
hoping to promote with its partners support. The
initiative relies on the extensibility and popularity of
Java's “write once, run anywhere’ model. Java shows
promise for reducing the portability problem while
providing unprecedented information display capabilities.

3. Barriersto Integrated Network
M anagement

The lack of standards for Network Management
Systems (NMS) creates a barrier to effective integrated
network management. The inability of different NM
Systems to communicate requires an added level of
processing needed to bridge the gap. This additional level
is often found in applications, thus creating two main
problems: first, the development and implementation of
applications becomes more complex. Second, the
flexibility of the NMS is compromised since every new
managed object will cause modifications to all
applications that need to interact with it (Neumair, 1993).

Network Management procedures are also affected by
the lack of a common approach based on standards.
Network administrators and operators need to adopt
different methodologies and learn about new tools for
each segment of their multi-vendor configuration. At the
other end, users wish to have a top-down or general
overview of a network that has essentially been built in a
piecemeal, bottom-up fashion. This initia bottom-up
approach to network management failed because of the
problems related to lack of standards discussed above, and
the cost incurred by each vendor trying to develop and
maintain their own management systems. The other
approach tried by the industry is a top-down centralised
"Supersystem” which has as its main function to integrate
the existing NM systems. Paradoxically this latter
approach was doomed by the same reasons. The
heterogeneous nature of existing NM systems proved a
shaky foundation upon which to build a super system. It
proved difficult to try to present a common front when the



building blocks were often distinct and sometimes
contradictory.

Web-based network management has the potential to
operate on heterogeneous networks using existing network
management standards while providing an easy to use,
platform-independent interface.

4. A Web-based Network Management
Model

A model based on standard network management
systems and using object oriented techniques addresses
some of the problems mentioned in section 3 by providing
a common communication protocol, shifting that
responsibility away from the application programs, and by
specifying a small, well-defined number of operations to
be performed on all managed resources. Developers will
be able to introduce new Managed Objects as long as the
M Os can respond to that limited set of operations.

The "surviving" approach (after the failure of bottom-
up and top-down systems) to integrated network
management is the open system standards-based approach,
providing a common, open management “platform” that
could be used by vendors as a basis for their element
management systems. This platform approach needs to be
complemented by techniques that defeat the restricted role
of traditional Client/Server configurations. Figure 1
illustrates a model for web-based network management
suitable for the implementation of the MbD paradigm.
WBEM and JMAPI should be used as complementary
technologies with RMI (Remote Method Invocation) used
as one of the possible "Proprietary protocols' illustrated
in the bottom part of Figure 1.

The JMAPI techniques can provide the
instrumentation needed at the device level and the
specification for the agent-to-physical-device interface.
Sun’s tools can also be used to develop a common look
and feel for browser-based consoles (Forbath, 1997). On
the other hand the WBEM initiative provides a complete
framework for data representation (HyperMedia
Management Schema and HyperMedia Object Manager)
and protocol communications (HyperMedia M anagement
Protocol or HMMP).

The WBEM initiative allows Clients and Servers to
switch functionality therefore relaxing the rigidity
associated with the traditional C/S roles. A client or a
server can become both a producer and a consumer of
information with notifications “pushed" to them by
providers (“Indications’ in HMMP terminology). The
facility to change roles plus the ability to configure
dtations from simple to complex, in terms of
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responsibilities and capabilities, provides the basics
needed to implement “elasticity” with web-based
techniques.

The WBEM's meta-model describes what types of
entities make up the schema and how they can be
combined into objects which represent real-world devices,
and the standard schema is a set of published classes
which represent a wide range of hardware devices and
other managed objects.

Java with its write once, run everywhere provides the
platform independence advocated by the MbD paradigm
and security is based on the fact that only trusted code
runs on a client. The configuration requires an HTTP
server to start Java operations. The Browser User
Interface contains the Admin View Module (AVM) with
the key client side classes for developers of IMAPI-based
applets, and the Managed Object Interfaces use RMI to
perform remote management methods. The RMI calls can
be eventually encapsulated within HMMP (Sun, 2000).

The “Management Applications’ (MA) component
interacts with higher and lower levelsin the model. Figure
2 shows the internal structure of this component. The
management supervision element monitors the operation
of the MA component and receives the requests for
service. The management activation element identifies the
management task and activates the corresponding
management application service using the underlying
connection service (lower level). The management
activation element is the interface that allows the use of
SNMP, DMI or proprietary requests.

The management application specifies (via a
management Applications Programming Interface) the
objects it wants to manage in its request, and the
Management Activation component determines which
agent holds the requested object. The following step
consists of establishing an association to the agent or
using a pre-established (i.e. active) association if one
already exists.

The proposed framework offers many advantages over
standard management protocols:

1. Independence: Operating systems-, hardware-, and
protocol -independence can be achieved by using Java
appletsand RMI calls.

2. Simple and easy access to network information: Web
browsers alow switching between management
applications and remote monitoring of networks.

3. Interoperability: Adopting open standards and
technologies, such as CIM, HMMP and Java result in
interoperable systems.



4. Cost-effectiveness. Lesstimeisneeded on application
development, user training and technical support by
using web browsers and Java applets.

5. Elimination of versioning and distribution problems:
The correct version of classes and libraries can be
securely downloaded on demand. Clients
downloading the software from a central location can
avoid the agent distribution problems.

6. Completeness: Different formats of HMMQL allow
access to different types of information.

7. Seamless integration with on-line documentation:
Context-sensitive Help and documentation may be
accessed through hyperlinks embedded directly into
the agent's management pages.

8. Modularity: Reusable, mix-and-match Java applets
and CIM promote modularity.

9. Persistence: The browser can go to another page,
while the application stays and monitors a troubling
piece of networking gear (Boardman, 1997).

10. Scalability: Multiple and concurrent browser access to
the management system and the deployment of
Managers and Providers allow future scale-up.

11. Security: Secure data access and transmission by using
firewalls, RMI, HMMQL, SSL, and user passwords.
12. Feasihility: Large portion of this framework is built

on existing technologies.

13. Migration: Smooth migration from standard protocols
ispossible.

14. Efficiency: Larger amounts of data can be transferred
in asingle transaction using TCP and IPv6.

15.Support for management functionalitiess More
complex tasks for the management functionalities can
be supported by writing Java code.

However, there are a few possible disadvantages and
concerns when using this framework:

e The latency of HTTP when used for small
transactions.

» Theburden of display is placed on the server.

» The adverse effect on performance by transmitting
RMI callsas HTTP requests.

» Theframework relies on the acceptance, by vendors
and users, of the Common Information Model.

6. Conclusions and related work

Web-based technol ogies provide powerful
mechanisms for implementing the MbD paradigm. Several
advantages are derived from its use: agents operate closer
to where they are needed; improved security can be
achieved by using technologies such as Secure Sockets
Layer (SSL), Secure HTTP (S-HTTP), and trusted Java
code; web push technology (example: Java applets
“pushing” information to managers) can be used to

increase “role flexibility”; use of platform-independent
technology (anywhere/anytime accessibility); ease of use;
scalability; support for SNM P agents and support for
mapping datato commercially available relationa
databases.

Details of the “Management Applications’ and
“Connection Service” components can be found in
(Gutiérrez, 1998). As part of the project a SDL
(Specification and Description Language) specification of
the “Management Applications’ component and a library
of managed objects classes have been created.

The combination of IMAPI and WBEM can add value to
the well-established SNMP management protocol. IMAPI
is more advanced in instrumenting devices to deliver
information, and in developing a user interface. WBEM is
further along in developing a common data schema
(Forbath, 1997). SNMP should continue to be used for
performance and fault monitoring, while leaving JIMAPI
and WBEM to address the areas that are not covered
adequately by SNMP, such as manager-to-manager
communications, remote troubleshooting, and security,
accounting and configuration management.
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