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Abstract

The use of participational approaches to system
design has been debated for a number of years. In some
situations it seems that participational approaches are not
a suitable or practical method by which to design an
Information System or to analyse a problem. Within this
paper we describe a framework in which participation
plays an active and effective role and describe a method
that was used to effectively design information systems
and implement computer security countermeasures.

Introduction

There are now many different types of Information
Systems in place in the world, from transaction
processing systems to decision support systems. All of
these have one thing in common the need for appropriate
design and analysis of the “problem” before the
production of such a system can take place. The
development of a new information system can have an
overwhelming result on the individuals contained within
the organization as well as the organization itself (Zuboff,
1988).

An information system contains many different parts,
including people and procedures, information, software
and hardware (Flynn, 1998). Different approaches to the
analysis tend to focus specifically on one or more of these
parts. For example, JSD (Jackson Structured
Development) which is orientated toward software rather
than organisational need (Avison & Fitzgerald, 1995).

However, it is almost impossible to remove the
participation and involvement of users and stake holders
from the design of a system, at some point, users will
have some degree of input into the system, whether it just
be deciding upon the budget or determining the key
functionality of a system. There are a number of
methodologies used within Information Systems that

specifically encourage users to have a large say in how
the impending system is designed and key areas of
functionality are implemented. The main example of this
approach is ETHICS (Mumford, 1983). It is this
participational (also referred to as a socio-technical
Approach) approach that focuses upon people and
procedures. This socio-technical approach is defined as
"one which recognises the interaction of technology and
people and produces work systems which are both
technically efficient and have social characteristics which
lead to high job satisfaction" (Mumford, 1983a).

For those supporters of “user participation” in the design
of systems, its forms an essential part of the design,
analysis and eventual implementation of a system.
Previous research (McKeen, 1994), which looked at the
relationship between user participation and user
satisfaction, found that the correlation between these two
variables could be affected by other factors, such as the
complexity of the task. Mckeen et al also noted that their
study could not say that user participation was
unproductive, unnecessary or dysfunctional when used in
the design of a system.

But other studies have identified advantages in using a
participational approach. Adams (1984) found that:

•  staff have ideas which can be useful;
•  effective upwards communications are essential

to effective decision making at the top;
•  staff may better accept decisions if they

participate in them;
•  staff may work harder if they share in decisions

that affect them;
•  workers participation develops a more co-

operative attitude amongst workers and
management;

•  staff participation may act as a spur to
managerial efficiency.

This paper introduces the SIM-ETHICS framework,
which was used as part of a European Union IT security
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research project within a healthcare environment. This is
one example where the incorporation of user participation
was particularly effective for the development of
information system and implementation of security
mechanisms.

The SIM-ETHICS Approach

To try and overcome the problems of implementing
security a new management methodology was developed
called SIM-ETHICS (SIM stands for Security
Implementation Method and ETHICS stands for Effective
Technical and Human Implementation of Computer
based System) (Warren et al., 1995). The work on
ETHICS was undertaken by Prof. Enid Mumford of the
Manchester Business School, UK (Mumford, 1995).

The philosophy behind SIM-ETHICS is that computer
security is not only a technical problem but also an
organisational issue and hence a socio-technical approach.
This organisational issue is concerned with the effect that
the process of change could have upon the organisation as
a whole. The new features of SIM-ETHICS as compared
with ETHICS is the development of an evaluation criteria
(explained later in the paper), a more detailed focus on
technology and related impacts and a more effective
manner of using user committees to develop user
collective viewpoints.

Other considerations relate to availability and reliability
of the systems once they have been introduced. The
introduction of new technology into an organisation can
also be thought of as a human issue, relating to
(Mumford, 1995):

•  User requirements
New technology directly affects users. There is
little evidence that managers have recognised the
need of using IT (including security) to change
the way they do business. User requirements
should be incorporated fully into the system
design from the start so that the system that is
designed actually complies with user
requirements.

•  User job satisfaction
The way in which security operates usually has a
direct effect upon the user and the way they use
the system. If the user is unsatisfied with the
system they will become less motivated and
users will take longer to carry out tasks, or
might  not  even use  the system at all.

The introduction of new technology including security is
a method by which organisations can gain a competitive

edge by increasing their efficiency. The main
organisational issues are (Mumford, 1993):

•  Technical Impact
The introduction of new technology often has a
technical impact within the organisation.
Computer systems should be phased in gradually
in order to smooth out compatibility problems
that could arise.

•  Training
The introduction of new computer systems will
require the training of users in  order  to  use  it
effectively. Training considerations would relate
to  the  level  of training required, the number of
staff requiring training and the amount of time
lost  by staff because of training. A particular
consideration would be making users aware of
the limitations and advantages of new security
features.

•  Costs
An important organisational issue is the one of
cost. Any new technology  introduced will be
more expensive then existing available
technology. User costs also have to be
considered, such as the cost of  training.

•  Culture
The introduction of new types of technology
could have a direct or indirect  impact upon the
culture  of  the organisation, i.e. new technology
may be seen as a status symbol, as jobs are
redesigned around the new technology.

All of these areas are related to the importance of
establishing socio-technical systems within organisations.
The issues described fall into the context of organisational
and user issues. These are important because SIM-
ETHICS was designed to implement technical computer
security mechanisms into healthcare organisations which
directly impact the organisation and staff of that
organisation. The weakest link within the socio-techhnical
systems described is the issue of cost evaluation. We will
explore this problem later on within the paper.

The SIM-ETHICS steps

As stated before the aim of the SIM-ETHICS method
is to develop a method that can be used to implement
security countermeasures into an organisation and
evaluate the impact it could cause. The following are the
steps used in the SIM-ETHICS method:
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1) Initial Committee Consultation
The committee will be made up of a cross section of staff
directly involved or affected by the implementation of the
new security features. e.g.:

- representatives of staff from the different
departments affected by the change;
- representatives of the IT department;
- representatives of the other users who will be
using the new security systems.

The SIM-ETHICS method uses the participational
approach in order to allow user input into the process of
change. There are various levels of participation
(Mumford, 1983):

Consultative
This is when an existing body, e.g. security
committee, is used to implement the change
process. This committee would then consult
users on the effect that change will have upon
them.

Representative
This is when a cross selection of users affected
by change, are brought together into a design
group. This ensures that representatives effected
by change have the same powers in the
committee as those bringing about change.

Consensus
This is when all the staff affected by the change
are involved in the design process.
Representatives of the staff affected are elected
to form the design committee.

The committee will decide initially what should be
considered the major impacts, e.g.:

- the impacts of introducing security systems;
- training of users;
- cost of new equipment;
- compatibility with existing clinical and
administrative computer systems.

Areas of consideration within the SIM-ETHICS method at
this stage are as follows (Mumford, 1993):

Job Satisfaction
Job satisfaction is defined as the attainment of a
good "fit" between what employees are seeking
from their work (their job needs, expectations
and aspirations) and what they are required to do
in their work; their organisational job
requirement.

Effectiveness
This is defined as ensuring that tasks already
being carried could be carried out in a more
effective manner.

Efficiency
Efficiency is a set of support services which help
individuals to work in a organised way with all
the necessary back-up facilities that they require.
These will include information, materials,
technical aids, specialist knowledge and
supervisory help. Employees who do not receive
support services, which they regard as essential
to their job performance, are likely to become
frustrated and dissatisfied.

This stage is important because that is defines the set-up
of the committee that will carry out the SIM-ETHICS
review.

2) Managerial consultation
The intended security countermeasures are evaluated
against the SIM-ETHICS criteria to determine the level of
impact its implementation will have. The criteria relates to
(Warren, 1999):

Ease of Implementation
How easy can new security features be added to
a system and/or new security procedures added
to an organisation?

Training Issues
What are the training requirements needed by the
staff to use these new security features?

User Impact
What is the impact that security could have upon
users, e.g. how does it affect user satisfaction,
efficiency or effectiveness?

Organisational Impact
What will be the affect that security features
could have upon the organisation, e.g. changing
of the organisational culture?

Human Issues
What is the impact that security has upon a user
from the human perspective, e.g. changes of
peoples’ jobs, creating new management roles?
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A representative of the committee would meet the
following people, for example:

- system managers of existing clinical systems;
- specialist IT managers, e.g. network managers;
- managers and staff involved in implementing
the new security features.

At these meetings, issues relating to the introduction of
the security systems would be discussed (as determined in
Stage 1) as well as any other possible problems that
managers could foresee.

This stage is concerned with determining the impact that
the different security technologies could have upon the
organisation by obtaining the views of key individuals
within the organisation.

3) Committee Stage
The views of the managers are discussed within  the
committee. It is now that initial problems are discussed,
e.g. problems of introducing new security swipe cards.

The committee decides on how to approach the user
consultation stage, such as:

- what questions to ask;
e.g. how do you feel about having to use
new security swipe cards.

- the type of user to be questioned;
e.g. ward clerk.

- the number of users to ask;
e.g. every ward clerk.

This stage of the process helps to determine what some of
the initial problems may be in regards to implementing
the security countermeasures. It also helps to define the
areas that would have to be looked at in the user
consultation stage.

4) Users consultation
A representative of the committee then meets the users to
explain the proposed security countermeasures and then
ask them a series of pre-set questions. The security
countermeasures are then re-evaluated against the SIM-
ETHICS criteria to take into account the newly raised user
issues. This stage helps to define the user perceptive of
implementing security countermeasures.

5) Committee Stage
The views of the users are discussed. If problems are
found concerning the system, ways would be discussed on
how to overcome the problem, e.g. increase the level of
training. A key aspect of the discussion is the evaluation
criteria that was used to asses the impact of each of the

security countermeasures, this is expanded later within the
paper.

6) Post implementation review
This meeting takes place after the implementation to
determine if any unforeseen problems have occurred and
if so discuss ways in which to rectify them.

The use of SIM-ETHICS

SIM-ETHICS was used to determine the impact of
two new security countermeasures, a new computer
information system and also a multimedia information
system (Warren, et al, 1995) within a major UK hospital.
This major hospital was located in the South of England
and was used as part of the European Union SEISMED
(Secure Environment for Information Systems in
Medicine) project. The hospital was used as a reference
centre for the implementation of new security systems.
The lessons learned from the implementation would be
shared with other partners within the project consortium.

The areas looked at were:

Passwords
To determine users perception on the need and
use of passwords as a form of access control for
computer systems.

Physical Access Control Cards
The use of ‘Swipe Cards’ to control access of
staff and visitors within the hospital. These cards
were used to control access after working hours
and in sensitive areas, i.e. maternity wards.

Information Message System
A universal information message display system,
the information on the system related to:

•  general administration notices;
•  general guidelines, i.e. what to do in case of

fire?
•  clinical practices and protocols;
•  clinical guidelines, i.e. nationally produced

guidelines.

Some of the information contained on the
Information Message System was considered as
being sensitive in nature.
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Feasibility of Medical Multimedia Information
Systems
The proposed information systems related to the
development of multimedia electronic health
care records for all patients that are treated
within the hospital described above for the
treatment of certain cancers (Warren, et al,
1995).

The main lessons learned from the use of SIM-ETHICS
were (Warren, 1994):

- the key to success was the sense of
involvement by all staff affected by the
security countermeasures;

- to explain to users which security
countermeasures are being implemented;

- to follow up post interview queries from
users.

Evaluation of the SIM-ETHICS method

The use of SIM-ETHICS in this environment appears
to have been a success. One of the important features of
the method was the evaluation criteria that was used to
assess the different technologies and the impacts that they
could have upon the organisation. The evaluation criteria
focussed on the following areas:

•  Ease of Implementation;
•  Training Issues;
•  User Impact;
•  Organisational Impact;
•  Human Issues.

An example of the evaluation criteria for the Access
Swipe cards was (Warren, 1994):

Physical Access Card

Ease of Implementation 3
Training Issues 4
User Impact 2
Organisational Impact 2a, 3a
Human Issues 1

The above evaluation showed that the implementation of
the countermeasure would have a major impact on the
organisation. There would be extensive training across the
whole of the organisation in order to use the access cards.
The security countermeasures could cause some minor
impact upon user satisfaction and would have a minor
impact on the organisation when implemented. This was
partly due to the security culture that already existed
within the hospital. The use of the access cards would no
individual impact upon staff.

The results of the final evaluation would allow
management to make decisions relating to the change
management aspect of implementing new information
systems.

The biggest weakness of the SIM-ETHICS method is the
cost. Due to the factors involved in this participational
approach, the final cost cannot be easily determined at the
onset of the project. Because the method is based around
committees which contain a variety of individuals whom
are affected by the system, a consensus approach to
problem solving will only allow qualitative information to
be discussed rather than a quantitative approach (Warren,
1999). But the use of SIM-ETHICS was a success,
because of it use the hospital saved several thousand
pounds. They changed their strategy to implementing the
passwords and access control systems which resulted in a
change in their training strategy – instead of all staff being
trained, only certain key staff were trained who then
trained the other staff in smaller numbers. There were also
major changes made to the information systems to take
into account the views of users.

Conclusions

The use of SIM-ETHICS has enabled management to
collect the consensus view of users relating to new
security systems and has given management the chance to
implent solutions to future problems, before they
occurred. This method also allows users to raise issues
and concerns about implementing new security features.
The use of SIM-ETHICS was a success because it
allowed users to determine how information systems and
security systems could be implemented within their
organisations. It also allowed management to cater for
problems before they occurred, e.g. developing training
strategies for several hundred staff.

The method gives management information about
problems that may occur, but it is the role of management
to decide how to use this information when making
decisions.
The method was originally piloted in the United
Kingdom. The next step is to use the method in other
countries to ascertain whether culture differences have
any effect upon the methodology.
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