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Optimal Investment in Information System Security: A Game Theoretical Approach

Jian Hud, Sanjay Bapra

1. Marketing, Legal Studies, and Information Systebniversity of the District of Columbia,
Washington, DC, USA. 2. Information science andeys, Morgan State University, baltimore,
MD, USA.

Abstract:

In the information age, the scale and scope ofrcgtiacks on information systems is on the rise.
Meanwhile, a new type of terrorism—cyber terrorisas emerged. Cyber terrorists belong to the
most dangerous subgroup of hackers. In recent yearsy academic researchers have called
attention to this hacker group. There is a dedrtlesearch that analyzes and predicts the
behavior of cyber terrorists. The aim of this papdp use game theory to analyze risk in IT-
based information systems, predict the behaviaybér terrorists, and find an optimal
investment. This paper proposes a general one-stagie game model that can be applied to all
cyber crimes. This model is used to analyze ther@gbtinvestment in information systems
security from a cyber terrorism perspective.
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