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Investing in Security Solutions - Can Qualified Electronic
Signatures be Profitable for Mobile Operators?

Heiko Rossnagel Denis Royer
Chair of Mobile Commerce and Multilateral Chair of Mobile Commerce and Multilateral
Security Security
Johann Wolfgang Goethe-University Frankfurt Johann Wolfgang Goethe-University Frankfurt
Heiko.Rossnagel @M-L ehrstuhl.de Denis.Royer@M-L ehrstuhl.de

ABSTRACT

Electronic signatures are an established method to ensure the integrity and accountability of e ectronic transactions. Realizing
their potential, the European Parliament and the Council enacted the directive 1999/93/EC in 1999, providing legal
requirements for a common introduction of electronic signatures in Europe. However, so far the signature market has failed
miserably. Mobile electronic signatures are often seen as a potential and promising way to provide market acceptance for
electronic signatures. This paper proposes an infrastructure for qualified mobile el ectronic signatures that does not require the
mobile operator to act as a certificate service provider (CSP). The user can freely choose a CSP and add the signature
functionality along with the required certificates later on demand. However, mobile operators will only invest in this
infragtructure, if they expect areturn on investment (ROI). Therefore, based on our proposed infrastructure and using distinct
scenarios, we conducted an investment analysis for mobile operators forecasting the net present value and the internd rate of
return of the investment. Our forecast shows that issuing signature capable smart cards can be quite profitable for a mobile
operator.

Keywords
Electronic Signatures, Mobile Signatures, ROI, IRR, NPV, Profitability, Business Models

INTRODUCTION

In the directive 1999/93/EC of the European Parliament and of the Council (DIRECTIVE 1999/93/EC, 1999) legd
requirements for a common introduction of electronic signatures in Europe were enacted. The directive sets a framework of
requirements for the security of technology used for electronic signatures. Based on certificates issued by certification
authorities, which certify public keys for a person registered by a registration authority, electronic signatures can be created
with a so-called “secure signature creation device” (SSCD), carrying the private keys of a person. The EC-directive
distinguishes between “dectronic signatures’ and “advanced electronic signatures’ (DIRECTIVE 1999/93/EC, 1999).
Certification Service Providers can issue certificates for advanced signatures that will be qualified if they meet the
requirements of Annex | of the directive. Those advanced signatures with qualified certificates will be referred to in this
paper as quaified signatures.

The market share of EC-directive conforming signature cards is disappointingly low, failing to meet any involved party’'s
expectations. This has partly been blamed on the incompatibility and missing standards of existing products. Also the lack of
customers prevents companies from investing in signature products. As a result amost no commercial usage for qualified
electronic signatures exists. Consequently no customers seek to obtain signature products.

There are several activities in Europe trying to enlarge the potential consumer base by putting key pairs on nationd identity
cards (Cock, Wouters, and Prenedl, 2004; Project , Feasibility Study Electronic Identity Card"). The rationale behind these
initiatives is that a wide availability of signature capable chip cards will increase the potential customer base and therefore
increase the availability of signature applications.

Also, mobile signatures are expected to have a great potential. These mobile signatures are dectronic signatures that are
created usng a mobile device and rely on signature or certification services in a location independent telecommunication
environment. They allow signatory mobility beyond a fixed, secure desktop workstation with trusted, persona signing
equipment (Fritsch, Ranke, and Rossnagel, 2003). Although, using mobile devices for signature creation has severa
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shortcomings (e.g. display size, communication costs, limited computing power), the high market penetration of cell phones
(GSM Association, 2005) and the mobility gained, make this approach potentially successful and promising.

Two possible signing approaches in the mobile environment have been proposed in the past: signatures created in centralized
signing server environments located at service providers like mobile network carriers; and el ectronic signatures created inside
the signatory’ s mobile device using a smart card. Rossnagel (2004) showed that server based signatures are unable to fulfill
the requirement of Art.2, 2(c) of the EC-directive (DIRECTIVE 1999/93/EC, 1999) and, therefore, only client signatures can
meet the requirements for advanced electronic signatures. Also, it was concluded that signature capable SIM* cards provide
the most convenient solution for the customer. Therefore, we will limit our analysis to the economic feasibility of client SIM
based signatures that meet the requirements of the EC-directive.

Mobile operators will only enter the signature market if they expect a prafit in return. Given the current market situation this
seems to be very unlikely. But there is also the possibility for the mobile operator to only issue the signature capable SIM
card without offering any certification services. In that case, the customer can choose a certification service provider that
issues a certificate for the public key stored on the SIM-card (Rossnagel, 2004). Therefore, the mobile operator will only
make profits caused by traffic produced by the signature applications. A major benefit for mobile operators using this
approach is that they do not have to build up their own trust center. Therefore, they do not face the huge ingtallment and
maintenance costs of such an infrastructure. Also, they do not have to compete with existing CSPs for a share of the market,
but are able to cooperate with them to increase the overall market size.

However, using asingle smart card for multiple purposes raises new questions and challenges. The SIM-card isissued by the
telecommunication provider, while the SSCD used to be issued by a certification service provider. Combining both functions
in one card raises the question how the CSP can issue a certificate for acard he never had in his possession. Rossnagel (2004)
proposed a protocol called “Certification on Demand (COD)” that solves this problem.

As stated above a mobile operator will only invest in signature capable SIM-cards if an increase in revenue can be expected.
Therefore, we are going to examine if enough traffic can be generated to make the issuing of signature capable SIM cards
profitable for the mobile operator and also provide a prediction of the potentia return on investment.

This paper is structured as follows: In section 2 we will outline our proposed infrastructure in detail. Since signature traffic
will only occur if signature applications exist, we will show some potential applications for mobile signatures in section 3. In
section 4 we will present our method of forecasting the potential benefits, as well as our initial assumptions. The results of
our calculations will be presented in section 5 and in section 6 we will conclude our findings.

PROPOSED INFRASTRUCTURE

The mobile operator could sell SIM-cards equipped with a key generator for one or more key pair(s) which can be used for
the signing functionality. After obtaining the SIM-card from the mobile operator, the customer can then generate the keys and
activate the signature component and the public key(s) can be certified by any Certification Service Provider on demand.

Through the separation of the telephone functionality and the (possibly later) certification of the user’s identity by a
certification service provider, both functions can be sold separately and can be obtained from different providers.

The carrier will face increased codts for the signature capable SIM-card but can aso expect increasing traffic caused by
signature services. All distribution channelswill remain unchanged.

Figure 1illustrates the necessary steps for the distribution of the SIM-card and the certification process.

! Subscriber Identity Module
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CardManufacturer Carrier Customer Registration Authority Certification Authority

Figure 1. Certification on Demand Protocol

1. Thecarrier giveshisIMSI?/ Ki?® pairs to acard manufacturer.

2. The card manufacturer returns a SIM card containing an IMSI/Ki pair, a key generator for the signature application
and the public key of the RootCA* to the carrier.

3. The SIM card is sold to the customer and the carrier provides a nullpin that is used to generate the keys and activate
the signing functionality.
The customer generates the keys and activates the signing functionality by entering the nullpin.

The customer registers at a Registration Authority of his choice, providing identification information and his public
key.

6. The customer sends his identification information signed with his private key over the air to the Certification
Authority.

The Registration Authority sends the public key and the identification information to the Certification Authority.

8. If theinformation provided by the customer and the Registration Authority match, the Certification Authority issues
a certificate for the customer and sends it over the air to hismobile phone.

9. The user can verify the validity of his certificate by checking the certificate issued by the RootCA of the
Certification Service Provider.

This protocol makes no changes to the existing distribution infrastructure of mobile operators. The steps 1 to 3 remain the
same way they used to be before, apart from the fact that the card manufacturer puts additional information and functionality
(signature key generator, public key of RootCA) on the SIM card. In order to ensure that the card manufacturer does not
know the private key of the user the key generation should be done by the card. The customer is not forced to certify his keys
and can use the SIM for telephone functionality only. He could also activate the signing functionality without going through

2 International Mobile Subscriber Identity
3 Individual subscriber authentication key
4 Root Certification Authority
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the certification process for example as a security token. If he wants to be able to make legally binding e ectronic signatures,
he has to go through the complete process to obtain a quaified certificate. He can do this by freely choosing the CSP.

The nullpin to generate the keys and activate the signing functionality in step 4 is used to ensure that no signatures can be
created before the customer has control over the SIM card. If the signature application has been activated before, the user will
recognize this when entering the nullpin.

Step 6 could be omitted but serves as insurance for the customer to ensure him that the integrity of his identification
information will be preserved.

If the customer wants to change his CSP, he only hasto repeat steps 5 to 9 with hisnew CSP. If the customer wantsto change
his carrier, he has to go through the whole protocol again, but can register with his current certification service provider.
(Rossnagel, 2004)

POSSIBLE APPLICATIONS

Enabling Security Infrastructures

There is a need of corporations to provide their mobile workforce with secure access to the corporate backend. So far
security tokens have been used to alow this functionality. These tokens are expensive and stored on extra hardware that
needs to be carried around and can easily be lost. Putting these credentials on a SIM, that will be placed in the mohbile phone,
reduces the risk of losing the credential as well as the costs. But some corporations greatly object to leave their private keys
and certificates in the hands of their mobile operator.

With Certification on Demand the corporation’s I T security department can obtain COD enabled SIMs from the corporation’s
cellular contractor and initializes them for the corporate mobile security infrastructure. The WiTness project (WiTness, 2005)
sponsored by the European Union implemented such an infrastructure.

Location

Communications .

Security Applications communicate with data
services in the corporate network

Timetable

=

Clients

Marketing

Applications are federated to facilitate a
dynamic, efficient “Client Visits”
application

Figure 2. WiTness Pervasive Salesman Scenario

Figure 2 shows an application scenario where a “pervasive salesman” has secure, corporate-controlled access to all data
available to him in the corporate information system. Access is controlled by a security module based on a SIM with
additional security functionality.
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Multilateral secure financial transactions

Storing bank credentials on a SIM may help the migration from plastic to mobile phones. A COD infrastructure alows
financial ingtitutions to certify and enable mobile subscribers to use banking services online through their mobile termina
and SIM. Credentias could be certified by the bank itself, like the credentials used on bank cards. Therefore, the bank can
till have the control over the credentials while the mobile operator till can issue the SIM cards without giving their IMSI/Ki
pairs away to the bank. This would enable the bank to offer services like transactions, brokerage or checking the account
balance based on the credentials stored in the SIM. This functionality can and has been realized without the Certification on
Demand protocol but only if the banks and carriers are willing to cooperate. In the Czech Republic T-Mobile (T-Mohile) and
the Czech banks agreed to send their critical information to Giesecke & Devrient, a card manufacturer who started producing
banking enabled SIMs (Giesecke & Devrient, 2005). However, the COD protocol would enable banks to use SIMs as
credentials without having a contract with the mobile operator. This would also enable the banks to offer new services for
their customers. Price shocks on the capital market following company announcements are one example. As efficient capital
markets react very quickly to new information available, private investors require combined mobile notification and
transaction services. So far, existing concepts can not fulfill these requirements which results from inappropriate
implementation of the security mechanismsin order to realize secure and trustworthy processing. A COD based system could
provide secure information and transaction processing in time by permitting a smart integration of notification and
transaction services (Muntermann, Rossnagel and Rannenberg, 2005).

Enabling mobile electronic consent and identity management

Many mobility applications rely on a user’s consent towards reducing his privacy for a particular service. Examples are
location based services on cellular networks, situation based marketing scenarios and tracking technology following users to
support them with information they need in-time and in-place. A secure provable e ectronic consent of users can be achieved
using electronic signatures on SIM-created credentias that may contain information about time, intent and recipient of the
electronic consent. Research has found SIMs to be on the edge of a global identity management infrastructure (Rannenberg,
2004). In the near future, persona or role attributes customized for particular application areas (e.g. online dating, identity
management) could be managed on SIMs on demand from their owners.

OUR FORECASTING APPROACH

Forecasting Method

The complex nature of the mobile communication market and its key players make it difficult to come up with a generalized
approach for the prediction of future trends. Nevertheless, using a combination of different methods, such as smulation,
investment theory, or scenario techniques, one can andyze the possible direction of the future development of such
technologies and their diffusion into the market (Potthof, 1998).

Looking at the approach taken for this analysis, the market for mohile signatures was modeled from the mobile operator’s
perspective. In order to display the diffusion rate of the COD technology, it is important to anticipate the willingness of the
customers to switch to the technology. Based upon the number of usersin the market for mobile signatures, one can forecast
the additiona data traffic, produced by the signature applications by each individua user. Furthermore, this data traffic
generates revenue for the mobile operator.

An evaluation scheme must fulfill several prerequisitesin order to produce an adequately complete and thorough analysis of
the subject matter:

Firstly, the underlying assumptions taken as basis for an analysis need to berealistic. This can be done by analyzing
similar technologies and using their results as anal ogies.

Moreover, the collected data should be complete, in order to present a self-contained view of the anayzed market.

The modding of the underlying environment should aso take other market effects into account, such as additiona
cogts, switching costs, network effects, etc.

Based upon the gathered data, it is important to determine the impact of the different parameters on each other. One
possibility of doing this is to analyze the network effects of the market and its participants (Shapiro and Varian,
1998).

Static evaluations (e.g. ROl andysis) of an investment should be avoided. A better way of determining the worth of
an investment is to use dynamic methods, such as the internal rate of return (IRR) or the net present value (NPV)
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(Franklin, 2002). While the static methods work with periodic mean values, the dynamic methods examine the
actua present value over the complete runtime of an investment. The main difference is the consideration of the
cash in- and outflows and their present value over time. This gives a more accurate view upon the devel opment of
the investment (Blohm and L {ider, 1995).

Although a thorough collection and analysis of the present data is a good foundation for an evaluation, one has to
deal with uncertainties in the development of the parameters (Potthof, 1998). In order to adequately forecast such
effects, methods such as the scenario technique presented by Geschka and Hammer (1997) offer a good approach to
estimate those effects.

Lastly, the results have to be comprehensible for third parties, in order to alow the validation of the initia
assumptions (Franklin, 2002).

Based upon these requirements, we conducted our analysis by combining the scenario technique (using 2 distinct scenarios),
market modeling, dynamic investment cal culations, and market anal ogies.

Initial Assumptions

For the analysis conducted here, we chose a time period of 3 years and two basic scenarios (namely: optimistic and
conservative) for the development of the market segmentation, the market composition, and the market growth:

Starting with the segmentation of the market for mobile signatures, we assumed that the market can be split into three
different consumer pands, representing the different usages by the user (assumption 1), namely pro, mid, and private users.
While for example private users only generate a small amount of data traffic, it is more likely that pro users will be the key
players in this market, similar to the early days of mobile telecommunications (Griber and Verboven, 2001). Furthermore,
we assumed that the distribution of the panelsis mainly composed of pro and mid users (assumption 2). This is based upon
the fact that mobile signatures will be initially used for professional purposes, as described in the WiTness scenario. Though
having the biggest future potentia in the market growth, the home users only play a minor role here. Table 1 gives an
overview of the market composition and segmentation for the chosen scenarios analyzed here:

Optimistic Conservative

Traffic per Quarter:

Year 1 Year 2 Year 3 Year 1 Year 2 Year 3
1000kB 1500kB 2500kB 600kB 800kB 1200kB
500kB 750kB 1000kB 150kB 200kB 250kB

100kB 200kB 250kB 50kB 75kB 125kB

Pand / Market Segmentation
Pro Users (60,00%)
Mid Users (30,00%)
Private Users (10,00%)

Table 1. Development of the data-traffic per quarter

Based on usage studies for mohile services, we used an average amount of 5kB for a certification service transaction (UMTS
Forum, 2003). Taking the optimistic case for a pro user in year 1 as an example, this would sum up to 200 transactions per
quarter (about 63 working days), which would mean that an average “pro” user would conduct about 3 certification service
transactions per working day (assumption 3). This is till a considerably low and conservative number. Especialy, if you
consider that a lot of the traffic will not be caused by certification services themselves, but instead by applications that have
been impossible to be offered without e ectronic signatures. An example for such applications isthe usage of information and
transaction services in amobile brokerage scenario (Muntermann, Rossnagel and Rannenberg, 2005).

Furthermore, the market growth for the given period must also be taken into consideration. Studies have overestimated the
PKI market and predicted an annual growth until 2003 of 73% (Datamonitor, 1999). In order to avoid the same mistake we
used the actuad growth rate of a similar technology to predict our projected market development. We chose to use the
development of Secure Socket Layer (SSL) (IDC, 2004) as the basis of our prediction of the rate of market growth in the
optimistic scenario, because this technology is similar to electronic signatures in two major ways (assumption 4). Both are
preventive innovations because they |ower the probability that some unwanted event (loss of confidentiality for SSL; loss of
integrity and accountability for el ectronic signatures) may occur in the future (Rogers, 2003). Also, electronic signatures, as
well as SSL, are interactive innovations, meaning that they are of little use to an adopting individual unless other individuals
with whom the adopter wishes to communicate a so adopt (Rogers, 2003).

Since this interactive quality creates interdependence among the adopters in the system (Rogers, 2003), we acknowledged
that the more market participants are available and the more services are offered, the more people will actually enter the
market for mobile qualified electronic signatures. These positive network effects (Shapiro and Varian, 1998) are represented
by an increasing market growth of the customer base per quarter (assumption 5). For the optimistic scenario we based our
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predicted growth rates on the current growth rates for SSL products (35%). We started with a growth rate of 15% for thefirst
year and increased it, for smplification purposes, by a fixed annual value of 15% (assumption 6) (see Table 2). For the
conservative scenario on the other hand, the initial starting point for the market growth is 10% with an annual fixed growth
rate of 2.50% (assumption 7). Again, thisis used as a smplification, assuming that the market for mobile signature services
will mostly be used for certain specialized applications (e.g. access to company portals). This also takes into consideration
that the overall market for additional services will not be as successful and innovative as anticipated before. However, even in
this niche market scenario, a smdl but steady growth of 2.50% per year can be expected, especiadly in the sector of
applications targeted on the professional market.

Optimistic Conservative
Year 1 Year 2 Year 3 Year 1 Year 2 Year 3
15.00% 30.00% 45.00% 10.00% 12.50% 15.00%

Table2: Market growth

Market Growths

For the initial customer base, we assumed a quantity of 10,000 (conservative) to 15,000 (optimistic) SIMs in the market,
depending on the taken scenario (assumption 8). These customers could for exampl e stem from prototype projects, conducted
by the mobile operator or certification service providers, which will stay in the market after the inita testing phase of this
technol ogy.

In order to calculate the actual revenue for the financial analysis, we used the current average price for GPRS data-traffic of
mobile operators in Germany of 0.01€ per KB (assumption 9). Moreover it is likely that future prices for data traffic will be
significantly lower. So, a decline of the price for data traffic of 25% per year has also been taken into consideration
(assumption 10).

Looking at the investment that has to be done by the mobile operator, we identified the costs for the initial evaluaion of the
SIM againg EAL 4+ of the Common Criteria (150,000 €) (assumption 11) and the costs for the initial setup of the
infrastructure (500,000 €), such as additional personnel costs and hilling systems (assumption 12). Furthermore, the mobile
operator has to issue the crypto enabled SIM to its customers, whereby additional, variable costs will arise (assumption 13).
For our calculation we used the average price, a mobile operator charges to its customers for the exchange of a SIM-card
(about 20.00€ per card). These costs are bound to the number of new mobile users, being added to the market (assumption
14). Moreover, afixed sum of 200,000€, for the additional annual personnel and process costs, is added to the cash outflows
(assumption 15). By using a higher value for this parameter, the actual cash outflows would be overcompensated, due to the
fact that parts of the personnel and process costs are aready covered by the exchange fee for the crypto enabled SIM
(assumption 16). Finally, we used the current yield of 3.85% as interest rate for our financial calculations, representing the
market’s interest rate for general investments and being our comparative va ue for the IRR (assumption 17).

RESULTS

Starting with our initial customer base of 10,000 SIMs for the conservative scenario and 15,000 SIMs for the optimigtic one
and using our assumption for the market growth (see Table 2) we projected the customer base development. By the end of
year 3 and using the optimistic scenario, about 300,000 customers have entered the market, while in the conservative scenario
only 40,000 users are actively using the proposed infrastructure. Figure 3 illustrates this prediction of the market
devel opment.

In the optimistic scenario the critical mass of customers in order to induce positive network effects (Shapiro and Varian,
1998) will be reached in quarter 9. These positive network effects lead to a very high diffusion rate of the product in the
following quarters.

In the conservative scenario, however, the critical mass necessary to achieve positive network effects will not be reached
within our 3 year time frame of thisanalysis. Therefore, the adoption of the proposed technology will be significantly slower.

Based upon this customer base development, we calculated the potential annua cash in- and outflows for a 3-year period,
using the projected traffic per user and group and the projected price per KB. Also, the tempora variances of the price and
the traffic usage were taken into consideration. Theresults are shown in Table 3.
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Figure 3. Customer base development.

Year 2
Optimigtic Scenario

Cash Inflows 569,233.00 € 1,575,567.00 € 7,371,262.00 €
Cash Outflows -356,240.00 € -1,046,760.00 € -4,656,860.00 €
Result 212,993.00 € 528,807.00 € 2,714,402.00 €

Conservative Scenari

Cash Inflows 190,282.00 € 295,990.00 € 555,987.00 €
Cash Outflows -266,200.00 € -360,140.00 € -519,280.00 €
Result -75,918.00 € -64,150.00 € 36,707.00 €

Table 3. Projected Cash I n- and Outflows

Theresults of the preiminary stages can now be used for the assessment of the investment. As Table 4 shows, the optimistic
scenario will reach the break-even within 1.91 years and the IRR will reach a 90.52% for the analyzed 3-year period. The
conservative scenario on the other hand will not reach the break even point within the timeframe of our analysis, due to its
dower growth of the customer base. The same effects also apply to the IRR, which is negative. The development of the net
present value of both alternativesisillustrated in Figure 4.

Optimistic Conservative

NPV &fter 3 Years 2,468,986.91 € -749,811.26 €
Payback Period 1.91 Years >3 Years
IRR after 3 Years 90.52% Negative

Table 4. Results of theinvestment calculation.

In the optimistic scenario the investment into mobile signatures would be very advisable for mobile operators, generating a
considerable amount of revenue.

Although not looking attractive from a mobile operator’'s perspective, the conservative scenario will break-even, once
reaching the critical mass. Due to our further cal culations, this scenario will be profitable by year 5.

Since both scenarios represent extreme cases, we expect that the actua market development will be within this range.
Therefore, the investment into mobile signatures based upon our proposed infrastructure seems to be profitable.
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Figure 4. Development of the investments’ NPV

CONCLUSION

Mobile signatures are a promising approach to break the deadlock between missing customers and missing applications. The
high market penetration of mobile phones enables certification service providers to target millions of potentia customers. We
proposed an infrastructure that allows the mobile operator to only act as the card issuer while earning revenue from the
transferred data, caused by signature services. The qualified certificate of the user will be issued by a certification service
provider of his choice, enabling market competition between CSPs. However, a mobile operator will only issue signature
capable SIM cardsif a positivereturn on investment can be expected.

Therefore, we presented a forecast of the potential market development, using two extreme scenarios (optimistic and
conservative) and a set of initia assumption, based upon the market mechanisms of related technologies. By means of these
basic figures, we projected the potential cash in- and outflows for each scenario. As our results show, mobile qualified
el ectronic signatures seem to be a profitable investment for mobile operators.
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