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Modeling End User Behavior to Secure a PC
iIn an Unmanaged Environment

Art Conklin Glenn Dietrich
The University of Texas at San Antonio The University of Texas at San Antonio
art.conklin@utsa.edu glenn.dietrich@utsa.edu

ABSTRACT

The concept that central management policies represent the best thinking and model behavior for the operation of the system
drives its use in a corporate environment. The majority of home and small business personal computers are operated under
conditions that are not governed by a central management policy. Security is ill an important aspect to be maintained even
if the environment is devoid of central management policies. Responsibility for keeping a system up-to-date falls upon the
owner or operator of the system. The desire to maintain an appropriate security posture is based on numerous factors
including the user’s perception of risk. The development of a modd based on the theory of planned behavior, technology
acceptance model, and the unified theory of acceptance and use of technology with additional factors for risk is proposed to
address this gap in existing theory. Thismode will lead to a better understanding of user actions with respect to maintaining
security on personal computersin an unmanaged setting.

Keywords
Security, technology adoption, technology acceptance
INTRODUCTION

Computer security is rising in importance. Computer security may be centrally managed in corporate and organizational
environments, and as such security policies govern individual users. However stand alone PC’s are dependent upon end user
actions to maintain a proper security posture. The purpose of this research is to examine the factors that influence the
adoption behavior of individuals with respect to computer security when they are not governed by central policies. These
factors exist in many small enterprises and in home based systems.

According to most popular projections, the global Internet user community will reach over 1 hillion users in 2005 with the
United States leading the world with over 185 million users. Roughly 70 million of those US Internet users surf the web
through high-speed, aways-on, broadband connections (Nielsen//NetRatings 2005) — a number that is currently growing by
15% every six months.(FCC 2004) The Internet has become an increasingly hostile environment: identify theft, fraud,
corporate espionage, information theft, vandalism, and terrorism are just afew of the traditional threats that have migrated to
the digital world.(CSI 2004) Protecting individuals, families, businesses, and the nation from cyber-based threats requires
different skills, tools, and capabilities for each group. The list of items from which protection is needed is increasing, with
the current threats including viruses, worms, malware, spyware, phishing and now botnet attacks. Some of these attacks are
againg the user base, and some are againg the network or firm. Some of the most dangerous, the botnet attacks, use victim
PCs as weapons against other machines and networks. Protection comes in the form of software, but this necessitates users
install and maintain the software protection againg a constantly evolving threat base.

Keeping machines up-to-date and properly protected against various threats is one of the tasks facing a system administrator.
For reasons of efficiency and effectiveness, corporations and organi zations typically manage their PC’ s thus relieving the end
user from this responsibility. Thisis the realm of managed systems, where the specific management tasks associated with
system maintenance are delegated to a group that specializesin this functionality. PCsin homes and small businesses do not
typically have this type of managed environment and are thus unmanaged with respect to centra system administration. For
these unmanaged systems, the reliance upon a dedicated system administrator to maintain the system is a less than optimal
solution, with issues of training, awareness and importance raising warning flags. With the increasing number of unmanaged
PC’s being connected to the Internet with high speed, always-on, broadband connections, the scale of threats from these
unmanaged resources also grows, threatening all users of the global network.
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Security in today’s connected environment is a complex issue with technical and behavioral components. Maintaining a
system'’s operating system and application programs through current patch administration is one aspect. Employing anti-
virus and anti-spyware applications are another. Maintaining backups of important data files is another as is securing
important information with passwords and other security measures. The incorporation of unprotected systems into botnets
with the intention of conducting distributed denial of service attacks and other malicious attacks highlights the importance of
securing al connected systems.(Clark 2005; [lett 2004)

The information systems discipline has examined factors associated with how end users embrace new technology at a variety
of levels and for a variety of specific system functionality. An example of some of the relevant work includes (Ajzen & al.
1986; Davis 1986; Davis 1989; Heijden 2004; Mathieson 1991; Mathieson et al. 2001; McCloskey 2003; Moon et al. 2001;
Venkatesh et al. 2001; Venkatesh et a. 1994; Venkatesh et a. 1996; Venkatesh et d. 2000; Venkatesh et d. 2003; Venkatesh
et al. 2002). The vast mgjority of these studies involve the development of generalizable constructs to explain variance in
user behavior with respect to adoption of technology. This study isintended to model user behavior specifically with respect
to maintaining a proper security leve in their unmanaged systems. Looking at the specific factors that influence end user
behavior with respect to what most would consider an insipid task has merit because of the end result of not correctly
managing the issue, namely the destruction of the system itsdf from within.

THEORETICAL FRAMEWORK

This study is posited to apply concepts derived from the various theories associated with user acceptance/adoption of
technology in the specific case of applying security functionality in the unmanaged PC environment. The dependent variable
is the user behavior associated with applying specific security functionality. The antecedent factors leading to user behavior
have been covered in a wide range of studies including TRA/TPB (Ajzen et al. 1986; Fishbein et d. 1975), TAM (Davis
1986; Davis 1989; Gefen et al. 2003; Heijden 2004; Mathieson 1991; Mathieson et a. 2001; McCloskey 2003; Moon et al.
2001; Venkatesh 2000; Venkatesh et al. 1994; Venkatesh et al. 1996; Venkatesh et al. 2002), TAM2 (Venkatesh et al. 2000),
UTAUT(Venkatesh et d. 2003). Although the constructs in these previous studies have significance with respect to
predicting security functionality, several additional factors are believed to be involved. The role of self efficacy and user
experience is a so afactor that warrantsinclusion. (Compeau et al. 1999; Compeau et a. 1995)

In the definition of the constructs in previous TAM and TAM related studies, the definition of the construct includes an
element related to abusiness use or job aspect. Asthis research isfocused on home use, these constructs have been reworked
to more accurately reflect home useissues. The purpose of a PC in the unmanaged environment is also a significant factor to
consider in the decision process. A construct to reflect intended usage of the system isincluded in the modelsto capturethis
relevant factor.

The environment under study in this research is that of the unmanaged PC, or more precisely PCs without a central
management system. The use of a centralized management system to maintain PCs in a business or organization is for
purposes of control and optimization of resources. Centralized management also allows the controlled application of a best
practice approach to system management. In the arena of security, thisrelieves individual users of significant responsibilities
and also assistsin the application of proper procedures. In the managed environment, specialized resources can be applied to
determine and implement a best practice solution with respect to security functionality. Thisoccurs not only at the outset, but
can be kept current as operationa conditions change over time. In the unmanaged PC environment, thistask falls to the end
user of the system. The end user may not have all the resources to make arationa decision.

Using the concept of bounded rationality, one can view the user as an agent who faces uncertainty about future events and
uncertainty about costs associated with information in the present. (Simon et al. 1958) In a centralized managed
environment, an argument can be made for arational, utility maximizing decision, but in the resource constrained unmanaged
environment this is a weak argument at best. There is alarge base of empirical literature associated with rational decision
making, supporting the implausibility of a highly rational, utility maximizing end user.(Connally et al. 2002) The unmanaged
system user would then make decisions not by optimizing, but by satisficing. As end users are more concerned with the
purpose of the PC, their expectations and resource dlocation to mundane tasks such as system maintenance may fall short of
optimum from a technical best practice standpoint. From the user’s view, the solution is still satisfactory as long as the
machine functions in the fashion desired. Unfortunately many of the security vulnerabilities and exploits do not immediately
expose themselves to the end user until it istoo late for correction, if at all. From a modding aspect, bounded rationality is
being incorporated through constructs of experience and self efficacy.
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One of the factors that will affect user behavior is perceived risk. The measurement of perceived risk is used in managed
systems to determine the appropriate level of resources to apply to a particular aspect of operations. In a managed system,
the risk is measured as potential |oss to the organization, a multi-dimensional comprehensive measure. For an end user of an
unmanaged system, the concept of perceived risk is less comprehensive and typically uni-dimensional related to the loss of
functionality of the PC in an immediate sense.

RESEARCH METHODOLOGY

The research methodology being employed in this research is built around model construction and testing using structural
equation modeling. Using the previously defined models from the literature review, and extending them to include aspects of
perceived risk, knowledge bounds, and experience factors, a series of candidate modelsis being constructed. For each of the
models a set of hypotheses will be developed, explaining the expected rel ationships between the constructs and the dependent
variable. Typical hypotheses include the value of previous computer security experience, either through persona loss or work
environment having a positive influence on security adoption. Ancther is the negative influence that a hedonistic or casual
use machine adoption has on the security posture.  The constructs associated with these models will be defined in an
operationa manner that can be measured by survey. A pilot survey will be developed to measure the constructs and tested.

Onceasurvey is validated, the survey will be applied to obtain data to validate the potentid models. The source of datawill
be a convenience sample of random computer users in the south Texas area. Care will be taken to make this arandom public
sample and not one biased by occupation or other demographic factors. Demographic data will be collected to validate this
assumption. The data will be applied to the modes using the method of structural equation modeling. The choice of the best
mode will be made based on the level of explanation of variance in the system. The results of the fitted mode will be used
to evaluate the hypotheses.

RESEARCH IMPLICATIONS

The widespread use of PCs, coupled with the Internet has enabled the masses with new functionality. The responsible use of
this new medium has many implications. The Internet as currently designed is lacking in systemic security measures. The
system as a whole relies upon proper user actions, something that is not being upheld by some groups of malicious users.
Although limited in number, these malicious users can unknowingly to the innocent users, corrupt their machines adding to
the size of their malicious network. As the Internet depends to a degree on the proper behavior of connected users, the
protection of interconnected machines rests upon proper administration of the machine. When this proper maintenance
responsibility rests with end users, it isimportant to understand the factors that shape and influence their behavior. With this
understanding, strategies can be researched and devel oped to assist in securing this vital resource for dl users.
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