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Value Sensitive Approach to IS security —
a socio-organizational perspective

) Ella Kolkowska
Orebro University, Department of Informatics
ellakolkowska@esi.oru.se

ABSTRACT

In this paper we present a Value Sensitive Approach (VSA) to information systems security (ISS) within organizations. The
approach helps to identify organizationa and individual values, since we believe that objectives suitable for each
organization can be identified by diciting these values. We then discuss how organizational goals, strategies and culture
together with individual values decide what relevant security issues for this particular organization are. We then discuss how
organizational goals, strategies and culture, together with individual values decide the relevant security issues for a particular
organization.

Different methods to observe and identify values are discussed and evaluated. Then two different methods for identifying
values are presented. Vaues — focused thinking is presented as a method for identifying values that guide decision makers
and security managers. Scenarios are presented as a method to dicit values from actor groups who are less used to thinking in
terms of information security issues.

The Value Sensitive Approach to ISS presented in this paper will contribute to the ongoing research efforts to view security
problems from amore holigtic, socio-organizationa perspective.

Keywords
Security values, |S Security, socio-organizational perspective, security objectives.
INTRODUCTION

Taking information systems security (ISS) issues in modern organizations seriously requires more than what traditional
technology-centered security approaches can offer us. Equally important are relevant socio-technical aspects, such as
individual and organizational values. Traditional security approaches have been developed with monoalithic, centralized, and
hierarchical organizations in mind. Such approaches focus on the formal part of an information system and suggest technical
solutions to a limited set of security problems. Attempts have been made to apply these approaches into today’ s ambiguous
organizational structures (Dhillon and Backhouse 2000). Their conclusion is that traditional security approaches do not
satisfy the new challenges arisng in I SS and that serious security breaches still occur, harming individuals and organizations.
Various authors suggest that a new approach that considers social and organizational aspects is needed to deal with ISS
problems (e.g., Baskerville, 1993; Dhillon and Backhouse 2000, 2001; Dhillon and Torkzadeh, 2001; Siponen and
Baskerville, 2001; Straub and Welke, 1998). They point out that conceptualization and assessment of ISS within
organizations should be re-examined.

Various researchers argue that information security management and security objectives should differ between organizations
because different organizations have different goals, strategies, cultures and structures (e.g. Baskerville, 1993; Von Solms,
2000). Because problems within organizations are different from the ones that are externa, 1SS should be managed
differently within the organization and outside the organization. According to Von Solms (2000), ISS outside the
organization should be managed with the help of an internationally accepted framework (like e.g. BS7799) while managing
of 1SS within an organization should be managed by a measurement system suitable for each organization. There are a few
methods to manage |SS outside organizations, but it is unclear which methods to use for managing 1SS within organizations
and which objectives different organizations have with ISS.

Today' s organizations are characterized by high professionalism and offer the employees a great deal of freedom to exercise
discretion in their work (Robbins and Barnwell, 2002). In such organizations employees security behaviors are difficult to
formalize by rules, procedures and regulations and sometimes relevant rules to follow may be missing. (Robbins and
Barnwell, 2002). Soldy technical solutions do not work either. There is an evident need for new approaches for managing
ISS that can reflect on users' behavior in information handling (Dhillon and Backhouse, 2000). Humans' behavior depends
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on values they hold. (Mumford, 1981) Values determine and guide human actions, feelings and beliefs and consequently
determine the organi zation where they work. Because of that, managing of 1SS in organizations ought to begin with values.

A conclusion from the discussion above is that there is a need for new approaches for 1SS within organization. The new
approaches should vary between different organizations and they ought to consider aspects like humans behavior in
information handling. Ultimately, a value focus seems valid. The conclusion leads us to following research questions. How
can we handle value dimensionsin I SS management in different organizations? What are values and how are they expressed?
What methods can we use to study organizationa and individual va ues? How can we study values?

The Aim of this paper is to present a Value Sensitive Approach (VSA) to I SS within organizations. VSA to ISSis an attempt
to provide a methodological framework for identifying organizational and individual values. The values can then be
transformed to objectives suitable and adapted for each organization, since we believe that the objectives should vary
between different organizations.

The result of the VSA will be along list of individual and organizational values. The values will then be converted into
objectives. Important questions in this context are: what objectives are important in different organization? How should we
engage in trade-offs among competing objectives in different organizations? (e.g. autonomy vs. security, or anonymity vs.
trust)? Should moral values (e.g. aright to privacy) have greater weight than, or even trump, non-moral values. We believe
that there might be a pattern in different organizations on how the objectives should be prioritized. For example in some
organizations openness may be most important and this should always be prioritized before e. g. confidentidlity.

PRINCIPLES FOR MANAGING IS SECURITY

People tend to interpret ISS differently. According to the technical tradition, security concerning IT and information is
typically defined by three aspects; confidentiality, integrity and availability (CIA) (see e.g. Gollman, 1999; Harris, 2002;
Jonsson, 1995). Confidentiaity is the prevention of unauthorized disclosure, integrity is the prevention of unauthorized
modification and availability means ensuring authorized access of computer systems and data when required. The concepts
are viewed as the objectives with managing information security in organizations. There are two main problems with the
traditional objectives: (1) They are mostly (eller only) applicable when information is viewed as “datd’. Because of that, they
are insufficient when we have to take social and organizational aspects in information security into consideration. (Dhillon
and Backhouse 2000) (2) They focus on security breaches made by unauthorized users and are consequently insufficient for
managing 1SS within organizations since security breaches often come from authorized users (Dhillon and Backhouse 2000).

The traditional objectives (CIA) should be complemented by new objectives that consider ethical, social, and organizational
implications of 1T use. Dhillon and Backhouse (2000) suggest that the traditional concepts (CIA) ought to be complemented
by new principles. responsibility, integrity, trust and ethicality (RITE). Responsibility means knowledge of rules and
understanding of responsibilities. Integrity means a feeling of integrity as a member of an organization and loyalty to the
organization. Trust means that the relationships within organizations should be built on trust rather than control. Ethicality
means that members of an organization should act according to ethical principles instead of formal rules. These new
principles can help to generate a more holistic perspective on security problems which also considers social and
organizational aspects.

Another attempt to find new objectives for managing of information security according to a socio-organizational perspective
is the study of Dhillon and Torkzadeh (2001). The authors used Keeney's (1992) value-focused thinking approach to dicit
values which security managers might have in managing IS security. The values have then been converted to objectives
deemed essential in the protection of information resources of an organization (Dhillon and Torkzadeh, 2001). The study
shows that CIA is only a smal part of all possible objectives in managing of ISS. Objectives like maximizing awareness,
developing and sustaining an ethical environment, enhancement of the integrity in business processes, maximizing data
integrity, maximizing organizational integrity, maximizing privacy etc. have shown to be essential in managing |1SS within
organizations. Based on this study, we have made some reflections we believe could be further investigated.

Further research about values in ISS

Values exist on both collective and individual levels (Hofstede, 1980). On the collective level there are values that an
individual share with some, but not al other people (e. g within a group or organization). Collective values arise in a social
context where people share the same experiences and are used to show what isimportant and how things ought to be (Legge,
1984). Both collective values and individual values decide what is relevant for a person in a certain situation (March and
Olsen, 1989). Individual values are unique and provide a wide range of aternative behavior within a given collective
(Hofstede, 1980). Consequently, values can be considered at an individual level (Shaw, 1980), as well as at a collective leve
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(Weick and Bougon, 2001). Because both organizational and individua values determine peoples behavior, we believe that
both individual and organizational values should be considered when objectives for the management of ISS within
organization are decided. Furthermore, we believe that consideration of organizational values in the creation of objectives for
managing |SS can contribute to differentiation of security solutions providing suitability for various organizations.

There are different groups of actors within an organization. The different groups might hold different values. Dhillon and
Torkzadeh (2001) interviewed decisions makers to elicit individual values. We think that it may be interesting to know if all
other actor groups in an organization share the same values. We believe that end-users are an important group that ought to
be investigated. Security managers decide which security methods to implement in an organization, but the users are the ones
have to use and accept them. It is often said that one of the biggest security risk related to 1 T-systems are the people using
them (e.g. Schultz et al, 2001; Sasse et al, 2001).

According to the discussion above, we argue that it is important to consider both organizational and individual values when
objectives for managing |SS within organization are decided. We aso propose that different actor groups’ values should be
considered in the process.

STUDYING VALUES

Values have been defined in different ways. as concepts that express people's feelings and attitudes or by intentions that
decide people's behavior (Bergstrom, 1992). As a concept that expresses fedlings and attitudes, a value refers to what a
person or group of persons consider important in life (Pearsall, 1998).

Another way to define values is as intentions that decide peoples behavior. It means that people always, more or less, act
with conscious intentions. Values represent a person’s principles, deciding how the person acts (Pearsall, 1998).

Because the value concept is relatively unspecific, it is quite challenging to study. Vaues are subjective and often
unconscious and they are exposed on different levels (collective and individua). In every specific situation there is seldom
only one single value. Instead, there are several different, sometimes conflicting values, which can be studied (Lundquist,
1991). Values are not observable directly because they are based on peoples understanding and translation of the world
(Mumford, 1981). However, values are manifested by words and actions and by studying these, one can they analyze the
underlying value base (Hofstede 1980, Kluckholn, 1951).

There are different strategies for studying values based on words and actions. In this paper, we present a classification by
Hofstede (1980). The author has studied national and organizational cultures by focusing a few value dimensions. His work;
Culture's Conseguences (1980) is one of the most influential piece of work in the study of cross cultural management.
According to Hofstede (1980) the action related to values can be either provoked (stimulated by the researcher for research
purposes) or natura (taking place or having taken place regardless of the research and the researcher). The actions can be
observed directly (actions and behavior) or through verbal descriptions (words). The combination of these two classifications
leads to four types of strategies for studying values (see Table 1).

Provoked Natural
Words 1 2.
Interviews Content analysis of speech acts
Quegtionnaires Discussions
Projective tests Documents
Actions 3. 4.
Laboratory experiments Direct observation
Field experiments Use of available descriptive statistics

Tablel Four available strategies for sudying values (Hofstede, 1980, p 5)
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Hofstede (1980) points out that it is difficult to achieve validity in studying values because the ambiguous matter of the value
concept and because unclear correspondence between observed actions and words and the underlying values constructs. To
achieve validity in astudy, theresearcher must combine different types of strategies for studying values (see Table 1).

Through a literature review, Hofstede (1980) has found that questionnaires are the most common method to identify values
and that methods in cells 2, 3, 4 arerarely used for this task. However, the human computer interaction (HCI) community has
had a longstanding interest in designing systems that support human values and they have tested many of these methods for
this chore (Friedman and Kahn, 2003). Because values can be studied by studying actions that manifest those values, an
entire range of quantitative and qualitative methods used in social science research can be used. Any human action can be
studied by observations, experimenta manipulations, collection of relevant documents, and measurements of user behavior
and human physiol ogy and those methods are potentially applicable in studying values (Friedman and Kahn, 2003).

We have recognized two possible strategies to identify organizational and individua values: a quantitative strategy and a
qualitative strategy. In the quantitative strategy we could use the values identified by Dhillon and Torkzadeh (2001) and the
principles identified by Dhillon and Backhouse (2000) to formulate questions for a standardized questionnaire. Advantages
with this strategy would be that respondents that are less used to thinking in terms of information security issues would have
an easier task answering structured questions. Disadvantages of this strategy would be that respondents might be limited to
the presented aternatives and consequently, some important values could be missed out. Furthermore, standard behavioral
research methodology textbooks (e.g. Blalock and Blalock, 1971) recommend starting with a qualitative orientation and
following up with a quantitative verification. Thus, we believe that it may be a good idea to start with a qualitative method
(like in-depth interviews) for exploration within the ISS area and then follow up the study with a quantitative verification in
further research. Interviews in comparison with questionnaires allow asking follow up questions and more detailed questions
which can lead to deeper understanding of the answers. Hence, we have decided to use a qualitative strategy to identify the
individual and organizational values. In line with the qualitative strategy, unstructured methods should be used to identify
organizational and individual values. In-depth interviews and projective tests can be used to identify individua values, and
interviews, discussions and documents analysis can be used to identify organizational values.

We have called the process of identifying organizational and individual values, the Vaues Sensitive Approach (VSA) to ISS.
VSA isfurther elaborated in the following section.

VALUE SENSITIVE APPROACH TO ISS

VSA to ISSisan effort to provide a methodological framework to handle the value dimensions in 1SS management within an
organization. The approach helps identifying organizational and individua values which then can be transformed into
relevant ISS objectives suitable for various organizations. The VSA to ISS is a complement to the ideas presented in
Dhillon’sand Torkzadeh's (2001) study (see “principles for managing | S security).

Identifying Organizational Values

Organizational values are part of an organizational culture (Robbins and Barnwell, 2002). It is difficult to decide what an
organizational culture is. Many researches consider an organizationa culture as an unclear phenomenon. It has previousy
been defined as “the dominant values espoused by an organization” (Robbins and Barnwell, 2002, 438) and “the basic
assumptions and beliefs that are shared by members of an organization” (Robbins and Barnwell, 2002, 438). All definitions
of organizational culture refer to a system of shared meaning. In every organization there are patterns of bdiefs, symbols,
rituals, myths and practices which have evolved over time (Hofstede, 1990; Schein, 1985). These in turn, create common
understandings among members concerning what the organization is and how its members ought to behave. Symboals are
words or objects that have a special meaning within a given culture. Myths are persons who are important in the culture and
who are models for behavior. Rituas are collective activities that actualy are unnecessary, but nonethel ess socially important
within a culture. Symbols, myths and rituals can be considered as “practices’ because they are visible to an observer.
However, we stress that the most important aspects in an organizational culture are the values (see Fig. 1). Dimensions that
describe organizational values are: individua initiative, risk tolerance, direction, integration, management support, control,
identity, reward system, conflict tolerance, and communication patterns (Robbins and Barnwell, 2002).
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Figure 1. Manifestations of culture: From Shallow to deep.
(Hofstede, 1990, p 291)

Both practices and values are essential in studying of organizational values. An important question is what characterizes “an
organization” from a cultural point of view? There is both a theoreticad and an empirical problem when we want to decide
analytical the level for studying organizationa culture. One organization may include a number of culturally different
departments, and these departments may consist of culturaly different work groups. In determining the sufficient amount of
units to be used for studying organizational values, we will take a pragmatic approach, i.e. we will follow the management’s
judgment about whether a unit is culturally homogeneous. Depending on the management’ s judgment we will decide if we
will study the entire organization and/or parts of the organization. If the research results show us that the chosen level of
analysisisinaccurate and the unit is culturally heterogeneous, we can choose a more appropriate level afterwards.

Values and practices can be exposed in different strategic documents (e.g. business vision, policies) or protocols. They can be
manifested by actions or words during strategic meetings. By analyzing these documents and meetings and interviewing
people we can identify what is deemed important in an organization? For example, we can ask us questions like: What is the
specia vocabulary that only insiders understand? (To understand organizational symbols). What kinds of people are most
likely to make a fast career here? (To identify organizationa heroes) In which meetings do the employees participate? How
do people behave during these meetings? (To identify organizationa rituas). What do people like to see happen here? What
is the biggest mistake a person can make? Which work problems can engage the employees? (To identify organizational
values)

On thisway we can find answers about organizational practices and values like e.g. the work atmosphere (if alot of freedom
is given to the empl oyees, cooperation vs. competition), leadership, decision-making (democratic vs. undemocratic) etc.

Identifying individual values

The individual values can be identified through interviews with relevant people. Interviews can be carried out either on an
individual or group basis. To identify individual values two methods are proposed: values — focused thinking and in-depth
interviews with scenarios. Vaue — focused thinking is proposed as a method for identifying values that are held by decision
makers and security managers. In-depth interviews with scenarios are presented as a method to dlicit values that guide actor
groups who are less used to thinking in terms of information security issues.

Identifying values by value-focused thinking

Decision makers' and security managers' values can be identified by using values — focused thinking (Keeny, 1999;
Dhillon’s and Torkzadeh's, 2001). We believe that these groups are used to thinking in terms of information security issues
and can formulate a wish list in that context. There are several techniques that stimulate the identification of possible values
recommended by val ue — focused thinking (see Table 2).
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According to Keeny (1992) the process of diciting values begins with a wish list that the respondents are asked to write
down. The interviewer can ask the respondent; "What goals would you like to achieve in this situation?' Valuesin thelist do
not need to be presented with consideration to ranking or priorities. The phase results in a list of potential values the
respondents might have for the specific context. The list is a basis for further probing. When questions like "If you had no
limitations at al, what would your wishes be?' may be asked to expand the list.

Once the list is complete, it is useful to ask respondents to think about problems and shortcomings applicable to each and
every wish on the list. Since individuals may have difficult to express values, Keeney (1992) suggest words, such as
tradeoffs, consequences, impacts, concerns, fair, and balance, that should trigger questions to make implicit values more
explicit. In our decision context of 1S security, a possible value might be “maintain privacy”, a suitable follow up question
could be “do you think there are any problems with maintaining privacy?’ The respondent’s answer can generate more
values: “It is difficult to know which information is considered private’; “Too many people have access to private
information”. In a smilar way we can ask about consequences, goals, and alternatives (see Table 2).

Possible questions

A wish list What do you want? What do you value? What
should you want?

Alternatives What is a perfect aternative, aterrible
alternative, some reasonable alternative?
What is good or bad about each?

Problems and shortcomings What iswrong or right with your organization?
What needs fixing?

Consequences What has occurred that was good or bad? What
might occur that you care about?

Goals. Constraints and What are your aspirations? What limitations

guidelines are placed upon you?

Different perspectives What would your competitor or your

constituency be concerned about? At some
timein the future, what would concern you?

Table 2. Techniquesthat stimulate the identification of
values Keeny, 1992 p 543

Identifying values by scenarios

In-depth interviews with scenarios can be used as a method for identifying user values in IS security. We believe that these
groups are not used to think in terms of information security issues. Because of that we cannot use a security specific
terminology during the interviews. Vaue-focused thinking has been tested empirically in a limited study among users at
Orebro University. The end users had difficulties to write down the wishes and goals they might have in relation to IS
security. They wanted to hear some examples that could help them thinking in 1SS terms. Unfortunately the examples limited
their creativity and they didn’t go beyond the example list presented by the researches. Hence, there is an apparent need for
another method to identify the users’ values.

According to the discussion in studying values, interviews are an available method for the identification of values. During the
interviews we wanted to discuss user work situations and information handling. We wanted the users to reflect over the
process with a focus on 1SS issues. Since end users often do not know the terminology and scope of IS security, this could be
difficult. One way to facilitate the discussion about complicated issues with usersis using scenarios.

Scenarios are a commonly used method in HCI to expose users’ experiences of using an information system (Nielsen, 1994).
A scenario isa story which describes how a user uses an information system for a certain task (Carroll, 1995). Scenarios need
to be representative for the tasks the users carry out in the norma course of work. To identify the scenarios it is vital to
understand the work situation and tasks that the user usualy does at hisher job (Nielsen, 1994). Advantages with scenarios
are that they are very flexible and easy to understand. We find scenarios interesting to use in our study because their great
communicative possibilities. We further believe that scenarios allow the use of projective tests (i.e. technique that involves
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inferring values from the way respondents describe specific third persons) because we can use scenarios that describe a
specific third person and discuss the scenarios with the respondent. It can be easier to discuss such scenarios, especially when
the scenario describes some situation of crisis. Using scenarios this way can improve the validity of the study. Subsequently,
we decide to identify users values through in-depth interviews where the researches and users can discuss scenarios,
prepared earlier.

Informants in the interviews should be chosen non-randomly in discussions with a contact person in the organization. To
attain a representative sample of employees, we want to select: men and women, long time employees and new staff
membersin different jobs from al levels.

At the start of the interview the informant is asked to describe tasks that he/she usually does at higher job, their work
situation and the organization. These issues are not difficult to discuss. Employees express what their genera beliefs and
work goals are. They describe how they fed about the organization, if the organization is a desirable employer (with good
pay, benefits and job security) or not. What they appreciate with the organization. Further the informant are asked to describe
the working atmosphere in the organization i.e. relations to other employees. Areas that can be discussed then are: eg.
conflicts and direct confrontations, loyalty, friendliness, modesty etc. The researcher ought to ask follow-up questions to
elicit users’ values. Theresearcher could ask e.g. “Do you like the competitive situation in the organizations? “ “Why? Why
not?’ “Do you think that colleges should cover other peopl€e s mistakes?’ “Why? Why not?’ Identified values in this part of
the interview are related to the individual’s personal preferences in work and life-reated issues, such as his or her preferred
type of boss, such as whether competition among employeesis agood or a bad thing etc.

In the second part of the interview the researches should find out values related to I1SS issues. These issues are more difficult
to discuss with the common user. Because of that the researches ought to use scenarios as help in the communication.
Scenarios are based on the work description from the first part of the interview. For example the researcher can illustrate a
simple situation when a user leaves the computer to do something else: “Imagine that you are working with an important
document on your computer. One of your colleges asks you to come with him for a coffee break. What do you do?’ The user
could answer: “| just leave the computer and follow my colleges’, suitable follow up question could be “why do not you log
of the computer when you leave? The respondent might answer: “it takes too long time to log in again”. The respondent’s
answer shows that he/she estimate usability as more important that security.

CONCLUSIONS AND DISCUSSION

The Value Sensitive Approach to information security presented in this paper contributes to the ongoing research efforts to
view security problems from a socio-organizational perspective. The VSA is an attempt to handle the value dimensions in
I SS management which can contribute to other research about new objectives for | SS management within organizations.

The VSA is a methodological framework for the identification of organizational and individua values. Vdues — focused
thinking is proposed as a method for identifying values that guide decision makers and security managers. Scenarios are
presented as a method to elicit values that guide other actor groups who are less used to thinking in terms of information
security issues. Discussions and document analysis are presented as methods to identify organizational values.

Organizational and individual values identified by the VSA can be transformed into objectives suitable for various
organizations, since we believe that the objectives should vary between different organizations. The processes of structuring
values and devel oping objectives are beyond the scope of this paper and will be investigated in further research.
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