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Abstract

ADIO Frequency Identification (RFID) is a wireless technology for automatic
R identification that has experienced a notable growth in the last years. RFID is
an important part of the new trend named Internet of Things (IoT), which describes
a near future where all the objects are connected to the Internet and can interact
between them. The massive deployment of RFID technology depends on device costs
and dependability. In order to make these systems dependable, security needs to
be added to RFID implementations, as RF communications can be accessed by an
attacker who could extract or manipulate private information from the objects. On

the other hand, reduced costs usually imply resource-constrained environments.

Due to these resource limitations necessary to low-cost implementations, typical
cryptographic primitives cannot be used to secure low-cost RFID systems. A new
concept emerged due to this necessity, Lightweight Cryptography. This term was used
for the first time in 2003 by Vajda et al. and research on this topic has been done
widely in the last decade. Several proposals oriented to low-cost RFID systems have
been reported in the literature. Many of these proposals do not tackle in a realistic
way the multiple restrictions required by the technology or the specifications imposed
by the different standards that have arose for these technologies. The objective
of this thesis is to contribute in the field of lightweight cryptography oriented to

low-cost RFID tags from the microelectronics point of view.

First, a study about the implementation of lightweight cryptographic primitives
is presented . Specifically, the area used in the implementation, which is one of
the most important requirements of the technology as it is directly related to the
cost. After this analysis, a footprint area estimator of lightweight algorithms has
been developed. This estimator calculates an upper-bound of the area used in the
implementation. This estimator will help in making some choices at the algorithmic

level, even for designers without hardware design skills.

Second, two pseudo-random number generators have been proposed. Pseudo-

random number generators are essential cryptographic blocks in RFID systems.



According to the most extended RFID standard, EPC Class-1 Gen-2, it is mandatory
to include a generator in RFID tags. Several architectures for the two proposed
generators have been presented in this thesis and they have been integrated in
two authentication protocols, and the main metrics (area, throughput and power

consumption) have been analysed.

Finally, the topic of True Random Number Generators is studied. These genera-
tors are also very important in secure RFID, and are currently a trending research
line. A novel generator, presented by Cherkaoui et al., has been evaluated under
different attack scenarios. A new true random number generator based on coherent

sampling and suitable for low-cost RFID systems has been proposed.



Abstract

A tecnologia de Identificaciéon por Radio Frecuencia, méas conocida por sus
L siglas en inglés RFID, se ha convertido en una de las tecnologias de auto-
identificacién mas importantes dentro de la nueva corriente de identificacién conocida
como Internet de las Cosas (IoT). Esta nueva tendencia describe un futuro donde
todos los objetos estan conectados a internet y son capaces de identificarse ante otros
objetos. La implantacion masiva de los sistemas RFID esta hoy en dia limitada por
el coste de los dispositivos y la fiabilidad. Para que este tipo de sistemas sea fiable, es
necesario anadir seguridad a las implementaciones RFID, ya que las comunicaciones
por radio frecuencia pueden ser facilmente atacadas y la informacion sobre objetos
comprometida. Por otro lado, para que todos los objetos estén conectados es necesario
que el coste de la tecnologia de identificacién sea muy reducido, lo que significa una

gran limitacion de recursos en diferentes ambitos.

Dada la limitacién de recursos necesaria en implementaciones de bajo coste, las
primitivas criptograficas tipicas no pueden ser usadas para dotar de seguridad a
un sistema RFID de bajo coste. El concepto de primitiva criptografica ligera fue
introducido por primera vez 2003 por Vajda et al. y ha sido desarrollado ampliamente
en los tltimos anos, dando como resultados una serie de algoritmos criptogréficos
ligeros adecuados para su uso en tecnologia RFID de bajo coste. El principal problema
de muchos de los algoritmos presentados es que no abordan de forma realista las
multiples limitaciones de la tecnologia. El objetivo de esta tesis es el de contribuir en
el campo de la criptografia ligera orientada a etiquetas RFID de bajo coste desde el

punto de vista de la microelectrénica.

En primer lugar se presenta un estudio de la implementacion de las primitivas
criptograficas ligeras més utilizadas, concretamente analizando el area ocupado por
dichas primitivas, ya que es uno de los pardmetros criticos considerados a la hora de
incluir dichas primitivas criptograficas en los dispositivos RFID de bajo coste. Tras el
analisis de estas primitivas se ha desarrollado un estimador de area para algoritmos

criptograficos ultraligeros que trata de dar una cota superior del area total ocupada



por el algoritmo (incluyendo registros y 16gica de control). Este estimador permite al
disenador, en etapas tempranas del diseno y sin tener ningiin conocimiento sobre
implementaciones, saber si el algoritmo esta dentro de los limites de area impuestos

por la tecnologia RFID.

También se proponen 2 generadores de nimeros pseudo-aleatorios. Estos genera-
dores son uno de los bloques criptograficos mas importantes en un sistema RFID. El
estandar RFID mas extendido entre la industria, EPC Class-1 Gen-2, establece el
uso obligatorio de dicho tipo de generadores en las etiquetas RFID. Los generadores
propuestos han sido implementados e integrados en 2 protocolos de comunicacion
orientados a RFID, obteniendo buenos resultados en las principales caracteristicas

del sistema.

Por tultimo, se ha estudiado el tema de los generadores de ntimeros aleatorios. Este
tipo de generadores son frecuentemente usados en seguridad RFID. Actualmente esta
linea de investigacion es muy popular. En esta tesis, se ha evaluado la seguridad de un
novedoso TRNG, presentado por Cherkaoui et al., frente ataques tipicos considerados
en la literatura. Ademas, se ha presentado un nuevo TRNG de bajo coste basado en

la técnica de muestreo por pares.



Introduction

Introduction

Auto-identification technologies have been used massively during the last 50 years
and have become indispensable in our lives. Among these identification technologies
Bar-code has been the most used one in the last three decades and it is almost
present in all day-to-day products. Another promising identification technology is
Radio Frequency Identification (RFID). Although RFID appears to be relatively

new, it has been used in the field since the early forties with military purposes.

Along many years of research and development, RFID has reached a development
degree where the cost and miniaturization make it feasible to be used with commercial
purposes. The cost was the main drawback in the early stages of the development,
but nowadays the miniaturization and the manufacturing process automation allow
affordable costs and make this technology accessible to all kind of companies. In
addition, the increasing standardization of RFID technology, carried out by ISO and
EPCglobal, has allowed the deployment of RFID technology around the world. As a
maximum exponent of standardization stands out EPC Class-1 Gen-2 (EPC C1G2

[47]), extensively used in retail industry.

RFID technology offers several advantages over bar-code, as for example the
univocal identification of different items without the need of visual contact. This
unambiguous identification also makes possible to distinguish different objects from
the same family product. RFID systems can store additional useful data to the

company or the user, for example, locations (time and space).

As sensitive information related to each item is stored into each tag, it is necessary
to add security to RFID systems. A major difficulty in providing RFID tags with
security functions comes from the scarcity of computational resources available in

such platforms ([140, 125, 13]). For that reason, modern cryptographic solutions
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based on difficult mathematical challenges that involve intensive computational

operations are not suitable for this resource-constrained devices.

A new area in the field of cryptography has been developed in the last years. In
2003 Vajda et al. introduced the new concept of lightweight cryptography. Since then,
this research line has become more and more important. Lightweight cryptography
tries to give answer to the necessity of security in resource-constrained environments

where computational resources are very limited.

Several contributions related to lightweight cryptography have been reported
in the literature. A large number of these contributions present a very theoretical
approximation but do not show a realistic approximation to the requirements imposed

by the technology.

Motivation

The motivation of this thesis is to contribute in the field of lightweight cryptography

oriented to low-cost RFID tags from the microelectronics point of view.

Despite the numerous contributions reported in the literature about lightweight
cryptography, there is a lack of proposals that tackle in a realistic way the multiple

requirements imposed by the technology.

e There are some very theoretical contributions that do not provide any proof of
their lightweightness [122] [110].

e In many cases, arguments in favor of their lightweightness are based on the use
of some operations that are generally considered inexpensive by the authors.
However, these estimations are not always correct, and the implementation of
some of these proposals greatly exceeds the area limit of 4K Gate Equivalents

(GE is the normalization commonly used for these applications) [73][97][34].

e In other cases, the design turns out to be not so lightweight because of factors
such as the bit length of the variables, the need for additional memory blocks
—which is usually missed in the analysis of resources—, and the overhead imposed
by selection and control logic. These and other aspects often make the final

gate count much higher than expected [34][110].
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In addition to the restrictions imposed by the technology, the standards add
additional requirements. In the field of low-cost passive RFID, the EPC C1G2
standard is widely used in the industry. This standard establishes the physical
and logical requirements for UHF (Ultra High Frequency) low-cost RFID systems.
Among these requirements, there are demands concerning the security. Specifically,
it is necessary to embed a pseudo-random/random number generator (RN16) in each
tag in order to secure the communications with readers. These kind of generators

are widely used in typical cryptographic applications.

Pseudo-random number generators (PRNGs) are deterministic algorithms that
generate an unbiased random output. There are several proposals oriented to low-cost
RFID proposed in the literature [105], [94], [27]. In these contributions area and
throughput estimations are usually shown, but in general no data are provided about

hardware architectures or power consumption.

True random number generators (TRNGs), are generators that use some physical
processes to generate random numbers. TRNGs are typically implemented on FPGAs
due to their flexibility and cost. There are several proposals presented in the literature
[127],[147], [54]. The main weaknesses of these works are the vulnerability against
some attack scenarios ([14],[90]) and the lack of portability.

The aforementioned issues motivate different goals to advance in the field of

lightweight cryptography for low-cost RFID tags.

Objectives

The main objective of this thesis is to contribute in the research field of lightweight
cryptography from the microelectronics point of view. In particular, our goal is
to design and implement lightweight cryptographic algorithms devoted to low-cost
RFID tags that comply with EPC Class-1 Gen-2 standard. The following specific

objectives are aimed:

1. Studying the main algorithms and functions, as well as their implementations,
used in lightweight cryptography, analysing their footprint area and suitability
to be used in low-cost RFID tags.
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2. Asthe EPC standard establishes the necessity of an embedded Random number
generator (RN16):

2.1. Designing and implementing a pseudo-random number generator compliant
with the EPC-C1G2 standard, obtaining the main metrics (area, power

consumption and throughput).

2.2. Designing and implementing a true-random number generator, evaluating

its suitability for low-cost RFID tags.

Based on these general objectives, we establish some more specific goals.

Regarding the first objective, it is intended to identify and analyse the main
elements used in lightweight cryptographic algorithms. This analysis will be focused
on the footprint area due to the fact that area and tag cost are closely related. In
addition, taking into account the problem presented in the literature with the area
estimation (the control logic is not included, memory blocks are not contemplated,
etc.), it is planned to establish general guidelines to give an upper-bound of the
footprint area algorithm. These guidelines are intended to be very useful for making

some choices at the algorithmic level, even for designers without hardware design
skills.

Concerning the second objective, the main standard used in the industry (EPC-
C1G2) establishes the necessity of a random generator (RN16) in each RFID tag.

Specifically, for goal 2.1. regarding PRNGs, it is intended to study of the state
of the art of PRNGs for low-cost RFID tags. Afterwards, the main aim will be to
design and implement a pseudo-random number generator suitable for low-cost RFID
tags and obtain experimentally some of the main metrics related to the constrains

imposed by the technology.

With reference to the 2.2. objective, it is planned to study the state of the art
of lightweight true-random number generators. In this study the main techniques
used in TRNG design and the typically contemplated evaluation scenarios will be
evaluated. Finally, the main goal will be to propose a lightweight TRNG suitable for
low-cost RFID tags.
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Chapter 1 . .
RFID Basics, Standards and Security
Chapter 2 < Area Estimator
Chapter 3 PRNGs Original
Contributions
Chapter 4 < TRNGs
Chapter 5 < Conclusions and Future work

Figure 1: Thesis organization

Document Organization

As depicted in Fig.1, this thesis consists of five chapters organized as follows:

Chapter 1 shows an overview about RFID systems. The overview includes an
explanation of the RFID basics (components of the RFID systems, main features,
applications, etc), the most used standards (especial attention is given to EPC-C1G2

standard) and finally some remarks about RFID security.

In Chapter 2 a study about the footprint area of the main lightweight crypto-
graphic primitives is presented. Taking into account this information, a method to
estimate the footprint area of a whole algorithm is proposed. Finally, our experimental

results with a battery of real-world examples are discussed.

Chapter 3 presents the design and implementation of two pseudo-random number
generators. Several architectures are proposed to improve some of the main metrics.
Finally, both PRNGs are integrated into two authentication protocols. Resource

experimental results of the complete security system are shown.



XXii Introduction

In Chapter 4 a complete study of TRNGs suitable for digital devices is reported.
After that a novel generator presented by Cherkaoui et al. is analysed, testing
its response in typical evaluation scenarios of TRNGs (including two new attacks
scenarios, clock and power glitches, not contemplated in typical evaluation scenarios).
Finally, a new lightweight TRNG design based on the coherent sampling technique
is proposed.

Chapter 5 summarizes the conclusions of this thesis and future lines are pre-
sented.



RFID Technology

As aforementioned, the abbreviation RFID stands for radio frequency identification.
When the price of tags becomes economical enough, it is expected that RFID

technology will increase efficiency in the field of real-time identification.

According to [40], the origins of this technology go back to the early 20’s, when
MIT developed the first prototype of RFID system. Afterwards, it was massively
used with military purposes in the World War II. A plane identification system called
IFF (Identification Friend or Foe) was the first time that RFID was used in the field.

In spite of the fact that RFID is an old technology, it is in recent time that
companies have begun to understand its many benefits both for production and
distribution. For example, the US Department of Defense and Wal-Mart require all
their major suppliers to use RFID technology in their supply chains [67].

Nowadays, the Auto-ID labs are responsible of the development and deployment
of this technology. The Auto-ID Labs are the leading global research network of
academic laboratories in the field of Internet of Things (IoT). IoT is a hybrid network
of the Internet and resource-constrained networks, including RFID. Auto-ID Labs
and GS1 are the responsible of develop the Electronic Product Code Standard (EPC).
This standard is the most widely used in the industry.

In this chapter, an overview about RFID technology is presented. It is structured
as follows: In section 1.1 the basics of RFID systems are presented. First of all, the
RFID operation and components are presented. After that, the main features of
RFID systems are depicted. Finally, advantages, disadvantages and applications are
shown. Section 1.2 introduces the RFID standardization focusing on EPC standard.

Finally, Section 1.3 summarizes the security requirements of RFID technology.
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1.1 RFID basics

1.1.1 RFID operation

A RFID communication system is based on a bidirectional communication between a
reader (interrogator) and a tag (transponder) using radio-frequency waves. Typically,
a reader sends a query to a tag population, obtaining a response with the unique
identification number of each tag. This identification number is transmitted to the

database, where it is associated to the corresponding information.

1.1.2 RFID components

RFID systems consist of three main elements: the RFID tag, the reader and the
back-end database.

e RFID tag
The RFID tags or transponders are attached to items to be identified. The
information that will be transmitted in the communication process is stored in
the tags. These days, common tags consist of a integrated circuit (generally a
micro-processor) and a memory (see Figure 1.1). Other kind of tags known
as chipless do not include an IC. These kind of tags are more effective in
applications that implement simple functions. In addition, these tags are

cheaper than the tags that contain an IC [89].

Integrated Circuit

Contact

Antenna

Capacitor

Figure 1.1: RFID tag [99]
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It is possible to classify RFID tags attending to several features like cost, shape,
material composition, etc [63]. But the two most extended classifications take

into account the type of memory and the power supply source.

— Type of memory:

*x Read-only: This kind of tag has an ID that is usually established

during the fabrication process and cannot be changed.

x Write-once read-many: These tags do not have an ID after the
manufacture process. The user establishes the ID but it can not be
modified.

x Fully rewritable: It is possible to change the ID of these tags multiple

times.
— Power supply source:

x Passive RFID tags: this kind of tag does not have embedded a power
supply source. They rely on RF energy transferred from the reader to
the tag. RF energy is used to power the tag and with communication
purposes. This kind of powering has some drawbacks, for example
the quality of the power signal or the range. On the other hand, this
kind of tag uses a reduced area, that generally means a reduced cost.
Typically, passive tags have a cost between 0.05 and 0.1 €.

Other important feature of these tags is the frequency. Generally,
the operation frequency is between 125-134 KHz or in the band of
13.56 MHz, although some tags reach up to 2.45 GHz [52]. The tag
construction format is also an important feature and is usually selected

taking into account the application and the work environment.

x Semi-passive RFID tags: contrary to passive tags, semi-passive tags
include a little battery. The IC of these tags is always powered. For
that reason, the antenna is not optimized to collect energy from the

reader. They are often oriented to the data transmission process.

x Active RFID tags: this type of tag has an embedded power supply.
Therefore, they offer a wide range of frequencies (55 MHz, 2.45 or 5.8
GHz) or distances (up to 100 meters). Their size is bigger than the

previous ones. Typically they include an extra-memory. In addition,
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this sort of tag, on the contrary than the previous one, can take the

initiative in the communication process.

e RFID Reader

The reader, also known as interrogator, is a device that collects and processes the
data transmitted from tags. Depending on the application, some readers have
the capabilities of writing in tags. When RFID systems involve the use of passive
or semi-passive tags, readers play a key-role because they are responsible of
powering the tags. In addition, readers usually carry out complex cryptographic
operations. Moreover, they are the responsible of the communication with the
back-end database.

e Back-end database

The information stored in the tags is very limited. Usually, tags only store
an index or an identification number (ID). In the back-end database this
ID is related to the item information. Depending on the complexity of the
RFID system, the back-end database can be omitted. A secure communication
between the reader and the database is often assumed. As the resources are

not constrained, they usually implement solutions like SSL/TLS [103].

1.1.3 RFID features

In this section some important RFID system features are presented :

e Anti-collision: It is possible to define two kind of collisions: multiple tags
answering one reader or two readers interrogating the same tag. The first colli-
sion can be solved using probabilistic or deterministic anti-collision approaches.
These anti-collision methods have been widely used in networks and have been
redefined to be used in RFID systems. The second kind of collision, readers
collision, can occur when the signal from one reader interferes with the signal
from another reader where coverage overlaps. These collisions can be avoided
using a Time Division Multiple Access (TDMA) protocol. TDMA establishes

that readers must read at different times and do not interfere each other. The
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problem is that a tag contained in the overlapping zone will be read twice. It
is possible to solve this problem if the back-end database allows the tags to be

read only once.

Coding: Data coding is necessary to transmit digital signal through different
channels. The secret of the air interface is that a reader has a very specific way
in which it encodes data by modulation. The tag can not communicate with
the reader without knowing how the information from the reader is encoded.
The main coding procedures are: NRZ, Manchester, UnipolarRZ, DBP, Miller
and differential coding on PP coding.

Modulation: Generally, modulation is the process of varying one or more
properties of the carrier signal, with a modulating signal that typically contains
information to be transmitted. In this case, different modulating techniques are
in some cases used in reader-tags communication and vice versa. The digital
modulations typically used in RFID systems are: Amplitude Shift Keying
(ASK), Frequency Shift Keying (FSK) and Phase Shift Keying (PSK). They
will be selected by taking into account power consumption, reliability and

bandwidth requirements.

Energy transmission: When the RFID systems consist of passive tags, it is
necessary to establish a power transfer method between reader and tags. The

most well-known techniques are:

— Inductive Coupling: This technique is based on the magnetic coupling
between the reader and tags. It works similarly to an electrical transformer.
The reader’s antenna generates a magnetic field which induces current in
the tag’s antenna. Tag’s antenna consists of a coil and a capacitor. The
induced current will charge the capacitor that provides the power to carry

out the transmission.

Systems using this technique must work in a near field (around the
antenna’s diameter) because the generated field strength will decrease
quickly with the distance. In addition, the tag orientation will have an

important effect in the transmission.

Inductive coupling is generally used for Low Frequencies (LF and HF) due

to the small coverage area. It is noteworthy the sensitivity of this technique
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to electro-magnetic interferences. Moreover, energy can penetrate through

non-conductive materials easily.

Typical applications include 1-bit inductive electronic article surveillance

(EAS), anti-robbery systems, animal identification and access control.

— Backscatter: This technique is based on the propagation of electromagnetic
waves. The reader transmits the energy using electromagnetic waves. The
tags in the coverage zone receive part of this energy. The energy available
is related to the distance to the reader’s antenna. More precisely, it is

proportional to the inverse of the squared distance (1/d?).

This kind of propagation is commonly used in high frequencies (UHF and
microwaves). Finally, backscatter offers a wide coverage range, between 2
and 15 meters, but an embedded battery in the tag (active tags) is usually
required. Due to the wide range, it is necessary a standard to define the

spectrum range in this zone.

— Close coupling: This transmission technique is used in systems with a
range between 0.1 to 1 cm. The tag is located in the middle of the reader’s
coil. It is the same operation way as the inductive coupling. This method
is characterised by its high transmission efficiency. It is often used with

tags that embed a powerful IC that consumes a lot of energy.

e Frequency range: Defining the operation frequency is one of the important
aspects in the connection between readers and tags. The operation frequencies

are selected depending on the application and the current standard.

— Low Frequency (LF): This band includes frequencies from 0 to 135 KHz.
One of the biggest advantages with LF is that it is not affected as much
by surrounding metal. And the main drawbacks are the antenna cost and

a slow data transfer.

— High Frequency (HF):13,56 MHz is the frequency used for High Frequency
RFID systems. This frequency is a global standard accepted and can
be used world-wide. The advantages of this frequency are the tag cost
and the transmission rate. On the other hand, surrounding metals may
interfere with the RFID system.

— Ultra High Frequency (UHF) and microwaves: The band corresponding to
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868 MHz up to 2.45 GHz is used in UHF RFID systems. This frequency
is the most common in the industries because it offers a wide read range.
Moreover, it is standardized by the EPC Global. On the contrary, UHF
RFID systems are affected by liquids and surrounding metals.

Table 1.1 summarizes the frequencies used in RFID systems, their main features

and applications.

Frequency Main Characteristics Typical applications
Low Frequency (LF) - Widely used since 1980 - Animal identification
Less than 135 KHz - Tolerance to surrounding metals and liquids - Industrial automation
- Slow data transfer - Access control
- little read range
High Frequency (HF) - Extensively used since 1995 - pay cards
13,56 MHz - Global standards - Access control
- Bigger read range - Anti-Counterfeiting
- Lower cost than LF tags. - People monitoring
- Poor behaviour around metals
Ultra High Frequency (UHF) - Used since late 90’s - Inventory control
860 up to - Longer read range than HF systems - Supply chain market
930 MHz - Low-cost Tags - Active tracking

- Different standards depending on the region
- Do not work in presence of liquids and metals
Microwave (SHF) - Used for several decades - Access control
2,45 GHz and 5,8GHz - - Highest transfer rate - Electronic tolling
- Commonly used with active and semi-passive tag - Industrial automation.
- Read range similar to UHF systems
- Affected by liquids and surrounding metals

Table 1.1: RFID frequency range [52]

1.1.4 Advantages, disadvantages and applications

RFID technology offers numerous advantages against other identification systems.

However, there are some drawbacks that have to be taken into account.

e Advantages: RFID systems are generally compared with bar-code systems.
The main advantage of RFID tags is that they do not require a line of sight to
be read. That feature makes possible to read concurrently several tags at the
same time. The information about the item that provides the RFID system is
superior to the information offered by the bar-code systems. In addition, RFID
systems can distinguish unambiguously each item while bar-codes distinguish
a family product. Since each tag can be unique, they can act as a security
feature if lost or stolen. Other important benefit of some RFID tags is that

they can be written several times.
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e Disadvantages: In comparison with bar-codes, RFID tags are very expensive.
Not only tag costs are important but also all the infrastructure necessary for
integrating RFID technology into existing inventory control systems. Moreover,
there are not internationally agreed frequencies for RFID operation, which
implies that companies operating around the world have to take into account
the regularization of different countries. Other important drawback is that it
is difficult for an RFID reader to read the information in case of RFID tags
installed in liquids and metal products. Finally, privacy concerns related to

the lack of security have been present since the beginning.

Taking into consideration the different advantages and disadvantages presented
above, RFID systems have been widely implemented for different applications. Among

the multiple applications stand out the following cases:

e Inventory: It is probably the most important and promising RFID application.
A special case of study is the Wal-Marts Race for RFID. Over the last decade,
Wal-Mart has required its top 100 suppliers to use RFID tags on cases and
pallettes of consumer goods. Wal-mart adopted the EPC standard, and in
collaboration with the ID-center was one of the main promoters of the standard.
At the beginning of the implantation, Wal-mart had to face some privacy issues
related with RFID. More recently, NASA has deployed its Project RFID for
use on the International Space Station (ISS), which includes using an RFID
reader with both barcoding and RFID capabilities [145].

e Tracking: The International Air Transport Association (IATA) analysed in
2005 the adoption of the RFID technology for the sorting and handling of
baggage. The conclusions were a Win-Win-Win situation for the three main
stakeholders, the airlines, the airports and the passengers. Nowadays RFID
systems in airports are fundamental, not only for the sorting of baggage but

also for other applications like e-tickets.[72]

e Payments: Since late 1980s, automated toll collection has been widely imple-
mented in the highways around the world. Electronic toll systems use active
RFID devices because their read range. These automated systems allow the
users to pay without stopping the car. The system helps to reduce traffic jams

caused by tolls.
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e Security: RFID door locking systems have been deployed in hotels and resorts
which not only serve to grant secured access to a room but also to gain entrance
to theme parks and other restricted areas of the resort. Nonetheless, new hotels
are looking for innovative ways to differentiate themselves. Other new trending,
where RFID is used, is to unlock a car door or start the car engine with a
RFID card.

1.2 RFID standards

One of the key factors to deploy a new technology is standardization. RFID standards
are guidelines or specifications for all RFID products. Standards provide guidelines
about how RFID systems work, what frequencies they operate at, how data is
transferred, and how communication works between the reader and the tag. Multiple
standards for RFID technology have been developed during the years. This diversity

complicates the expansion of the technology.

There are two main actors around RFID technology standardization, ISO and EPC
Global. Many organizations making standards around RFID base their standards
on existing ones developed by the [SO or EPC, and then they present a tailored

solution for their application needs.

1.2.1 1ISO standards

Internacional Organization for Standardization (ISO) is the largest developer of
technical standards in the world. In 1996 it set up a joint committee with Internacional
Electrotechnical Commission (IEC) to look at standardisation for RFID technology.
ISO has developed a variety of standards related to RFID technology covering aspects
such as the air interface, communication protocols, data control and formatting,
applications and other smallest areas. Some standards related to RFID technology

developed by ISO [56] are following presented:

e ISO standards developed for identification cards:

— ISO 10536 Identification cards ; Contactless integrated circuit cards ;

Close-coupled cards.
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— ISO 14443 Identification cards ; Contactless integrated circuit cards ;

Proximity cards.
— ISO 15693 Identification cards ; Contactless integrated circuit cards ;
Vicinity cards

e ISO standards developed for unit management level:

— ISO 15962 Radio frequency identification (RFID) for item management.

— ISO 15963 Information technology ; Radio frequency identification for

item management ; Unique identification for RF tags.

— ISO 19762 Information technology ; Automatic identification and data
capture (AIDC) techniques.

RFID standards have been developed by the following committees: ISO JTC1
SC31, ISO JTC1 SC17, ISO TC 104 / SC 4, ISO TC 23 / SC 19, ISO TC 204 and
I[SO TC 122. These committees developed the following standards widely used in

dayly RFID systems:

e 1SO 6346/9897/10374/18185/23389 Freight containers.
e ISO 9798/15434/15961/15962/15963 Information technology.
e ISO 11784/11785/14223 Radio frequency identification of animals.

e [SO 14816 Road transport and traffic telematics ; Automatic vehicle and

equipment identification ; Numbering and data structure.
e ISO 17358/17363/17364/17365/17366/17367 Supply Chain RFID Standards.

e [SO 18000 Information technology ; Radio frequency identification for item

management-
— ISO 18000-1 Reference architecture and definition of parameters to be
standardized
— ISO 18000-2 Parameters for air interface communications at 135 KHz
— ISO 18000-3 Parameters for air interface communications at 13,56 MHz

— ISO 18000-4 Parameters for air interface communications at 2,45 GHz
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— ISO 18000-5 Parameters for air interface communications at 5,8 GHz
— ISO 18000-6 Parameters for air interface communications at 860-930 MHz

— ISO 18000-7 Parameters for air interface communications at 433.92 MHz

1.2.2 EPC standard

EPCglobal is leading the development of industry-driven standards for the Electronic
Product Code (EPC) to support the use of Radio Frequency Identification in today’s

fast-moving, information rich, trading networks.

Auto-ID Center was the responsible of EPC creation and development. Auto-1D
Center developed an UHF protocol. Originally, this protocol was intended to be used
with all kind of tags. The tags contemplated by the Auto-ID center were classified
by their complexity:

e (Class 0: UHF1 read-only, preprogrammed passive tag.
e Class 1: UHF or HF; write once, read many.

e (Class 2: Passive read-write tags that can be written to at any point in the

supply chain.

e (Class 3: Read-write with on-board sensors capable of recording parameters

like temperature, pressure, and motion; can be semi-passive or active.

e (lass 4: Read-write active tags with integrated transmitters; can communicate

with other tags and readers.

e (lass 5: Similar to Class 4 tags but with additional functionality; can provide

power to other tags and communicate with devices other than readers.

RFID Class-1 Generation-2 systems are the most used. Class-1, as aforesaid,
refers to the functionality of the tag while Gen-2 refers to the physical and logical
standards of tag and the encompassing system. Gen-2 tags are used for item level

identification in retail environments.

GS1’s EPC Gen2 air interface protocol, first published by EPCglobal in 2004,

defines the physical and logical requirements for an RFID system of interrogators and
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passive tags, operating in the 860 MHz - 960 MHz UHF range. Over the past decade,
EPC Gen2 has established itself as the standard for UHF implementations across

multiple sectors, and is at the heart of more and more RFID implementations [47].

Following the most relevant characteristics establish in EPC-C1G2 are presented:

1.2.2.1 Layers

EPC C1G2 establishes two layers:

e Physical layer: In this layer, the supported modulation techniques are speci-

fied:

Double-sideband amplitude shift keying (DSB-ASK), single - sideband

amplitude shift keying (SSB-ASK) , or phase-reversal amplitude shift keying
(PR-ASK). Moreover it is included the coding allowed the encoding format,

selected in response to Interrogator commands (FMO or Miller - modulated

subcarrier). Finally, it establishes that the communication link between reader

an tag is half-duplex.

e Tag-identification layer: An Interrogator manages Tag populations using

three basic operations [47]:

a)

Select. Choosing a Tag population. An Interrogator may use a Select
command to select one or more Tags based on a value or values in
Tag memory, and may use a Challenge command to challenge one or
more Tags based on Tag support for the desired cryptographic suite and
authentication type. An Interrogator may subsequently inventory and

access the chosen Tag(s).

Inventory. Identifying individual Tags. An Interrogator begins an inven-
tory round by transmitting a Query command in one of four sessions. One
or more Tags may reply. The Interrogator detects a single tag reply and
requests the Tag’s EPC. Inventory comprises multiple commands. An

inventory round operates in one and only one session at a time.

Access. Communicating with an identified Tag. The Interrogator may
perform a core operation such as reading, writing, locking, or killing the
Tag; a security related operation such as authenticating the Tag; or a

file related operation such as opening a particular file in the Tag’s User
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memory. Access comprises multiple commands. An Interrogator may only

access a uniquely identified Tag.

1.2.2.2 Memory Distribution

Tag memory shall be logically separated into the four distinct memory banks, each

of which may comprise zero or more memory words. The memory banks are [47]:

e Reserved memory shall contain the kill and/or access passwords, if passwords
are implemented on the Tag. The kill password shall be stored at memory
addresses 005 to 1F},; the access password shall be stored at memory a d dresses
205, to 3F},.

e EPC memory shall contain a Stored-CRC at memory addresses 005, to 0F},
a Stored-PC at addresses 10, to 1F}, a code (such as an EPC, and hereafter
referred to as an EPC) that identifies the object to which the Tag is or will
be attached beginning at address 20;, and if the Tag implements Extended
Protocol Control (XPC) then either one or two XPC word(s) beginning at
address 210y,.

e TID memory shall contain an 8-bit ISO/IEC 15963 allocation class identifier
at memory locations 00y to 07,. TID memory shall contain sufficient identifying
information above 07, for an Interrogator to uniquely identify the custom

commands and/or optional features that a Tag supports.
e User memory is optional. If a Tag implements User memory then it may

partition the User memory into one or more files.

1.2.2.3 Security

As information flows between the reader and tags, EPC C1G2 standard establishes
that tags shall implement a random or pseudo-random number generator (RN16).

RN16 must meet the following requirements [47]:

e The probability that any RN16 drawn from the PRNG has value RN16 = j
for any j, shall be bounded by 0.8/2'6 < P(RN16 = j) < 1.25/21.
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Table 1.2: EPC C1G2 tags main properties [121]

Identification 96 bit
Communication range ~ 5 m
Tag power consumption ~ 10 p W [20]
Frequency (Europe) 865-868 MHz(UHF)
Operation frequency 100 KHz [21]
Tags Tx ratio 40-640 kbps
Tags Rx ratio 26.7-128 kbps
Identification per second 200
Area devoted to security | 4000 Gates Equivalents [111]

e For a tag population of up to 10,000 tags, the probability that any two or more
tags simultaneously generate the same sequence of RN16 shall be less than

0.1%, regardless of when the tags are energized.

e An RN16 drawn from a tag’s PRNG 10ms after the end of T, (RF signal
envelope rise time) shall not be predictable with a probability greater than
0.025% if the outcomes of prior draws from PRNG, performed under identical

conditions, are known.

In addition, a tag may implement a security timeout after a failed command.
Although this protocol gives Tag manufacturers the option of choosing which com-
mands are subject to a security timeout, it recommends that Tags implement a

security timeout at least for the Access-command sequence.

EPC Gen2 tags are passive and power dependent from the reader to respond the

queries. Table 1.2 summarizes the main characteristics of these tags.

1.3 RFID Security

RFID problems related to security are similar to those present in computers and
networks. However, RFID technology has two important handicaps. The first
handicap is related to the resources devoted to security in the tag. These resources,
mainly area, are directly connected to the tag cost. The second handicap in order
to provide security to RFID systems is the wireless nature of the technology. It is
easier for an attacker to eavesdrop information in a wireless system without being
detected [7].
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1.3.1 RFID security properties

Basic security requirements in RFID technology can be listed as follows:

e Confidentiality: Is the feature that guarantees that only accredited users
can access the information. Confidentiality can be provided using physical
protection or at algorithm level. Confidentiality is a key feature because RFID

allows the tracking of items that suppose a threat to the users.

e Integrity: guarantees that the messages transmitted between two parties
are not modified in the communication process. Integrity includes insertion,
deletion, and substitution. This feature is specially important in re-writeable

tags. Typically, CRCs that only protect against random changes are used.

e Availability:It is the capacity of being available for accredited users. Some
RFID systems are easily disturbed using frequency interferences. Denial of

Service (DOS) attacks are the biggest threat against availability.

e Authenticity: It is important to guarantee that the tag can not be cloned or
falsified.

e Privacy: As RFID can be tracked, it is important to assure that the tag owner

can not be tracked in time or space.

1.3.2 Attacking RFID systems

One of the main concerns about RFID technology is security, due to the fact that with
a simple reader tuned to the appropriate frequency, information can be eavesdropped.
It is important to know the different threats against these devices in order to prevent

the attacks. Some of the usual attacks are the following [48]:

e Spoofing: Spoofing attacks supply false information that looks valid and the
system accepts. In RFID systems, typically broadcasts an incorrect EPC 1D

when a valid ID is expected.

e Insert attacks: Insert attacks consist in the insertion of system commands

where data are generally expected.
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DOS attacks: Denied of Service (DOS) attacks are carried out when a signal

transmits more information than it can be handled.

Deactivation: Deactivation is an attack to the availability of the tag. It can

be performed if the deactivation code is known.

Cloning: This kind of attack is classified as an integrity attack. The attacker

eavesdrops the tag identification and replicates this data in a fake tag.

Tracking attacks: This attack affects the privacy of the user tag. The

tracking can be in time or in space.

Replay attacks: It is an integrity attack where some traces that had been

observed in previous communications are sent.

Man in the Middle (MitM): MitM is an integrity attack where an attacker
tries to impersonate a legitimate reader, adding, modifying or deleting original

traces of the communication.

1.3.3 RFID algorithms

In previous sections, the importance of authentication in RFID systems has been

depicted. Authentication protocols can be classified according to the complexity of

the operations involved in the computation [79][34]. Four groups can be listed:

e Full-fledged: These kind of protocols allow the implementation of classic

cryptography as public key or symmetric encryption. These protocols are used
in secure demanding applications like E-passports. Some full-fledged protocols
are presented in [5, 115, 126].

Simple: These protocols accept random number generation and hash function
but public key encryption is not allowed. Two RFID protocols classified in this
group are [4, 104]

Lightweight: These protocols support the generation of random number,

simple functions as Cyclic Redundancy Check (CRC) or bitwise operations.

e Ultra-lightweight: Only bitwise operations are allowed (XOR,AND,OR).
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1.3.4 Low-cost RFID security

Typical cryptographic blocks developed for modern cryptography are not suitable
for low-cost tags. These blocks are based on difficult mathematical challenges that
involve intensive computational operations. In the last decade, an emerging field
known as Lightweight cryptography has been developed. Lightweight cryptography
involves several disciplines like cryptography, information technology, RF engineering

and microelectronics.

Lightweight cryptography comprehends the algorithms designed to be suitable for
RFID low-cost tags. As aforementioned, these kind of tags have very limited resources
(storage,area,power consumption,etc). These resource-constrained environments make

providing security in RFID a challenging task.

It is necessary to reduce the tags cost in order to deploy them massively. Used
silicon area is usually directly related to the costs. In RFID systems, the area devoted
to security in tags is up to 4000 GE. When this constraint is compared with the
approximate 8120 GE [51, 102] required by a standard hash function like SHA-1
(which is an essential building block for most security protocols), it becomes clear the
need for schemes that can provide some minimum security services while requiring

as few resources as possible.

Power consumption is also a constraint imposed by the system. As RFID tags
are passive, it is commonly accepted that only 10 W can be consumed [20]. This
limit conditions the number of operations that can be carried out in parallel and also

the complexity of these operations (number of blocks involved in the computation).

Tags per second rate is also a constraint to handle in protocols design. Typical
applications demand up to 200 Tag/sec, that supposes between 500-600 clock cycles
(at 100 KHz) to compute the entire protocol [87, 94].

Finally, before designing a new protocol it is important to take into consideration
the final application. For example, an RFID E-passport does not require the same
security level as a low-cost tag employed in the supply chain (i.e. tags conforming
to the EPC-C1G2 specification). In the specific case of this thesis, focused on
EPC-C1G2 tags, the standard establishes its own security requirements like the
integration of an RN16 or the Tag-identification layer.

Since in 2003, Vajda and Buttyan introduced a set of challenge and response
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lightweight authentication protocols ([136]), several proposals have been presented in
the literature. Among these proposals, algorithms specifically oriented to EPC-C1G2
tags ([105][94],etc) are included. The main weakness of these proposals is the lack
of a realistic implementation and hardware results. In this thesis, the design and
implementation of lightweight cryptographic algorithms suitable for EPC-C1G2 tags

has been addressed from a realistic point of view.



Hardware Footprint Estimation of

Lightweight Cryptographic Primitives

A major difficulty in providing RFID tags with security functions comes from the
scarcity of computational resources available in such platforms (see, e.g. [140, 125, 13]
for recent developments in the design of tiny tags). For example, it is commonly
assumed that only between 250 and 4K Gate Equivalents (GE) can be devoted to
security functions in a low-cost RFID tag [70], which restricts affordable solutions to

lightweight algorithms only.

Typically, cryptographic algorithms have been designed to be efficient in software.
This is due to the fact that they were intended to be used in commercial applications
like PCs.

Nowadays, cryptographic modules can be implemented efficiently either by hard-
ware or by software. On the one hand, software implementations are known for being
easier to be developed and maintained. In addition, with the development of cus-
tom microprocessor instructions, these software implementations use microprocessor

resources efficiently.

On the other hand, for cryptographic modules or security-related applications in
general, software implementations are significantly less secure than their hardware
equivalents. The reason for this is mostly the fact that software solutions make use of
shared memory space and are running on operating systems. Moreover there are some
resource-constrained applications, like low-cost RFID tags, that can not use software

cryptographic modules because it is not possible to integrate a microprocessor.
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Hardware proposals in the area of lightweight cryptography have proliferated
over the last years, but most of them do not provide information about their

implementation:

e Very theoretical contributions that do not provide any proof of their lightweight-
ness are reported in the literature [122] [110].

e In many cases, arguments in favor of their lightweightness are based on the use
of some operations that are generally considered inexpensive by the authors.
However, these estimations are not always correct, and the implementation of

some proposals greatly exceeds the area limit of 4K GE [73][97][34].

e In other cases, the design turns out to be not so lightweight because of factors
such as the bit length of the variables, the need for additional memory blocks
—which is usually missed in the analysis of resources—, and the overhead impossed
by selection and control logic. These and other aspects often make the final

gate count much higher than expected [34][110].

All in all, providing accurate estimations of the footprint area of an ASIC
implementation is a hard task for algorithm designers [66, 59]. More often than not,
designers do not have the hardware design skills nor the tools required to implement
and analyze their proposals. Furthermore, there is a lack of a standard methodology
to provide such an estimation, as the result will vary depending on factors such as
the chosen architecture, the manufacturing technology, the possibility of introducing
optimizations at various levels, etc. Problems such as these are common in other
related areas. For example, designing low-power embedded systems [81, 152] is
also a major problem nowadays, and system designers face a situation similar to
that described above. Very recently, Ben Atitallah et al. [15] have presented a
methodology to provide designers with an estimation of the power consumption of a
complete system. Similarly, in this chapter we propose a relatively simple estimator
for the footprint area occupied by the ASIC implementation of an algorithm. The
suggested formula requires the designer to know only a few high-level details about
the target implementation, such as the number of registers used to store inputs,
outputs and intermediate variables, and some parameters related to the control
structures. Our work is motivated by and focussed on lightweight cryptographic

algorithms for constrained platforms such as RFID tags or sensor nodes.
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The rest of this chapter is organized as follows. In Section 2.1 we provide an
overview of the main basic elements that are used in lightweight algorithms. In
Section 2.1.2 we show hardware architectures usually employed to implement these
elements. In Section 2.2, the Area estimator is introduced. First of all, the area
results of basic operation blocks using two real manufacturing libraries are depicted in
subsection 2.2.1. Subsequently, in Section 2.2.2, we present a method to estimate the
footprint area of a whole algorithm and in section 2.2.3 we discuss our experimental
results with a battery of real-world examples. Finally, Section 2.3 concludes the

chapter and summarizes our main contributions.

2.1 Study of Lightweight Cryptographic primitives

2.1.1 Elements in Lightweight Cryptography

In this section, we provide a brief description of the usual operations found in
lightweight cryptographic primitives and protocols. This will serve to motivate our

subsequent footprint analysis for individual building blocks.

2.1.1.1 Cryptographic Operations

As in the case of regular security functions, lightweight cryptographic primitives
and protocols aim at providing basic constructions to guarantee properties such as
the confidentiality, integrity and authenticity of data exchanged in communications.
In this case, however, the shortage of resources in the platforms severely limits the
sort, of processing that can be done. Thus, most proposals attempt to rely only on
a few simple bitwise operations (such as, for example, XOR, OR, AND, shifts and

rotations) and inexpensive arithmetics such as addition modulo 2.

e Triangular functions: XOR, AND, OR, Addition and Multiplication
In 2004, Klimov and Shamir introduced the concept of triangular functions
(T-functions) [76], which encompass most of such operations. A T-function is

a mapping from m-bit words to m-bit words where for each 0 < i < m, the
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i-th bit of the output only depends on input bits 0,1, ...,:. Bitwise operations,
such as for example XOR (a @ b), OR (a V b), AND (a A b) and many others
found in modern processors (e.g., addition a + b mod 2™ and multiplication

a - b mod 2™) are T-functions, and their compositions are T-functions too [76].

Secure cryptographic primitives and protocols cannot be designed by exclusively
using T-functions. A T-function has poor diffusion as it does not propagate
information from right to left, and its period is predictable [10]. As a con-
sequence, T-functions are not the only operations that are usually found on
lightweight cryptographic algorithms. For instance, in [34, 39] some arguments
are given for mixing triangular and non-triangular functions in order to design

more secure ultra-lightweight protocols.

Rotation

One of the most common non-triangular function used in cryptography is the
rotation operation. Rotation can be performed in several ways. For instance,
rot*(x,y) represents a circular shift of by whit(y) positions to the left, where
wht(y) is the Hamming weight of y. In the classical definition, rot(z,y) is a
circular shift of x by ¥y mod N positions to the left, where N represents the bit
length of variables x and y. Choosing a particular N determines the lightweight
nature of this operation. For example, if N is a multiple of 2", then rot() can
be implemented very efficiently since it reduces to shifting the first argument
n positions to the right; otherwise, it becomes more complex and requires a

larger footprint area.

2.1.1.2 Storage and Control: Registers and multiplexers

Apart from arithmetic and logical operations, algorithms also require additional

hardware resources to store results and to control the execution flow. Such elements

are nearly always registers and multiplexers. Registers help to maintain the “state

2

of the algorithm by storing intermediate and final results, and also by supporting the

control functions. Multiplexers are used to select among different inputs according to

some conditions, and are instrumental in any algorithm that incorporates a minimum

flow complexity (i.e., loops, ifs, etc.).

In general, the area occupied by registers and multiplexers is critical, and any
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good design should find a balance between the amount of basic operations and
memory/control logic. It is quite common to find proposals where authors only
analyze the complexity of their designs by counting the amount of operations. While
this might be useful to determine the computational complexity of the algorithm,
ignoring memory and control requirements could be very misleading in terms of the
footprint area of the circuit. In fact, in many cases the area required by these elements

is much larger than that demanded by the arithmetic and logical components.

2.1.2 Hardware Implementation of Basic Operations

It is well-known that there are several ways of implementing a circuit. Serial, parallel

and Pipeline approximations are the most recognized.

Serial implementations use one common operation block sharing it to carry out
each operation. Serial implementations are generally the most efficient in area and

have a big penalty in throughput.

In parallel implementations, several operations are carried out simultaneously.
These kind of implementations often use less clock cycles but have a penalty in area

due to the necessity of replicating blocks.

Finally, the increasing demand for high speed ASICs is driving the requirement to
increase circuit throughput in terms of calculations per clock cycle. The performance
of an ASIC can be increased by pipelining but at an expense of increase in system

latency and area.

We next analyze various design elements and their area estimation depending on
the complexity of their implementation. For low-complexity blocks, we propose a
simple architecture, while for those with higher complexity we study and propose

several possible architectures.

2.1.2.1 Elements with Low Complexity Implementation

In this group we include some T-functions such as simple bitwise operations and
addition mod 2™. Registers and multiplexers are also in this category. Each of these

elements has a straightforward implementation with very low complexity.
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Figure 2.1: Architectures for an XOR block.

It is common to find implementations for 96 bits, as it is a common bit length
widely used in low-cost RFID tags such as those conforming to EPC Class-1 Gen-2
standard (ratified as ISO/IEC 18000-6C). We study the low complexity elements
for different number of bits, including among them 96-bits, obtaining a constant K
for each basic element. These constants will be subsequently used to obtain area

estimations for more complex constructions.

For the above mentioned bitwise operations, we can use a strategy to reduce
the area cost with a penalty in throughput. This strategy consists in reducing the
bit length of the block and using several clock cycles to obtain the final result. For
example, in an algorithm that uses an N-bit XOR block, it can be reduced to a
block of N/2 bits but needing two clock cycles to obtain the result. We note that
the reduction of a block involves the use of additional multiplexers for the control
logic. Thus, we need to find a trade-off between the reduction and the necessary
extra logic. Moreover, the drop in throughput has to be taken into consideration,
as it should always meet the restrictions imposed by the operational environment.
For instance, taking as reference the performance criteria of an RFID system that
demands a minimum reading speed of at least 150 tags per second [35, 21], we need
to carefully calculate the reduction of the block to fulfil this reading rate requirement.
Note, that this reduction strategy can be used with other operations such as adders

and the rest of bitwise operations.

For illustration purpuses, in Fig. 2.1(a) we show the scheme of an N-bit XOR
block. Fig. 2.1(b) shows the result after halving the XOR block (N/2 bits) and

introducing additional multiplexers to select inputs and outputs.
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Figure 2.2: Combinational Multiplier Architecture

2.1.2.2 Multiplication Operation

In this section we study the multiplication operation. There are several possible

hardware architectures for its implementation, including: 1) a combinational archi-

tecture; 2) a shift-and-add architecture; and 3) the Karatsuba-Ofman architecture
(98, 123].

1)

Classical Combinational Multiplication

The best implementation, in term of clock cycles, of a multiplier is achieved by
exclusively using combinational logic. Considering the partial multiplications
that are needed, the multiplier can be implemented with appropriate logic for
each partial multiplication, and adders to perform the addition of the partial
multiplications. It should be noted that this approach has the disadvantage of
having a high cost in area. As an example, the architecture required for 4-bit

unsigned binary numbers is shown in Fig. 2.2.

In Fig. 2.3, we show the internal structure of a basic cell. This cell includes
a Full Adder (FA) and an AND gate. The AND gate computes the product
of each bit of the multiplier ¢; with the corresponding bit of the multiplicand
m;. The output of this product is one of the inputs to the FA. The remaining
operands are the corresponding bit from the previous partial product (Pp;)

and the carry (c) generated in the previous stage.

Classical Shift and Add Multiplication

Partial products can be stored in a register and multiplications can be obtained
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Figure 2.3: Basic Cell of Combinational Multiplier

in several clock cycles in order to reduce the necessary hardware. To optimize
the number of clock cycles, the considered partial multiplications are the
multiplicand times each bit of the multiplier (i.e., there are as many partial
multiplications as bits have the multiplier). As multiplication times two can
be implemented as a shift left, the partial multiplications can be implemented
with just a shifting left register. An adder is necessary for the addition of
the partial results, and some control logic completes the architecture of this
multiplier as illustrated in Fig. 2.4. This sequential multiplier uses very few
hardware resources, but it is slow because many clock cycles are required. If
we consider big operands, this architecture uses N cycles, where N is the bit

length of the operands.

Karatsuba-Ofman

Karatsuba Ofman [98] is a much more efficient algorithm in terms of its
area/time factor. It is based on a divide and conquer strategy. A 2n-digit
integer multiplication is reduced to two n-digits multiplications, one (n + 1)

digits multiplication, two n—digits subtractions and two 2n-digit additions.

We consider the product X x Y of 2 integers, X and Y. These integers can be
split into two halves (i.e., Xy, Xz, and Yy, Y7). Let n be the number of bits
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Figure 2.4: Shift and Add Multiplier

of each of these halves:

X = Xpg- 2"+ X, (2.1)
Y = Yp-2"4Y, (2.2)

The product P = X x Y can be obtained by computing four n-bit multiplica-

tions:

P = XxY=(Xpg-2"+X.)(Yg-2"+Y) = (2.3)
= 22"(XyYy) + 2 XuYe + X Yu) + X1 Y7

Finally, the computation of (2.3) can be improved by applying the equality:

XuyYi+ XYy = (2.4)
(Xo+ X2) (Y + Y1) — XpYir — X173

Summarizing, the 2n-bit multiplication (X x Y) can be thus reduced to three
n-bit multiplications: Xy Yy, X1 Y7 and (X + X1)(Yy + Y1) by applying the
Karatsuba-Ofman algorithm. In fact, the algorithm performs a multiplication

operation by using smaller multiplications and some adders. Different design
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architectures can be considered for the implementation, by just selecting
different implementations for these adders and multipliers, which have already

been mentioned in the previous sections.

Specifically, we study two architectures. The first one uses a combinational
multiplication of n bits. This architecture computes each multiplication in one
clock cycle. The second architecture uses a shift and add multiplication of n

bits, with the penalty of using several clock cycles in each multiplication.

2.1.2.3 Modulo Reduction

This operation is commonly used in modular multiplications or even in rotations
like rot*(x,y). The hardware needed for its implementation depends on the value of
the modulo. Given two positive numbers P (dividend) and N (divisor), P mod N
outputs the remainder of the division of P by N. This operation is considered
lightweight when N is a multiple of 2" because the division can be executed by
shifting to the right. Nevertheless, N may not be a multiple of 2™ and for this reason
we present an implementation that allows the computation of the modulo for each

value N.

The modulo operation requires the computation of a division, which is a more
complex operation than the multiplication. One straightforward algorithm is the
Naive Reduction. This algorithm shifts and subtracts the modulus until the remainder
is obtained. A subtractor, a comparator and n-bit register are the only the hardware
needed for its implementation, but it uses a large amount of clock cycles (2").
Alternatively, if we are wealthy in resources we can use the Non Restoring Reduction
(see Fig. 2.5), which is much more efficient but uses more hardware. In this case,

the modulo is obtained in approximately n steps.

Sometimes, a combination of a multiplication and a modulo reduction can be
found in some algorithms. There are special implementations to optimize these
combinations, usually involving the Montgomery modular multiplication scheme
and different possible architectures [68]. As this kind of operations are often not

lightweight, we will not study them in detail in this chapter.
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Figure 2.5: Non Restoring Reduction Algorithm

2.2 Estimating the Area of Lightweight Algorithms

2.2.1 Previous considerations

As discussed above, one major goal of this work is to provide an estimation of
the area required by a lightweight cryptographic algorithm as a function of some
high-level parameters. In these applications, it is crucial to keep in mind that circuits
predominantly operate at low frequencies. For instance, many RFID tags function
at 100 KHz. (Note that the 100 kHz frequency refers to the clock included in the
tag circuit, not to the communication band that is generally in the 860-960 MHz
range for EPC C1-G2 tags.) As the clock frequency is fixed, most restrictions in

these designs relate to area and power consumption.

In this subsection, we report area results obtained with two specific manufacturing
libraries for the different elements presented above. With these results, it will be
possible to distinguish which elements can be regarded as a lightweight element. In

addition, the area per bit (K;) for each element, that will be used in the estimator,
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is calculated. A priori, it is unclear to us the extent to which our conclusions
generalize to other manufacturing technologies. The results, however, are still useful
to compare different algorithms and classify them as lightweight or not. Furthermore,

the methodology is general and can be easily extended to other libraries.

2.2.1.1 Synthesizer Setup

The experimentation has been conducted with two CMOS libraries: Faraday UMC
90 nm LL, tt 1.25V [134] and AMIS UCASCB 0.35 um, tt 1.32V [1], where “tt”
stands for typical-typical cells. One key reason behind this decision is that these
libraries provide comprehensive information about the layout of basic cells. For our
purposes, this is essential to obtain a realistic estimation of the area occupied by an
algorithm. To synthesize each design we used Synopsys [2], which is one of the most

commonly used tools.

The operation frequency is set to 100 KHz. As mentioned before, this is quite
a common value for passive RFID tags. As for the synthesis with Synopsys, after
experimenting with different configurations we observed that the best results are
obtained with the medium effort option in area, delay and power consumption. These

options are set for all the experiments.

Finally, the area results are provided using Gate Equivalents (GEs), which is the
normalization commonly used for these applications. Using GEs facilitates compar-
isons among different implementations since the obtained values are independent of
the chosen technology. The GE value is obtained by dividing the whole area of the
circuit by the area of a basic NAND gate. For example, 1 GE for the UMC 90 nm
takes 3.16 pm?.

2.2.1.2 Area for Low-complexity Elements

Table 2.1 summarizes the area results (in GEs) obtained after synthesizing with
Synopsis the set of basic elements for UMC 90 nm and AMIS 0.35 pm libraries.
In this first analysis, the hardware architecture considered performs all operations
(combinational or just registers) in one clock cycle. As shown in Fig. 2.6, the area
occupied by each element increases linearly with the length (in bits) of variables.

The results obtained for the AMIS 0.35 pum library are almost equivalent and follow a
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Table 2.1: GEs for low-complexity elements

[ Lib. [ Element 32 bits 64 bits 96 bits 128 bits K;

g AND 39.70 79.39 119.08 158.78 Ki=1.24

g OR 39.70 79.39 119.08 158.78 Ko=1.24

S XOR 79.39 158.78 238.17 317.56 K3=2.48

@) ADD 239.66 477.84 716.01 954.19 K4=7.45

= Multiplexer 71.00 143.00 214.00 285.81  Kmus=2.23
- Register 147.00 287.00 441.00 588.24  Kreg=4.59

g AND 42.66 85.33 127.99 170.64 K,=1.33

< OR 53.33 106.65 160.03 213.22 K»=1.66

3 XOR 74.66 149.34 224.00 298.70 K3=2.33

S ADD 203.35 406.00 608.69 811.32 K4=6.34

2 Multiplexer 85.33 170.66 256.00 341.55 Kmuz=2.66
5 Register 214.33 435.66 651.66 869.00  Kreg=6.77

similar pattern. This simplifies considerably the analysis of more complex algorithms,
as it allows us to associate a constant value, named K; for element ¢, giving the area

per bit for each element.

Some conclusions can be drawn from these results:

1. The adder occupies significantly more area than bitwise operations. Conse-
quently, if the area of an algorithm needs to be optimized, it is more appropriate
to focus on additions rather than concentrating on low complexity elements
such as bitwise operations. As all operations are done in one clock cycle,
one possibility to optimize the area would be to use an element with lower
bit length and carry out the operation in various clock cycles. For example,
variables can be split into two parts with half of the bits each and a half-length
adder can then be applied over each part. Note, however, that in doing this we
need to include additional elements, namely registers to store partial results,

multiplexers to choose among different signals, etc.

2. The area cost of registers is also noticeable. Taking into account that we
generally can devote just a small area to security subsystems (e.g., up to 4K
GEs in most passive RFID tags), and that roughly 50% of it is used for storage,

this means that at most five 96-bit registers could be used.

3. As for multiplexers, their cost in terms of area is small. These elements are
needed in algorithms with loops (e.g., “for” and “while” iterations) and also

when a input/output is selected among different signals.
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Figure 2.6: GE for low complexity elements as a function of the number of bits for UMC 90nm
library.

Overall, it can be concluded that designers will necessarily face some trade-offs
among operations and the amount of registers and multiplexers required. As a
general rule, bigger building blocks (i.e., using a larger bit length) will require less

extra registers/multiplexers, and vice versa.

2.2.1.3 Further Operations: Multiplication and Modulo Reduction

We next explore the area required by two operations that have been extensively used
in many cryptographic algorithms: multiplication and reduction modulo N. The
figures, both the number of GEs and the associated clock cycles required to complete
the operation, are shown in Table 2.2 for the UMC 90 nm and the AMIS 0.35 pym

libraries.

In general terms, multiplication cannot be considered as a lightweight operation
no matter what architecture is chosen, since it demands more than the 4K GEs often
required in environments such as RFID systems (96 bits). That being said, it is
worth-noting that some trade-offs also appear here. The combinational architecture
offers the best performance speed-wise, but it demands too much area. Conversely,
the Shift-and-Add option is much more efficient in terms of area, but the number of

clock cycles requires may be prohibitive for many applications. K-O architectures
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Table 2.2: GEs for different multiplication architectures and modulo reduction.

[ Lib. | Operation 32 bits 64 bits 96 bits 128 bits Cycles |
£ MULT (Comb) 9345 36507 81268 144452 1
g MULT (S+A*) 2078 4113 6146 8164 N
0 MULT (K-Ot, 5744 16055 30853 49868 10
S Comb)
-} MULT (K-Ot, 4731 9367 13995 18566 % +4
S+A*)
Modulo reduction - - 3967 - 96
§_ MULT (Comb.) 10223 36495 81007 143436 1
0 MULT (S+A*) 2464 4840 7227 9639 N
b MULT (K-Ot, 6621 17093 32123 51132 10
o Comb)
E MULT (K-Ot, 5882 11610 17341 23111 % +4
< S+A*)
Modulo reduction - - 4729 - 96

tK-O: Karatsuba-Ofman multiplier *S+A: Shift-Add multiplier

fall somewhere in between of these two alternatives.

Modulo reduction is a special case. As discussed before, it is very lightweight
when the bit length N is a power of two, as it can be implemented simply as various
right shifts. Otherwise, such as for example for N = 96, its area takes around 4K
GEs. Thus, our recommendation is to include it only when the resources required by

this operation can be reused in other parts of the algorithm.

2.2.2 A Linear Estimator

Estimating the area that an implementation of an algorithm can occupy is quite
challenging because it depends on many factors: the architecture(s) chosen by the
designer, the specific constraints, the manufacturing library, the basic cells used by
the synthesis tool, etc. In this section, we first propose an expression that estimates
the total area required by a hardware implementation of an algorithm. Subsequently,
we check its validity by comparing its predictions with the actual area obtained with
a battery of examples and provide a refinement of our estimator. Note that we have
discarded the use of multiplication since this operation uses resources in excess (>4K

GEs) to be categorized as a lightweight operation. Regarding modulo reduction,
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its usage in a lightweight algorithm is conditioned to be a power of two (i.e. 2");
otherwise it demands more than 4K GEs and using it is unfeasible. In case of being a
power of two, the operation does not use any extra hardware resources, but requires

an upper bound of n clock cycles to compute it.

The total area occupied by an algorithm can be roughly divided into two main
blocks: datapath and control. The datapath contains the hardware for the different
operations required and registers to store inputs, outputs and intermediate results.
In many lightweight cryptographic algorithms, the datapath accounts for a significant
fraction of the total area, generally around 80% [105] [94].

Our estimation is based on the following rationale. As we previously pointed
out, the final footprint depends on the chosen architecture. In turn, opting for
one architecture or another depends on the goals and restrictions faced by the
designer. For example, on very constrained devices (such as RFID tags or some
sensor nodes) minimizing the area is a priority, which heavily influences the decision.
Since throughput is often a limiting factor too, one sensible choice is an architecture
that optimizes the area without penalizing throughput too much. In general, such
a design contains one single block of N bits for each basic operation needed, plus

registers to store data and multiplexers to select inputs and outputs.

Based on the previous considerations, we propose a simple linear estimation for
the area of the datapath, measured in GE, as a function of the bit length and the

number of basic operations, registers and multiplexers:

Fpp=N - iAi K+ (B Kyey) + ((c +D)- Kmuﬂ (2.5)

=1

where:

e N is the bit length of the variables.

e A, is a parameter dependent on the chosen architecture for the datapath (i = 1
for AND, i = 2 for OR, ¢ = 3 for XOR, and ¢ = 4 for ADD). As discussed
above, the implementation can range from a fully combinational design to one
using smaller operators but requiring more clock cycles. Thus, we measure A;

as the number of N-bit operators.

e [, is the area cost for the i-th operation, as shown in Table 2.1.
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e B is the number of variables that require storage.
o K., is the area cost for each register.

e (' is the number of multiplexers necessary to select different inputs for the
operation blocks. When the block has more than two inputs, C' is the number

of inputs minus one.

e D is the number of multiplexers necessary to select different inputs for each
register. If the algorithm is given in pseudocode, D can be easily estimated as

the number of assignments made for each variable.

e K .. is the area cost for the multiplexers.

Obviously, expression (2.5) only factors in those elements studied in Section 2.2.1.
However, it can be extended without difficulty to any other blocks that conform to

the design rationale given in the paragraph above.

Finally, as the area of datapath and control are in most cases related, we express
the total area as:

where w is an overhead factor accounting for the control part (e.g., w = 0.2 assuming

that control logic accounts for 20% of the total area).

2.2.3 Experimental results

We have tested our estimator against a library containing 120 lightweight functions.
The algorithms are named Fi, F5, ..., F3y and were synthesized for four different bit
lengths: N = 32, 64, 96, and 128 bits. Each function returns a single final output
value denoted Z and uses several input and intermediate variables, represented by
X; and Y, respectively. The dataset is well balanced, containing 10 functions with
2 inputs, 10 functions with 4 inputs, and another 10 functions with 6 inputs. The

data set of functions is depicted in A.

In Fig. 2.7 we compare the estimated area for all the datasets functions using
(2.6), assuming a control overhead w = 0.2, versus the actual area given by Synopsys

after synthesizing each function. For simplicity, we only show the results obtained
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Figure 2.7: Real and estimated footprint area (w = 0.2).

for the UMC 90 nm library. As suggested by Tables 2.1 and 2.2, the results for
the AMIS 0.35 um are completely equivalent, and our experimentation confirms
this. The approximation is quite precise, with differences becoming greater when the
number of bits N increases. In Fig. 2.8 we show histograms of the estimation errors
for different bit lengths. For N = 32 and 64 bits, errors are bounded by 500 GE and
1K GEs respectively. This error increases to 1.5K GE and 2K GEs for N = 96 and
128 bits, respectively. Thus, chosing a high value for the control overhead (20%) in
Equation 2.6 does not minimize errors but guarantees an overestimation of circuit

area.

Further investigations reveal that the overestimation does not come from the
expression (2.5), but from (2.6). In other words, the estimation for the datapath area
is fairly accurate, but the amount of control logic does not generally increase linearly
with the number of bits. For instance, a Finite State Machine (FSM) controlling
some parts of an algorithm does not need more states when variables increase their
size. That being said, we emphasize that our choosing of (2.6) may still be valid for
constrained designs, where N often varies between 32 and 512, considering the result

as an upper bound.
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Figure 2.8: Distribution of gate count estimation errors (w = 0.2)

2.2.4 Adjusting control overheads

As discussed in Section 2.2.2, the datapath and control areas are in most cases related.
In the model presented above we made the assumption that the relation is linear,
in particular with the control logic being a fraction (1 + w) of the datapath area.
The experimental results discussed above show that this assumption works relatively
well for systems of up to 10K GE, particularly with w = 0.2. The estimation error
becomes more significant for bigger systems. This is reasonable, as an increase in the
datapath footprint does not necessarily translate into a similar increase of control

logic.

Using the dataset of designs described above, we have numerically investigated
more precise approximations for the control overhead term used in (2.6). Two
alternatives were explored, both based on the idea that w varies with some system
parameters. In the first one, we assumed that the control overhead depends on the

number of bits NV, so the total area is actually of the form:

whereas in the second alternative it is assumed that the amount of control logic is a
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function of the datapath area:

F= ll‘HU(FDP)] - Fpp (2.8)

The estimation of both functions w(N) and w(Fpp) was done by couching the

problem as a nonnegative least-squares curve fitting one of the form:
m&nHCQ—ng (2.9)

where Q = (wy,...,w)T, with w; > 0, represents the sought function discretized in
k values. Matrix C' and vector d contain, respectively, the actual datapath area and

total area obtained after synthesis.

We split the dataset of designs into two subsets. The first one, used to estimate
the overhead function (training) contains 80 randomly chosen (10 of each bit length)
designs out the 120 available. The remaining 40 designs will be subsequently used
to test the obtained estimator. Thus, each one of the 80 synthesized functions used
for training gives an equation for (2.9). These 80 equations are grouped into k bins.
In the case of w(N), we chose k = 4 values (32, 64, 96, and 128 bits), whereas for
w(Fpp) we grouped equations into k = 7 intervals with a 2K GE difference between

each of them.

Using a standard numerical solver, we obtained the (2-values shown in Table
2.3. Again, these figures correspond to the UMC 90 nm library; those obtained
for the AMIS 0.35 pum are very similar. Such overheads represent the best fit, in
a least-squares sense, for our experimental dataset. As observed, in both cases
the actual overhead is always below the fixed w = 0.2 value that was used before.
Furthermore, it decreases as circuits grow bigger, both in terms of N and in datapath
area, which conforms to our previous intuition. For example, in systems with less
than 4K GE the overhead accounts for 16%-19% of the datapath area, but it falls
down to less than 10% when the datapath is 10K GE or more. This is also observed

when the overhead is considered a function of N.

Analysis of the squared 2-norm of the residual reveals that the w(Fpp) estimation
performs significantly better than w(/N). Thus, while the former yields a squared
residual of 1.38E+05, which roughly translates into an average error of 371 GE
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Table 2.3: Numerically estimated control overhead functions.

’ N w(N) ‘ ’ FDP w(FDp) ‘
32 bits 0.1518 0 - 2000 GE 0.1906
64 bits 0.1186 2000 - 4000 GE 0.1717
96 bits 0.1192 4000 - 6000 GE 0.1691
128 bits 0.1103 6000 - 8000 GE 0.1271

’ |residual|[2  3.36E+06 ‘ 8000 - 10000 GE 0.1098
10000 - 12000 GE 0.0932
12000 - 14000 GE 0.0774

| |residuall]3  1.38E+05

per design, the latter is greater by more than an order of magnitude (3.36E+06),
meaning an error of around 1833 GE per estimation. This is also reasonable, as it
appears to be more sensible that the amount of control logic depends more on the

datapath area rather than on the length of registers.

Overall, using functional overheads such as these provide us with a more precise
estimation of the total footprint area. For comparison with the plots discussed in
previous section, Figs. 2.9 and 2.10 show the adjusted estimates for the training and
test functions, respectively. Similarly, Fig. 2.11 shows the error distribution over
test functions only. It is clear that the fit is now much more accurate (compare with
Fig. 2.8), even though the new estimation cannot be regarded anymore as an upper

bound for the total footprint area.

2.3 Conclusions

In this chapter, a study concerning the area of lightweight primitives used in
lightweight cryptography has been presented. We have proposed a simple yet
accurate procedure to estimate the footprint area of generic lightweight algorithms.
We have argued that finding an accurate approximation is extremely hard, since
it strongly depends on factors such as the architecture chosen by the designer, the
manufacturing technology, the libraries used, the possibility of optimizing the foot-
print when combining several parts, etc. Despite this, the designer of algorithms

for constrained environments (such as, for example, those related to cryptographic
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Figure 2.9: Real and estimated footprint area using adjusted control overheads: results on 80
training designs.
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test designs.
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functions for RFID tags or sensor nodes) should count on some quantities to drive
their choices. One major motivation for this work is to fill this gap by providing
algorithm designers with a tool to estimate the cost, in terms of footprint area, of

their constructions.

We believe our proposal will help in making some choices at the algorithmic
level, even for designers without hardware design skills. Furthermore, it could also
be applied to get preliminary comparisons among different proposals (lightweight
primitives and more complex constructions such as security protocols) or, at least,

to decide if they are simply too costly for certain operational environments.

The work presented in this chapter can be extended in a number of ways. One
natural direction for future work is the inclusion of other commonly used elements
in the Fpp estimator, such as for example S-boxes of non-linear filters. Similarly, we
expect to test the proposed estimator against well-known lightweight cryptographic
primitives and compare the predictions with reported experimental results. Finally,
our focus in this work has been exclusively on the footprint area of ASIC implemen-
tations. It would be interesting to extend our estimates to include other prominent
parameters, primarily throughput and power consumption, as these have also sig-
nificant influence in design choices. Consider, for example, the RFID standards
[47, 3], which states that a tag must support up to 1500 read attempts per second
under ideal conditions. However, this rate can be five or ten times smaller (500-150
tags/sec) in real world environments [21]. Therefore, if the tag’s operating frequency
is set to 100 KHz, the number of clock cycles used per reading is upper-bounded
by 670 (in fact, 500 clock cycles is an upper bound commonly assumed in previous
works [94, 87]). The methodology discussed in this work can be easily extended to
incorporate measures of throughput and power consumption. We expect to tackle

this in future work.
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Figure 2.11: Distribution of gate count estimation errors using w(Fpp) on 40 test designs.



Pseudo-Random Number Generators

Pseudo-random number generators (PRNGs) are deterministic algorithms that gen-
erate an unbiased random output. The output sequence can be considered random

in the sense that all the sequences have the same probability of appearance.

PRNGs are usually implemented in environments where True Random Number
Generators are not feasible. Their operation mode is based on an unknown internal
state, which is the seed to computes the next internal state. The output must have

statistical properties indistinguishable from true random numbers.

These blocks are commonly used in cryptographic applications. As an example,
the most well known application is the expansion key process, where using a initial
key (seed), several subkeys are generated [95]. Other applications that use PRNGs
are protocols [96], that use a shared secret and a Pseudo-Random Function (PRF)
to protect the messages. One-time pad and nonces are also included among the

common applications.

PRNGs serve as random number generators in current RFID technologies. They
are usually implemented in tags and readers. The pseudorandomness offered by on
board PRNGs is tipically used:

e To enhance the security of password-protected operations.

e In authentication protocols where the pseudo-random number is used to syn-

chronize the reader and the tag [22].

e As an anti-collision mechanism for inventorying processes [47].
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e To acknowledge other Gen2 specific operations (e.g., memory writing, decom-

mission of tags, and self-destruction)[47].

PRNGs are, therefore, the crucial components that guarantee RFID security.

From a security perspective, The traditional definition of PRNGs involves a bunch
of statistical tests, but this is insufficient for cryptographic purposes. A good PRNG

for security applications should meet additionally the followings requirements [23]:

e The adversary cannot compute the internal state of the PRNG, even if many
outputs of the PRNG have been observed.

e The adversary cannot compute the next output of the PRNG, even if many

previous outputs of the PRNG have been observed.

e [f the adversary can observe or even manipulate the input samples that are
fed in the PRNG, but the internal state of the PRNG is not known, then the
adversary cannot compute the next output and the next internal state of the
PRNG.

e [f the adversary has somehow learned the internal state of the PRNG, but
the input samples that are fed in the PRNG cannot be observed, then the
adversary cannot figure out the internal state of the PRNG after the re-keying

operation.

Due to the fact that the standard EPC Class-1 Gen-2 requires the generation of a
16-bit pseudo-randon number, there is an increasing demand of secure PRNGs. These
PRNGs should not only meet the requirements of EPC-C1G2 but should also offer
interesting features (area,throughput, power consumption,etc) to be implemented in
resource-constrained environments. In this chapter we present a set of PRNGs that
meet with the standard EPC-C1G2 and are also suitable for being implemented in
low-cost RFID tags.

The chapter is structured as follows: In the first section 3.1, a brief state of the
art about PRNGs is presented, showing some general considerations. In section 3.2
the designed PRNGs are depicted and some details are also studied about the chosen

architectures. In Section3.3 we have implemented two authentication protocols that
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use the PRNGs that we have proposed. The hardware results obtained with up to
15 different designs are presented in Section 3.4. Finally, Section 3.5 concludes the

chapter and summarizes our findings and contributions.

3.1 State of the art

3.1.1 PRNGs requirements for low-cost RFID tags

The security level offered by the EPC-C1G2 standard and other passive RFID
tags is extremely low —in fact, almost inexistent. This is mainly due to the lack
of computational resources on the tags, which prevents them from using standard
security primitives and protocols. For example, it is commonly assumed (see, e.g.,[111]
) that no more than 4000 Gate Equivalents (GE) can be devoted to security functions.
As introduced before, a GE is the normalization commonly used for these applications.
The GE value is obtained by dividing the whole area of the circuit by the area of a
basic NAND gate. EPC-C1G2 tags support simultaneous read attempts up to 1500
tags/sec under ideal conditions. However, this rate can be five or ten times smaller
(500-150 tags/sec) in real-world environments [21]. Therefore the number of clock
cycles used per reading is upper-bounded by 670 clock cycles, assuming that the
RFID chip operates at a clock frequency of 100 kHz. We take 500 clock cycles as
reference value because this limit is less than the above mentioned value and has
been used in previous works [87, 94]. Furthermore, they should not consume more
than 10 uW, as low-cost tags are passive and, therefore, must harvest their power
supply from the reader signal. (See, for example, [20] for an elaborate motivation
on the need for low-power designs.) When these constraints are compared with the
approximate 8120 GE [51, 102] required by a standard hash function like SHA-1
(which is an essential building block for most security protocols), it becomes clear the
need for schemes that can provide some minimum security services while requiring

as few resources as possible.

As aforementioned in previous chapters, EPC-C1G2 standard identifies three
requirements that a PRNG must satisfy [47]:

e The probability that any RN16 drawn from the PRNG has value RN16 = j
for any j, shall be bounded by 0.8/2'6 < P(RN16 = j) < 1.25/21.
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e For a tag population of up to 10,000 tags, the probability that any two or more
tags simultaneously generate the same sequence of RN16 shall be less than

0.1%, regardless of when the tags are energized.

e An RN16 drawn from a tag’s PRNG 10ms after the end of 7, (RF signal
envelope rise time) shall not be predictable with a probability greater than
0.025% if the outcomes of prior draws from PRNG, performed under identical

conditions, are known.

Due to the limitations imposed by the technology requirements and the EPC-
C1G2 standard, it is a challenging problem to design a PRNG suitable for low-cost
RFID tags.

3.1.2 PRNG evaluation

The PRNG output must be indistinguishable from a random number. The statistical
properties of the output are usually examined using battery tests and then compared
to the statistical properties of truly random sequences. These tests do not guarantee,
when successfully passed, that a given generator is useful for all kind of applications.
As aforesaid, the security analysis of PRNGs in a cryptographic context is not
restricted to a statistical analysis of the output of the generator, the algorithm itself

must be cryptographically analyzed in order to avoid some weaknesses as linearity.

The most well-known tests used to evaluate PRNGs are:

e ENT: ENT is a statistical test designed to evaluate PRNGs but it is also
used to test random streams [142]. The tests carried out by this suite are:
Entropy, Chi-square Test, Arithmetic Mean, Monte Carlo Value for Pi and

Serial Correlation Coefficient.

e NIST Test Suite for random Number Generators: this statistical package has
been developed by NIST [114]. The package consists of 15 tests that evaluate
the distribution of long binary sequences. The tests are: Frequency (Monobits)
Test, Test for Frequency within a Block, Runs Test, Test for the Longest Run
of Ones in a Block, Random Binary Matrix Rank Test, Random Binary Matrix
Rank Test, Non-overlapping (Aperiodic) Template Matching Test, Overlapping
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(Periodic) Template Matching Test, Maurer’s Universal Statistical Test, Linear
Complexity Test, Serial Test, Approximate Entropy Test, Cumulative Sum

(Cusum) Test, Random Excursions Test and Random Excursions Variant Test.

e Dichard: It is a test battery consisting of 15 test developed by Georges
Marsaglia in 1996 [91]. It is considered one of the most tough test batteries,
some generators that pass NIST test fail DIEHARD. The tests that compound
the battery are: birthday spacings , overlapping permutations, ranks of 31x31
and 32x32 matrices, ranks of 6x8 matrices, monkey tests on 20 bit Words,
monkey tests OPSO, OQSO, DNA, count the 1’s in a stream of bytes, count the
1's in specific bytes, parking lot, minimum distance, random spheres, squeeze,
overlapping sums, runs, and craps. In 2002, Marsaglia [92] proposed a reduction
of the tests. Only 3 tests were selected for this lightweight suite and integer
numbers reduced to only 32 bits to evaluate the randomness of the sequence.
The new 3 tests are: The ged test, based on Euclid’s algorithm for computing
the ged of two random 32-bits integers. The Gorilla test, a stronger version
of Monkey test presented in Diehard. The Birthday Spacing test, a stronger

version of iterated birthday spacing test presented in Diehard.

Besides statistical tests as a way of randomness evaluation, there are other
methods related to the verification of EPC-C1G2 functionalities that can be carried
out using a simulation platform. For example, the IAIK UHF Demo Tag [101] is a
programmable device intended for developing new commands or functionalities to
the EPC Gen2 standard. It allows, moreover, to verify the new functionality using
compliant EPC Gen2 readers, by modifying the code inserted into the Demo Tag.

Thus, new developments can be implemented and tested in real environments [121].

3.1.3 Known PRNGs

PRNGs have been studied and used for some decades. There are several PRNGs
well-known in the literature and some secure proposals from different authors. Among
the most well-known PRNGs can be highlighted the following ones:

e Linear Congruential Generator (LCG): LCGs are simple pseudo-random

number generators usually defined by the following equation:
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Figure 3.1: Linear Feedback Shift Register scheme

Xpi1 =a- X, + ¢ (mod m)

where X is the seed and a, ¢ and m are constants. If these constants are selected
carefully, the LCG will be a maximal period generator. LCGs are very popular
due to their straightforward implementation and good statistical characteristics,
but are insecure from a cryptographic point of view. The underlying problem
of LCGs is that X,,.; and X, are not independent. An attacker could predict
the entire sequence after eavesdropping some outputs (even if a,c and m are

unknown). LCGs are not used for cryptographic applications for this reason.

Linear Feedback Shift Register (LFSR): LFSRs are generators that con-
sist of a shift register and XOR gates (see Fig.3.1). The LFSR input bit
is a linear function of its previous state. The feedback polynomial function
(C(x) =1+ 12" + o2 + ... + ¢, 2") establishes the register positions that are
XORed. If the feedback function is primitive, the LFSR will have maximal
length. The main weakness that present LEFSRs is the linearity.

Blum-Blum-Shub Generator [17]: Blum-Blum-Shub security depends on
an integer factorization that is generally assumed to be intractable. A pseudo-

random bit sequence (z1, 29, ...2;) of length [ is generated as described below:

1 Setup
1.1 Generate two large secret random (and distinct) primes p and q each
congruent to 3 modulo 4, and compute n =p - q.
1.2 Initialize the seed s randomly in the interval [1,7 — 1] such that

ged(s,n) = 1 and compute zy = s? mod N.

2 Random Bit Generation For i from 1 to I:

— 2
2.1 z; = x;_ymodn

2.2 z; =least significan bit of x;
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The main problem of this generator is that it needs a lot of resources for the

implementation due to the computational complexity.

The previous PRNGs can not be used in low-cost RFID tags because of the lack
of security (LCG and LFSR) or the resources used in its implementation (BBS).
There are many others PRNGs in the literature, for example those based on the
theory of chaos. But these PRNGs do not accomplish the EPC-C1G2 requirements,
or they are not suitable for low-cost RFID tags.

In the last decade, several schemes have been reported. Among the PRNG

proposals oriented to low-cost RFID tags stand out the following ones:

e LAMED: Peris-Lopez et al. present in [105] a deterministic algorithm that
relies on the use of 32-bit keys and pre-established initial states. The set of
functions mainly consists of bit rotations, bitwise operations, and modular
algebra, building a 32-bit PRNG. The authors also propose an alternative
16-bit version of their PRNG for EPC Gen2 compatibility. To reduce the
output length from 32 to 16 bits, Peris et al. divide the 32-bit output in two
halves and XOR them to obtain the 16-bit output sequence. Experimental

results regarding area, throughput and power consumption were not presented.

e Che et al.: Che et al. describe in [28] a hybrid approach that combines the
use of Linear Feedback Shift Registers (LFSR) and a TRNG to build random
sequences. A theoretical attack to this PRNG was presented in [121].

e J. Melia-Segui et al: In [94] J. Melia-Segui et al. handled the inherent
linearity of LFSRs by means of a multiple-polynomial approach. Several feed-
back functions were implemented. The selection of each primitive polynomial
for every cycle is performed by the true random data source and a decoder.
The authors present a secure PRNG design suitable to the current EPC Gen2
technology, providing evidences of statistical and hardware compatibility. The
main problem is that the PRNG security relies on a TRNG.

Based on the necessity of embedded PRNGs in tags, and taking into account
the lightweight designs reported in the literature, we have proposed two lightweight
PRNGs that meet the EPC-C1G2 requirements, and are suitable for low-cost RFID

tags.
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3.2 AKARI-X

3.2.1 Design and evaluation

Achieving EPC-C1G2 with a lightweight design supposes a challenge, as the lack of
resources in the tag impose severe constraints on the type and amount of operations
that can be included. Over the last years, several authors have proposed various
designs appropriate for resource-constrained devices such as low-cost RFID tags (see,
e.g., [27, 94]).

In this context, the concept of T-function introduced by Klimov and Shamir
[74, 75] results very interesting. All bitwise operations (e.g. bitwise XOR (a & b),
OR(a V b) and AND (a A b)) and most of the modern machine operations (e.g.
addition (a + bmod2™) and multiplication (a - bmod2™)) are T-functions and their

composition are also T-functions.

In particular, the mapping x — x + (x - 2V C')(mod 2™) is very interesting. For
any m, it is a permutation with a single cycle of length 2™ if both the least significant
bit and the third significant bit in the constant C' are 1. Furthermore, the output
provided by this permutation looks like a random variable. However, this function
is not cryptographically secure. More precisely, an attacker can exploit the fact
that when a T-function is executed there is not propagation of information from left
to right, which facilitates its cryptanalysis. Nonetheless, these T-functions can be

mixed with a non-linear function to increase its security.

Using the information about the desirable cryptographic features of T-functions
and the study performed in chapter 2 about the footprint area of lightweight elements,
two lightweight PRNGs called AKARI-1 and AKARI-2 have been designed.

To overcome the above mentioned drawback of T-functions (no propagation of
information from left to right) and guarantee a high degree of diffusion, we have
included in our designs non-linear filters. Several candidates have been generated
using genetic programming. The possible non-linear filters are obtained through
evolving compositions of extremely light operands in terms of computation and
hardware demands (multiplication was excluded because of the results presented in
chapter 2). It is noteworthy that the non-linearity of each candidate was measured

using the Avalanche effect concept. This property tries, to some extend, to reflect the
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Figure 3.2: Pseudorandom Number Generators AKARI-1 and AKARI-2.

intuitive idea of high non-linearity. More specifically, the avalanche effect is evident
if, when an input is changed slightly, the output changes significantly. Further
information about the methodology used to obtain non-linear filters can be found in
[64].

A description in pseudocode of the two PRNGs is given in Fig. 3.2, where (>>)
and (<) symbolize right and left circular shift, respectively.

Analysing the proposed alternatives, AKARI designs are based on iterating a
simple function a given number of rounds. AKARI-1 consists of a initialization phase
that is usually precomputed in the reader (1,2 and 3) and only one filter function
which is iterated a relatively high number of times (r = 64). This function consists of
simple additions (a+ bmod2™) and right and left circular shifts. Oppossedly, AKARI-
2 consists of an initialization phase(1,2 and 3) but employs two filter functions. The
two filter functions are mixed, facilitating the reduction of the number of iterations in
the loop r = 24. These two filters include lightweight operations, circular shifts and
constants. It is important to note that in both cases, the algorithm uses variables of

m bits and outputs numbers of m/2 bits.
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Table 3.1: Evaluation of the quality of AKARI-1 and AKARI-2 (m = 32) against several

randomness tests.

Battery | Test | AKARI-1 | AKARI-2 |
Entropy 8.000000 8.000000
Compression
Rate 0 0
\? Statistic 259.09 (41.70%) | 250.99 (55.93%)
ﬁgﬁmem 127.4976 127.5031
ENT
MonteCarlo 3.141447036 3.141512474
T (error (error
estimation 0.00%) 0.00%)
Serial
correlation -0.000026 3141512474
. (0.000013
coefficient
| Dichard | Overall p-value | 0.352645 |  0.551129 |
\ NIST \ All \ Pass \ Pass \

The statistical quality of the output sequence generated by AKARI-1 and AKARI-
2 was analyzed using three batteries of statistical randomness tests: ENT [142],
DIEHARD [91] and NIST [114]. The results obtained in these tests are depicted in
Table 3.1

3.2.2 Hardware architectures

We next describe several architectures for the implementation of both AKARI PRNGs.
The main goal of the designs depicted in Fig. 3.2 is meeting the various technology
requirements for low-cots RFID tags, namely using less than 4000 GE, taking less
than 500 clock cycles in the generation of a random number, and consuming less
than 10 W [111]. At the same time, we try to maximize the security level, which is
directly linked to the bit-length of the generated random numbers.

With the proposed architectures, we try to maximize the throughput or minimize
the area while the above mentioned requirements are fulfilled. A reduction in the
footprint area can be exploited to add additional bits for the operations (more

security) or alternatively it can be used just to reduce the cost of silicon area.
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To maximize the throughput, the best strategy is trying that all the operations
are computed in only one clock cycle, as the clock frequency is very low at 100 KHz,
and there is plenty of room for a long critical path. With this strategy, the number
of clock cycles necessary to generate a Pseudo-random number are reduced to the

minimum.

On the other hand, the strategy adopted to reduce the area is related to the
lightweightness of the operations. As shown in the previous section, both PRNGs
mainly use simple bitwise operations. Even though these have a reduced cost in
terms of area, they can be implemented in different ways and it is unclear which one
will best fit the requirements given above. Taking into account the study carried
out in chapter 2, we can summarize that adders are the most expensive operation,
in terms of area, involved in these algorithms. We concluded that the best way to
improve the area cost is to reduce the size of the adder. However, this strategy incurs
in a penalty in throughput, since each addition takes several clock cycles. The limit
of this area reduction is established by the number of clock cycles used. As aforesaid,
some works assume that an EPC-C1G2 protocol should take less than 500 clock
cycles for each protocol run. For a 100 kHz frequency, this means one authentication

each 5 milliseconds or, equivalently, 200 protocol runs per second.

We have proposed several implementation architectures for each PRNG in order to
explore the trade-off between area and throughput while the EPC-C1G2 requirements

are achieved.

3.2.2.1 AKARI-1 Architectures

With the first architecture (AKARI-1A) we attempt to minimize the number of clock
cycles required to generate an output. Each operation is executed in only one cycle
whenever this is feasible. To achieve this, different m-bit operation blocks are used,
m being the bit length of the variables, and the control of inputs/outputs to/from
each block is implemented through a Finite State Machine (FSM).

In the second architecture (AKARI-1B) we seek to reduce the overall chip area
by reducing the area occupied by the adder. More precisely, we use an adder with
half the number of bits (m/2) plus the necessary control implemented by an FSM.
With this approach, the circuit needs more clock cycles because each sum takes now

2 cycles rather than just 1. Besides, it is now necessary to add some additional
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logic (multiplexers and demultiplexer) to select which input is used at each cycle
(see Fig.3.3(a)). A priori, it is unclear whether the improvement in area given by a
reduced adder will or will not compensate for the area required by additional logic.

This will be discussed later when analyzing the implemented circuits.

It is not possible to go further with this reduction strategy in AKARI-1 PRNG
(using an adder of (m/4)) because the number of clock cycles used exceeds the limit

imposed by the standard.

3.2.2.2 AKARI-2 Architectures

We have explored three different architectures for AKARI-2. The first two (AKARI-
2A and AKARI-2B, respectively) are identical to those developed for AKARI-1;
i.e., AKARI-2A uses m-bit adders and takes 1 cycle, while AKARI-2B uses m/2-
bit adders and takes 2 cycles. To further explore the trade-off between area and
throughput, the third approach (AKARI-2C) goes one step further and uses m/4-bit
adders with additional support logic. In detail Fig. 3.3(b) we show the m/4 adder
plus the logic control (multiplexers and D flip-flops) that is needed to implement
this approach.
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(b) Adder with quarter bit length (m/4)

Figure 3.3: Half (m/2) and quarter (m/4) adders and auxiliary logic and registers.



3.3. RFID authentication Protocols 55

For the same reason as in AKARI-1, it is not possible to go further with the

reduction strategy.

We have presented several architectures for both PRNGs in this section. However,
PRNGs are typically used along with authentication protocols that take advantage
of the freshness generated by PRNGs to increase their security. In the next section

are presented two authentication protocols compliant with EPC-C1G2 that require a
PRNG.

3.3 RFID authentication Protocols

To provide security in RFID communications, authentication protocols turn out to be
very effective. In [34] Chien proposed the following classification about the hardware
complexity of the different kind of protocols used in RFID: 1) Full-fledged tags support
on-board conventional cryptography like symmetric encryption, cryptographic one-
way functions and even public key cryptography; 2) Simple tags support random
number generators and one-way hash functions; 3) Lightweight tags support a random
number generator and simple functions, such as for example a Cyclic Redundancy
Code (CRC) checksum, but not a cryptographic hash function. Ultra-lightweight
tags can only compute simple bitwise operations, like XOR, AND, OR, etc.

A few security lightweight protocols are proposed in the literature aimed at
meeting the technology requirements set by the EPC-C1G2 standard [47]. In these
proposals, Pseudorandom Number Generators (PRNG) are often used to provide
freshness to the generated messages and avoid some attacks. According to EPC-C1G2,
tags should be able to generate 16-bit pseudorandom numbers (RN16), and store
temporarily at least two of these values. The system mainly comprises interrogators
(readers) and labels (tags). An interrogator manages tag populations using three
basic operations: 1) Select - the operation used to choose a tag population; 2)
Inventory - to identify tags; and 3) Access - the operation used for reading from

and/or writing to a tag.

We next describe two representative ultra-lightweight protocols based on PRNGs
developed to conform with the EPC-C1G2 specification.
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Reader Tag Reader Tag
Cuery Query

RN16 RN1
Ack(RN16) RN2

EPCdata RN3

Figure 3.4: The 4-pass EPCGen2 inventory (left) and Burmester-Munilla inventory (right)
[22].

3.3.1 Burmester-Munilla Protocol

Burmester and Munilla [22] proposed a lightweight mutual authentication RFID
protocol that supports session unlinkability and forward and backward security. In
this protocol, each tag shares with the server a synchronized PRNG (same algorithm,
key and seed). Tag and server are mutually authenticated by exchanging either three
or five consecutive numbers from the PRNG. Moreover the PRNG can be refreshed
when there is suspicion that the state of the PRNG may be compromised.

The original EPC-C1G2 protocol has four passes for identification, which involve
the exchange of the following messages: a query, a random number RN16, an
acknowledgement ACK(RN16) and the EPC data. As shown in Fig. 3.4, in [22]
the authors replace these values by three random numbers (RN1, RN2 and RN3)
in the so-called optimistic case. If RN1 was used previously (a flag called alarm is
ON), then two more nonces (RN4 and RN5) have to be exchanged.

3.3.2 Chien-Huang Protocol

Chien and Huang presented in [33] a new authentication protocol based on Li et al.s
scheme [150]. The authors showed that Li et al’s scheme is vulnerable against replay
attacks and attempted to improve its security level while preserving its lightweight
properties. The security of Chien-Huang protocol is based on a synchronized PRNG
shared between the tag and the reader. The scheme supports mutual authentication
and the authors claim that it provides security against replay, traceability and DOS

attacks.

A short description of the protocol is given below, but the reader is referred to

the original paper for further details. Each tag stores an [-bit secret key x, an [-bit
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Table 3.2: Security Properties

Burmester-Munilla | Chien-Huang
Mutual authentication 0
Replay Attacks

DOS Attacks
Active Attacks
Forward secrecy
No traceability

o|o|o|o|o
>lo|D|o|o|o

X- no satisfied, 0 - satisfied, A - partially satisfied

secure identity STD, and an [-bit index-pseudonym I D.S. Six values are stored in the
database for each tag: a secure identity SID), the current index-pseudonym ID.S,,..,
the old index-pseudonym I DSy, the current key .., the old key x,4, and a flag
bit that is used to check whether the tag and the database are synchronized or not.
Three operators are used: 1) a PRNG g(); 2) rotate(p,w), which left rotates the
operand p w positions; and 3) Left(s) and Right(s), which symbolize the left /right

half of s respectively. Fig. 3.5 depicts the exchanged messages in this scheme.

Table 3.2 presents a brief security comparison between the two chosen protocols.
Both protocols provide mutual authentication and Burmester-Munilla scheme seems

to be more robust offering protection against traceability and active attacks.

3.3.3 Design architectures for RFID identification protocols

In this section, we present the designs made for the two EPC-C1G2 protocols described
above and the hardware architectures chosen, including memory, computational and
control logic. Both schemes rely on the use of a sufficiently good PRNG, but the
particular choice is left to implementers. Given that such a component is critical to
guarantee that the resulting circuit will fit a low-cost RFID tag, we have explored
the two AKARI designs presented above.

Most PRNG-based EPC-C1G2 protocols follow a similar working scheme. We
have designed an architecture for a generic EPC-C1G2 protocol (see Fig. 3.6) and
then particularized it for each implemented protocol. This architecture includes four

main blocks:

e Register Block: This encompasses all the registers needed to store intermediate

computations and long-term values. For example, in the Burmester-Munilla
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Figure 3.5:

Chien and Huang lightweight RFID authentication protocol [33].
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protocol it contains the registers that store RNy, RNj, the state (giq4(state))
plus the refresh key K (we can discard the 1-bit flag ent as its cost is negligible).
Likewise, in the Chien-Huang protocol the block stores the internal values
(SID, IDS and z) and the nonce R; received from the reader.

e PRNG Block: It implements the chosen pseudorandom number generator.

e Timer Block: It controls the maximum waiting time for each message exchange
during a protocol run, indicating if the current execution must be aborted if

the other party does not reply.

e FSM: The interaction among the different block elements during a protocol
run is controled by a protocol-specific FSM. It also implements other details of
each scheme. For example, in the Burmester-Munilla protocol it checks the
alarm signal and selects the different operation modes (optimistic case or worst

case).

As far as optimization is concerned, most efforts are concentrated on the PRNG
block. The remaining modules are mainly composed of basic blocks and there is not
much room for optimization. Despite this, in some cases we were able to reduce area

by reusing some logic components from the PRNG into the protocol FSM.

3.4 Circuit Synthesis and Results

In this section, we report and discuss the main findings obtained for the different
architectures described above. Firstly, we implemented the 3+2 choices for the
PRNG using 6 different bit lengths (8, 16, 32, 64, 128 and 256 bits), resulting in 30
different designs. Each protocol was then implemented with 15 of them (32, 64 and
128 bits), as the remaining alternatives are inadequate for the EPC-C1G2 standard.

3.4.1 Experimental Setting

The synthesis of the various implementation alternatives discussed above was done
with the Synopsys software. The hardware was described in VHDL language, using
a structural style. The UMC library Faraday 90nm has been used. The choice of
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this library is motivated by the fact that it provides information at the cell level,
giving access to very valuable information that is generally unavailable when using
generic libraries. In particular, this library provides detailed information of the
standard cells’ layout, which allows us to have a good estimation of the area and
power consumption of the circuit. Overall, this guarantees that the results here
presented are similar to those that would be obtained in a manufactured circuit.
Although the final figures may suffer slight variations, these are reasonably bounded

and do not have a significant impact in the results here reported.

All the tests have been performed with an operating frequency of 100 kHz for the
clock signal of the integrated circuit, which is typically used in RFID systems, and a
power supply set to 1.2 V. During our experimentation, it was found that the best

results were obtained using a medium effort in map, area and power consumption.

Three metrics were used to analyze the proposed implementations:

e Area: The full area occupied by the circuit, both in gm? and in Gate Equiva-
lents (GE), is presented. As aforesaid, the GE is obtained by dividing the whole
circuit area by the area of a basic NAND logic gate; this result is completely

independent of the particular technology used.

e Power consumption: An estimation of the power consumption is provided.

Such a quantity heavily depends on the chosen technology.

e Throughput: The circuit throughput (Kbps), which measures how fast out-

puts are generated, is presented.

3.4.2 PRNG Results

3.4.2.1 AKARI-1 Results

Table 3.3 summarizes the four synthesis metrics identified above (circuit area, GE,
power consumption and throughput) for each PRNG architecture and using six
different output bit lengths. Some general conclusions can be drawn from these

results:
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Table 3.3: Hardware Analysis of AKARI-1 PRNG.

[ 8 bits | 16 bits | 32 bits | 64 bits | 128 bits | 256 bits

Area (pm?2:
AKARI-1A 1494 3191 6209 12224 24340 48563
AKARI-1B 1643 2892 5484 10669 20912 41406

Gate Equivalents (GE):

AKARI-1A 476 1018 1980 3898 7762 15486
AKARI-1B 524 922 1749 3402 6669 13204
Power (nW):

AKARI-1A 47.35 89.95 173.8 343.2 712.17 1410
AKARI-1B 54.61 95.71 182.32 | 350.36 710.20 1460

Throughput (Kbps):
AKARI-1A 24.24 48.48 96.96 193.92 387.84 775.68
AKARI-1B 3.55 7.11 14.22 28.44 56.88 113.77

1. There is a clear trade-off between area and throughput. For example, for a
256-bit architecture, it can chosen between generating a number with a minimal
number of clock cycles (66 in AKARI-1A) or around a 15% improvement in
area (AKARI-1B) with a serious penalty in throughput.

2. The improvement in area becomes more noticeable for architectures with larger
bit lengths. This is reasonable, as the impact of the additional logic required

by the sequential adder is increasingly less relevant.

3. Differences in power consumption are not significant. However, we empha-
size that this strongly depends on the fabrication technology employed and,

therefore, these figures have to be taken with care.

Circuit area is a severe restriction in lightweight cryptography. It is commonly
assumed that a maximum of 4000 GE can be devoted for security functions. In Fig.
3.7 we can observe that the area increases linearly with the number of bits. For
a maximum of 4K GE, we estimate that the output bit-length is upper bounded
by 65 bits (AKARI-1A) and 75 bits (AKARI-1B), respectively. Fig. 3.8 shows the
area, power and clock cycles for a 64-bit implementation of the two architectures.
AKARII-A fulfills the area requirements, and the required number of clock cycles
is also quite below the limit (66 < 500). AKARI-1B shows a different trade-off
between area and throughput, but the number of clock cycles is still below the 500
limit (450).
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Figure 3.7: Area analysis of AKARI-1 PRNG (Gates Equivalents).
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Figure 3.8: Implementation results of AKARI-1 PRNG (64-bit architecture).

3.4.2.2 AKARI-2 Results

The synthesis results for the three implementations of AKARI-2 follow a pattern
similar to that observed for AKARI-1 (see Table 3.4). The first proposed architecture
(AKARI-2A) optimizes speed (51 clock cycles), while the third one (AKARI-2C)
optimizes the area at the expense of a lower throughput. AKARI-2B sits somewhere
in between, but only for bit lengths greater than 16 bits. Fig.3.9 shows the area
occupied by the three architectures as a function of the bit length. The larger values
that meet the 4K GE requirement are 34.2 (AKARI-2A), 40.4 (AKARI-2B) and
42.8 bits (AKARI-2C), respectively. Therefore, a 32-bit output seems a reasonable
choice if AKARI-2 is to be used in a protocol. Fig. 3.10 summarizes the performance

characteristics for this bit length. The three architectures consume roughly the same
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Table 3.4: Hardware Analysis of AKARI-2 PRNG.

[8 bits | 16 bits | 32 bits | 64 bits | 128 bits | 256 bits |

Area (um?:

AKARI-2A 2582 5837 11740 23462 46955 93257
AKARI-2B 2794 5173 10014 19656 38641 76910
AKARI-2C 2831 5081 9534 18421 36241 71579
Gate Equivalents (GE):
AKARI-2A 824 1.861 3.744 7.482 14.973 29.738
AKARI-2B 891 1.650 3.193 6.268 12.322 24.525
AKARI-2C 903 1.620 3.040 5.874 11.557 22.825
Power (nW):
AKARI-2A 57.38 109.88 216.06 439.37 902.49 1790.00
AKARI-2B 76.95 135.81 255.28 522.04 1070.00 2300.00
AKARI-2C 72.33 126.02 231.25 454.34 924.81 1810.00
Throughput (Kbps):
AKARI-2A 15.68 31.37 62.74 125.49 250.90 501.96
AKARI-2B 2.75 5.50 11.03 22.06 44.13 88.27
AKARI-2C 1.50 3.01 6.03 12.07 24.15 48.30
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Figure 3.9: Area analysis of AKARI-1 PRNG.

power. There is no significant difference in area either, as the benefits of using smaller
adders (AKARI-2B and AKARI-2C) do not become apparent for such a small bit
length. This, however, seriously affect throughput, which drops dramatically for
AKARI-2C. Such bad performance of AKARI-2C in terms of throughput does not
come as a surprise, as the use of m/4-adders implies that each sum requires four
clock cycles, rather than just 1 and 2 in AKARI-2A and AKARI-2B, respectively.




3.4. Circuit Synthesis and Results 65

600

[ JakaRiz-a
500+ WkaRi2-B
Baxariz-c
400+ —
300
200
100} .
oL , [l
GE/M0 Power Consumption (nw) Clock Cycles

Figure 3.10: Implementation results of AKARI-2 PRNG (32-bit architecture).

3.4.3 Protocol Results

We now discuss the synthesis metrics obtained for the two protocols described in
Section 3.3. Each protocol has been implemented using the 5 PRNGs architectures
for 3 different bit lengths: 32, 64 and 128 bits.

3.4.3.1 Burmester-Munilla Protocol

Table 3.5 shows the footprint area, power consumption and maximum number of
authentications per second for Burmester-Munilla protocol. The area remains below
(or close to) 4K GE for the 5 PRNG implementations for a 32-bit architecture. For
larger bit-lengths, the area grows significantly, particularly if AKARI-2A is used.
Further investigation reveals that between 60% and 90% of the chip is occupied
by the PRNG. To better illustrate this, Fig.3.11 shows the total chip area and the
fraction corresponding to the PRNG. This gives an interesting insight for protocol

designers.

As for power consumption, an upper bound of 10 W is commonly assumed as
the maximum power that a passive RFID tag can consume. Our implementations
are well below that limit, even for larger bit lengths such as 128 bits. The differences
observed between the power consumption of an isolated PRNG (see Tables 3.3 and
3.4) and the entire protocol are due to several facts: several random numbers are
generated in each protocol execution, the chip is energized for a longer period of

time, and the extra protocol circuitry adds some nano-watts.
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Table 3.5: Hardware analysis of Burmester-Munilla EPC-C1G2 protocol.

Gate Equivalents (GE):

PRNG 32 bits 64 bits 128 bits
AKARI-1A 2666 5184 11382
AKARI-1B 2557 4833 9227
AKARI-2A 4026 8010 18282
AKARI-2B 3427 6766 13037
AKARI-2C 3519 6659 12723

Power (nW):

PRNG 32 bits 64 bits 128 bits
AKARI-1A 311 614 1250
AKARI-1B 288 530 1051
AKARI-2A 338 643 1266
AKARI-2B 326 622 1239
AKARI-2C 321 610 1162

Authentications/second
PRNG Best case | Worst case

AKARI-1A 245 147
AKARI-1B 37 22
AKARI-2A 314 188
AKARI-2B 57 34
AKARI-2C 31 18

We have also calculated the number of authentications per second of each protocol
implementation. As described in the original protocol, the authentication could
involve the exchange of 3 (optimistic case) or 5 (worst case) random numbers. This
makes a difference, as the tags must wait for the reader to generate further numbers,
and then receive and process them. Throughput plays a fundamental role here,
as shown in 3.5. In both cases, different PRNG architectures yield substantially
different throughput results.

3.4.3.2 Chien-Huang Protocol

Implementation results for Chien-Huang protocol are quite similar to those discussed
for the first protocol (see Table 3.6). Again, a 32-bit architecture seems the fittest

choice for a low-cost RFID tag in terms of area, as larger bit lengths result in a bigger
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Figure 3.11: Area analysis of Burmester-Munilla protocol (32-bit architecture).

footprint. Fig.3.12 shows the fraction of the total chip area occupied by the PRNG.
As in the case of Burmester-Mulilla protocol, the PRNG accounts for more than 60%
of the total area, reaching an 80% for AKARI-2. In any case, all footprints are quite

power efficient and there are no significant differences between both protocols.

According to our implementations, Chieng-Huang protocol is clearly faster than
Burmester-Munilla, with a difference of more than 100 authentications per second for
the fastest versions of both schemes. This is reasonable, as Chieng-Huang involves

the generation of just 1 random number, while Burmester-Munilla requires 3 or 5.

3.4.4 Impact of EPC-C1G2 module in RFID tags

As an example, in Fig. 3.13 we show a general architecture for a battery-less
wireless sensors based on low-power EPC-C1G2 RFID tags. The antenna and
modulator/demodulator modules are common parts of any wireless communication
device. The operation frequency of the circuit is limited by the clock control module
and there is a module that efficiently and intelligently manages the power in the
circuit. The chip is armed with several external sensors (e.g. temperature and
humidity) and the multi-purpose sensor block includes internal sensors, controls
all of them, and provides the interface with the rest of the circuit. Finally the
EPC-C1G2 module supports lightweight cryptography primitives and the security
protocol compliant with EPC-C1G2 standard. This last module is the one we have
studied and implemented in this chapter. In [151] Zalbide et al. presented an ASIC

implementation of the EPC-C1G2 standard with a sensor. We can compare the whole
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Table 3.6: Hardware analysis of Chien-Huang EPC-C1G2 protocol.

Gate Equivalents (GE):

PRNG 32 bits | 64 bits | 128 bits
AKARI-1A | 2840 5453 15197
AKARI-1B | 2703 5109 9931
AKARI-2A | 4185 8273 22089
AKARI-2B | 3656 7036 13871
AKARI-2C | 3685 6901 13516

Power (nW):
PRNG 32 bits | 64 bits | 128 bits
AKARI-1A 277 538 1347
AKARI-1B | 280 528 1025
AKARI-2A 315 597 1442
AKARI-2B 323 616 1218
AKARI-2C 319 611 1192

Authentications/second

PRNG
AKARI-1A | 352
AKARI-1B o4
AKARI-2A | 446
AKARI-2B 84
AKARI-2C 47

area of this passive sensing tag with the area used for our EPC module. For that
comparison, the area of the cores are normalized following the approach described
in [11], where T} is the anchor of the transistor for the technology used, a A is the

chip-area for T,, and T} is the technology to which the area is normalized.

A
Anorm = W (3.1)
Using this approach and taking 1 nm as the reference technology (7, = 1 nm),
the normalized area of the RFID sensor tag proposed in [151] is 19.42. In our case,
for a 32-bit length compliant with EPC standard, in the worst case the EPC module
occupies a normalized area of 1.57 and 1.66 for Burmester-Munilla and Chien-Huang
EPC-C1G2 protocols, respectively. In other words, the EPC module uses less than

8.5 % in comparison to the whole chip area of the above mentioned RFID sensor
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tag. This percentage could be even smaller since in our proposed EPC module the
needed memory is counted in the module area calculations and a sensor tag is often
armed with a external EEPROM and the EPC module could use this memory.

3.5 Conclusions

The necessity of implementing PRNGs has become more important since the EPC-
C1G2 standard contemplates the implementation of these blocks. In addition to the
conditions imposed by the standard, the requirements of the technology are very
demanding. The pressing concern of miniaturization in order to implement massively
RFID tags, makes that only 4000 GE can be devoted to security. Moreover, a high
rate of read attempts is desired. Finally, as these kind of tags are passive, they must
consume only a few nano-watts. All in all, design security devoted to RFID tags is a

challenging task.

In this chapter, we have presented two new lightweight PRNGs suitable for
constrained devices such as low-cost RFID tags. Several implementation architectures
oriented to optimize some critical parameter have been proposed. In addition, two
authentication protocols based on PRNGs have been studied in order to include our
PRNGs in a complete security system. These authentication protocols comply with
EPC-C1G2 standard. Finally, the synthesis metrics for each PRNG architecture and

protocol are depicted.

Our experimentation suggests, as expected, that there are clear trade-offs between
the circuit area and its throughput, so that optimization of one of them comes at the
expense of a low performance in the other. We also found out that the PRNG area is
a very significant fraction of the entire protocol implementation, which reinforces the
view that advances in this area will greatly benefit from lightweight cryptographic

components.



True Random Number Generators

True Random Number Generators (TRNGs) are one of the basic cryptographic blocks
used in security protocols. These generators are commonly used to generate keys,
and for that reason, they are one of the most important elements in a cryptographic
protocol. Other applications of TRNGs include generation of nonces, padding plain-
text or even countermeasures against side channel attacks (TRNGs are used to
generate random noise within a certain bandwidth to avoid information leakage from

some processes carried out by the system that can be exploited by an attacker).

Regarding RFID technology, TRNGs are mainly used in the key generation
process. The random number is used as a PRNG seed in order to provide freshness
in RFID systems [33]. TRNGs guarantee the tag’s integrity because even if they
are clonned, their output cannot be predicted. Regarding this feature, other typical
application of TRNGs is defeating physical attacks at the same time that the
non-traceability of RFID systems is enhanced [83].

Due to the importance of random numbers in security systems, the TRNG output
should not only show good features like unpredictability, uniform distribution, etc.

but also, reliability against environmental changes (with a malicious purpose or not).

Owing to the necessity of adding security in embedded systems, the TRNG
integration in hardware devices has become an important challenge. These logic
devices are generally designed to implement deterministic functions, therefore the
inclusion of these kind of generators can have unwanted consequences. For that

reason, it is important to carefully implement these kind of generators.

The TRNG implementation costs can be very high due to the variety of parameters

(frequencies, place and route, power supply, post-processing necessities, etc.) that are
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involved in the correct behaviour of the TRNG. These parameters are often adjusted

in a trial and error process, for that reason, designing a TRNG is a challenging task.

Using Field Programmable Gate Arrays (FPGA) to implement TRNGs have
become very popular nowadays. A singular challenge supposes the implementation
of TRNGs on FPGAs as a consequence of the constrained resources of these sort of
devices. FPGAs contain defined logic blocks and therefore, there is not flexibility
when implementing designs. Furthermore, the vast majority of FPGAs do not include

analogue blocks, which are often used in the generation of random numbers.

This chapter is structured as follows. First, an introduction that includes some
generalities about the TRNG design process and evaluation methods is shown. In
the state of the art subsection, several TRNG proposals and attacks are studied.
In addition, a novel TRNG that will be later analysed and the coherent sampling
technique which is used in our TRNG proposal are introduced. After that, in section
4.2,the randomness of a novel TRNG presented by Cherkaoui et al. is analysed,
against different fault attack scenarios. In section 4.3, a new lightweight TRNG

design based on coherent sampling is proposed.

4.1 Introduction

4.1.1 Design and evaluation

True Random number generators commonly use some kind of physical phenomenon as
a source of entropy. Typically, these phenomena are analogue, so it is required to add
some extraction mechanism in order to convert the analogue phenomenon in digital
values that could be used by the device. Once the entropy source has been digitized,
the statistical properties of the digitized signal will be evaluated with the purpose
of establishing the TRNG quality. After the first evaluation, it is often necessary
to add a post-processing block to correct the output distribution. Finally, due to
the importance of the TRNGs in security systems, it is recommendable to check the
quality of the random output. Some embedded tests are used to set an alarm when
the generated number fails the tests. The typical blocks used in embedded TRNGs
are depicted in Figure4.1.
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Figure 4.1: General scheme of a TRNG

Digitized noise source: As mentioned previously, FPGAs usually do not in-
clude an analogue block, consequently it is not possible to take advantage of analogue
phenomena to extract entropy. In addition, these logic devices are designed to
minimize any random behaviour,and as a result, it is not an easy task to imple-
ment TRNGs on FPGAs. The most common entropy sources used on FPGAs are
metastability, delay variation between gates and thermal noise generated in the

device.

e Metastability is typically defined as the phenomenon that is produced when
the setup and hold time of a flip-flop are violated. The flip-flop output shows
temporarily an undetermined value. After this phase, a final value is set

randomly.

e The delay variation between gates is usually exploited by measuring the propa-
gation delay of a signal. Typically, the deviation of the ideal behaviour (jitter)

is used to extract entropy.

e Finally, as resistors and capacitors can be easily implemented in logic devices,
the thermal noise generated in these components can be used to affect the
frequency of a RC oscillator. The FPGA problem is that it does not include
the possibility of implementing resistors or capacitors. Therefore this is not an

entropy source suitable for FPGAs.

It is noteworthy that some FPGAs include phase locked loops (PLL). This
analogue block can be used in the generation of random numbers [55]. As this
block is not included in the majority of FPGAs, we will focus on other more general
methods that can be implemented even on FPGAs without PLLs.

Post-processing: The vast majority of TRNG outputs present a slight bias

before post-processing. This bias is caused by weaknesses in the entropy source or
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a poor quality in the entropy extraction method. The bias presented before the
post-processing makes the statistical test used to evaluate the TRNGs fail. In order
to solve this problem, it is common to add a post-processing stage to obtain an
acceptable bias at the final output. The most well-known post-processing techniques

are the following:

e XOR corrector: The XOR corrector consists in hashing n consecutive input
bits through a XOR operator to obtain 1 bit at the output. It is a very popular
post-processing technique due to its straightforward hardware implementation
and the fact that this corrector keeps the throughput constant. The main
problem of this corrector is that if the input bits are correlated, the bias is not
corrected at the output. A further analysis about the XOR corrector used as

post-processing can be found in [41].

e Von Neumann corrector: This post-processing [141] is the most well-known
technique because it generates unbiased outputs. Von Neumann corrector
consists in processing pairs. If the two input bits are equal, they are discarded.
On the other hand, the corrector output will be the first input bit. The main
drawback is that a high percentage of the generated bits are discarded (typically
about a 75%).

e Hash functions: Some authors include hash functions among the post processing
techniques. According to [62], if the input data have a high entropy, the output
generated by the hash function will be almost uniform. Besides, hash functions
used as post-processing provide some interesting cryptographic characteristics
as collision-resistance, one wayness, etc. The resources used to implement these
functions are their main drawback. In addition, it is not easy to compare this

technique with other post-processing methods.

e Good Linear Codes: this method is one of the most interesting options presented
in the literature because this technique presents a good trade-off between
resources and throughput. Furthermore, in [127] it is claimed that if an
attacker knows n input bits, then he can not guess the output better. This
feature provides more robustness to the system against bias introduced by an
attacker. A complete study of these linear codes and their characteristics is

presented in [80].
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Tests: As TRNGs play a key role in cryptographic systems, they should be
evaluated to guarantee at the output a stream of 0s and 1s uniformly distributed.
The TRNG quality is directly related to the entropy source, and taking into account

the post-processing, it is possible to select an entropy per bit rate at the output.

It is noticeable that some tests, that are used to evaluate TRNGs, have been
designed to evaluate PRNGs. These tests only check the output distribution without

regard to the phenomenon used to extract the entropy.

NIST, ENT and DIEHARD battery tests, that have been introduced in chapter 3,
are widely used to evaluate the statistical properties of the outputs. Other well-known

tests are the followings:

e FIPS: Federal Information Processing Standard is a standard used by USA
government and developed by the National Institute of Standards and Tech-
nology (NIST)[53]. This standard specifies the security requirements of a
cryptographic module used to protect sensitive information but unclassified.
This test stablish 4 different security levels.

e AIS31: It is an evaluation methodology debeloped by Bundesamt fr Sicherheit
in der Informationstechnik (BSI) [120]. This methodology was specifically
oriented to evaluate TRNGs. Unlike the previous suites, AIS31 establishes
a group of test to check the output before the post-processing block. This
measure guarantees the quality of the entropy source. Furthermore, AIS31
determines the necessity of on-line tests that generate an alarm when the
minimum entropy per bit will not be reached. Two different levels of security
are defined, P1 and P2. Basically, P1 level is focused on the TRNG final output
(after post-processing). P1 consist of 6 different tests (T0-T5) (a disjointness
test(T0),an autocorrelation test (T5) and FIPS-140-1 tests (T1-T4). The
security level P2 studies the raw output of the entropy source. It consists of
3 tests which are: A uniform distribution test (T6), A comparative test for

multinomial distributions (T7) and an entropy test (T8).

e On-line TEST: In terms of security, the idea of implementing embedded tests
that evaluate the quality of the TRNG (mandatory in AIS31) is very interesting.
If there are enough resources, it could be a good option to implement some of

the aforementioned tests. In typical application scenarios, the resources are
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very limited. For that reason it is not possible to use these tests. In [119], a
guide to choose efficient on-line tests for TRNGs was proposed. In lightweight
cryptography, where each equivalent gate counts, it is important to select a
test that observes a feature easily measured. Usually, tests that need a big
continuous bit-stream are avoided. The Frequency test is often selected among

the on-line tests due to its straightforward implementation and lightweightness.

4.1.2 State of the art

In this section some of the most recognized TRNGs presented in the literature are

summarized. In addition, typical attacks against TRNGs are also depicted.

4.1.2.1 TRNGs on ASICs

As aforementioned, embedded devices as smartcards that are used in applications
where high security is necessary, rely on TRNGs to provide security. TRNGs
implemented on ASICs have the advantage of using tailored blocks as PLL or some
other analog blocks. On the other hand, the TRNG design processes on ASICs are
expensive, due to the variety of parameters that have to be tuned in order to obtain
the required quality at the TRNG output.

Among the proposals reported in the literature oriented to low-cost RFID tags
stand out [8], [29]. In [8], an oscillator-based TRNG is presented. The circuit relies on
a system of jittered clocks that are being monitored by a clock arbiter-synchroniser,
in order to have a random output signal. In [29] the TRNG consists of an analog
random seed generator which uses the oscillator sampling mechanism and a LFSR

for post-processing.

4.1.2.2 TRNGs on FPGAs

In this subsection TRNGs on FPGAs are presented. They have been grouped

regarding their entropy source or the extraction method.

TRNGs using SRAM memories: In this group the TRNGs that use some
features of SRAM memories to generate random numbers are contained. There

are two main approaches: The first one uses the SRAM start-up state to extract
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entropy ([65],[138]). The noise generated on the start-up process of the SRAM is
non-deterministic. Using this noise as a seed in algorithms, it is possible to generate
a stream of random bits. The main problem of this extraction method is that some
SRAMs are reset on the start-up phase and it is not possible to take advantage of this
phenomenon. The other method is known as write collisions([58],[60]). This method
consists in generating a conflict in a particular address trying to write opposite
values at the same time. This procedure generates a kind of metastable response
that generates at the end a random bit. The problem of this extraction technique is
that not all the addresses have a random response. For that reason an enrolment

process is necessary. Moreover, the addresses can change their behaviour after a
SRAM reset.

TRNGs using Metastability: Metastability in electronics is the ability of a
digital electronic system to persist for an unbounded time in an unstable equilibrium
or metastable state [25]. This phenomenon has been widely used to generate random
numbers in ASICs. Taking advantage of metastability in FPGAs is more difficult due
to the fact that these devices are designed to minimize metastability events. Vasyltsov
et al. presented in [139] a TRNG that uses inverters (used as Ring Oscillators (ROs))
and multiplexers that switch between a metastable mode (entropy accumulation)
and a oscillation mode. More recently, in [144], it has been proposed another TRNG
that takes advantage of dual metastability. As mentioned before, the problem of
using metastability is that FPGAs are designed to minimize it. Moreover, some

vulnerabilities have been founded in [118].

TRNGs using jitter: As aforementioned, the jitter is the deviation of a signal
ideal behaviour. Using jittery signals has become the most effective method to
extract entropy in a FPGA. The jitter is composed of two main noises. Thermal
noise and flicker noise. The thermal noise is the responsible for the non-deterministic
component of the jitter. On the other hand, the flicker noise contributes with a
deterministic component that depends on the manufacturing technology, the power

supply, etc. There are two main techniques using jitter as a source of randomness:

e Sampling jittery clock signals This method consists in sampling high
frequency signals shifted in phase using a D flip-flop. Sunar et al. reported in
2007 a new TRNG using this technique [127]. To the best of our knowledge,
this was the first time that a stochastic model of a TRNG was presented. The
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Figure 4.2: Sunar et al. TRNG

principle used by Sunar et al. is depicted in Fig4.2. In this TRNG several ROs
that are sampled at the same time are used. If at least one of these ROs is
sampled in the jitter zone, a random bit will be generated. Using the provided
stochastic model and a resilient function used as a post-processing block, a
designer could select the entropy per bit. The main problem of this TRNG is
that the XOR-tree and the D flip-flop are not able to handle all the transitions

at their inputs.

In order to solve this problem, K. Wold et al. proposed in [147] a modified
version that includes a D flip-flop after each RO. These flip-flops make possible
to solve the problem of dealing with the transitions at the inputs. In addition,
the authors claim that it is possible to remove the post-processing block and
use less ROs. In [18], a study demonstrates that this TRNG presents pseudo-
randomness at the output. In this study a simulation of the K.Wold design,
with 18 ideal ROs (jitter-free), was carried out and it showed that a sequence

that pass statistical tests was generated.

Two fault attacks have been reported in the literature against these proposals
[90][14]. These attacks exploit the vulnerabilities of ROs.

Cherkaoui et al. presented a novel TRNG using this technique and Self-timed
Rings [32]. Further analysis of this TRNG has been carried out in following

sections due to the novelty of their proposal and its importance in this thesis.

Coherent Sampling Coherent sampling is a technique that uses several clocks
with related frequencies or phases. The technique is simple, a clock signal
samples other clock signal in the edges. As these clock signals are not jitter-
free, the output of the sampling process will be a random stream. Fischer
and Drutarovsky presented in [54] a TRNG based on coherent sampling. In
this design, two PLLs embedded in the FPGA were used to generate the clock
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Figure 4.3: RO general architecture

signals. The weak point of this TRNG is that PLLs are not supported in all
FPGA families. In order to solve this problem, Kohlbrenner et al. replaced
the PLLs by two ROs that can be used in all FPGAs. Besides, they proposed
a different sampler block. The problem of this TRNG is that an enrolment
process is necessary to obtain the required frequencies at the RO outputs.
In the same work, they claim that due to process variations, the normalized
frequencies of ROs can differ in up to 8% inside the chip and even more from

chip to chip.

As coherent sampling is the technique used in our TRNG proposal, it is

described more widely in section 4.1.2.5.

It is noteworthy that in almost all the proposals using these techniques, oscillators

are used as entropy sources. Due to the importance of these oscillators in TRNG

designs, in the next subsection are introduced the most extended oscillators used on

FPGAs.

4.1.2.2.1 Oscillators used as entropy sources

Jittery clocks are usually used as entropy sources in many TRNGs. Especially in

FPGAs where sources of randomness are very limited. Ring Oscillators (ROs) and

Self-Timed Rings (STRs) are the most used alternatives.

e Ring Oscillators: ROs are the most widely used solution as generators of

jittery clocks in both ASICs and FPGAs due to their low area, good integration
in digital and analog design flow and important phase noise. Basically, a RO
consists of a chain of an odd number of inverters or an inverter and delay
elements connected to form a ring. The structure of a generic RO is depicted
in 4.3.
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Figure 4.5: Self-Timed Ring structure.

ROs have been widely used in the literature [127] [147]. Their behaviour is well-
known under some environmental variations (temperature, underpowering, etc)
[149]. Among their weaknesses stand out the intra and extra device variability
of frequencies. Several attacks that take advantage of the RO weaknesses have
been reported in the literature [90][14].

Self-Timed Rings:

Self-Timed Rings (STRs) are well-known structures to generate clock signals in
digital devices. A STR implements a handshake protocol that assures an evenly
distribution of events through the different stages. For this, the implementation
of a multi-phase oscillator based on a STR is highly configurable—frequency

and phase resolution between signals can be chosen.

— Architecture

The basic element in a STR is a stage. Each stage consists of a Muller
gate and an inverter, and implements the truth table shown in Fig. 4.4. If
the forward input F', is different from the reverse output R, the output C'

takes the same value as F'; otherwise the previous output is maintained.

The STR architecture implements a micropipeline (ripple FIFO) intro-
duced by Sutherland in [130] (see Fig. 4.5). The handshake protocol used

guarantees the phase distribution between the micropipeline stages.

— Behavior and Configuration
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TTTTBBBB (01010000) — TTTBTBBB (01011000) —
TTBTBTBB (01011000) — TBTBTBTB (01100110) —
BTBTBTBT (11001100) — TBTBTBTB (10011001) —
BTBTBTBT (00110011) — TBTBTBTB (01100110) - - -

Figure 4.6: Example of tokens and bubbles propagation in a Self-timed Ring.

In order to understand the STR operation we need to define the following

parameters:

x L: Is the number of stages that compose the STR. Each stage can be

initialized either to 0 or 1.

x Tokens and Bubbles: A stage contains a token if its output C; is not
equal to the output C; + 1. Converserly, a stage contains a bubble if
its output C; is equal to the output C; + 1. The number of tokens
(NT') and bubbles (N B) can be chosen during the initialization phase.

x N: It corresponds to the number of events distributed throughout

the ring, which equals the number of propagating tokens in the ring.

A token will propagate to the next stage (s;41) if this stage contains a
bubble. The bubble will occupy the backward stage s;. The STR will
have an oscillatory behavior if there are at least 3 stages, 1 bubble, and
an even number of tokens. For example, in a 8 stage STR and a initial
distribution of 4 tokens and 4 bubbles, the events will propagate as shown
in Fig. 4.6.

It is important to note that the propagation delay of the ring depends on
two analog phenomena: Charlie effects and drafting effects. We refer the
reader to [146], where a complete model that explains both phenomena

and how they affect the ring propagation delay can be found.

Regarding configuration possibilities, the frequency can be fine tuned in
the initialization phase by changing the ratio between tokens and bubbles,

that is, NT/NB. The maximum frequency is reached when:

NT _ Dy
NB ~ D,

(4.1)

where D¢y and D,, are the static forward and static reverse propagation

delays, respectively.
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The phase shift between two stages separated by n stages can be calculated
as:

N
Pn =X X 90° (4.2)

Note that if L is a multiple of N, some outputs will have the same phase,
as it happens in the example shown in Fig. 4.6. In particular, there will
be four different phases through the ring, with each phase appearing in
two different stages (stage; and stage;,4). Therefore, in applications of
this oscillator in which the goal is typically to generate the maximum

number of different phases, L mod N should not be equal to 0.

A comparison between ROs and STRs used as a source of entropy can be found
in [30].

Others TRNGs: Owing to the importance of TRNGs in security systems,
several TRNGs have been presented in the last decade. Several of them are not
included in the previous classification but they are worthy to note. Dichtl et
al. presented in [43] a TRNG that tries to transform pseudo-randomness in true-
randomness. As LFSR is used as post-processing, it cannot be possible to assess a
entropy per bit at the final output. Lozac’h et al. proposed a TRNG based on open
loop chains and metastability in [84]. Finally, E.Bohl reported an interesting TRNG
with on-line testability in [19].

4.1.2.3 Attacks on TRNGs

TRNGs have not only to generate a uniform distributed output without bias but
also should be robust against attacks. There is an increasing interest in this topic

due to the important role of TRNGs in cryptographic systems.

Firsts studies dealing with these problems in FPGAs where focused on the effects
of temperature and voltage on the randomness. To the best of our knowledge, the
first attack was presented in 2003 by M. Dichtl [42]. In this work [133],an attack
against a TRNG that uses free-running oscillators and two LFSR was presented. An
attacker takes advantage of controlling the environmental conditions to guess the
frequency of the oscillators. Once the frequency is known, it is easier to guess the
LFSR internal state.
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In 2008, Sunar et al. presented a detailed report [149] about the effects of
temperature and voltage in their TRNG [127]. It was concluded that ROs frequencies
are dependant on the power supply and temperature, while the randomness was

barely affected.

R. Santoro et al. presented [118] in 2009 an evaluation of temperature effects
and high electronic activities around three TRNGs [127], [139] and [43]. It can be
concluded that [139] and [43] present weaknesses when the temperature is increased

or there is a high electronic activity around the TRNG.

It is worth to highlight the work presented by A.Markettos et al. [90]. In this
study the authors performed a fault injection attack against the K.Wold’s TRNG.
The ROs were locked to the same phase by coupling the injection frequency on to
the power supply of the device. If all the ROs have the same phase, the TRNG
will generate several deterministic bits. This attack was carried out using ROs

implemented in discrete logic.

Following the work started by A.Markettos et al., in [14],an electromagnetic (EM)
attack against Sunar’s TRNG was carried out, where the EM effects in the phase of
ROs to control the TRNG output were exploited.

As shown in [90] and [14], ROs are a weak point in TRNGs and their use should

be avoided.

In conclusion, a good TRNG should be portable among different FPGAs families,
should be robust against attacks and should be lightweight (area, power and clock
cycles).

4.1.2.4 Introduction to Cherkaoui et al. TRNG.

A. Cherkaoui et al. design is introduced in this section due to the novelty of this
proposal. To the best of our knowledge, vulnerabilities of this TRNG have not
been found yet. For this reason, in this thesis we have explored the response of a

lightweight implementation of this TRNG in typical TRNG evaluation scenarios.
A. Cherkaoui et al. presented in [32] a novel TRNG design that exploits the jitter

on a Self-Timed Ring to generate random numbers.

The STR consists of L-stages that uses a handshake request and acknowledgement

protocol in order to guarantee the propagation of events (N) simultaneously. In
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Figure 4.8: Entropy extraction principle

the STR configuration process, L and N are selected to be co-prime. This STR
configuration guarantees the generation of L equidistant phases and a phase resolution
Ap = T/2L, where T is the period that can be tuned precisely choosing the ratio
N/L. In Fig.4.7, the architecture of the TRNG is presented.

Fig. 4.8 illustrates the entropy extraction principle. The STR output signals
are re-indexed according to their mean arrival time (C; and C;_; are not adjacent
stages). Since each signal C; is sampled using the same reference clock clk, if the
jittery interval around the mean signal phase is longer than the phase difference
between two signals C; and C;_1, at least one signal is sampled in its jittery time
interval. The resulting sample then has a random value, and hence the output of the
XOR gate is also random. A complete stochastic model to provide a lower bound of
entropy per bit as a function of the ring characteristics (number of stages, oscillation

period, and jitter size) is reported in [32].

As post-processing, an n'"-order parity filter was used. This filter combines n
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successive input bits into one output bit using a XOR function, which enhances the
entropy per output bit, but reduces the throughput by n. The main advantage of the
parity filter is that combined with the proposed stochastic model, it enables simple
entropy per bit correction. The variable 7n,,,;, that represents the minimum filter

order necessary to pass the statistical tests was defined.

Regarding the TRNG hardware, each STR stage contains a Muller gate and
an inverter implemented in one look-up-table (LUT). Hard-wired connections be-
tween the LUTs and adjacent flip-flops were used to connect each stage with its
corresponding flip-flop. Ring stages were placed so that the delays between adjacent
stages were identical, or at least similar (ring topology). Interconnecting each stage
with the previous and the following one, a ripple FIFO is created. Finally, the
FIFO is closed to create a ring that implements the handshake protocol [130]. A
XOR-tree was selected to hash the sampled outputs in only one bit. This XOR-tree
was implemented using a ripple structure (registers are used between each XOR row)

in order to achieve high working frequencies.

The evaluation of this TRNG was carried out in two different FPGAs (Altera
Cyclone III and Xilinx Virtex 5). Several architectures (different number of stages)
were evaluated. AIS31 statistical suite was used to test the TRNG output. Main
parameters,( Ay, T', Npmin,etc) for the different architectures and both devices can
be founded in [32].

4.1.2.5 Introduction to Coherent sampling.

Due to the importance of coherent sampling on this thesis (Coherent sampling
technique has been used in our TRNG proposal.), the principles of coherent sampling
are introduced in this section. After that, we present the main TRNG proposals that
exploit this technique.

4.1.2.5.1 Background

Coherent sampling is a well-known technique to sample periodic signals at finer time

intervals. Coherent sampling refers to an integer number of cycles that fits into a
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Figure 4.9: General architecture of a TRNG based on coherent sampling.

predefined sampling window. Mathematically, this can be expressed as:

fin _ Ncyc (43)

fsample Nsamples

where f;, is the sampled signal (S7) frequency; fsampie is the sampling signal (.Ss)
frequency; Ny is the number of cycles of the sampled signal; and Nggmpies is the

number of samples.

If Neye and Nggmpies are high and co-primes, the repetition period of samples will
be maximum—that is, we will have the highest resolution of the sampled signal. This
is an interesting feature because if the number of periods (frequencies) is constant for
ideal sources of S7 and S5, in physical systems where these clock signals contain jitter,
this number will be random because of the Gaussian random component contained

in the jitter.

The general architecture of a TRNG using coherent sampling is depicted in Fig.
4.9. The signal S; would be sampled by the signal Sy, generating a digitized analog
signal (known as “das”). If the quality of the raw output is not high enough, a
post-processing stage is added to guarantee a uniform output. A mathematical model

of physical RNGs based on coherent sampling can be found in [16].

4.1.2.5.2 TRNGs based on Coherent Sampling

The first time, to the best of our knowledge, that coherent sampling was used in an
FPGA to generate random numbers was in [54]. In that work, Fischer et al. used a
PLL embedded in an Altera FPGA in order to guarantee the relation between Ny,
and Nygmpies- As explained in Section 4.1.2.2, the main drawback of this proposal
is that the TRNG is not portable to other FPGA vendors. Besides, PLLs are not
supported in all FPGAs.
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In [78], Kohlbrenner and Gaj replaced PLLs by ROs with the aim of obtaining a
portable design for FPGAs from different vendors. The RO frequencies are selected
to be close but not identical. The RO outputs are connected to a sampler circuit
that generates a stream of 0’s and 1’s. The length of this stream is counted module
2 to generate a random bit. The weakest point of this design is that it requires a
very complicated manual placement and routing process in order to finely set the
ring frequencies. This is a consequence of the high variation (up to 7 %) among the
RO frequencies in the same FPGA. To overcome such a sensitivity to placement, the

authors suggest a design with four ROs that are sampled by a fifth one.

In [37], Cret et al. take up the basic idea of using only two ROs. In this design,
the authors introduce a multiplexer to alternate the sampling signal. They claim
that the placement sensitivity is overcome using a parametrizable post-processing.
The main weakness of this TRNG is that the quality of the raw output, without
the post-processing stage, is really poor. In addition, Cret et al. present the cycle
lengths of the signal generated in the sampler and its distribution is not an evidence

of the claimed randomness—which is actually far away from an uniform distribution.

Finally, in [137] the authors present three designs based on different clock genera-
tors for different FPGA models. More precisely, the generators are RO-RO, RO-PLL
(for Altera FPGAs), and RO-DFS (for Xilinx FPGAs). Apart from the technology
dependency, the pair RO-RO cannot be fully automated since its design needs manual
placement and routing. Finally, it is worth mentioning that the authors introduce
the interesting idea of generating one random bit per half period by using mutual

sampling.

4.2 Analysis of a Novel TRNG

As aforesaid in the previous section, the TRNGs reported in the literature are not

suitable enough to secure lightweight applications due to different factors.

Some of them are not portable among different FPGA families because of the
lack of a special block, e.g PLLs on the Fischer and Drutarovsky design [54]. Others
like the TRNG based on metastability presented by Vasyltsov et al. in [139] has
been attacked successfully [118].
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Sunar’s design ([127]) was a very promising alternative due to the fact that was
the first TRNG that provided a stochastic model. But the attacks performed against
the ROs in [90] and [14] affect directly to the validity of the stochastic model.

In August, 2013, A. Cherkaoui et al. presented a new TRNG design keeping the
main idea of Sunars design of sampling signals in the jitter zone [32]. ROs have been
replaced by a Self-Timed Ring in order to avoid their vulnerabilities. The authors
present a realistic stochastic model that guarantees a rate of entropy per bit. As far
as we know, this TRNG does not have any known vulnerability (problems related to
RO phase interlock and violations of the stochastic model) and no-attacks have been

reported in the literature.

In this section, in order to study if this design presents any vulnerability, we have
explored the response of the TRNGs in several typical scenarios. Underpowering,
temperature-variation susceptibility and power glitches have been considered. In
addition, for the first time (to the best of our knowledge), a clock glitch attack against
the TRNG has been performed. Specifically, against a "lightweight" implementation
of this TRNG affecting XOR-tree weaknesses. The implementation of this lightweight

version is important because area can be an exclusion factor to select this TRNG.

This section is structured as follows. In Section 4.2.1, we describe the threat
model and related work on that topic. In Section 4.2.2, the experimental setup
is introduced. Section 4.2.3 presents the obtained results for different fault-attack

injections and discussed the results. Conclusions are drawn in Section 4.2.4.

4.2.1 Threat Model

Two kind of attacks can be considered on TRNGs. First, passive attacks that collect
data from the TRNG output (before and after the post-processing) in order to predict
future values. Second, active attacks that try to modify the TRNG behavior to
control its output. Active attacks can target the randomness source, the entropy
extractor, algorithm post-processing, or in the alarm generated by embedded tests.
In this section, we present an attack that targets the entropy extractor, specifically

through the violation of timing constraints.

Nowadays, high frequencies are demanded in almost all applications. Hence, the

reduction of the critical path delay is one of the most important issues in the I1C
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design. This critical delay is the minimum time necessary to process the data through
the combinational logic between two D-registers sharing the same clock. The clock
period has to be higher than this critical delay in order to guarantee the correct
circuit behavior. This critical delay depends on the delay of the combinational gates

and also depends on the set-up and hold time of the registers.

The violation of time constraints induce faults in the circuit. There are two main

methods to achieve timing violations:

e Overclocking: This technique consists in decreasing the clock period to achieve
a time violation. If the clock frequency is high enough, it can be observed how
faulty data is latched by D flip-flops. To make certain the correct behavior,
the clock period T, must be:

Tclk > Tcritical + Tset—up (44)

where T.,ica Tepresents the delay of the critical path and Ts.;—,, represents
the setup time of the registers. From an attackers point of view, it is important
to control exactly when the fault is injected. Clock glitches are well known in
practice to induce timing violations. Typically, an attacker needs to be able to
control two parameters: When the fault is injected and also the duration of
this fault (consecutive clock cycles that are affected by the glitch injection).
Recent works have induced faults to cryptographic algorithms [153, 6, 82] using
this technique.

e Increasing propagation time: The other way to induce faults through timing
violations is to increase the critical path delay (T isicar). In [112], the equation
of the inverter propagation time ¢,7 5 was presented, using first order analysis

of the dynamic behavior:

Oy [ 28l 4 1y (3 — 4lzal)]

Voo —|Vin,pl Vbp

Mpcox%(VDD - ‘Vth,p‘)

torn = (4.5)

where C7, is the load capacitance, Vi, represents the PMOS threshold voltage,
Vbp is the power supply voltage, , is the mobility, C,, is the gate oxyde
capacitance, and (W,/L,) denotes the aspect ratio of the PMOS. For more
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complex combinational logic, the aforementioned equation becomes more com-
plicated, but the inversely-proportional relationship between propagation delay
and power supply voltage still holds true. That means, the propagation time
through any combinational logic will increase with a decrease of Vpp. The
same effect is caused by increasing the temperature, as temperature is directly

related with mobility p,.

Underpowering is generally used to induce fault by timing violation due to the
fact that any decrease of Vi, Will suppose an increase of the propagation
delay [112].

Once again, an attacker needs to control precisely when an attack is performed.
For that reason, underpowering is not an efficient way to achieve malicious
goals. Power glitches consisting in a sudden negative change of voltage have
been used to induce faults in cryptographic algorithms [153, 12]. With this
procedure, a transient fault is caused by increasing the propagation delay in
combinational logic. In summary, underpowering induces a permanent increase
of the propagation time, and a power glitch induces a transient increase of the

propagation time.

Increasing the temperature in order to induce faults is also an attack scenario

usually considered.

As it is shown in Fig. 4.10, in the TRNG presented by Cherkaoui et al. the critical
path is in the XOR-tree. We note that as the STR oscillator is purely combinational,
clock glitches do not affect its behavior. For this specific TRNG, clock glitches can
be used also to violate the conditions presented in the stochastic model, sampling
the same jitter realization twice by generating a glitch which meets the following

statement:

In practice, this violation is very difficult to achieve because the clock glitch
frequency induced should be of a few GHz (22 GHz for a configuration of 63 stages).
Probably the XOR-tree critical path delay will have a bigger period. For that reason,

a fault would be introduced before a violation of the stochastic model appears.
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Figure 4.10: The representation of the TRNG by Cherkaoui et al. with the path delay of the
XOR-tree (Dprraz)

4.2.1.1 Related Work

Typical scenarios where the TRNGs are evaluated include the randomness evaluation
for different temperatures and core voltages. Surprisingly, to the best of our knowl-
edge, only two physical attacks on random number generators have been presented
in the literature. The first attack was presented by Markettos and Moore [90]. This
attack aims at an RO based TRNG implemented in an IC. Injecting a sine wave
onto the power supply, the operating conditions were modified and a bias appeared
at the output signal. The other attack, presented in [14], targets another RO based
TRNG [147] using an electromagnetic attack. In this attack, the ROs were locked on

the injection frequency, generating a controllable bias at the output.

On the other hand, power and clock glitches have been widely used to attack
cryptographic algorithms. Clock glitches are a well known technique to induce faults
in cryptographic designs. Several platforms have been designed to induce this kind
of faults [6, 46]. To the best of our knowledge, this kind of fault injection has not
been considered as a serious threat for TRNGs. As it is shown in the following
sections, clock glitches should be considered in the typical evaluation scenarios. The
fault injection using power glitches is widely used in microcontrollers, but only a few
papers reported the use of power glitches in FPGAs[153]. Besides, as in the clock

glitches case, this kind of attack has not been considered on TRNGs until now.
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4.2.2 Implementation and Experimental Setup

We have implemented several STR configurations in a Spartan-6 XC6SLX45 and a
Spartan-3 XC351000, that are both from XILINX. Following the recommendation
of [31], a hard-macro for each FPGA has been designed to guarantee the phase
distribution at the register inputs. The hard-macro implements an inverter, a Muller
gate using a 6-input LUT and also the sample D flip-flop in the same slice. In
addition, we have tried to avoid bottleneck effect using a placement process that
maintains the delay of consecutive stages. The XOR-tree is implemented using

6-input LUTs in order to save area.

The results presented in Table4.1 were obtained using a core voltage of 1.2'V.
The sampling frequency was set to 60 MHz. This frequency has been chosen because
a bit rate of a few Megabit per second (>10MHz) is typically sufficient for normal
applications. More demanding applications like 10 G-bit Ethernet servers would need
up to 20 Mbits/s that can be reached with a 60 MHz clock. Low Voltage Differential
Outputs (LVDS) have been used to avoid circuitry effects. Specifically, as an opposite
current flows in the two wires, the electromagnetic fields are canceled each other.
Therefore, the generation of electromagnetic noise is reduced. The STR period
was measured using an oscilloscope (the LeCroy WavePro 725Zi) and an active
differential probe with a 1 GHz bandwidth. The sampling rate was set to 2 GS/s
to obtain accurate results. Furthermore, a simple software post-processing filter
that enhances the entropy per bit was implemented. This post-processing consists
of a XOR filter that combines n consecutive bits into one output bit. This filter
was implemented in Matlab, which was also used for analyzing the measured (and

filtered) power traces.

We applied the statistical test of NIST [114] to 100 sequences of 10° bits for each
STR configuration. NIST provides a test suite that consists of a statistical package
including 15 tests which evaluate the randomness of binary sequences. For the test,
we set the confidence level to 0.01. Raw data were acquired using a FIFO memory
and a RS232 protocol at 19.2Kb/s. The nym, value presented in Table4.1 shows
the filter order necessary to pass successfully the NIST test.

In terms of T', A, and nymn, these results are very similar to the results presented
in the original paper [32]. The difference in the throughput is due to the fact that
we are using a clock of 60 MHz instead of a 400 MHz clock.
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Table 4.1: Results for different STR configurations in Spartan FPGAs

Device STR Measurements | Compressed Data
L ‘ N T ‘ Ay Npmin ‘ Throughput
63 | 32 | 2.88ns | 22.8ps 7 8.5 Mbit /s
Spartand{ 127 | 64 | 3.18ns | 12.5ps 5) 12.0 Mbit/s
6 255 | 128 | 3.52ns | 6.9ps 3 20.0 Mbit /s
511 | 256 | 4.27ns | 4.1ps 3 20.0 Mbit /s
63 | 32 | 3.77ns | 29.9ps 5) 12.0 Mbit /s
Spartan{ 127 | 64 | 3.84ns | 15.1ps 3 20.0 Mbit /s
3 255 | 128 | 3.99ns | 7.8ps 2 30.0 Mbit /s
511 | 256 | 4.21ns | 4.1ps - 60.0 Mbit /s

reset|11010011100110 reset|11000110001010 reset|10101011010101

WU UL TR

reset|11101001010001 reset|111010001101 reset|00110110110000

UL Wy juuny

reset|01110110011111 reset|10010110111101 reset|10100101111000

U W Wy

Figure 4.11: Nine output sequences captured after restarting the TRNG. Note that all sequences
are different

In order to characterize the pseudo randomness properties of this TRNG, we
decided to apply the idea of Dichtl et al. [43]. The idea is to restart the TRNG
from the same initial conditions. In Fig.4.11, nine oscillograms of repeated restarts
are presented. The horizontal axis represents the time and shows the first 350 ns
(corresponding to the generation of 14 bits using a clock of 40 MHz). The vertical
axis is the voltage of the output signal. It is clearly visible that several random

signals are generated after the same restarting point.

4.2.2.1 Setup for High-Temperature Fault Injections

We used a Positive Temperature Coefficient resistor heater (PTC) in order to increase
the temperature from room temperature (about 35°C) up to 85°C, i.e., the maximum
operating temperature for the Spartan-3. A PT-100 sensor was used to measure the

temperature. In order to facilitate the heat propagation, several layers of conductor
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material were used between the heater and the FPGA, as it is shown in Fig.4.12. A
USB transfer protocol at 60 Mb/s was used to collect the data from the FPGA as

fast as possible (to acquire the data at the same temperature).

PT100

FPGA

Figure 4.12: Setup for tampering with the temperature of the FPGA. A PT100 is placed
between heating element and FPGA for measuring the temperature.

In Fig.4.13, the frequency response of the STRs against temperature changing
is shown. A Spartan-3 with a core voltage of 1.2V was used to carry out the
measurements. It shows that the frequency of the STRs decreases with temperature
increase. At 35°C, the frequency of the analyzed STRs is between 235 and 265 MHz
depending on the number of stages (63, 127, 255, and 511) while at 85°C it is between
230 and 260 MHz.

We also analyzed the frequency response of a ring oscillator, which consists of
three inverters, in order to compare it with the behavior of the STRs. As a result,
we observed the same effect as obtained for the STR: the frequency decreases the

higher the temperature.

4.2.2.2 Controller Board and FPGA Extension Board

In order to tamper with the supply voltage as well as with the clock signal, a custom-

made fault-injection controller board was used, shown on the right side of Fig. 4.14.

270

E\B\a

250F [ 5 ¢3

—=— 127 I ———
240 | s T A ——

] +— 511
—A— I
230} RO3 |
40 50 60 70 80
Temperature (°C)

Frequency (MHz)

Figure 4.13: Frequency of the STR measured at different temperatures. For higher temperatures
the frequency decreases.
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The main part of the controller board is a XILINX Spartan-6 XC6SLX45 FPGA. For
inserting clock glitches into the clock signal, a similar approach to the one presented
in [6, 46] is applied. In order to insert power glitches, a high-speed multiplexer with
different, adjustable voltages at the inputs is used. Power-supply voltages between
0V and 5V are supported. The output of this multiplexer is connected to the supply
pin of the attacked device. Switching among the different inputs allows to tamper
with the supply-voltage level. The parameters glitch duration, glitch shape as well as
the point in time when the glitch is injected are configured by a PC that is connected
via USB.

In order to allow attacking a wide range of devices, the controller board provides
many pins for connecting extension boards. For the experiments conducted during
this work, an FPGA Extension Board (FEB) was developed as shown on the left
side in Fig. 4.14. Most relevant connections between the controller board and the
FEB are: a power supply, clock signal, trigger signal, and a serial connection for
communicating with the PC. With the trigger signal, a synchronization between the
FEB and controller board can be performed, which allows a precise glitch injection
according to the execution of the implementation on the FEB. The FPGA placed on
the FEB is the same as on the controller board, i.e., a XILINX Spartan-6 XC6SLX45.

As underpowering would be used to induce time violation faults, we have studied
the behavior of the STRs for different power-supply voltages. We have varied the
core voltage between 0.70V to 1.26 V (note that according to the Xilinx Spartan-6
specification [148] underpowering happens if the core voltage is lower than 1.16 V).
Also note that the minimum voltage for which the FPGA can be programmed is
0.70 V.

As Fig. 4.15 shows, the core voltage affects directly the frequency of the STRs.
Hence, Ay is affected. The reduction of Ay does not affect the randomness, even a
higher frequency could be used for sampling the STR outputs fulfilling the stochastic

model constraints. Comparable results were presented in [31].

4.2.3 Experimental Results

In this section, experimental results are presented. First, we provide the results of

the temperature susceptibility of the TRNG. Second, we provide results of performed
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Figure 4.14: (1): FPGA Extension Board (FEB); (2): Controller Board.
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Figure 4.15: Frequency of the STR measured for different core voltage values. Reducing the
core voltage decreases the frequency.

underpowering attacks. Finally, we present results of power and clock-glitch attacks.

4.2.3.1 High-Temperature Fault Attacks

In our experiments, we increased the temperature of the targeted Spartan-3 FPGA
to 35, 45, 55, 65, 75 and 85°C. We did not increase the temperature further to avoid
destruction of the FPGA (so we operated the device within the specified maximum
operating conditions). Note that we aimed to evaluate the impact of an increased
ambient temperature on the output of the TRNG and not to cause over-heating

faults through operating the device beyond the maximum ratings as, for example,
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recently shown by [71, 24]. The Spartan-3 FPGA was powered with a core voltage of
1.20V and was clocked with a frequency of 60 MHz. We increased the temperature
from two different starting temperatures: from a lower and a higher temperature of
the goal temperature in order to test the TRNG reliability against past conditions.
We applied the NIST test to 100 sequences of 10° bits and obtained similar results in
terms of 7, to those presented in Table 4.1. However, the increased temperature
did not show any effects on the randomness of our TRNG. The increase of the XOR-
tree propagation time is not enough to induce a fault in the circuit. In particular,
the STR frequency decreases with the increase of the temperature as it is shown in
Fig. 4.13. This frequency decrease means a phase resolution (Ay) increase which
makes less likely to sample at least one signal in the jitter zone. In this case, the
increase of the Ay is negligible (which is an increase of 1ps in the worst case). In
addition, thermal noise, which is responsible for the random component of the jitter,
increases with the increase of the temperature. For that reason, this phenomenon
compensates the loss of randomness due to an increase of the phase resolution. So
the combination of both phenomenon did not significantly affect the TRNG and

randomness of the output.

4.2.3.2 Underpowering

Using the controller board and the FEB (Spartan-6 FPGA), we measured the
frequency response for different STR configurations (63, 127, 255, and 511) and
operated the device with a clock frequency of 20, 40, and 60 MHz. The power supply
was set to either 0.70, 1.00, and 1.20 V. We acquired 100 sequences of 10® bits for

each different combination of frequencies, STR configurations, and core voltages.

Using underpowering, the same phenomena are observed as in the temperature
fault-attack scenario. The propagation time increase through the XOR-tree does
not have any impact in the TRNG normal operation. On the other hand, the phase
resolution increase is more important in this case because there is a significant
difference among the frequencies reached for different core voltages (Fig. 4.15).
Table 4.2 presents the Ap obtained using a core voltage of 1.00 V and 0.7 V. The
largest difference in terms of phase resolution is obtained for the 63-stages architecture,
reaching a Ay difference of up to 41 ps. This change in the phase resolution is non-

negligible and provokes a bias that can be measured before the post-processing.
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For the 63-stages architecture and a core voltage of 0.70 V (worst case), a 2.6 %
bias (more 1’s than 0‘s) appears before the post-processing. However, this bias is
eliminated by the post-processing filter. In summary, using underpowering generates
random bias bits that are corrected after the post-processing without a visible impact,

in terms of randomness, at the final output.

4.2.3.3 Power-Glitch Attacks

Power glitches were injected for different frequencies, core voltages, and STR config-
urations. We successfully show that faults are induced in the TRNG output that are
caused by timing violations. First, we present results for a nominal supply voltage.
Afterwards, we present results of underpowering attacks. It is important to notice
that for both power glitch scenarios, the STR was still oscillating without any changes
at the output.

e Nominal Supply Voltage We set the power supply voltage to 1.20V and
injected power glitches to different STR configurations. As it was expected,
using low clock frequencies (4, 8, 20, and 32 MHz), the power glitches do not
impact the final output due to the fact that the critical path delay period is
still lower than the clock frequency. However, using a 40 MHz clock and a
power glitch length of 10000 clock cycles, i.e., 250 us, a bias appears at the
TRNG output before the post-processing is done. This little bias is filtered by
the post-processing block and it is not noticeable at the final output. Fig. 4.16

shows the precise instant were the power glitch is induced creating a slight bias.

Table 4.2: Period and Phase resolution for the different STR configurations using a core
voltage of 1.00 V and 0.70 V

Voltage \ L \ T \ Ay ‘
63 4.20ns 33.2ps
127 4.60 ns 18.1ps

100V 255 5.10ns 10.0 ps
511 6.03 ns 5.8 ps
63 8.00ns 63.4 ps
127 8.68 ns 34.1ps

0.70°V 255 9.57 ns 18.7 ps
511 15.00ns 14.4 ps
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Figure 4.16: Bias of the TRNG output before post-processing when a power glitch with a length

of 87.5 us and a core voltage of 1.20V are used. No bias is observable after post-processing.

A configuration of 255-stages, 40 MHz frequency, and a power-glitch length of
3500 clock cycles, i.e., 87.5 us, were used to generate the figure. The maximum
glitch length that can be induced without erasing the FPGA configuration is
750 ps.

e Underpowering We set the supply voltage to only 0.7V and induced power
glitches during the TRNG computation. This induces a permanent increase in
the critical path delay period without modifying the clock period. Due to that
reason, we observed that the TRNG implementation is more sensitive to power-
glitch attacks. No evidence of faults were observed for clock frequencies between
4 MHz and 20 MHz. Using a clock of 32 MHz and a minimum glitch length of
62.5 ps, faults were induced for different TRNG configurations. We note that
the maximum power glitch length that can be used before deprogramming the
FPGA is 375 us. Fig. 4.17 shows the TRNG bitstream, before post-processing,
under different glitch lengths. A 255-stage TRNG was selected, using a 40 MHz
clock. Fig. 4.17a shows the output in normal conditions, in Fig. 4.17b a power
glitch of 62.5 us was induced, and Fig. 4.17c presents the output affected by a
187.5 us power-glitch length.

The effects of power glitches are observable after the TRNG post-processing phase.
For a visualization, we used a clock frequency of 40 MHz and induced a power glitch

with a length of 62.5 us on different STR configurations. Fig. 4.18a shows the output
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Figure 4.17: TRNG output before post-processing (lower plots) and resulting bit-stream
(upper plot) for a core voltage of 0.70 V. For case (a) no power glitch was inserted, for case (b)

a power glitch of length 62.5 us was inserted, and for case (c) a power glitch of length 187.5 us
was inserted.

0

Figure 4.18: Final bit-stream for a core voltage of 0.70V and a power glitch length of 67.5 us.

For case (a), 3-XOR filter with a configuration of 255 stages was applied, for case (b), 7-XOR
filter with a configuration of 63 stages was applied.

after a 3-XOR filter for a configuration of 255 stages. Fig. 4.18b shows the TRNG
output after the post-processing of a 7-XOR filter for a configuration of 63 stages.
As the 255-stages configuration offers a higher entropy rate per bit, it is necessary to

apply a more “lightweight” post-processing step than for the 63-stages configuration.

As the same number of bits before the post-processing is affected by the power

glitch, after the post-processing the number of bits affected will be higher in the
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architecture that needs a less complex post-processing (255-stages) than in the
architecture that uses a more complex post-processing (63-stages). This observation
has a significant impact on a frequently used on-line test, the longest-run test. Low
implementation costs make this test a popular choice. Longest-run tests count the
number of equal consecutive bits at the TRNG output and if this number exceeds
a predefined threshold, an error signal is generated in order to signalize the faulty
behavior. As a consequence, a TRNG implementation using the less-complex post-
processing (255-stages) might not pass this test in presence of a power glitch while
an implementation applying the more-complex post-processing (63-stages) might
pass this test in presence of the similar power glitch. For example, if 100 bits are
affected by the power glitch before the post-processing, the output will have 14
consecutive equal bits for the 63-stages architecture and 33 consecutive equal bits
for the 255-stages architecture. If the threshold of the longest-run test is e.g. set
to 20, the first case will be detected as normal behavior (the number of consecutive
equal bits is smaller than the threshold value) while in the second case an error
signal will be generated (the number of consecutive equal bits exceeds the threshold
value). An attacker could take advantage of this situation controlling a bunch of bits
undetectable for the long run test. In this case, using more post-processing steps
can suppose to be more vulnerable. For that reason, using a XOR filtering is not a

good option.

4.2.3.4 Clock-Glitch Attacks

The controller board allows us to induce clock glitches accurately and generate a
one-bit faulty output. For different frequencies (4, 8, 10, and 20 MHz) and a core
voltage of 1.20V, clock glitches were injected without observable effect in the output.
This is due to the fact that the highest frequency reached during the clock glitch for
30 MHz is about 60 MHz. At this frequency, the statement Ty, > Teriticar + Lset—up 1S

met.

For a STR configuration of 255 stages, setting the core voltage to 1.20V, and
using a clock frequency of 40 MHz, clock glitches were injected generating a faulty
output in the TRNG. In Fig. 4.19, two different numbers of cycles are affected by
clock glitches (10 and 55, respectively). The operation frequency used is 40 MHz,
obtaining up to a frequency of 90 MHz during the clock glitches. We also have tried
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Figure 4.19: TRNG output for different number of cycles affected by a clock glitch (upper
plots: 10 cycles, lower plots: 55 cycles).
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Figure 4.20: Bit-stream of the TRNG precisely modified by using clock glitches with different
lengths.

to use underpowering (0.70 V) and obtained similar results.

Fig. 4.20 presents the result of several successful clock-glitch injections using a
clock of 40 MHz, a core voltage of 1.20V, and a STR configuration of 255 stages.
With this plot, we demonstrate that we were able to fully control the output of the
TRNG by changing the number of clock cycles affected by the clock glitches. We
also controlled the interval between the trigger event and the time instance when

clock glitches are injected. As a result, we drawn an “I” letter into the bit stream.

In summary, using clock glitches it is possible to control precisely the output of
the TRNG, changing the numbers of bits desired when it is necessary. With this kind

of attack, we can introduce faults in the instant of a key generation, or bypass easily
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some on-line tests that are executed from time to time. Clock glitches induced faults

are a serious threat to TRNGs and should be included in typical attack scenarios.

4.2.3.5 How to Thwart These Attacks?

The XOR-tree has proved to be the weak point of the analyzed TRNG. In order
to avoid the effects of power and clock glitches, it is necessary to enhance the
implementation of this XOR-tree by using a ripple structure. For our experiments,
we therefore added a register after each XOR row that decreases the critical path
delay. This costs some additional resources (area and power), for example, it is
necessary to add 51 registers for the STR configuration with 255 stages. These 51
registers are added after each 6-input LUT that implements a 6-XOR operation. In
Fig. 4.21, a representation of the XOR-tree ripple structure is represented.

A. Cherkaoui et al. used this ripple structure in order to reach higher frequencies
up to 400 MHz (they did not use it to provide protections against fault attacks).
However, this XOR-tree ripple structure can also be applied to increase the security
level of TRNG implementations by lowering the critical path delay and sensitivity
window for power and glitch attacks. Note that this does not prevent high-frequency
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Figure 4.21: Implemented XOR-tree ripple structure.
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Figure 4.22: TRNG output of the enhanced design under normal operation conditions.

glitch attacks but protects against glitches at least below 90 MHz as shown in this

section and demonstrated in our experiments.

In order to demonstrate the reliability of our protected implementation, the same
attacks have been carried out. Fig. 4.22 shows the normal behavior of a 255-stages
STR using a core voltage of 1.20V and a clock frequency of 40 MHz. It shows that
the used ripple structure does not affect the normal operation of the TRNG. The
figure shows the first 200 bits that were generated by the TRNG.

In Fig. 4.23, the result is shown where a power glitch was induced using a core
voltage of 1.20V and a glitch length of 87.5 us.

Fig. 4.24 shows the result of a similar setup where a power glitch was induced
using a core voltage of 0.70 V and a glitch length of 62.5 us. Both figures show that
the enhanced TRNG architecture does not provide any bias before the post-processing
step. Thus, the random behavior is not affected by the performed attacks (and

attacking parameters).

Fig. 4.25 shows the TRNG output of two different attacking setups. The upper
plot shows the output in a setup where a clock glitch has been induced during a clock
period of 55 cycles. The lower plot shows the result of a clock glitch that has been
induced during a clock period of 10 cycles. In contrast to the scenario presented in
Fig. 4.18, there is no bias at the TRNG output. A clock frequency of up to 90 MHz
has been achieved. The same result was obtained using underpowering the device

using a core voltage of 0.7 V only.
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Figure 4.23: TRNG output before post-processing when a power glitch with a length of 87.5 us
and a core voltage of 1.20V are used. In contrast to the standard design (cf. Fig 4.16) no bias
is observable.
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Figure 4.24: TRNG output before post-processing when a power glitch with a length of 62.5 us
and a core voltage of 0.70V is induced. No bias is observable.

Fault attacks based on clock glitches are only possible if the attacked device
receives the clock signal from an external clock source. That means, if the clock

signal is generated on-chip, the previous attacks based on clock-tampering are not

applicable.

If the device has an external clock pin, it is possible to include an clock-observation
circuit as presented in Fig. 4.26 in order to ensure a glitch-free clock signal (clky)

for the D flip-flops of the XOR tree. For that purpose, one D flip-flop clocked with
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Figure 4.25: TRNG output of the enhanced design for different number of cycles affected by a

clock glitch (upper plots: 10 cycles, lower plots: 55 cycles). No effect on the TRNG output is
observable.
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Figure 4.26: Generation of a glitch-free clock signal for the D flip-flops in the XOR-tree.

the standard clock signal clk and the input D (that is permanently set to one) is
used. The output @) is connected to the reset of the flip-flop via a delay element.
The output of this element changes D,ysq,/2 after an input change. The output @
also serves as clk,;. This circuit prevents clock glitches shorter Dpyrq, to propagate
to the D flip-flops of the XOR-tree.

This glitch-free clock generator has been synthesized in a Spartan 3E. To imple-
ment the delay element, we used an inverter chain. This solution offers a straightfor-
ward implementation and also portability among different FPGA families. Moreover,

the response of an inverter chain is well-known in different scenarios (underpow-
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ering, temperature variations, etc). Other approximations have been taken into
account, like PLLs, but they have been discarded because of their complexity and

non-portability.

In comparison with the ripple structure, our proposed glitch-free clock generator
is even more lightweight. For the STR configuration with 255 stages, 50 registers are
saved in comparison to the ripple structure implementation. In addition, the correct
operation of the XOR-tree is guaranteed under any clock glitch attack (which is not

the case for the ripple structure).

4.2.3.6 A General Formalization Model

We present a general formal model to guide designers and evaluators to systematically
test their architectures against this kind of attack. For this purpose, we need to
specify the time frame when the architecture is generally susceptible to “overclocking”
and subsequently define all fault-injection parameters that could lead to a bias of
the TRNG output. This allows us to propose a testing strategy for evaluators to
guarantee security against this attack under the assumptions of this underlying

model.

Definition 1 (Time Frame T}, q.)

We define the time frame when the device is susceptible to overclocking attacks
as Ttrame = Teiock—to—Q + Teritical + Tset—up < Teir, Where Tyoer—10— Tepresents the
delay from the clock transition to a possible output change of a flip-flop and Tset—p
represents the time that a flip-flop input signal needs to be stable before the sampling
is triggered by the next clock edge. Tt qme is the time starting at the beginning of
a positive clock edge until the time when the last signal propagated through the
critical path of the design and all registers are stable and settled. Intended changing

of the clock signal during T',4me causes overclocking and a possible bias.

Remark 1

In our model, we assume a synchronous CMOS logic. We also consider (active)

single-edge-triggered clocking, which is not a loss of generality though and can be
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easily extended to two-phase clocking circuits, for instance. For simplicity, we also

do not consider effects such as clock jitter and skew that also impact Ttyqme.

Definition 2 (Fault-Injection Model)

An adversary is able to induce additional clock-signal edges or to change the signal-
propagation delay of the internal circuit. The changing of the clock signal is arbitrary
in the sense that he/she can define the time when the additional clock signal is
injected and how the additional clock-signal shape looks like, 7.e., the starting time

and duration of the signal transition.

This fault model implies a physical bound in the fault-injection frequency which
depends on the used fault-injection setup. An adversary is therefore only able to
inject faults with a maximum frequency fy,.. = 1/A, where A denotes the minimum
time between two consecutive glitch injections. Furthermore, we define T,,,;, = A - A
to be the minimum time between the rising clock edge and the rising clock edge of the
injected glitch and A is a multiple of A. Besides this, we do not make any restrictions
regarding higher-order fault-injections. An adversary is also able to induce several
clock glitches during T%,qme which causes several overclock signals and thus causing

faults in two or more consecutive instructions.

Changing the propagation delay can be caused by intentionally varying the

ambient temperature or by varying the power-supply conditions (e.g., underpowering).

Definition 3 (Clock-Glitch Injection Time)

For clock glitches, we denote tsart € [Lmins Lframe| the time when a positive clock-

glitch is injected.

Definition 4 (Signal-Propagation Delay)

~

We define room temperature as the minimum temperature denoted by Temp,in
23°C. Since an increase of the signal-propagation delay is only caused by heating, we
define the maximum ambient temperature to be the maximum temperature where
the device is barely able to produce the correct output, i.e., Temp,,... Regarding

power-supply modifications, we denote 0 < V,,.;,, < Viomina @8 the minimum voltage
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level where the device is barely able to produce the correct output (can be also set to
zero in the tests), and Vi < Viominar < Viner the maximum voltage level (typically

beyond the recommended ratings but lower in order to avoid destruction).

4.2.3.7 Testing Strategy

We propose to apply fault attacks that are performed in the given parameter ranges
described in Definition 3 and 4. All fault attacks are applied during the sensitivity
window T'freme (given in Definition 1). If all tests pass (under these attacks), the
design is considered secure against attacks up to the specified adversary frequency

fmaz under the assumptions given in this model (with A = 1).

4.2.3.8 Discussion about the Obtained Results

We have shown that our TRNG implementation (an implementation of the recently
published TRNG architecture of A. Cherkaoui et al.) is resistant against temperature
variations in the range of 35°C to 85°C. Note that the temperature evaluation
is one of the typical tests carried out for TRNGs. In [118], the response of three
TRNGs were measured, showing an influence in terms of randomness for 2 of the
three TRNGs evaluated.

Another typical testing case to evaluate TRNGs is by applying different core
voltages. In [149], a complete study of the influence of variations in the power supply
on ROs was carried out. These variations affect the randomness of the TRNG
depending on the number of inverters the ROs are composed of. For our analyzed

TRNG implementation, we have shown that it is resistant against this kind of attack.

Moreover, we have shown that power glitches can induce faults in the TRNG
but we were not able to fully control which bits should be biased and which bit
should be not. However, we have successfully injected faults in our TRNG imple-
mentation by underpowering the FPGA device. These results emphasize the need of

countermeasures against this kind of attack.

Finally, we have shown that clock glitches can produce very precise biases in the
TRNG. We were able to control and influence each bit of the TRNG output thus

making this kind of attack one of the most powerful attacks against our analyzed
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TRNG implementation. Power and clock glitches pose a serious threat for TRNGs

and should be considered in typical evaluation scenarios.

In order to thwart these attacks, we integrated a ripple XOR-tree structure into
the TRNG and evaluated the performance. It showed that this structure helps against
clock-glitch fault attacks below clock-glitch frequencies of theoretically 400 MHz (note
that we evaluated glitches up to 90 MHz only). This might be a good solution to
prevent many clock-glitch based attacks that are performed with standard fault-
injection equipment. More sophisticated fault-injection attacks with fault frequencies

beyond 400 MHz could still induce faults and should be considered in future work.

In addition to this proposal, a glitch-free clock generator that prevents clock
glitches shorter Dpyrq, to propagate to the D flip-flops of the XOR-tree, has been
presented. This clock generator is a lightweight and portable solution that guarantees

the correct operation under clock glitch attacks.

As an outcome of these investigations, we recommend to apply a more secure
post-processing technique like BCH-codes [80] as for example applied in [127]. BCH-
codes are a well-known alternative with low-area requirements and an acceptable
penalty in the throughput. As in particular presented in [127], a BCH-code was used
in the TRNG which provided good results. The code had a compression factor of 16
and could be implemented using 256 registers and a few XORs. The main advantage
of using BCH-codes, acording to [80], is that this kind of post-processing is more

reliable than XOR filters or Von Neumann correctors against an adversary bias.

To the best of our knowledge, this is the first time that power and clock glitches
are injected in a TRNG implementation. It is interesting to point out, as shown
before, the critical path of our design lies in the XOR-tree, so other TRNGs that
use very similar architectures, e.g., [127, 147], are expected to be vulnerable against

these kind of fault attacks as well.

4.2.4 Conclusions of the analysis

In this section, we performed different fault attacks on a TRNG modified imple-
mentation of A.Cherkaoui et al. [32]. This modified implementation is suitable for
low cost environments. The implementation was running on two FPGA platforms

(a Spartan-3 and a Spartan-6). We induced various power and clock glitches dur-
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ing TRNG operation by varying the glitch location and duration. We successfully
demonstrated that an adversary can to cause a bias in the random output of the
TRNG. This bias can be exploited in attacks to reveal the exact value of the random
number and thus extract secret key information of implementations of cryptographic
algorithms. We also highlight the simplicity of these attacks and that they can be
performed with low cost. We therefore suggest to include the applied fault attack
tests in standard evaluation scenarios to evaluate the resistance against these types
of attacks.

Furthermore, we evaluated our TRNG implementation against thermo attacks
and underpowering. We varied the ambient temperature of the FPGA and evaluated
the impact of temperature on the random outputs. We also powered the FPGAs
below the recommended power-supply specifications to evaluate the resistance against
faults. For both attacking scenarios, we did not observe any bias in the output. The
implementation resists against these types of attacks and guarantees the stochastic

model validity.

Finally, we tested the original version of the TRNG that introduces several
registers after each XOR row in order to obtain a higher performance. These
registers reduce the critical path delay. This ripple structure can be used as a simple
countermeasure against most power and glitch attacks that are performed below a
certain frequency (which is also often limited in practical attacks). We performed
glitch attacks below 90 MHz under various operating conditions and showed that the

enhanced TRNG implementation provides resistance against these attacks.

In conclusion, Cherkaoui et al. original proposal is secure against the fault attacks
presented in this section. On the other hand, the lightweight modified implementation
presents some vulnerabilities. For that reason, we can conclude that Cherkaoui et al.

proposal can not be implemented in resource-constrained systems.

4.3 A New TRNG based on Coherent Sampling
with Self-timed Rings

As aforesaid, the desired features for a TRNG suitable for resource-constrained

environments are lightweightness, robustness and portability. Motivated by these
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goals, authors have reported in the literature several TRNGs designs.

In previous sections, several TRNGs that are not suitable for resource-constrained

devices for different reasons have been presented.

For instance, regarding the portability, a TRNG based on Coherent Sampling
technique (CS) was presented in [54]. It is a lightweight design but can not be
implemented in some FPGA families (no portable) because it uses a Phase-Locked
Loop (PLL).

Concerning robustness, Sunar et al. presented a promising TRNG suitable for
FPGA [127].Nevertheless, this design was rapidly discarded since it suffers from
implementation problems, mostly related to the number of signals handled by the
XOR-tree. Moreover, the quality of the raw signal is rather poor and needs post-
processing. In addition, in [14] and [90] ROs vulnerabilities to frequency injection
were exploited, in which the ROs are locked to an injected frequency and the jitter

phenomena as source of randomness is neutralized.

The Kohlbrenner and Gaj proposal ([78]) can be considered insecure because
uses ROs, and additionally it is not portable, as the design depends so much on the
selected device that it has to be tuned (manual placement and routing) for each

FPGA implementation.
Finally, introduced in section 4.1.2.4, the TRNG presented by Cherkaoui et al.

[32] is secure and portable but uses a substantial amount of resources in terms of
power and circuit area. This renders it unsuitable for constrained devices. More
specifically, the STR generates 63 signals that are sampled and finally passed through
an XOR-tree, generating a high activity, and, correspondingly, having a high power
consumption. Moreover, the hardware requirements are superior to the ones that
can be afforded in most constrained devices. In the previous section a lightweight

implementation was tested but some vulnerabilities appeared.

In this section, we present a new TRNG based on the coherent sampling technique
(4.1.2.5). On the one hand, the design takes advantage of some key STR features,
which help us solve the implementation problems (mainly the device dependence)
suffered by Kohlbrenner and Gaj’s design [78], while simultaneously allowing us
avoid the vulnerabilities linked to the use of ROs. On the other hand, the proposed
design is very efficient in hardware, which makes it suitable for devices with limited

capabilities, and offers a relatively high throughput. The remaining of this section
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is organized as follows. In Section 4.3.1, our proposal is presented together with
some necessary implementation considerations. The experimental results, both about
the randomness quality and hardware requirements, are presented in Section 4.3.2,
together with a comparison between our proposal and the most relevant designs.

Finally, Section 4.3.3 concludes the section and summarizes our main contributions.

4.3.1 Owur Design

The design presented in this section is inspired by the TRNG proposed by Kohlbrenner
and Gaj in [78]. We use the same architecture but replace the ROs by 2 STRs.
Cherkaoui et al. carried out in [30] an exhaustive comparison between ROs and

STRs. According to this work, the main differences are:

e STR robustness to voltage variations can be enhanced by adding more stages.
ROs do not offer this feature.

e STRs present a lower extra-device frequency variation when operating at high

frequencies.

e In STRs the period jitter does not depend on the number of stages but it is

mostly dependant of the jitter generated in each stage.

From the security point of view, these features are very interesting. In fact, in
[30] the authors conclude that STRs are more robust to attacks than ROs, and this
property is inherited by our proposal. Furthermore, replacing ROs by STRs provides
our design with the possibility of having at least L different signals in each STR.
Each one of those L signals can be used as a sampling or sampled signal, since each
stage can be considered as an independent source of entropy—the number stages is
equal to the number of independent entropy sources. Moreover, the STR is highly

configurable, being easy to set desired frequencies for the STR outputs.

4.3.1.1 Architecture overview

Fig.4.27 and Fig.4.28 show the different blocks that make up our TRNG. Fig.4.27
depicts the two STR used in our design. Both STRs are composed of L stages

that generate L different outputs with a frequency fsrgr. The number of tokens
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Figure 4.28: Sampler structure of our TRNG.

and bubbles are selected in the reset phase attending to the frequency and phase

necessities.

The jitter contained in the STR outputs is extracted using the sampler circuit
shown in Fig.4.28. Each sampler circuit is composed of 4 D-type flip-flops and 1
XOR gate. The first flip-flop uses the signal Spg; to sample the signal S;. The signal
Sp will be high while the rising edges of Sp; occur during the high level of S4;. In
Fig.4.29 we show the behavior of Sy taking into account that Sp; contains jitter. As

consequence of such a jitter, the cycle length of Sy will not be constant.

In our design, both signals, Sg; and S4;, contain jitter. As a variation of the
original sampler design that includes a one-bit counter latched by Sy, in our design
we use the simplified version presented in [137]. In this scheme, instead of counting
the cycles of Sp;, we count the number of cycles that Sy is at a high level. If such a
number of cycles is even, the previous output is maintained; otherwise, the output
changes. Two D flips-flops and 1 XOR gate are involved in this process. Finally,
the last flip-flop samples the signal Cj using an external clock. This external clock

determines the TRNG throughput. As our design is composed of two STRs with L
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stages each, L sampler circuits are necessary (see Fig. 4.9).

Finally, our design includes a post-processing unit that might be needed depending
on the quality, in terms of randomness, of the raw data. The selected post-processing
is a parity filter, which has been widely used as post-processing in previous proposals
such as [32] and [37]. More precisely, a n'" parity filter takes n consecutive bits and
XOR all them together to produce one bit. This post-processing offers a simple bias
reduction with the penalty of a throughput reduction—the filter reduces the bit

generation by a factor of n.

4.3.2 Experimental results

We have implemented the proposed TRNG in a FPGA Spartan-3E XC3S500E. Two
8-stage STRs have been implemented and configured in the reset phase to obtain
a STR output frequency of 300 MHz. Several frequencies have been used in the
external clock that samples the signal Cjy. Eight bits are generated with each rising

edge of the sampling clock.

In order to obtain almost the same propagation delay in the different stages, a
hard-macro has been designed. This hard-macro implements, using a single Look-Up
Table (LUT), a Muller gate and an inverter. If Altera’s FPGAs are used instead,

these hard-macros can be implemented using their equivalent hard-wired macros.

To show evidence of the Gaussian jitter in the STR outputs, we have counted the
number of cycles of the signal Sy, as done in [137] and [78]. Fig.4.30 depicts the time
evolution of the Sy length (at the top of the figure) and a histogram of the cycles (at
the bottom). The histogram population corresponds with 1 300,000 measurements.

The average period of Sy is 38.69 ns with an standard deviation of 0.215 ns. As the
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Figure 4.30: Time evolution and histogram of Sy.

Table 4.3: Experimental results: Pass Rate (PR) proportion and average p-value (PV) for
generated traces.

0.5 Mz 1 MIz 5 MHz 10 Mz 25 MHz 50 MHz
PR [PV | PR |[PV| PR |PV| PR | PV | PR | PV | PR | PV
bl | 97,91 | 0,41 | 98,58 | 0,44 | 98,41 | 0,57 | 99,08 | 0,55 | 99,5 | 0,58 | 93,83 | 0,22
b2 | 98,41 | 0,43 | 99,33 | 0,34 | 82,58 | 0,18 | 82,5 | 0,30 | 84,66 | 0,22 | 39,66 | 0,16
b3 | 98,83 | 0,46 | 99,08 | 0,62 | 98,58 | 0,59 | 98,91 | 0,41 | 98 | 0,44 | 99,33 | 0,60
b4 | 99,66 | 0,59 | 99,41 | 0,45 | 99,33 | 0,36 | 99,41 | 0,45 | 99 | 0,59 | 83,41 | 0,17
b5 | 92,66 | 0,25 | 87,16 | 0,20 | 98,5 | 0,59 | 98,25 | 0,55 | 99,16 | 0,39 | 97,91 | 0,30
b6 | 98,41 | 0,54 | 98,75 | 0,47 | 31,66 | 0,04 | 31,58 | 0,01 | 31,25 | 0,08 | 22,25 | 0,05
b7 | 98,75 | 0,36 | 99,16 | 0,45 | 98,83 | 0,53 | 98,91 | 0,61 | 98,58 | 0,36 | 66,58 | 0,24
b8 | 99,16 | 0,39 | 98,91 | 0,31 | 98 | 044 | 975 | 0,40 | 96,83 | 0,43 | 48,5 | 0,15
Total | 97,97 | 0,43 | 97,55 | 0,41 | 88,23 | 0,41 | 88,27 | 0,41 | 88,37 | 0,39 | 63,93 | 0,24

frequency of the STR has been set to 300 MHz, that means that the average cycle
length is 11.6090 cycles. In conclusion, the histrogram distribution clearly shows
evidence of the underlying randomness in the sampling process, and, by extension,
in each stage of the STR.

We have chosen two STRs with 8 stages since this configuration is easily tunable
and offers a good trade-of between area and throughput. The throughput goal has
been set to 1 Mbps in order to be comparable to other TRNGs proposals based on
coherent sampling. This throughput threshold will set the lowest sampling frequency

that can be used in our design.
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Figure 4.31: Boxplots of p-value distributions for each sampling stage (b1 to b8) and different
frequencies.

4.3.2.1 Testing Randomness

The testing of our proposal has been carried out using the NIST statistical test
suite [114], as commonly done to validate previous proposals (e.g., [54, 78, 37]). To
transfer the bits generated by the TRNG in the FPGA to the host computer where
the NIST tests are executed, a FIFO memory and a RS232 communication protocol
have been used. In addition, the post-processing has been conducted in the host

computer in order to reduce the acquisition time of the traces.

We have evaluated the TRNG output for the foloowing set of sampling frequencies:
50, 25, 4, 1, and 0.5 MHz). A higher sampling frequency will imply a higher
throughput, but also a lower quality of the random bits due to the fact that the
jitter accumulation time is shorter. According to the study presented in [61], a
longer accumulation time is desirable so that the contribution of the thermal noise
(responsible of the non-deterministic jitter) is perceptible. On the other hand, the
use of a longer accumulation time causes that the flicker noise (responsible of the
deterministic jitter) dominates the jitter. This paradox forces designers to find a

trade-off to set the sampling frequency.

For the post-processing, we have tested the minimum parity filter order (bit-wise

XOR tree) necessary to pass the NIST tests for the different sampling frequencies
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studied. A 3" order filter is needed for 50 MHz, while a 2"¢ order filter suffices
for the rest. As expected, the post-processing necessities are higher when higher
sampling frequencies are used. Although many sampling frequencies need the same
order parity filter, it is important to notice that the proportion of failed tests before
the post-processing rises when the sampling frequency is increased, as explained
below. This is a crucial point if for some reasons the TRNG will be used without

the post-processing block.

We have evaluated the quality of the raw data before the post-processing for the
six sampling frequencies studied. Fig.4.31 shows boxplots of the p-value distribution
for each sampling stage (bl to b8) and different frequencies. According to the
documentation provided by NIST, a random stream must present uniformity in
the distribution of its p-values. It can be seen in Fig.4.31 that higher sampling
frequencies presents less uniformity for its p-values distribution than lower sampling

frequencies, which are more uniform.

Further evidence of this phenomenon is presented in Table 4.3, which shows the
proportion of traces that pass the statistical tests (PR) and the average p-value (PV)
for the different sampling stages and frequencies. Note that traces corresponding to
b5 and b6 perform quite badly, specially 6. For sampling frequencies of 0.5 MHz
and 1 MHz, only a single trace (b5) fails the NIST tests before the post-processing,.
It is noteworthy, however, that b5 fails the tests by a narrow margin. Three traces of
b5 fail the tests for the sampling frequencies of 5 MHz, 10 MHz and 25 MHz, and 7
traces fail for 50 MHz. As for b6 traces, they fail badly for the sampling frequencies
between 5 MHz and 50 MHz. This consistent behavior in b6 is mainly due to the fact
that the synthesizer has placed the sampling stage that generates the b6 stream in
a way that causes a huge delay between the sampling (S46) and the sampled (Spg)
signals. This problem could be solved using a manual placement and routing process.
In fact, we have tested this: using manual placement and routing and setting the
sampling frequency to 50 MHz results in a design such that the raw stream of bits
without post-processing passes the NIST tests. Nevertheless, one major design goal
of our proposal is to avoid such a manual procedures. We next show how the quality

of the final output is not affected by sporadic low-quality stages.

Finally, we have evaluated the quality of our proposed TRNG after pre-processing.

A sampling frequency of 1 MHz has been selected for this experimentation since
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Table 4.4: Hardware results

LUTs | Registers | Throughput (Mbps)
2 STRs 16 0 -
Sampling Circuit 8 32 -
Post-Processing 8 16 -
| Total | 32 | 48 | 4

Table 4.5: TRNG comparison

Hardware Resources Throughput | Hardware Complexity | Portability

‘ Our proposal 32 LUTs 48 Registers 4 Mbps medium yes
Fischer et al. [54] 121 LCs 4 ESBs and 1 PLL 69 Kbps medium no
Kohl et al. 78] 12 LUTs 24 Registers 300 Kbps high yes
Valtchanov et al. [137] | RO-RO | 15 LUTS 4 Registers 2 Mbps high yes
RO-PLL | 12 LCs 4 Registers and 1 PLL 2 Mbps medium no
RO-DFS | 11 LUTs 6 Registers and 2 DFS 2 Mbps medium no

‘ Cherkaoui et al. [32] | 320 LUTSs 320 Registers | 200 Mbps | medium | yes |

this frequency offers a trade-of between throughput and randomness quality before
the post-processing stage. We have opted for having a good quality signal without
post-processing in order to make stronger our TRNG proposal against side channel
attacks. ENT [142], DIEHARD [91], and NIST [114] suites have been used for

analyzing the randomness quality.

In Table 4.6 we summarize the results obtained with EN'T, which resemble those
obtained with a genuine random variable: the chi-square test is passed; entropy is
extremely high; the serial correlation is very low; etc. DIEHARD is a much more
demanding battery of tests for checking randomness. As in the case of NIST tests,
they are particularly designed for cryptographic applications. To show evidence
that our proposed TRNG behaves as a random variable, in Fig. 4.32 we depict the
distribution of p-values for all tests included in both suites. In particular, the p-values
in both tests are in the interval between 0.2 and 0.8 and the TRNG passes both the
NIST and DIEHARD batteries of tests. From all of the above, we can conclude that

our proposed TRNG outputs a bit streams that looks like a true random variable.

4.3.2.2 Hardware results

The results presented in this subsection have been obtained for a Spartan-3E
XC3S500E FPGA and correspond to our chosen design with a sampling frequency
of 1 Mhz. The architecture consists of two 8-stage STRs, eight sampling stages,
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Table 4.6: ENT results for a sampling frequency set to 1 MHz.

Entropy 7.999987
Compression 0%
Chi Square distribution 261.92 (36.96%)
Arithmetic mean 127.5110
Monte Carlo value for Pi 3.141718075
Serial correlation coefficient 0.000368
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Figure 4.32: Distribution of p-values for DIEHARD and NIST test suites.

and a second order parity filter as post-processing block. Table 4.5 summarizes the

resources needed to implement our TRNG and the final throughput obtained.

Since each STR stage uses a single LUT, the STRs occupies 2 x L LUTs. As
shown in Fig.4.28, the sampler structure uses 4 registers and an XOR gate (1 LUT).
Therefore, the number of LUTs used by the sampler structure is L and the number
of registers 4 x L. Finally, the post-processing necessities depend on the parity filter
of order n. The LUTs used by the post-processing is also conditioned by the inputs
of each LUT. Since a 4-input XOR gate, as in the case of 2-input XOR gates, can be
implemented using 1 LUT, the number of LUTs and registers will be L and n x L,
respectively—the filter order is 2 for 1 MHz sampling frequency, as explained in
Section 4.3.2.1.

In summary, observing the results above we can conclude that each raw random
bit (before the post-processing) has a cost of 3 LUTs and 4 registers. Therefore,
for a given sampling frequency (fsampiing), @ designer could improve the throughput
by adding more stages to the STRs. This will result in fsampiing bps per additional
stage. On the other hand, this improvement translates into a circuit area penalty of

3 LUTs and 4 registers per additional stage.
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4.3.2.3 Comparison with others FPGA-based TRNGs

We finally present a comparison between our proposal and other TRNG designs that
use coherent sampling. We also include the proposal of Cherkaoui et al. [32] since
it is based on STRs. For each proposal, we have analyzed the hardware resources
needed and the throughput offered. Besides, we have also considered the hardware
complexity (including the degree of automation of the design) and its portability
(device independence). Regarding hardware complexity, we distinguish among three
categories: 1) low complexity is devoted for designs that can be implemented easily;
2) medium complezity implies designs that need to use hard-macros or specific
components like PLL or DFS; finally 3) high complexity considers designs that
require a manual place and route process. Finally, the portability column represents
whether the design needs special resources or efforts to be implemented in different
FPGA vendors or devices.

We emphasize here that the hardware results presented in Table 4.5 constitute an
estimation for the designs in which the authors do not provide specific results. For

Cherkaoui et al’s proposal, we selected the architecture that implements 255 stages.

Table 4.5 shows the comparison between our design and other TRNG proposals.
It can be noted that our proposal offers a very good trade-off among the set of
parameters evaluated. TRNGs that need a complicated place and route process (e.g.
[78] and RO-RO [137]) are superior in terms of hardware resources, but these designs
have the drawback of requiring a specific design for each particular device. Among
the TRNGs based on coherent sampling, our design offers the highest throughput.
Note that this could be even better if a higher sampling frequency would have
been selected. On the other hand, Cherkaoui et al’s TRNG presents the highest
throughput, but uses around 10 times more resources than our proposal. Finally,
it is worth mentioning that our proposal is highly portable and complaint with the

three requirements set in Section 4.3; lightweightness, robustness and portability.

4.3.3 Conclusions of our TRNG

In this section, we have proposed a TRNG based on coherent sampling, which is a
phenomenon that seems to provide good results in previous proposals. Most previous

works rely on either a Phase-Looked Loop or a Ring Oscillator. The use of these
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components has one major drawback: it makes the design dependent on the FPGA
vendor—e.g., not all FPGA vendors support PLLs—and requires manual placement
and routing for setting particular frequencies for each device. To avoid these two
drawbacks, we propose a novel design where ROs or PLLs are replaced by Self-timed
Rings. We argue that the use of STRs is very convenient, for it provides robustness
against frequency and voltage variations while, simultaneously, offers one independent
source of entropy for each ring stage. Thus, the resulting TRNG combines the power
of coherent sampling and the hardness and portability linked to STRs. Furthermore,
our design does not depend on the FPGA vendor, and the placement and routing is

performed automatically by the synthesis tool.

Our proposal outperforms all previous TRNGs based on STRs, and its throughput
could be further increased if we relax our conditions about the quality of the random
signals before the post-processing. We have studied in detail the most restrictive
design with a sampling frequency set to 1 MHz. In terms of randomness, our
TRNG passes all batteries of tests for checking the randomness of a random number
generator (ENT and DIEHARD), and also others like NIST that are devoted to

evaluate generators designed for cryptographic applications.

4.4 Conclusions

Lightweightness, robustness and portability are desired features for resource-constrained
TRNGs. Motivated by these goals, many researchers have pointed out the conve-
nience of using FPGAs as TRNG platforms, due to their low cost and versatility
[50, 132, 144]. However, FPGAs offer a resource-constrained environment (fixed
logic blocks) that does not include analog blocks, which are frequently employed to

generate very entropic outputs.

In this chapter it has been presented an overview about TRNGs implemented on
FPGAs. In the state of the art section 4.1 it has been reported the basics to design
a TRNG. Moreover, a summary of the proposals contained in the literature has been

presented. In addition, some attacks against TRNGs have been included.

In 4.2 it has been analysed a very promising TRNG designed by Cherkaoui et
al. [32]. This TRNG is based on sampling several jittery signals, generated by an
STR, and collecting them using a XOR-tree in order to obtain a random bit at the
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output. A lightweight version (XOR-tree purely combinational), suitable for low
cost applications, was evaluated in typical scenarios considered in TRNG evaluation.
Temperature variation, underpowering, power glitches and clock glitches were taken
into account. To the best of our knowledge, this is the first time that clock glitches
have been considered in the evaluation of a TRNG. As conclusion of this analysis,
some vulnerabilities in the lightweight version have been found. In addition, the
original implementation has been tested obtaining good results in terms of security.
We can conclude that the proposal presented by Cherkaoui et al. in [32] is secure
if it is implemented correctly. On the other hand, it is not suitable for low cost
applications like RFID.

Finally, due to the necessity of a secure lightweight TRNG in some applications,
we have proposed a new TRNG based on the coherent sampling in 4.3. Our design
is based on the idea presented by Kohlbrenner et al.. In order to overcome the weak-
nesses introduced by ROs, we have replaced ROs by STRs. STRs offer independent
entropy sources of randomness that can be tuned accurately. Therefore, our TRNG
combines the power of coherent sampling and the hardness and portability linked to
STRs. Our proposed TRNG presents a trade-off between hardware resources and
throughput offering a secure output that passes all batteries of tests ([114] [142] [91]).
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Conclusions

5.1 Conclusions

RFID is one of the most promising identification technologies. The resources used in
RFID tags are limited by two important factors: economical and technical. The first
one is related to the necessity of a low production cost for the massive deployment
of the technology. The technical factor is connected to the power requirements for

operating passive RFID tags.

It is important for the massive deployment of the technology to have an standard
that guarantees the same operation rules for RFID systems around the world. EPC-
C1G2 is the most used standard in the industry. This standard describes the way of
operation for UHF RFID systems. One of the most interesting specifications is the
requirement of a pseudo-random/random number generator (RN16) in the tag to

guarantee the security of the communications.

All in all, security and privacy are issues of concern for low-cost RFID systems
nowadays. Due to the constrained-resources environment, typical secure crypto-
graphic approximations can not be used in tags. For example, it is commonly
assumed (see, e.g.,[111] ) that no more than 4000 Gate Equivalents can be devoted
to security functions. EPC-C1G2 tags support simultaneous read attempts up to
1500 tags/sec under ideal conditions. However, this rate can be five or ten times
smaller (500-150 tags/sec) in real-world environments [21]. Therefore the number of
clock cycles used per reading is upper-bounded by 670 clock cycles, assuming that
the RFID chip operates at a clock frequency of 100 kHz. We take 500 clock cycles as

reference value because this limit is less than the above mentioned value and has
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been used in previous works [87, 94]. Furthermore, they should not consume more
than 10 puWW, as low-cost tags are passive and, therefore, must harvest their power
supply from the reader signal. (See, for example, [20] for an elaborate motivation
on the need for low-power designs.) When these constraints are compared with the
approximate 8120 GE [51, 102] required by a standard hash function like SHA-1
(which is an essential building block for most security protocols), it becomes clear the
need for schemes that can provide some minimum security services while requiring
as few resources as possible. For that reason, lightweight cryptography plays a key
role in RFID systems.

As aforesaid in the introduction, despite the numerous contributions reported in
the literature about lightweight cryptography, there is a lack of proposals that tackle
in a realistic way the multiple requirements imposed by the technology. Typically,

most of them do not provide information about their implementation:

e Very theoretical contributions that do not provide any proof of their lightweight-
ness are reported in the literature [122] [110].

e In many cases, arguments in favor of their lightweightness are based on the use
of some operations that are generally considered inexpensive by the authors .
However, these estimations are not always correct, and the implementation of

some proposals greatly exceeds the area limit of 4K GE [73][97][34].

e In other cases, the design turns out to be not so lightweight because of factors
such as the bit length of the variables, the need for additional memory blocks
—which is usually missed in the analysis of resources—, and the overhead impossed
by selection and control logic. These and other aspects often make the final

gate count much higher than expected [34][110].

In this thesis lightweight cryptographic implementations for RFID systems have
been studied from a realistic point of view. These are the major contributions

regarding the two major objectives proposed in the Introduction section:

1. Studying the main lightweight cryptographic primitives, analysing their foot-
print area and suitability to be used in low-cost RFID tags.
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— In chapter 2 it has been presented an study about the footprint area of
elements commonly used in lightweight cryptography. The footprint area
is one of the most important requirements because it is directly related to
the tag cost. We have analysed various design elements and their area
estimation depending on the complexity of their implementation. For low-
complexity blocks, we have proposed a simple architecture, while for those
with higher complexity we have studied and proposed several possible
architectures. Authors could use this study to know what operations can

include in their lightweight algorithms.

— With the information obtained from the study of elements used in
lightweight cryptography, an area estimator for lightweight algorithms
has been developed. This estimator takes into account the area devoted
to the data-path and establishes a linear relation with the control logic
(20 %). The estimator offers an upper-bound of the total footprint area.
We have tested our estimator against a library containing 120 lightweight
functions obtaining good results. Moreover, in order to provide a more
accurate estimation of the area, other relations between the area of the
data-path and the control logic have been studied. In comparison with the
first estimator (20 %), these procedures offer a more accurate estimation,
even though the new estimation cannot be considered anymore as an

upper-bound for the total footprint area.

2. As the EPC standard establishes the necessity of an embedded Random number
generator (RN16).

2.1. Designing and implementing a pseudo-random number generator compliant
with the EPC-C1G2 standard, obtaining the main metrics (area, power

consumption and throughput).

* Regarding the Pseudo random number generators, we have proposed
two lightweight secure PRNGs known as AKARI. Several implemen-
tation architectures oriented to optimize some critical parameters
have been proposed. The main metrics related to the technology
requirements (area, power consumption and throughput) have been
obtained. In order to provide more accurate numbers, a library that

contains the layout of the used cells has been used, giving access to
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very valuable information that is generally unavailable when using

generic libraries.

AKARI PRNGs have been integrated into two lightweight authen-
tication protocols that comply with the standard EPC-C1G2. Both
schemes rely on the use of a sufficiently good PRNG, but the particu-
lar choice is left to implementers. Given that such a component is
critical to guarantee that the resulting circuit will fit a low-cost RFID
tag, we have explored the integration of the two AKARI designs.
As most PRNG-based EPC-C1G2 protocols follow a similar working
scheme, we have designed an architecture for a generic EPC-C1G2
protocol and then particularized it for each implemented protocol.
The main metrics have been presented for different configurations. In
addition, the impact of the EPC module in a complete RFID tag has
been studied .

2.2. Designing and implementing a True-random number generator, evaluating
its suitability for low-cost RFID tags.

x Concerning True-random number generators, in chapter 4 it has been

reported an overview about the state of the art of TRNGs. This
overview includes main evaluation procedures, entropy extraction
techniques and attacks. As a major contribution has been reported
an analysis of a novel TRNG presented in [32]. This analysis includes
typical scenarios used in the evaluation of TRNGs (temperature
variation, underpowering and power glitches). In addition, the effects
of clock glitches on a TRNG have been studied for the first time.
It has been proved that a lightweight design like this is vulnerable
against clock glitches attacks. Two solutions has been proposed in
order to thwart these attacks . The first one includes a ripple structure
in the XOR-tree (weak point of the TRNG) to reduce the critical
path. The second one is oriented to devices that have an external
clock pin. We have proposed to include a clock-observation circuit in
order to ensure a glitch-free clock signal(clkgf) for the D flip-flops of
the XOR tree. Moreover, a general formal model to guide designers
and evaluators to systematically test their architectures against this

kind of attack has been presented.
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x Finally, due to the necessity of a secure lightweight TRNG in some
applications, we have proposed a new TRNG based on the coherent
sampling technique in 4.3. Our design is based on the idea presented by
Kohlbrenner et al. In order to overcome the weaknesses introduced by
ROs, we have replaced ROs by STRs. STRs offer independent entropy
sources of randomness that can be tuned accurately. Therefore, our
TRNG combines the power of coherent sampling and the hardness and
portability linked to STRs. Our proposed TRNG presents a trade-off
between hardware resources and throughput offering a secure output
that passes all batteries of tests ([114] [142] [91]). Evidence of the
Gaussian jitter has been shown in Fig.4.30. Finally, a resource

comparison with other TRNGs has been performed.

5.2 Future work

The work presented in this thesis can be extended in a number of ways.

Regarding chapter 2, the work related to the study of lightweight primitives and

the estimator can be extended as follows:

e One natural direction for future work is the inclusion of other commonly
used elements in the study, such as for example S-boxes of non-linear filters.

Including these new blocks in the estimator.

e [t would be interesting to extend our estimates to include other prominent
parameters, primarily throughput and power consumption, as these have also

significant influence in design choices.

e [t would be very meaningful to compare the estimator results with the results
provided by High level synthesis tools (e.g. Synphony HLS by Synopsys).
High-Level Synthesis tools accelerates algorithm creation by enabling C, C++
and System C specifications to be directly targeted into an FPGA.

Concerning chapter 3, possible future lines in the PRNG area could be the

followings:
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e Based on AKARI PRNGs, designing a new PRNG that eliminates the last

filter that penalizes the throughput using more complex operations.
True-number generators line (chapter 4) can be extended as follows:

e [t could be interesting to implement in an ASIC the proposed TRNG in order

to see how affects the surrounding conditions to the randomness.

e Other possible line is in the field of on-line test. As aforementioned, it is
mandatory to guarantee a randomness level at the output. Designing lightweight

on-line tests is a very challenging task in the future.

e In the field of fault attacks evaluation in TRNGs, there is a lack of formality in
the evaluation of TRNGs against fault attacks. Create a generalized formulation

would be essential to systematically evaluate TRNGs for different attacks.

Finally, designing and implementing our own authentication protocol for EPC-
C1G2, where AKARI PRNGs and our TRNG could be integrated would be a very

meaningful contribution in the field of low-cost RFID.
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Data Set Functions

Function names: F1, F2, ... F30

Symbols used:
N: bit length of variables used
Z: output value
Xi: input wvariables

Yi: intermediate variables

There are:
10 functions with 2 input variables
10 functions with 4 input variables

10 functions with 6 input variables

Each function should be implemented for N = 32, 64, 96, and 128 bits
(120 different designs)

T OFE LT EEEELRESY

Z = F1(X1,X2)
For i=1 to N
Xl = X1> 3
X2 =X1>>7
X1 = (X14+X2)>3+ 0x789
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7= (X1+X2)>>7

Z = F2(X1,X2)
For i=1 to N

Xl= (X14X2) >> 3

X2 = (X1 >> 7)4X2

X1 = (X1 XOR X2)+ 0x789

X2 = (X2 AND X1)+ 0x765 XOR X2
Z= (X14+X2)>>7

For i=1 to N
(X1 XOR X2) XOR (X1 AND X2)
(X1 + X2)>>5 XOR (X1 + X2)
X1 = (X2 >> 8) + Xl
(X1 >> 6) XOR X2
Z = (X1 XOR X2) AND (X1 OR X2)

N
I

F4(X1,X2)

For i=1 to N
Yi= (X1 4 X2) >> 3
X1 = X1 XOR (Y1>>1)
X2 = X2 XOR XI1+Y1

Z= (X14+X2)>>7 XOR Y1

Z = F5(X1,X2)

For i=1 to N
Yi= (X1 + X2 >> 3) AND X1
Y2= (X2 + Y1 >> 3) AND X1
X1 = X1 XOR Y1
X2 = X2 + Y2

Z= (Y1 XOR Y2) XOR (X1 AND X2)

= F6(X1,X2,X3,X4)
For i=1 to N
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X1 = X1 XOR X2 XOR X3 XOR X4
X2 = X2 XOR XI + X3

X3 = (X3 XOR X2 + X4)>>1

X4 = X3 + X4 XOR 0x876

X1 = X4 AND X2 XOR (X1>>5)
X1 + X2 + X3 + X4

For

F7(X1,X2,X3,X4)
i=1 to N
Y1 = X1 XOR X2 XOR X3 XOR X4
X2 = X2 XOR X1 + Y1
X3 = (X3 XOR Y1)>>5 + X4
X4 = X3 AND X4 XOR 0x876
X1 = X4 + X2 XOR (Y1>>5)
X1 XOR X2 + X3 + X4+ (Y1>>5)

For

F8(X1,X2,X3,X4)
i=1 to N
Y1 = (X1 + X2)>>5
IF ((YI>>(N-1))==1)

X2 = X2+ X3 OR X4
IF  ((Y2>>(N-1))==0)

X3 = X1+ X4 OR X2
X4= (X3 4+ X4 + X1)>>7+X2
X1 = X1 XOR (Y1>>5) + X3
X3+X2 XOR (X1 OR X2)+X4

For

F9(X1,X2,X3,X4)
i=1 to N
X1 = X1 + X2 XOR X3
IF (X1 XOR X2 = X3)
X3 = (X4 X2)>>5+ X4
IF (X2 OR X3 = X4)

X2 = X1 4+ X4 OR X2 XOR 0x678

X3= X3+(X1 XOR X3 4+ X2) >> 3
X2 = X2 XOR X3 OR X1
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X3+X2 + (X1 OR X2) XOR 0x786

For

F10(X1,X2,X3,X4)
i=1 to N
Y1l = X1 XOR X2
Y2 = X2 XOR X4
IF  ((Y1>>(N-1))==1)

X2 = X2+ X3 OR Y1
IF  ((Y2>>(N-1))==0)

X3 = XI4 X4 OR Y2
X3= (X3 4+ X4 4+ X1)>>7+X2
X1 = X1 XOR Y1
X4 = X4 + Y2 XOR X1
X3+X2 XOR Y1 + Y2

For

F11(X1,X2,X3,X4,X5,X6)
i=1 to N

X1 = X1 X4+ 0x78

X2 = X2 + X6 XOR (X4 AND X5)

Y1 = X1 XOR (X2 >> 6)

X3 = (X1+ X3 + Y1)>1+X5

X4 = (X1+ X4 + Y1)>3 XOR X3

X5 = (X14+ X5 + Y1)>5 + (X2>>5)

X6 = (XI1+ X6 + Y1)>7 XOR (X1 + 0x67)
Z= X1 4+ X2 + X3 + X4 + X5 + X6

Z =
For

F12(X1,X2,X3,X4,X5,X6)

i=1 to N

Y1 = (X1 + X2)>1
Y2 = (X3 XOR X4)
Y3 = (X5 + X6)

X4 = (X2+ Y2 + Y1)>3
X5 = (X3+ Y3 + Y1)>5
X6 = X6 XOR (Y1+ Y2 + Y3)>7

(
(
X3 = (XI+ Y1 + Y1)>1
(
(
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X1 = X1 XOR Y1
X2 = X2 4+ Y2
Z= X1 + X2 + X3 + X4 + X5 + X6

7 = F13(X1,X2,X3,X4,X5,X6)
Y1 = X1 XOR X2
X1 = X1 +X4
X2 = X2 + X6
X3 = (XI+ X3 4+ Y1)>1
X4 = (XI+ X4 4+ Y1)>3
X5 = (XI+ X5 4+ Y1)>5
X6 = (XI+ X6 + Y1)>7
7= X1 4+ X2 4+ X3 + X4 + X5 + X6

7 = F14(X1,X2,X3,X4,X5,X6)
Y1 = X1 XOR X2

IF ((Y1l >> N-1) =— 1)
X1 = X1 >> 3
IF( (Y1 >> N-1) = 0)

X2 = X1 > 3

X3 = (XI+ X3)>>6 + YI
X4 = (X24 X4) XOR 0x77 + Y1
X5 = (XI4 X5)>>5 + Y1
X6 = (XI4+ X6 + Y1)>7

7= X1 + X2 + X3 + X4 + X5 + X6

7 = F15(X1,X2,X3,X4,X5,X6)
Y1 = X1 + X2
Y2 = X3 + X4
X1 = X1 + Y2
X2 = X2 + Y2
IF ((X4 AND X5) = 0xF)
X3 = X4 + XI XOR X2
X4 = X4+X1 XOR (Y1>>5)
X5 = X5+X3 AND (Y2>>7)+X3
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X6 = X6>>6+Y1
Z= X1 XOR X2 + X3 + X4 XOR X5 4+ X6 XOR (Y1+Y2)

Z = F16

(X1, X2)
Y1 = (X1 XOR X2) >> 16
FOR i=1 TO N
Y2 = (Y1 >> 16) OR X2

Y2 = Y2 + 0x3B2FA064
X2 = X2 XOR Y2
END-FOR
7 = Y2 + X2
Z = F17 (X1, X2)
Y1 = (X1 4+ X2) >> 16
IF (Y1 = 0)
X1 = X1 >> 16
X2 = X2 >> 16
END-IF

FOR i=1 TO N
Y1l = (Y1 + X1) >> 8
Y2 = (Y1 + X2) >> 8
X1 = X2 XOR Y2
X2 = X1 XOR Y1
END-FOR
Z = X1 OR X2

Z = F18

(X1, X2)
Y1 = (X1 XOR X2) + (X1 AND X2)
Y2 = (X1 AND X2) + (X1 OR X2)
Y3 = (Y1 XOR Y2) >> 16
IF (Y1 = 0)

Y3 = Y3 4+ 0X17D4A0BB
END-IF
IF (Y2 AND Y3 — 0)

Y3 = Y3 XOR X1
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END-IF
Z=Y1l+ Y2+ Y3

Z = F19

(X1, X2)
Y1 =0
FOR i=1 TO N
Y1 =Yl + ( (XI>>8) XOR X2 )
END-FOR
Z = Y1 XOR X1 XOR X2

Z = F20

(X1, X2)

FOR i=1 TO N
Y1 = (X1 >> 32) + X2
IF (Y1 = 0)

X2 = X2 >> 8

END-IF

END-FOR

7 = Y1 AND X2

Z = F21

(X1, X2, X3, X4)
Y1 = X1 XOR X2 XOR X3 XOR X4
FOR i=1 TO 32

Y2 = (X1 + X2 + X3 + X4) >> 16
Y3 = (Y1 XOR Y2) + (Y1 AND Y?2)
X1l = (X1 >> 1) XOR Y3
X2 = (X2 >> 1) XOR Y2
X3 = (X3 >> 1) XOR Y3
X4 = (X4 >> 1) XOR Y2

END-FOR
Z =Y2 XOR Y3

Z = F22

(X1, X2, X3, X4)
Y1 = (X1 AND X2) + (X3 OR X4)
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Y2 = (X1 XOR X2 XOR X3 XOR X4) >> 16
Y3 = (X1 + Y1) XOR X1

Y4 = (X2 4+ Y2) OR X2

Y5 = (X3 + Y1) XOR X3

Y6 = (X4 4+ Y2) OR X4

Z = Y1 XOR Y2 XOR Y3 XOR Y4 XOR Y5 XOR Y6

7 = F23 (X1, X2, X3, X4)

Y1 =0
FOR i=1 TO 16
X1 = (X1 >> 8) XOR X2
X2 = (X2 >> 8) XOR X3
X3 = (X3 >> 8) XOR X4
X4 = (X4 >> 8) XOR X1
Y1l = Y1l XOR ( (X1 XOR X2) + (X3 XOR X4) )
END-FOR
Z =Y1

7 = F24 (X1, X2, X3, X4)
Y3 = 0
IF (X1 AND X2 = 0)
FOR i=1 TO N
Y1 = (Y1 >> 8) XOR X1

Y2 = (Y1 >> 8) XOR X2
Y3 = Y3 + (Y1 AND Y2)
END-FOR
END-IF
Y4 = X3
Y5 = X4

FOR i=1 TO N

Y3 = Y3 XOR Y4 XOR Y5

Y4 = (Y4 >> 8) + Y3

Y5 = (Y5 >> 8) + Y3
END-FOR
Z = Y3 XOR X1 XOR X2 XOR X3 XOR X4
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Z = F25 (X1, X2, X3, X4)

Y1 =0

FOR i=1 TO N
Y1 = Y1 + (X1 XOR x2)
X1 = (X1 >> 16) AND Y1
X2 = (X2 OR Y1) AND X1

END-FOR

IF (X3 XOR X4 =— 0)
Y1 = (Y1 >> 16) + X3 + X4
X3 = X3 XOR Y1
X4 = X4 XOR Y1

END-IF

Z = Y1 XOR X3 XOR X4

Z = F26 (X1, X2, X3, X4, X5, X6)

Y1l = (X1 + X2) XOR X5

Y2 = (X3 + X4) XOR X6

IF (Y1 AND Y2 = 0)
Y1l = Y1 >> 16
Y2 = Y2 >> 16

END-IF

FOR i=1 TO N
Y1 = Y1 XOR (X5 AND X6)
Y2 = Y1 OR (X1 + X6) OR 0xOFO0FOFOF
X5 = X5 XOR (X1 4+ Y1 + Y2)
X6 = X6 AND (X1 + Y1 + Y2)

END-FOR
Z = Y1 XOR Y2

7 = F27 (X1, X2, X3, X4, X5, X6)
Y1 =0
FOR i=1 TO 64
Y1 = X1 XOR X2 XOR X3
X1 = (X4>>38) +Y1
X2 = (X5 >> 16) + Y1
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X3 = (X6 >> 24) + Y1
END-FOR
Z = Y1 AND (X4 XOR X5 XOR X6)

7 = F28 (X1, X2, X3, X4, X5, X6)
Y1 = (X1 4+ X2) >> 16
Y2 = (X3 + X4 + X5) >> 8
Y3 = (X6 AND Y1) + (X6 XOR Y2)
IF ( YI XOR Y2 XOR Y3 =— 0)
Y1l = Y1 + OXF1F1F1F1
Y2 = (Y1 OR Y2) + (Y1 AND Y3)
END-IF
Z = Y3 XOR (Y1 + Y2)

7 = F29 (X1, X2, X3, X4, X5, X6)
FOR i=1 TO 16
X1 = X1 XOR X4
X2 = X2 XOR X5
X3 = X3 XOR X6
Y1 = X1 4+ X2 + X3
END-FOR
Y1 = (Y1 >> 16) + (X1 XOR X2 XOR X3)
Z = (Y1 XOR X4) + (Y1 XOR X5) + (Y1 XOR X6)

7 = F30 (X1, X2, X3, X4, X5, X6)
Y1 = X1 XOR X2 XOR X3 XOR X4 XOR X5 XOR X6
FOR i=1 TO 16

X1l = (X1 >> 8) + Y1
X2 = (X2>> 8) + Y1
X3 = (X3 >> 8) + Y1
X4 = (X4 >> 8) + Y1
X5 = (X5 >> 8) + Y1
X6 = (X6 > 8) + Y1

Y1l = X1 XOR X2 XOR X3 XOR X4 XOR X5 XOR X6
END-FOR
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Z = 0XOFOFOFOF AND Y1
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