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A Model to Quantify the Success of a Sybil Attack
Targeting RELOAD/Chord Resources

Manuel Uruéa, Member, |EEE, Rubken CuevasMember, |EEE, Angel CuevasMember, |IEEE and Albert
BanchsMember, |EEE

Abstract—The Syhbil attack is one of the most harmful security That is, the resource’seplicas are in ther nodes having the
threats for distributed hash tables (DHTs). This attack is not subsequent IDs to the resource’s key in the Chord ring.

only a theoretical one, but it has been spotted “in the wild”, ; ; . :
and even performed by researchers themselves to demonstrate. The Sybil attack [4] consists on obtaining multiple bogus

its feasibility. In this letter we analyse the Sybil attack whose dentities, calledsybils, in order to perform different malicious
objective is that the targeted resource cannot be accessed by anyactions, such as degrading the routing performance of the
user of a Chord DHT, by replacing all the replica nodes that store  DHT, limiting the communications from/to one or more nodes,

it with syhbils. In particular, we propose a simple, yet complete o plocking the access to one (or more) resources. This paper

model that provides the number of random node-IDs that an oiq ot developing a model that addresses the latter type of
attacker would need to generate in order to succeed with certain

probability. Therefore, our model enables to quantify the cost of SYPil attack, targeting all the replicas of a resource. Thus,
performing a Sybil resource attack on RELOAD/Chord DHTs it does not consider any routing issues [5], including other
more accurately than previous works, and thus establishes the attacks targeting the DHT routing, such as the Eclipse attack
_basis to measure the effectiveness of diffe_rent solutions proposedgr |ndex Poisoning ones, which may also involve some kind
in the literature to prevent or mitigate Sybil attacks. of Sybil attack. More importantly we assume that an attacker
Index Terms—Chord, Distributed Hash Table (DHT), Kadem-  cannot spoof or arbitrarily choosés node-IDs, but that they
lia, P2PSIP, REsource LOcation And Discovery (RELOAD), Sybil - gre randomly assigned and verifiable. For instance by being
resource attack. provided by a trusted entity (as proposed by RELOAD [2]) or
generated by some kind of verifiable cryptographic process
I. USING A SYBIL ATTACK AGAINST DHT RESOURCES  (as in Chord [1]). Otherwise, an attacker could pretend to

A distributed hash table (DHT) is a distributed systerﬂave the same node-ID as the targete_d resource, as well as the
designed to provide a simple and efficient storage and retriefQN'Secutive ones, and thus the described Sybil resource attack
of data/resources. In this letter, we use Chord [1] as its maifpuld be quite easy to perform. Instead, we assume that the
case of study since it is one of the most well-known DHTs, arfftacker must obtain multiple random node-IDs until it gets
it has been chosen as the mandatory DHT algorithm for tRECCessor IDs to the target resource’s key for its sybils. Then,
resource location and discovery (RELOAD) protocol [2] beinBY controlling all its replicas, it is able to prevent the access
standardized by the IETF P2PSIP working group. However,[f that resource by any peer of the RELOAD/Chord DHT.
must be noted that the model for the Sybil resource attack!ne Sybil attack is thus a real threat to DHT systems,
defined in this letter is also applicable to other popular DHT&A not only from a theoretical point of view. Several re-
such as Kademlia [3]. In Chord, the nodes participating in ttfg¢archers [6], [7] have reported ongoing Sybil attacks in the
DHT form a ring-shaped overlay. The position of each nod&AD network, and even p_erformed |t.themsglves for research
in the ring is defined by its node-ID, which is the result oPUrPOSes. Thefefore multiple WOFkS. in the literature [8] have
applying a hash function to the node’s IP address and pdoPosed solutions to prevent or mitigate the harm produced
thus having a random nature. Similarly, each resource hasPhSybil attacks. This letter provides a detailed model of the
associated key that is obtained by applying the same ha%ypl! resource attack, and complements previous studies by
function to one or more properties of the resource (typically i§oViding a simple and accurate way to compute the number
name). Due to resiliency reasons, each resource is replicatéd'0ode-1Ds an attacker should obtain in order to perform a
and stored by the successor nodes of the resource’s key_successful Sybil attack. Therefore, our model is a useful tool

to validate the efficacy of the different solutions in practical
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of ananalytical model that accurately specifies the number of the global DHT system, the analysis for a particular attack
random node-IDs that an attacker has to obtain in order zone is not enough. In this section we compute the probability
perform a Sybil resource attack with certain probability. Thisf success of a Sybil attack targeting some random resource
model is useful to quantify the vulnerability of a particulaof the DHT. We refer to this metric aB,,. This captures the
resource, as well as the whole DHT system. In particular, vexpected vulnerability to Sybil resource attacks of the overall
use our model to evaluate the vulnerability to Sybil resourd@HT system under study, and thus irrespectively of churn.
attacks of RELOAD/Chord systems, although it may be alstherefore, it is also a valuable metric for designing defences
applicable to other popular DHT systems like Kademlia. against Sybil resource attacks.
Toward this end, we first model the distribution of the size
Il. MODELLING THE NUMBER OF ATTEMPTS TO PERFORM Of the attack zones in a Chord DHT. Let us first consider the
A SYBIL ATTACK AGAINST A SPECIFIC RESOURCE case of a single replica. In this case, if a random resource key
Let us start focusing on the simplest case, in which te selected, we would_ like to est_imate the .probability that a.t
target resource is stored in just one node (i.e. replica), tH§@St One successor is present in a certain attack zone with
is, » = 1. In this case the goal of the attacker is to placéiz€ X € [0, M), whereX is a random variable representing
one sybil between the target resource’s key and the ID of ti{¥ attack zone size (AZ.S). This probability is, by definition,
first successor node, which is storing the resource. We refgu@l tol— probability of having no successors ii (that is,
to the portion of the ID-space between the resource’s key afilinodes are outsid&), and therefore it igdfazs(z,n). Its
its first successor's node-ID as thttack zone. Let us assume Tormal expression, where is the number of DHT nodes, is:
that the number of identifiers forming the gttack_zone of a cdfans(@n) = Plz < X)=1— (1 B i)n @)
given resource ig, from a total ID-space with\/ different M
identifiers. Then the attacker should generate node-IDs until itNow we can easily derive them f4zs(x,n) of the random
obtains one of the identifiers within the attack zone. Sincevariable X, that is, the distribution of the attack zone size in
IDs have a random nature, the probability of a randomlyg Chord DHT withn nodes:
enerated identifier belonging to the attack zone is =. 0 n x \"1
gurthermore, thegeneratiog ogf a new ID is an ir?depe]\rﬁdentpmfAZS(x’n) = gacWazs(z.n) = 7 (1 - M) “)
event. Therefore, the probability of succeedingkiror less Note thatthis expression is also valid to model the dis-
attempts is defined by the cumulative distribution function dfibution of the size of the attack zone for other DHTs
a geometric distribution: such as Kademlia [3]. In Kademlia the nodes storing the
5 5\ k resource are the ones with the closest ID to the resource’s key
Presource(2, k) = cdfresource (M’ k‘) =1- (1 - M) (1) (independently if such node is a successor or a predecessor of

he key). Then the size of the attack zone is defined as two

. . . t
In short, the previous equation defines the success pmk%f%es the number of IDs between the resource key and the
bility of a Sybil attack targeting a specific resource, with an

X . . . closest node-ID, so that the expression in Eq. 4 is also valid.
asso_m_ated af[tack zone of sizeand a smgle_ replica, after On the one hand, from Eq. 4 we know the probability of an
obtaining & different r_andom IDs. _However, n mos_t DHTSattack zone of size happening in a Chord ring with nodes.
ihe resources are typically _stored71n> 1 ﬂodes. In th|s €aS€ o1 the other hand, Eq. 1 tell us the probability of success of a
th.e gttacker needs to obtamnode-IDs,.mstead of just ONE, Svbil resource attack for a given attack zone size. Therefore, in
within the attack zone. As the generation of each node-ID

. - . der to obtain the desired metric, we simply have to perform
an mdependent event, the probability 'of getting at leafds the following integratioR process:
within the attack zone after attempts is then: y
R\ " Ps s 7k = Presour’ce ; k) - ) dv =
Presource(2, k1) = (1 _ (1 _ ﬁ) ) @) ys(n, k) /0 (w,k) -pmfazs(z,n)de
n M xr\n—1 x \ k+n—1 n
Therefore, theprobability of success on attacking a partic= M/ (1 - M) - (1 - M) dr =1- —— (5)
ular resource grows exponentially with the number of replicasN ; Oth tEq. 5 d Cd q the ID gz
(). It is also worth mentioning that the previous expressions ote thatkq. 0€s not depend on the U-space SiZe

are also valid for Sybil resource attacks targeting other Dl-flhl‘Jt Just gnn, ]Ehe éotelllljnu%k;e_r O; rE)Odt?]S mttthekDHT, and
systems like Kademlia/KAD, as we will see later. € number of node-Is obtained by the attacker. .
For the case of multiple replicas, we simply need to consider

that each success process (i.e. obtaining a node-ID within the
[1l. M ODELLING THE EXPECTED VULNERABILITY TO X .
attack zone) is an independent event. Thep,(n,k,r) =
SYBIL RESOURCE ATTACKS OF ADHT SYSTEM X . . .
) ) _ Pyys(n,k)". This leads to the following expression for the
The previous section has described the model to calculgi@pability of success of attacking a random resource in a

the probability of success of a Sybil attack targeting a patHT system where nodes store each resource:
ticular resource with an attack zone of a specific size. This

T ”
analysis may be interesting for the owner of the resource in Pyys(n, k,r) = (1 __n > — < k ) ®)
order to check its vulnerability to Sybil attacks. However, n+k k+n

when the TeSOUfC?'S attack zone changes duehan ("e; 2Forbig values of)M, as is the case of most DHT systems (e.g. in RELOAD
nodes joining/leaving the DHT), or from the point of viewas = 2128), the discrete ID-spad®, M) can be considered a continuous one.
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Fig. 1: Probability mass function of the attack zone size (AZ$)ig. 2: Sybil resource attack attempts vs. Probability of success
in Chordand Kademlia (M£1038, n=10°). (M=103%, n=10°).

The above formula also allows us to know the number ¢fy, the analytical model and the simulation experiments.
sybils required to attack a DHT system with a given size aRffe observe that the distribution of the attack zone size in
number of replicas, for a certain probability= P, : Chord and Kademlia is exactly the same, and that our model

1/r accurately matches the simulation results.
k=p/"(k+n)=—L - " @) - - -
=P Tl T pir—1 Fig. 1 also depicts the average size (M /n®)0of the

eTlttack zones. Previous works [9]-[11] have assumed that the
of. : .
size of the attack zone for all resources is equal to this value.
However, our model and simulations demonstrate that attack
First, the final expressions derived above are also vafig > smaller than the average are likely to occur. Hence,

since smaller zones are much harder to attack, our results

for Kademlia-based DHTS, since botR-csource(2; k) and suggest that previous works are overestimating the probabilit
pmfazs(z,n) are also valid for Kademlia. Second, previ- 99 P 9 P y

ous works [9]-[11] have also tried to estimate the value 8{ success of the Sybil attack, because they only consider the

Py,s(n, k, ). However, they assumed that the attack zone ayerage attack zone size, instead of the real AZS distribution
. as ours.
all resources can be approximated by the average attack zohe

size, M /n. The next section discusses the consequences of O Ege Va“d?t'on OfpsyS(”’k’T). we use the same setup
this assumption. (M=10°°, n=10°), but now we simulate one Sybil attack

against each of thé?=10° resources in the DHT. For each
resource we generate as many random IDs as needed (up to
_ ) a maximum ofk,,.. = 10° attempts) until succeeding in

In this section we evaluate the accuracy of our model. e attack, which means obtainimg(the number of replicas)
particular, we validate the distribution of the attack zone siZgg \within the attack zone. For each Sybil resource attack
presented in Eq. 4, and the main metric of our mod&l,;, e compute the number of attempts needed to succeed using
defined by Egs. 6 and 7. Note that the validation of the modgkierent values of- < [1,10]

for PS@/“"_ implicitly validates Prcsource. HeNce, due to space Fig. 2 shows the analytical and the simulation-based cumu-
constrains we only present the results of the former. lative distributions ofP,,, (n, k,r) with ~ = 1,2,5 and 10.

: TO\;]V,arhd this end we ha\E)eHPrerfqrme_dlg;(hau;tlve S|rréula%l|on§he results demonstrate that our model is extremely accurate
In which we create %8 withn= nodes ran omy since simulation values overlap the curves of the model.
distributed in aM=10"° ID-space (emulating RELOADS55

This succesprobability may be also seen as the portion
all resources fully controlled by an attacker withsybils.
Finally, we would like to highlight two important issues.

IV. M ODEL VALIDATION

9128) |D d th duce Svbil urthermore, Fig. 2 also presents the distribution in case of
0,2°) 5—space) and then reproduce Sybil resource attacsy,ming that all attack zones are equal to the average attack
against10° resources with randomly generated keys. Ea ne size (as assumed by previous works [9]-[11]) for the

simulation experiment was repeated 5 times in order to Obtas'Qme cases of — 1.2.5 and 10. which are labeled as

theI: cor(rjespondirll_g 95%hcocri1_fid(_abnce intl?ffV;’:l'S- ‘ . “Geom” in the figure. This confirms our previous hypoth-
Aznsor' erCtr:) vda| a(;eKt : |s|,.tr| IlDJtI—IIC')I'n Oft e at:]ac ZON€ Siz&sis, since this approximation clearly leads to overestimate
(AZS) in Chord and Kademlia S, 10r each resource W 1, opapility of success of Sybil attacks, and the error

first compute the size of its attack zone, both as the distarH: comes even bigger with more replicas. This effect can be
from the resource’s key to its successor node-ID (Chord), apiter seen in Figure 3, which shows how the number of
as two times the distance to the closest node-ID (Kademli% )

) N . é)licas affects the number of sybils needed to succeed with
Fig. 1 presents the distribution of the size of the attack zong given probability (=01) for both our model (Eq. 7) and

3The source code of the developed simulator can be downloaded fnﬂﬁe\/ious works based on a geometric distribution, that is,
http://www.it.uc3m.es/muruenya/SybilResourceAttackSimulator.tgz p=(1—-(1—-1/n)F" =k =log(l —p'/")/log(1 — 1/n).
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1e+06 different ports, an attacker should have access to 851 different
9e+05 1 IP addresses. Other solutions proposed in the literature [8] to

8e+05 - mitigate Sybil attacks, other than a centralized authentication
7e+05 - P server like in RELOAD [2], include using crypto-puzzles [11],
Ges05 |- , or charging a small fee to each new user [13]. The appropriate

cost of these mechanisms for legitimate users could be tuned
for that particular DHT system by means of our model. For
instance, by charging 10 cents (instead of 20 dollars, as
proposed in [13]) per random ID to new KAD users, an
attacker willing to spend 1 million dollars would only have
) a 3.5% probability to completely block a resource replicated
T e e e s 1011121914 15 10 17 15 19 %0 in 10 nodes. On the other hand, if each node-ID requires
Number of replicas [1] generating a new RSA key pair or solving a crypto-puzzle
g%at takes one second on average, 90% of all DHT resources
can be targeted after almost 12 years of computing power, or
just half a year with a cluster of 24 machines.

In short our results suggest that performing a Sybil resource

The suitability of replication as a defense mechanism agaiﬁ&aCk on RELOAD/Chord systems, or existing DHT s_ystems
gh as the KAD network (assuming secure routing and

the Sybil resource attack may have been underestimated 3 dom IDs) is more difficult than previously reported, but still

previous works, since each new replica increases the num oable for resourceful attackers, using for instance a botnet or
of attack attempts linearly, much more than previously thought. : o » using
lg\scluster. Finally it is worth noting that our model can be

Moreover, the approximation error made by previous wor %ed in order to quantify the level of security added by the

may lead DHT system designers to overreact, and devi [fferent solutions proposed against Sybil attacks and compare
additional defenses against the (overestimated) Sybil atta% ) prop 1 ag; y P
neir performance in an objective manner.

that are too demanding for innocent users, as explainedi : . .
n a future work we will analyze partial Sybil resource

next section. -
attacks where the attacker only controls a subset of all replicas.

5e+05 |- 1

4e+05 [/,f’ E

Number of attempts [k]

3e+05 | 1
2e+05 |

1e+05 -

Fig. 3: Sybil resource attack attempts vs. Number of replic
for a target success probability of= 0.1 (n = 10°).

V. VULNERABILITY OF DHT SYSTEMS TOSYBIL
RESOURCE ATTACKS
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