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• Steganography is the technique of hiding a 
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message in such a way that no one except the 
intended recipient is aware of its existence.
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irreducible if it cannot be factored into the 
product of two or more non‐trivial polynomials 
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whose coefficients are of a specified type.

• Thus, in the common context of polynomials with
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• This work presents a new hiding technique
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• The calculations of Mix Column Transform 
have been done using GF(23) which has not
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been used before in literature. Values in 
GF(23) are 3 bits each spanning the decimal
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• Multiplication takes place on 3‐bit binary
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and 5 × 3 = (101) × (011) = (1111) = (010)
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Converting both matrices to polynomials:
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On the other hand, to get the original values of the block matrix, the resulting matrix from 
Mix Column Transform should be multiplied by the inverse matrix:
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• The proposed technique has been tested by
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using sequence of color images of size 
(512*512) with JPEG formats The
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experiments have been conducted using 
MATLAB The image quality of the proposed
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algorithm has been tested using PSNR, which 
is estimated in decibel (dB) and is defined as:
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• Another measure for understanding image quality is 
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Mean Structural Similarity (MSSIM) which seems to 
approximate the perceived visual quality of an image 
more than PSNR or various other measures
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• MSSIM index takes values in [0,1] and it increases as 
the quality increases. We calculated it based on the 

Co
m
m
'1
3,
 2 q y

code in (http://www.cns.nyu.edu/~lcv/ssim/) [16] using 
the default parameters. 

• In case of color images we extended MSSIM with the
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eC • In case of color images, we extended MSSIM with the 

simplest way: calculating the MSSIM index of each RGB 
channel and then, taking the average [17].
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• Comparing our proposed scheme with [18] and 

m
be

r 2
01
3,
 S embedding the same secret message “AB1001CD” 

within the same cover image (baboon.jpg) of size 
(512*512), we got PSNR=77.3561 while [18] obtained 
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( ) g
PSNR=72.2156. So, our proposed method beats the 
scheme used by [18] significantly in terms of 
imperceptibility through getting higher PSNR. 
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• On the other hand, when comparing the proposed 
scheme with its alternative methods that used gray‐
scale images in their experiments as presented in [10]
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eC scale images in their experiments as presented in [10] 

and [19], our proposed method exceeds those in terms 
of invisibility as shown the following Table  (keeping the 
capacities same as were used in those schemes)
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• According to Kerckhoffs' principle [20], the security
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of a steganographic system is based on secret key 
shared between the sender and the receiver called 
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should not be able to extract the secret message.

Co
m
m
'1
3,
 2

ith
 S
ec
ur
eC

AT
IS
 w

24



us
tr
al
ia

Security of the Proposed Method
Sy
dn

ey
, A

u Security of the Proposed Method

• The secret key was provided in more than one level:

m
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 S The secret key was provided in more than one level:

– The block size is variable and can be any size for instance (3*3), 
(4*4), etc. 
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in our transform if and only if it has inverse. 
– Not all the values of the specified block that have been selected 
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for embedding will be used, instead, only 3 LSBs of each value 
will be taken out and saved separately in another block to be 
used in our proposed method which has not been used in the 
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literature before. 

– There is a secret key for selecting the blocks for embedding. 
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• An efficient steganographic method has been
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presented – security is increased 
• On the other hand the capacity of embedding
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secret message has been maximized without 
affecting the quality of the stego image as
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proved by the experimental results.
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• The robustness of the proposed scheme could
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 S The robustness of the proposed scheme could 

be tested against different types of attacks 
such as the compression to test the efficiency
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of it and thus, a detailed understanding of the 
scheme’s practicality could be realized
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