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PROTECTION OF TEXTS USING SHA1 AND BASEG4

'Mohammad A. Ahmad, 'Imad Alshaikhli and *Hanady Mohammad Ahmad
"Department of Computer Science, International Islamic University of Malaysia, 53100 Jalan Gombaj,
Kuala Lumpur, Malaysia
Department of Computer, Basic Education College, Public Authority of Applied Education and Training,
34053 Alshamiya, Kuwait,
malahmads@yahoo.com, imadyaseen39@yahoo.com, hanadym.1359@windowslive.com

Abstract:

Protection of information is a prevequisite demand in the world of computers today, Protection of information can b
accomplished in different methods. The main objective of the use of the protection of information is to protect daty gy
information in order to achieve privacy. This paper discusses two methods of protection of iiformation, an encrypiip
method called Base6d, which is a set of encoding schemes that convert the sanie binary data to the form of a series of
ASCII code, Also, The SHAL hash function is used to hash the encrypted file performed by Base§d. As an example of o
ASCII code, Arabic letters are used to represent the texts. So using the fwo protection methods together will increase the
security level for protecting the data. '

Keywords: FEncryption, Hash, Basef4, SHAI
Intreduction

Protection of information is a prerequisite demand in the world of computers today, Protection of information
can be accomplished in different methods. The main objective of the use of the protection of information is to
protect data and information in order to achieve privacy. The encryption process combines mathematics and
computer science. Cryptography consists of a set of algorithms and techniques to convert the data into another
form so that the contents are unreadable and unexplainable to anyone who does not have the authority to read or
write an these data, The main objective of the use of encryption algorithms is to protect data and information in
order to achieve privacy. The protection mechanism choices are applied based on the data sensitivity. For
example, the data bank “ex, clients accounts” needs to be protected by latest security and protection
mechanisims. In fact, with the available tools for intrusion in the internet today, computer intruders can hack to
secure systems easily. Consequently, combining more than one protection mechanisms is so crucial to achieve
the highest level security against intruders. (Imad F. Alshaikhli, 2011)

There are severat fanctions for the protection processes to protect the information and files from intrusion. It is
possible to employ encryption in various fields. In this paper, an encryption method is presented to protect the
texts, One way to protect the texts from changes is by encryption. This paper will explain the method of
encryption using Base64, The first step of the encryption method using Base64 is to convert text to unreadable
text and create the ASCII for each character and convert it to a binary number, Then we convert the binary
number to a decimal number and find the character that corresponds to the decimal number, and in so doing, the
text will be rendered incomprehensible by the encryption process. Also, Secure Hash Algorithm "SHA1" is used
as protection mechanisin associated with Base64 encryption method. SHA1 is an algorithm that is used to verify
data integrity through the creation of a 160-bit from data input (which may be a message of any length); the-

product is claimed to be as unique to that specific data as a fingerprint is to the specific individual. {Rivest,
1992) :

SHAland Base64 are used together to increase the security level of the data that needs protection. The details
are explained in this paper.

Proposed System

Computer security is a major challenge for all computer users, and use of encryption protects data and
information from modification. Many businessmen, professionals, and home users employ encryption to protect
their data and to maintain strict confidentiality. The system proposed in this paper is to encrypt the texts through

the use of the Visual Basic program, as well as the use of encryption method of Base64 and hash function
SHAL

The particular choices for the 64 characters required for the base varies between implementations. The general
rule is to choose a set of 64 characters that is both part of a subset common to most encodings, and also
printable. This combination leaves the data unlikely to be modified in transit through information systems, such
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as email, that were traditionally not 8-bit clean.[}] For example, MIME’s base64 implementation uses A-Z, a-z,
and 0-9 for the first 62 values. Other variations, usually derived from Base64, share this property but differ in
the symbols chosen for the last two values; an example is UTF-7.

SHAI Hash
Definition of SHA1Hash

SHAI (Secure Hash Algorithm 1) is message-digest algorithm, which takes an input message of any length <
2764 bits and produces a 160-bit output as the message digest. Based on the SHAT RFC document, the SHA-1
is called secure because it is computationally infeasible to find a message which corresponds to a given message
digest, or to find two different messages which produce the same message digest. Any change fo a message in
transit will, with very high probability, result in a different message digest, and the signature will fail to verify.
The original specification of the algorithm was published in 1993 as the Secure Hash Standard, FIPS PUB 180,
by US govemnment standards agency NIST (National Institute of Standards and Technology). This version is
now often referred to as "SHAOQ". SHA-0 was withdrawn by the NSA shortly after publication and was
superseded by the revised version, published in 1995 in FIPS PUB 180-1 and commonly referred to as "SHAL".
(D. Eastlake Septemper 2001)

The technique of Hash SHAI

The SHA-1 is called secure because it is computationally infeasible to find a message which corresponds to a
given message digest, or to find two different messages which produce the same message digest. Any change to
a message in transit will, with very high probability, result in a different message digest, and the signature will
fail to verify. (D. Eastlake Septemper 2001)

Definitions of Bit Strings and Integers

The following terminology related to.bit strings and integers will be used:
a, A hex digit is an element of the set {0, 1,..., 9, A, ..., F}. A hex digit is the representation

ofa 4—_bjt"s'irin'g;".
Examples: 7=0111, A =1010. b

b. A word equals a 32-bit string which may be represented as a_se_qum}ce_of g;hek”djlgits.
hex digits each 4-bit string is converted to its hex equivalent as dgscrib;d___i_h_(a)'
0000 001} 1111 1110 0010 0011 = A103FE23, T

c. An integer between 0 and 2732 - 1 inclusive may be represented as a word.: The leas!
the integer arerepresented by the right-most hex digit of the word representation. B

Example: the integer 291 = IARFINSHIA+27) =256+32+2+1 is represented by the hex word, 00000123, 1f:z 1
an integer, 0 <=z <2764, then 2= (2732)x + y where 0 <=x <2732 and 0 <=y <2732, Since x and y can’be
represented as words X and Y, respectively, z can be represented as the pair of words (X,Y). d. block = 512-bit
string. A block (e.g., B) may be represented as a sequence of 16 words. (D. Eastlake Septemper 2001)

Operations on Wordlhe following logical operators will be applied to words:

a. Bitwise logical word operations

K AND Y = bitwise logical "and" of X and Y.

X ORY = bitwise logical "inclugive-or” of X and Y.
X XORY = bitwise logical "exclusive-or" of X and Y.
NOT X = bitwise logical "complement” of X.

Example:
011011001011100111010010011110
XOR 0110010111000001011010011011011

= 00001001011110601011101111001100
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b. The operation X + Y is defined as follows: words X and Y represent integers x and y, where 0 <=x <233
and 0 <=y < 2732, For positive integer’s n and m, let n mod m be the remainder upon dividing n by m,
Compute z = (x + y) mod 2"32. Then 0 <=z < 232, Convert z to a word, Z, and define Z =X +Y.

c. The circular left shift operation $/n(X), where X is a word and n is an integer with 0 <=n <32, is defined by
S (X)) = (X <<n) OR (X >>32-n). :
In the above, X << n is obtained as follows: discard the left-most n bits of X and then pad the result with n
zeroes on the right (the result will still be 32 bits). X >> n is obtained by discarding the right-most n bits of X
and then padding the result with n zeroes on the left. Thus S*n(X) is equivalent to a circular shift of X by n
positions 1o the left. (D. Eastlake September 2001)

Message Padding

SHA-1 is used to compuie a message digest for a message or data file that is provided as mput. The message or
data file should be considered to be a bit string. The length of the message is the number of bits in the message
(the empty message has length 0). If the number of bits in a message is a multiple of 8, for compactness. we can
represent the message in hex. The purpose of message padding is to make the total length of a padded message
a multiple of 512. SIHA-1 sequentially processes blocks of 512 bits when computing the message digest. The
following specifies how this padding shall be performed. As a summary, a "1" followed by m "0"s followed by
a 64-bit integer are appended to the end of the message to produce a padded message of length 512 *n. The 64-
bit integer is the length of the original message. The padded message is then processed by the SHA-1 asn 512-
bit blocks. (D. Eastlake Septemper 2001)

Suppose a message has length 1 < 2264, Before it is input to the SHA-1, the message is padded on the right as
foliows:

a."1" is appended. Example: if the original message is "01010000", this is padded to "010100001",

b. "0"s are appended. The number of "0"s will depend on the original length of the message. The fast 64 bits of
the last 512-bit block are reserved for the length | of the original message. .. -

Example; Suppose the original message is the bit string
01100001 01100010 01100011 01106100 01100101.
After step (a) this gives

01100001 01100010 01100011 01100100 01100101 1.

Since 1 = 40, the number of bits in the above is 41 and 407 "0"s are appended, making the total now 448. This
gives (in hex)

61626364 65800000 00000000 60000000
00000000 00000000 00000006 00000000
00000000 00000000 00000000 00000000
00000000 00000000,

¢. Obtain the 2-word representation of 1, the number of bits in the original message. If 1 <232 then the first
word is all zeroes. Append these two words to the padded message.

Example: Suppose the original message is as in (b). Then 1= 40 (note that 1 is computed before any padding).
The two-word representation of 40 is hex 00000000 00000028, Hence the final padded message is hex

61626364 65800000 00000000 00000000
00000000 000B0000 00000000 G0000000
00000000 00000000 HOC0000E D0000000

00000000 00000000 00000000 000000238.
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The padded message will contain 16 * n words for some n > 0. The padded message is regarded as a sequence
of n blocks M(1), M(2), first characters (or bits) of the message. (D. Eastlake Septemper 2001)

The technique of Base64

The Base64 method is used to protect the text and files from changes and that is discussed in this paper
(Baccala, 1997). The Base64 method involves finding all the ASCII characters, converting them to binary
numbenrs, and then dividing the binary number for the text ta 6 bits and converting them to their corresponding
values in Base64. .

Base@4 Mechanism
To encrypt this line using Base64:

Opdall iy diaasd -
1. First find the ASCII code for each character.

Letter ASCII
I 199
dJ 225
C 205

2. Second, convert the ASCII number of the characters to a binary number.

Letter ASCII Binary
| 199 11000111
d 225 111000061
z 205 11001101

3, Third, divide the Binary number to parts and identify a number of bits so that the total is less than or equal to
64 bits. In this example, the Binary number divided to 6-bit.

Letter ASCII Binary Divided binary
[ 199 11000111 11000111
dJ 225 11100001 11100001
r 205 11001101 11001101
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4, Fourth, convert parts of the binary number, which has been divided into a decimal nuinber.

Letter Divided binary Index
110001 49
d 111110 62
C 000111 7
¢ 001101 13

5. Next, find the character (Char) that corresponds to the number (Value) in the Index Table below.

Index Table |
Value |Char [value|char]|[value |Clmr [value |Cllm
Lo LAl |l o |l 32 g JIff 48 || w |
s fila7 [ r 33 [ n]ia9 | x|
L2 Jlc il s laa]ijso]y]
[ 3 I o il o | r Jflas i Jjist] = |
4 B il20 U]l 36| &Il 2] o]
s L F e J[ v i sz gl v il s3 | 1]
L6 |l 22 || w38 || m Y[ 54 2
L7 T W23 I x 3ol o il 551 3
L8 L1 Wl 24 [ v [ 40] o\l s6] 4]
Lo Ly illes Pz W a ][ p Il 57 5]
L 10 | K ) 26 | a il 42 ][ q J['s8 [ 6 |
L g n Jila7 Lo il as |l « JIl 59 j 7 |
(2 M i 28 ) ¢ Il 44 [ s |l 60 8
[ 3 | N 20 ][ ¢ W[ as [ ¢t W[et] 9
[1a o 30 e[ a6  ulll 62 +
[s el e illa ) v Ilel] /
Letter Divided binary Index Basefi4-encoded
1 110001 49 X
J 111110 62 +
z 000111 7 H
. 001101 13 N
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6. Then perform the encryption for the letters.
Letter Base64-encoded

! X

Jd +

c H

. N

-—
x+HN -
The Steps of Encrypting the Text :
Letter Ascii Binary Divided binary Index giicsoeg:{;

i 199 11000511 110001 49 X
dJ 225 11100001 11111¢ 62 +
e 205 11001101 0001114 7 H
? 227 11100011 001101 13 N
5 207 11001111 111000 56 4
d 225 11100001 111100 60 8
d 225 11100001 11t 63 /
5 229 11100101 100001 33 h
e 32 00100000 111000 56 4
J 209 11010001 011110 30 e
o 200 11001000 010160 20 U
o 3z 00100000 100000 32 g
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\ 199 11000111 110100 52 0
J 225 1110000} 011100 28 C
& 218 11011010 100000 32 G
| 199 11000111 100000 n G
J 225 11100001 116001 49 X
R 227 11100011 111110 62 +
Y 237 1110110} 000111 7 H
o 28 11100100 011010 26 A
11000 49 X
111110 62 +
0001 L1 7 H
10001 § 35 J
111011 59 7
011110 30 E
010000 16 Q

Conclusion and Future Work

This paper presented two methods of protection, Base64 encryption and Secure Hash Algorithm 1 function to
protect the text from being changed. The most important points raised by the paper include:
1. Use of a Base64 encryption method to protect of the texts from modification. This relies on finding
the ASCII for each character, converting them to binary numbers, then dividing them into a
number of bits and converting them to their corresponding values in Base64.
2. Use of the Visual Basic program for the application program.
3. Use of SHA1 hash function for more security so that each file has its own hash number, When any
change oceurs in the files, it will change the original hash number and the user will know the file is
compromised.
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In the future, the protection mechanisms algorithms will be developed. The developed algorithms will be
applied and used te protect the electronic Holy Quran from being tampered, changed or modified. More
precisely, this paper is the first stage of other series of papers that will lead to a complete project of protecting
the different formats of the electronic Holy Quran.
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