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ABSTRACT

In this article we will talk about the background of Rivest-Shamir-Adleman (RSA)
cryptanalysis. Also we will introduce into small encryption exponent e for RSA, Small
decrypuion exponent  for RSA. Also, we will deseribe common modulus attack and

message concealing.
BACKGROUND

While cryptography is the science concerned with the design of ciphers, eryptanalysis is
the related study of breaking ciphers. Cryptography and cryptanalysis are somehow
complimentary sciences: development in one is usually followed by further development in the
other. Below we give a brief descripiion of the main methods used to attack the RSA
cryplosystem.

Two kinds of these attacks are usually distinguished.
¢ In an indifferent chosen-ciphertext attack, the adversary is provided with decryptions of
any ciphertexts of its choice. but these ciphertexts must be chosen prior to recciving the

(target) ciphertext ¢ it actually wishes to decrvpt.

e In an adaptive chosen-ciphertext attack, the adversary may use (or have access t0)A's

decryption machine (but not the private key itself) even after secing the target ciphertext

107
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