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On the basis of [1], this pair of companion papers investigates the
possibility of jamming the method of the detection of the hook style
energy theft (HS-DET method) that can be used for the detection of the
hook style energy theft in the overhead low-voltage (OV LV) power grids.
The three main suspicious issues that have been identified in [1] are
further investigated in this paper. The robustness of the HS-DET method
against these issues is assessed by using percent error sum (PES)
submetrics, appropriate contour plots and a new proposed robustness
PES submetric against the hook style energy theft of HS-DET method.
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1. Introduction

A portfolio of Broadband over Power Lines (BPL) applications, such as Topology
Identification Methodology (TIM) [2], Fault and Instability Identification Methodology
(FIIM) [3], methodology to preserve power system stability [4], [5] and main line fault
localization methodology (MLFLM) [6]-[8], have already been discussed. In earlier
published literature [1], the hook style energy theft detection method (HS-DET method)
has been proposed and added in the aforementioned broadband application portfolio thus
contributing towards a more accurate and more reliable monitoring, metering and
controlling of distribution power grids.

HS-DET method is based on the hybrid model [9]-[26] while HS-DET method
output is expressed in terms of appropriate percent error sum (PES) submetrics and
contour plots. As the hybrid model is concerned, it consists of two interconnected
modules, namely: (i) the bottom-up approach module; and (ii) the top-down approach
module. The channel attenuation, that is one of the provided outputs of the hybrid method
for given OV LV BPL topology and BPL operation frequency range, is further processed
by the HS-DET method so that PES metrics can be produced. Depending on the values of
the PES metrics, the decision regarding the existence of hook style energy theft in
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overhead low-voltage (OV LV) BPL networks can be made. On the basis of PES metrics,
the impact of different hook characteristics, OV LV BPL topologies and different
intensities of measurement differences can be expressed in terms of appropriate contour
plots [1].

In accordance with [1] and if all the other problematic cases, which concern the
operation of the OV LV power grid and described in [2]-[8], are excluded, HS-DET
method can safely detect hook style energy thefts that may occur across the OV LV BPL
networks. As indicated in [1], safe decisions concerning the existence of energy theft or
not can be made regardless of the examined OV LV BPL topology, the intensity of the
measurement differences and the hook characteristics. However, three critical issues have
been recognized during the numerical result section of [1] that may jam HS-DET method
and need further examination in order to assess the extent of jamming that may create.
With reference to [1], these three special cases are: (i) the existence / definition of the
threshold of the intensity of measurement differences that may occur / be produced by
external sources above which HS-DET method starts to give faulty decisions concerning
the existence of hook style energy theft; (i) the possibility of the installation of very long
hooks in order to mask the hook existence during the application of HS-DET method,
which is anyway a broadband technique; and (iii) the use of “smart” hooks that are
matched to the characteristic impedances of the lines in order again to cover the energy
theft. In the following sections, the mitigation efficiency of HS-DET against these three
special cases will be assessed either in theoretical or in numerical terms via theoretical
analysis, PES metrics and contour plots.

The rest of this paper is organized as follows: In Section 2, a brief synopsis of
HS-DET method and its PES metrics is given. Also, the theoretical basis is presented in
order to cope with the three examined special cases. In Section 3, numerical results and
discussion are provided, aiming at practically evaluating the extent of jamming to
HS-DET method that may create the three examined special cases as well as the
possibility of masking the hook style energy theft exists. Section 4 concludes this paper.

2. HS-DET Method Synopsis

2.1 Measurement Differences
As already been mentioned in [1], the measurement differences that are used
during the BPL simulations describe the significant differences that may occur between
experimental measurements and theoretical results. Anyway, the mathematical
consideration of the measurement differences remains a well-defined straightforward
process, since the total measurement difference can be conveniently assumed to follow
continuous uniform distribution (CUD) with minimum value —acy;, and maximum value
acup [2], [6]-[8], [27]. On the basis of the CUD measurement difference e{-}, the
measured coupling scheme transfer function H<{-} for given coupling scheme can be
determined by
HE(f)=H (f)+e(f),i=1,....u (1)
where HE{-}is the theoretical coupling scheme transfer function, f; i=1,...,u denotes the
measurement frequency, u is the number of subchannels in the examined frequency range
and e(f;) synopsizes the total measurement difference in dB at frequency f.. Note that the
theoretical coupling scheme transfer function is among the outputs of the hybrid method
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and depends on the examined MTL configuration, OV LV BPL topology and the applied
coupling scheme [9], [12], [15], [17]-[19], [28], [29].

2.2 Impact of the Hook Insertion

With reference to Fig. 2(b) of [1], each hook is characterized by: (i) its length L;
and (ii) its distance D, = L, + X¥2!(L,) from the transmitting end. To facilitate the
application of the hybrid method, the hook termination is assumed to be: (a) open circuit;
(b) fully interconnected with the distribution lines (i.e., hook derivation points at the same
distance from the transmitting end on all the three phases); and (c) horizontal.
The aforementioned three assumptions concerning the hook insertion permit its handling
as branch from the hybrid method.

Apart from the hook characteristics and hook assumptions, a set of settings
regarding the OV LV BPL topology operation should be taken under consideration as
usually. More specifically, the topological characteristics of the indicative OV LV BPL
topologies of Table 1 of [1] as well as a set of assumptions concerning the transmission
and propagation of the BPL signal and the circuital parameters that are detailed in [9],
[10]-[17], [19], [21], [30]-[34] are again assumed in this paper.

Obviously, the hook insertion modifies the original OV LV BPL topology to the
respective modified one thus influencing the determination of coupling scheme transfer

functions. With reference to eq. (1) and [1], HE{-} and HE_.{} are the original and
modified theoretical coupling scheme channel transfer functions, respectively, while

HE{} and HE_.{-} are the original and modified measured coupling scheme channel
transfer functions, respectively. Note that it is assumed that the measured coupling
scheme transfer function of original and modified end-to-end OV LV BPL topologies
suffers from the same total measurement differences.

2.3 PES Submetrics of HS-DET Method and Special Cases
PES submetrics define the cornerstone metrics of HS-DET method. However,
PES submetrics are not the first time that are used by BPL applications since they have
already been used in TIM [2], FIIM [3], power system stability methodology [4], [5] and
MLFLM [6]-[8] in order to assess the approximation accuracy of the original and
modified coupling scheme transfer functions. With reference to eq. (1) and Sec. 2.2, the
PES submetrics that are used in this paper are:
E?_ |H|:-r Lfi)- Hnr'fl |

PES_ = 10049 2
or 0" E?—-lﬂnr'fl:'l ( )
e E:’l | Hyoq i) Hnr'fl |
PES = 1009 = 3
mod [ ELR:-_lHanfL:'l ( )

where PES . and PES__; assess the accuracy of the original measured coupling scheme
channel transfer function and modified measured coupling scheme channel transfer
functions, respectively, in relation with the original theoretical coupling scheme channel
transfer function. With reference to eqgs. (2) and (3), the main PES submetric of HS-DET
method is the difference between the original measured coupling scheme channel transfer
function and modified measured coupling scheme channel transfer functions, say

APES = PES, . — PES_. (4)
On the basis of APES, appropriate contour plots can be plotted so that the detection
ability of the HS-DET method can be assessed with respect to the hook length and the
distance from the transmitting end [1].
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In accordance with [1] and if all the other problematic cases, which concern the
operation of the OV LV power grid and described in [2]-[8], are excluded, HS-DET
method can safely detect hook style energy thefts through APES. Actually, the definition
of APES implies that the larger part of measurement differences can be mutually
mitigated. Since the role of measurement differences is typically eliminated, values of
APES above zero imply that modified measured coupling scheme channel transfer
function is more different than the original measured coupling scheme channel transfer
function with respect to the original theoretical coupling scheme channel transfer
function. Greater values of APES mean greater differences between the modified and the
original OV LV BPL topology and, thus, a safer decision regarding the existence of an
energy theft can be secured.

Although the vast majority of the serious problematic cases can be detected
through the aforementioned set of BPL broadband applications, small differences can
occur during the computation of the coupling transfer functions due to secondary reasons
such as temperature, wind, humidity, etc. These small differences can cause false energy
theft alarm. Hence, a threshold for APES should be assumed so that the likelihood of
false energy theft alarm due to secondary reasons can be reduced without jeopardizing
the performance of HS-DET method. Since the measurement differences can be
satisfactorily mitigated due to the definition of APES, a fixed percentage for all the
examined OV LV BPL topologies can act as a proper APES threshold (see Sec.3).

Although the theoretical framework of HS-DET method is well-defined and the
assessment of the previous findings have been made in [1], three special cases have been
identified that may foment the operation of HS-DET method. More specifically:

o High measurement differences that may intentionally / unintentionally be
produced can jam HS-DET method. As already been mentioned, due to the
definition of APES , APES is almost invulnerable to the measurement differences
since the larger part of them has already been mitigated. Hence, it is expected that
even if high maximum values a . are adopted, HS-DET method can still detect
the energy theft through the positive values of APES (but even safer above the
APES threshold). However, the robustness of the decision, that mainly depends
on the intensity of measurement differences, should be computed; say, the degree
of certainty. Robustness of the decision concerning the existence of energy theft is
given by

— IPES

Rob = 100%- - —— (5)
This additional PES submetric that assesses the quality of the decision concerning
the existence of energy theft demands high values. High values of Rob allow high
margins of certainty.

o The installation of very long hooks in order to mask the hook existence during the
application of HS-DET method. By misinterpreting the trends of Figs. 3-8 of [1],
it can be mentioned that since APES negatively depends on the hook length, very
long hooks could jam HS-DET method. However, this assertion is not valid since
MTL configurations such as of OV LV BPL topologies are analyzed on the basis
of TL theory. This is going to be validated in Sec. 3.2.
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3. Numerical Results and Discussion

The numerical results of this Section focus on assessing the performance of HS-
DET method to successfully detect the potential energy theft when high measurement
differences, which may intentionally / unintentionally be produced, and the installation of
very long hooks or “smart” hooks occur. All these three special cases try to jam HS-DET
method. For that reason, the robustness of decisions of HS-DET method is also evaluated.

3.1 High Measurement Differences and HS-DET Method Jamming

The influence of measurement differences of maximum value a.yp up to 5 dB
has been thoroughly discussed in [1] while the influence of measurement differences of
maximum value ac,p above 5 dB is here evaluated. For maximum values ac,p below 5
dB, it has been verified that the stochastic nature of measurement differences mainly
affects OV LV BPL topologies with branches. Also, on the basis of APES contour plots,
the increase of the CUD maximum value of measurement differences negatively
influences the performance of HS-DET method since a general reduction of APES values
of contour plots is observed with the increase of maximum value a.,,. However, HS-
DET method successfully detected the energy theft in all the cases examined regardless
of the CUD maximum value of measurement differences since APES values have been
always greater than 0%. In this paper, the influence of high measurement differences (i.e.,
measurement differences of maximum value a., above 5 dB) is evaluated in this paper.
In accordance with Sec. 2.3, the performance of HS-DET method against high
measurement differences will be assessed in terms of APES, PES,.. and Rob.

With reference to Fig. 2(b) of [1] and the indicative original OV LV BPL
topologies as reported in Table 1 of [1], let assume that a hook of length Ly, is inserted at
distance Dy, from the transmitting end. In Fig. 1(a), APES is plotted with respect to the
maximum value acyp when Ly, =5m and Dy = 300m are assumed for the five
indicative original OV LV BPL topologies. In Figs. 1(b) and 1(c), same curves with Fig.
1(a) are given but for PES__and Rob, respectively.
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Fig. 1. PES submetrics of HS-DET method for the five original indicative OV LV BPL topologies of [1]
when hook length of 5 m, hook distance from the transmitting end of 300 m and open-circuit hook
termination are assumed for various maximum values agyp, . (a) AFES. (b) FES . (c) Rob.

From Figs. 1(a) and 1(b), it is evident that APES and PES __ present similar results
that clarify the impact of high measurement differences on the HS-DET method.
Actually, three categories of OV LV BPL topologies can be defined, say:

e “LOS” case: Even if measurement differences of high maximum value a, are
considered, their impact on the performance of HS-DET method is anemic. In all
the cases examined, APES remains over 150% thus indicating the easy detection
of energy theft in OV LV BPL “LOS” case. Although PES . of “LOS” case
presents the highest values in comparison with the respective values of the other
examined modified OV LV BPL topologies, HS-DET method can successfully
mitigate the measurement differences and give a secure decision concerning the
existence of energy theft.

e Good channel case: Good channel case consists of the suburban and rural
modified OV LV BPL topologies. Although APES is significantly lower than the
respective value of the “LOS” case, its value remains high enough to secure a
decision concerning the existence of energy theft regardless of the maximum
value acyp.

e Bad channel case: On the basis of AFES of urban case A and B, this is the most
difficult decision concerning the existence of power theft. APES receives low
values but always positive. It is obvious that an arbitrary APES threshold
concerning the strict decision about the existence of power theft can be estimated
by the urban case B APES when the maximum value acyp of measurement
differences is assumed to be equal to 20dB.

Note that in all the cases examined, PES ., is an increasing function with reference to the
maximum value a;pn. This is due to the fact the asymmetry between the modified and
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the respective original OV LV BPL topology increases as more intense measurement
differences are added.

Now, as the robustness of the decisions concerning the existence of energy theft is
concerned, their robustness is examined in Fig. 1(c). As indicated in Fig. 1(c), the
robustness mainly depends on the maximum value a rather than the examined OV LV
BPL topology. High measurement differences create uncertainty that foments the
robustness of the decisions. Very high measurement differences, which exceed 10 dB,
obviously create great uncertainty that is reflected on low values of robustness. Similarly
to the APES threshold, an arbitrary Rob threshold can also be defined by the Rob of the
urban case B when maximum value ag,, of measurement differences is assumed to be
equal to 20 dB.

In numerical terms and in order to define the APES and Rob thresholds, APES
and Rob values of the modified OV LV BPL topologies of Figs 1(a)-(c) are reported in
Table 1 when maximum value a.y,, of measurement differences is assumed to be equal
to 20 dB.

Table 1. APES and Rob of Indicative OV LV BPL Topologies when Ly, = 5m and Iy, = 300m (open-
circuit hook termination) for maximum values agyp equal to 20 dB

Modified OV LV BPL Topology
Urban case &4 Urban case B Suburban case Rural case “LOS” case
APES 15.47 10.80 24.73 37.90 155.55
(%)
Rob 24.01 23.42 28.46 29.05 41.06
(%)

From Table 1, it is evident that HS-DET method can safely detect the energy theft
even if the worst scenarios concerning the examined OV LV BPL topology and
measurement differences are assumed. Also, a strict version of APES and Rob thresholds
can be assumed to be equal to 10% and 20%, respectively. Finally, as it has been already
recognized by Figs. 1(a)-(c), urban case B and “LOS” case define the worst and the best
case regarding the energy theft detection in OV LV BPL networks when high
measurement differences are assumed.

In order to understand the potential reader the strict version of APES and Rob
thresholds as well as the safety that is provided, the impact of measurement differences
during the computation of APES, PES,,. and Rob of the original indicative OV LV BPL
topologies is given in the Appendix. Instead of a modified OV LV BPL topology with a
hook, it i1s assumed that the modified OV LV BPL topology is the indicative OV LV BPL
topology. It is proven there that the assumed APES and Rob thresholds are high enough
in order not to active a fault energy theft alarm because of high measurement differences.

The high measurement differences, which are assumed in this paper, can be either
intentionally or unintentionally occur. However, the HS-DET method is robust enough
and can act as countermeasure technique in order to mitigate these measurement
differences. If all the other problematic cases, which concern the operation of the OV LV
power grid and described in [2]-[8], are excluded, HS-DET method can safely detect
hook style energy thefts even though measurement differences up to 20 dB are assumed
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due to the countermeasure character against measurement differences of HS-DET method
(see the Appendix).

However, intentional measurement differences can be combined with other
techniques in order to mask a potential hook style energy theft. In the following
subsections, the installation of very long hooks (see Sec.3.2) and the use of “smart”
hooks (see Sec.3.3) that are matched to the characteristic impedances of the lines are
examined in order to jam HS-DET method when intentional measurement differences are
produced.

3.2 Very Long Hooks and HS-DET Method Jamming

The influence of measurement differences of maximum value a.,; above 5 dB
has been presented in Sec.3.1. The installation of very long hooks is considered as one of
the potential techniques against the energy theft detection. In this subsection, the
detection performance of HS-DET method is investigated when the technique of very
long hooks is adopted and measurement differences occur.

To examine, the detection performance of HS-DET method, in Fig. 2(a), APES is
plotted versus the hook distance from the transmitting end and the hook length when the
OV LV BPL topology of urban case A is assumed, very long hooks are considered (i.e.,
50 m, 100 m, 200 m, 500 m, 1000 m, 2000 m and 5000 m) and maximum value a ;g of
1 dB is applied. In Figs. 2(b)-(d), same contour plots with Fig. 2(a) are given but for
maximum value a.y of 5 dB, 10 dB and 20 dB, respectively. In Figs. 3, 4, 5 and 6, same
plots with Fig. 2 are given but for the case of the urban case B, suburban case, rural case
and “LOS” case, respectively. In accordance with [1], the hook distance from the
transmitting end span is assumed to be equal to 50 m while the range of the hook distance
from the transmitting end is from 1 m to 951 m for all the examined contour plots of this

paper.
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Fig. 2. APES of the urban case A of the indicative OV LV BPL topologies in the 3-88 MHz frequency band
for various hook distances from the transmitting end and very long hook lengths when high maximum

values o are assumed. (a) agp = 1dB. (b) agp = 3dB. (¢) agyp = 104E. (d) agyp = 20dE.
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Fig. 6. Same curves with Fig. 2 but for the “LOS” case.

From Figs. 2-6, several interesting conclusions concerning the technique of the

very long hooks that aims at jamming HS-DET method can be reported, namely:
e As in [1] and already reported in Table 1, high measurement differences
significantly influence the values of AFES regardless of the examined OV LV
BPL topology, the hook distance from the transmitting end and the hook length.
Contour plots of colder colors occur as the maximum value of measurement
differences increases implying that the combination of any energy theft technique

Tr Ren Energy, 2019, Vol.5, No.1, 60-89. doi: 10.17737/tre.2019.5.1.0082 78



Peer-Reviewed Article Trends in Renewable Energy, 5

with high measurement differences renders the detection of the energy theft more

difficult.

e When very long hooks are applied, APES receives significantly lower values in
comparison with APES values of short hooks. Since long hooks are treated by the
hybrid model as branches, long branches create shallow and rare notches in
coupling transfer functions. In accordance with TL theory, while the hooks are
characterized by very high length, their input impedance tends to be matched.
Therefore, these pseudo-matched terminations can indeed challenge HS-DET
method through their lower APES values of their modified OV LV BPL
topologies in comparison with the respective topologies of short length hook and
open-circuit termination. Hence, hook lengths that tend to infinity create little
APES difference in comparison with the hook lengths of 5000 m since they
anyway resemble to a matched termination.

e When very long hooks are installed, the main difficulty of HS-DET method
concerning the detection of the energy theft is focused on the multi-branched OV
LV BPL topologies. Actually, when very long hooks are installed in urban OV
LV BPL topologies (e.g., urban case A and B) and are combined with high
measurement differences, APES values of these modified urban cases can
become lower than the strict APES threshold of 10% of HS-DET method in some
cases. For example, APES islands of 9%, 5% and 4% appear in APES contour
plots of the modified urban case B when maximum value a;; is assumed to be
equal to 5 dB, 10 dB and 20 dB, respectively. Anyway, the energy theft can be
detected by HS-DET method through its loose APES threshold of 0%.

e The most emphatic performance difference of HS-DET method when very long
branches are deployed can be revealed by comparing Fig. 8(a) of [1] and Fig. 6(a)
of this paper. APES differences up to 100% can be spotted when a very long
hook is hung at the MTL configuration of the “LOS” OV LV BPL topology.

e Although the energy theft through very long hooks can make its detection less
easy by HS-DET method, its practicality is under question. Issues concerning the
power delivery quality, the power attenuation as well as the size of the energy
theft installation make the adoption of this technique practically less possible.

On the basis of the matched terminations that can jam HS-DET method in the
extent discussed before, an interesting trade-off between the hook length and the hook
smartness can be defined. Say, instead of using very long hooks that resemble matched
terminations but they are easily detectable, smart hooks that can be configured to be
matched to the characteristic impedance of the examined OV LV BPL topology can be
used.

3.3 Smart Hooks and HS-DET Method Jamming

Although the installation of additional equipment on the power grid is easily
detectable by the authorized maintenance personnel and the energy theft cannot live life
long, smart hooks can be camouflaged due to their smaller size in comparison with the
very long hooks technique thus saving sufficient time until their detection. Actually,
smart hooks can be hooks of relatively short length that are matched to the characteristic
impedance in the 3-88 MHz frequency band of BPL operation.
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As been observed in Figs. 2-6, HS-DET method can detect any hook style energy
theft that is based on the concept of matched terminations. Regardless of the technique
that is used to accomplish matched terminations (i.e., either via very long hooks or via
smart hooks), HS-DET method can detect the energy theft: (i) in the majority of the cases
through its strict APES threshold; and (ii) in the cases of the aggravated urban OV LV
BPL topologies that suffer from intentional / unintentional measurement differences
through the loose APES threshold.

It is expected that the smart hooks will present the same APES behavior with the
cases examined in Figs. 2-6 where hook lengths of 5000 m occur for given OV LV BPL
topology. Indeed, similarly to Sec.3.1, let assume that a smart hook (i.e., matched
termination) of length Ly, is inserted at distance Dy, from the transmitting end. In Fig.
7(a), APES is plotted with respect to the maximum value a.y,p, when Ly, = 5m and
D, = 300m are assumed for the five indicative original OV LV BPL topologies. In Figs.
7(b) and 7(c), same curves with Fig. 7(a) are given but for PE5__ and Rob, respectively.
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Fig. 7. PES submetrics of HS-DET method for the five original indicative OV LV BPL topologies of [1]
when hook length of 5 m, hook distance from the transmitting end of 300 m and matched hook termination

are assumed for various maximum values @ . (a) APES. (b) FES .. (c) Rob.

By comparing Figs. 1(a)-(c) with the respective Figs. 7(a)-(c), the three categories
of OV LV BPL topologies concerning their behavior of APES and PES_, is also
observed during the installation of smart hooks. Similarly to the open-circuit hooks, HS-
DET method can more easily detect the energy theft via smart hooks first in “LOS” case,
second in good channel case and third in bad channel case. The only difference by
comparing curves of given OV LV BPL topology is that APES values of smart hooks are
significantly lower than the respective ones of open-circuit short hooks.

By comparing Fig. 1(c) and Fig. 7(c), Reb curves of the examined OV LV BPL
topologies almost coincide for given energy theft technique. But the Rob values of the
smart hook technique are above the half of the respective ones of the open-circuit short
length hooks. This result indicates the difficulty of HS-DET method to detect the energy
theft when smart hooks can be applied.

As the comparison between smart hook technique and very long hook technique is
regards, by comparing Figs. 2-6 with Fig. 7(a), it is obvious that APES behavior of smart
hooks present similarities with the behavior of very long hooks. For given OV LV BPL
topology, APES behavior of Fig. 7(a) that describes the smart hook technique can be
safely approximated by the respective black stars APES values of Figs. 2-6 that anyway
describe the very long hook technique. Indeed, the black stars of Figs. 6(a)-(d), which
describe the impact of very long hook technique on APES of “LOS” case, have been
transferred to Fig. 7(a) where the impact of smart hook technique on APES of “LOS”
case is also described. The almost coincidence of black stars and the black dashed line
indicates the APES agreement of these two energy theft techniques that is anyway
expected due to their matched termination objective.
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In numerical terms and on the basis of the APES and Reb thresholds of Sec.3.1,
APES and Rob values of the modified OV LV BPL topologies of Figs 7(a)-(c) are
reported in Table 2 when maximum value a.,, of measurement differences is assumed
to be equal to 20dB.

Table 2. APES and Rob of Indicative OV LV BPL Topologies when Ly, = 5m and I, = 300m (matched
hook termination) for maximum values agyp equal to 20dB

Modified OV LV BPL Topology
Urban case A Urban case B Suburban case Rural case “LOS” case
APES 8.29 5.09 15.11 26.30 118.08
(%)
Rob 12.86 11.04 17.39 20.16 31.17
(%)

Comparing APES values of Table 2 with the respective values of Table 1, APES
and Rob values of smart hooks are almost the half in comparison with the respective ones
of open-circuit hook of the same hook length in the OV LV BPL topologies of the “LOS”
and good channel cases. APES and Rob differences remain important even in the OV LV
BPL topologies of the bad channel case. Anyway, in all the cases examined APES values
are always above 0% and, hence, HS-DET method can successfully detect the energy
theft in all the cases. Again, the matched terminations are proven to be a challenge for the
HS-DET method in comparison with the open-circuit terminations.

Already been mentioned in the case of the very long hooks, the detection of the
energy theft by the HS-DET is accomplished through the strict APES and Rob
thresholds in the OV LV BPL topologies of “LOS” and good channel cases while the
loose APES and Rob thresholds need to be adopted for the OV LV BPL topologies of the
bad channel case. In accordance with the analysis made in this paper, it is evident that the
strict APES and Rob thresholds guarantee a safer decision concerning the existence of a
hook style energy theft in contrast with the loose APES and Rob thresholds.

In addition, measurement differences influence the values of APES even in smart
hook case regardless of the examined OV LV BPL topology further deteriorating the
quality of decisions regarding the existence of the energy theft. In fact, with reference to
Fig. 7(a), when measurement differences are not so severe (i.e., the maximum value a.yp
is below 6dB), the detection of the energy theft by HS-DET method can be made through
the strict APES threshold in all the OV LV BPL topologies examined.

Finally, it has been proven that the combined operation of smart hooks with high
measurement differences can significantly complicate the decision of HS-DET method
concerning the existence of energy theft but the implementation of this combined
operation is not an easy task. From one side, the use of very sophisticated technology is
required so that a smart hook can be implemented while from the other side the use of
appropriate jammers that can create measurement differences of such maximum values is
questionable. Anyway, even if the aforementioned prerequisites can be achieved, HS-
DET method can detect the energy theft even in the most challenging cases of the
aggravated urban OV LV BPL topologies through the adoption of the loose APES
threshold.
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Concluding this paper and synopsizing the findings of this paper in relation with
three special cases of [1], HS-DET method succeeds in detecting hook style energy thefts
that may occur across the OV LV BPL networks even if high measurement differences
occur and specialized jamming techniques, which focus on the exploitation of the
matched terminations, are applied. In fact, through the definition of two types of APES
threshold (i.e., strict and loose APES threshold), the quality of decision concerning the
existence of a hook style energy theft can be evaluated. As the installation of very long
hooks is examined in order to mask the energy theft, certain crucial disadvantages have
been spotted, namely: (i) the quality of the power delivery; (ii) the apparent size of the
energy theft equipment; (iii) the need for very long hooks (above 2000 m-5000 m) so that
the behavior of the hook can be appeared as hook with matched termination and create
APES values that are below the strict APES threshold; and (iv) even if very high
measurement differences can be produced intentionally, HS-DET method detects the
energy theft through the loose APES threshold. As the installation of smart hooks is
examined in order to jam the HS-DET method, several disadvantages have been reported,
namely: (i) the need for sophisticated technology so that a smart hook can be
implemented; and (ii) even if very high measurement differences can be produced
intentionally, HS-DET method detects the energy theft through the loose APES
threshold.

After the analysis of this paper, the future research consists of three sophisticated
cases that need further investigation concerning the behavior of HS-DET method,
namely: (i) The existence of different CUD measurement differences of the same
maximum value a.y,p in egs. (2) and (3). This scenario examines the possibility of not
recording the last measurement of PES .. of eq. (2) and only PES,_ .5 of eq. (3) is
available at the moment of the hook installation; (ii) The installation of second smart
hook in order to further jam HS-DET method. In this case, the first smart hook will
perform the energy theft while the second smart hook will act as a mask; and (ii1) The
impact of the assumption of full interconnection during the computation. This issue has to
do with the operation of the hybrid method and the assumption made concerning the
connection to all three phases and the neutral. All the aforementioned three sophisticated
aim at jamming HS-DET method while the hook style energy theft detection performance
of the HS-DET method regarding these three cases is further investigated in [35].

4. Conclusions

This paper has focused on the performance of HS-DET method when the three
special cases of [1] are addressed. As the first special case is examined, there is no
threshold of CUD maximum values ac,, of measurement differences below 20 dB that
HS-DET method could not detect the hook style energy theft. Even if high CUD
measurement differences occur, HS-DET method can detect the energy theft through its
strict APES threshold of 10% in the vast majority of the OV LV BPL topologies
examined while the loose APES threshold of HS-DET method of 0% allows the energy
theft in the remaining OV LV BPL topologies (e.g., urban OV LV BPL topologies when
very high measurement differences occur). As the second special case is examined, the
installation of very long hooks in order to mask the hook existence during the application
of HS-DET method can indeed make the energy theft detection less easy by HS-DET
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method but again in all the cases HS-DET method through its strict and loose AFES
thresholds. The APES behavior of very long hooks (i.e., hook lengths above 5000 m)
resembles to the matched termination APES behavior. However, the main disadvantage
of this energy theft technique is its practicability that is questionable due to its size. As
the third special case is examined, the APES behavior of “smart” hooks resembles to the
respective behavior of very long hooks. Although this energy theft technique imposes
difficulties to HS-DET method especially when these “smart” hooks are installed in
urban OV LV BPL topologies, in all the cases HS-DET method through its strict and
loose APES thresholds can detect the energy theft. The main disadvantage of the “smart”
hook energy theft technique is its sophisticated technology. In order to evaluate HS-DET
method during extreme scenarios of hook style energy theft, three questions need further
examination and future research: (i) The existence of different CUD measurement
differences of the same maximum value ap, during the last transfer function recording
and the hook insertion moment; (ii) The installation of second smart hook in order to
mask the presence of the first one; and (iii) The impact of the assumption of full
interconnection during the computations by HS-DET method.

Appendix — Can High Measurement Differences Trigger the Hook Style
Energy Theft Alarm of HS-DET Method

The impact of measurement differences on APES, PES . and Rob of the original
indicative OV LV BPL topologies is examined in this Appendix. For this purpose, during
the computation of the aforementioned PES submetrics from eqs (2)-(5), the modified

measured coupling scheme channel transfer function HS_.{-} is assumed to be equal to

the original measured coupling scheme channel transfer function H_E,{} With reference
to eqgs. (2) and (3), PES__; becomes equal to PES__ when the aforementioned
assumption occurs. Taking under consideration the last observation, the following
conclusions can be deduced concerning APES, PES__ and Rob, say:

e APES: With reference to eq. (4), APES becomes equal to zero. Therefore, either
the loose APES threshold (i.e., APES above 0%) or the strict APES threshold
(i.e., APES above 10%) cannot be exceeded by the measurement differences.

e PES_.: With reference to eq. (2), PES . is independent of the modified measured
coupling scheme channel transfer function since it depends only on the original
measured and original theoretical coupling scheme channel transfer function.
PES,, is already plotted in Fig.1(b).

e Rob: With reference to eq. (5), Rob is equal to 0% since APES is equal to 0%.
Again, either the loose Rob threshold (i.e., Rob above 0%) or the strict Rob
threshold (i.e., Rob above 20%) cannot be exceeded by the measurement
differences.

Concluding this Appendix, when there is no hook style energy theft the measurement
differences cannot trigger the energy theft alarm. This result is an important safety
characteristic of the HS-DET method.
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