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Abstract

Nowadays biometrics systems for identification or authentication of a person are
everywhere. These system have a number of advantages. In particular, biometrics traits
cannot be lost or forgotten compared to passwords. Moreover biometric identification
offers good accuracy. However, their uses raises several privacy concerns, especially
in their storage. In fact, if a password is stolen, it can be replaced by a new password.
This is not possible in biometrics. To overcome the security problems, biometric cryp-
tosystems (BCS) and cancelable biometrics (CB) represent emerging technologies of
biometrics template protection addressing this concerns and improving public confi-
dence and acceptance of biometrics. BCS are designed to securely bind a digital key to
a biometric or generate a digital key from a biometric offering solutions to biometric-
dependent key-release and biometric template protection while CB consist of inten-
tional, repeatable distortions of biometric signals based on transforms which provide
a comparison templates in the transformed domain.

In this dissertation, a cancelable biometric scheme for iris recognition system is
proposed. The first proposed CB method uses the reduced random permutation and
binary salting (RRP-BS). RRP-BS consists of random permutation of binary iris tem-
plate followed by the orthogonal binary salting. The random permutation perturbs the
rows of iris template structure and eliminates some rows of iris template. This guar-
antees the non-invertibility of CB scheme even though the all of bio-security keys
is stolen. Then this CB scheme also proposes an orthogonal binary salting method,
where the random binary keys are generated by Gram-Schmidt orthogonalization. The
orthogonality of random keys maximizes the Hamming distances among binary-salted
templates. Thus, the inter classes (different users) are discriminated while the intra
class (one user) is well identified. While this method has good performance and un-

linkability, its non-invertibility is vulnerable to muliplicity or hill-climbing attacks.



The second proposed method uses more robust non-invertibility transform based on
the first method. We use the RRP-BS as the biometric salting, and use the Hadamard
product for enhancing the non-invertibility of salted data. Moreover, to overcome the
shortcomings of perserving the keys of the conventional salting methods, we generate
several templates for an input, and define non-coherent and coherent matching regions
among these templates. We show that salting the non-coherent matching regions is less
influential on the overall performance. Specifically, embedding the noise in this region
does not affect the performance, while making the data difficult to be inverted to the
original. For the evaluation, we use three datasets, namely CASIA V3 iris-interval, IIT
Delhi iris, and ND-Iris-0405. The extensive evaluations show that the proposed algo-
rithm yields low error rates and good intra/inter classification performances, which is
better or comparable to the existing methods. Moreover, the security analysis ensures
that the proposed algorithm satisfies non-invertibility and unlinkability, and is robust

against several attacks as well.

ZQ 0]: biometrics, cancelable biometrics, biometric salting
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Chapter 1

INTRODUCTION

1.1 Biometrics

The word biometrics is defined as automated recognition of individuals based on their
behavioral and biological characteristics (ISO/IEC JTC1 SC37). Physiological as well
as behavioral biometric characteristics are acquired applying adequate sensors and dis-
tinctive features are extracted to form a biometric template in an enrollment process.
At the time of verication or identication (identication can be handled as a sequence
of verications and screenings) the system processes another biometric input which is
compared against the stored template, yielding acceptance or rejection. It is generally
conceded that a substitute to biometrics for positive identication in integrated secu-
rity applications is non-existent. While the industry has long claimed that one of the
primary benefits of biometric templates is that original biometric signals acquired to
enroll a data subject cannot be reconstructed from stored templates, several approaches
have proven this claim wrong. Since biometric characteristics are largely immutable, a
compromise of biometric templates results in permanent loss of a subjects biometrics.
Standard encryption algorithms do not support a comparison of biometric templates in

encrypted domain and, thus, leave biometric templates exposed during every authen-



tication attempt (homomorphic and asymmetric encryption, which enable a biometric
comparison in encrypted domain represent exceptions). Conventional cryptosystems
provide numerous algorithms to secure any kind of crucial information. While user
authentication is based on possession of secret keys, key management is performed
introducing a second layer of authentication (e.g., passwords). As a consequence, en-
crypted data inherit the security of according passwords applied to release correct de-
crypting keys. Biometric template protection schemes which are commonly catego-
rized as biometric cryptosystems (also referred to as helper data-based schemes) and
cancelable biometrics (also referred to as feature transformation) are designed to meet

two major requirements of biometric information protection (ISO/IEC FCD 24745)

Irreversibility It should be computationally hard to reconstruct the original biometric
template from the stored reference data, i.e., the protected template, while it

should be easy to generate the protected biometric template

Unlinkability Different versions of protected biometric templates can be generated
based on the same biometric data (renewability), while protected templates should

not allow cross-matching (diversity)

Cancelable biometrics (CB) consist of intentional, repeatable distortions of bio-
metric signals based on transforms which provide a comparison of biometric tem-
plates in the transformed domain. The inversion of such transformed biometric tem-
plates must not be feasible for potential imposters. In contrast to templates protected
by standard encryption algorithms, transformed templates are never decrypted since
the comparison of biometric templates is performed in transformed space which is
the very essence of CB. The application of transforms provides irreversibility and un-
linkability of biometric templates. Cancelable biometric transforms are designed in a
way that it should be computationally hard to recover the original biometric data. The
intrinsic strength (individuality) of biometric characteristics should not be reduced ap-

plying transforms (constraint on FAR) while on the other hand transforms should be



tolerant to intra-class variation (constraint on FRR). In addition, correlation of several
transformed templates must not reveal any information about the original biometrics
(unlinkability). In case transformed biometric data are compromised, transform pa-
rameters are changed, i.e., the biometric template is updated. To prevent impostors
from tracking subjects by cross-matching databases it is suggested to apply different
transforms for different applications. Two main categories of CB are distinguished. (1)
Non-invertible transforms: In these approaches, biometric data are transformed apply-
ing a noninvertible function. In order to provide updatable templates, parameters of the
applied transforms are modified. The advantage of applying non- invertible transforms
is that potential impostors are not able to reconstruct the entire biometric data even if
transforms are compromised. However, applying noninvertible transforms mostly im-
plies a loss of accuracy. Performance decrease is caused by the fact that transformed
biometric templates are difficult to align (like in BCSs) in order to perform a proper
comparison and, in addition, information is reduced. For several approaches these
effects have been observed. (2) Biometric salting: Biometric salting usually denotes
transforms of biometric templates which are selected to be invertible. Any invertible
transform of biometric feature vector elements represents an approach to biometric
salting even if biometric templates have been extracted in a way that it is not feasi-
ble to reconstruct the original biometric signal. As a consequence, the parameters of
the transform have to be kept secret. In case user-specific transforms are applied, the
parameters of the transform which can be seen as a secret seed have to be presented
at each authentication. Impostors may be able to recover the original biometric tem-
plate in case transform parameters are compromised, causing a potential performance
decrease of the system in case underlying biometric algorithms do not provide high ac-
curacy without secret transforms. While approaches to biometric salting may maintain
the recognition performance of biometric systems non-invertible transforms provide

higher security.



1.2 Outline of the Dissertation

In this dissertation, a cancelable biometric scheme for recognition system is proposed.
Specifically, even though we used only iris biometric for this purpose, all biometrics
can be applied if they can be represented as binary data. Chapter 2 shows the back-
ground about iris biometric systems and security problems. Chapter 3 proposes a can-
celable biometric scheme using random permutation and orthogonal keys. Since the
original bio-information of individual user cannot be replaced, the biometric templates
should be more secure and be cancelable by some transforms. The first proposed CB
method consists of random permutation of iris binary template followed by orthogonal
binary salting. The random permutation perturbs the rows of iris template structure
and eliminates some rows of iris template. This guarantees the non-invertibility of
CB scheme even though the all of bio-security keys is stolen. Then this CB scheme
also proposes an orthogonal binary salting method, where the random binary keys
are generated by Gram-Schmidt orthogonalization. The orthogonality of random keys
maximizes the Hamming dis- tances among binary-salted templates. Thus, the inter
classes (different users) are discriminated while the intra class (one user) is well iden-
tified. But, because the tokens for CB are stored to database, there is still problem to be
stolen by adver- sary. To overcome this situation, the proposed cancelable iris biomet-
rics uses a combination method, which applies a non-invertible transform to the salted
data. We use the reduced random permutation and binary salting (RRP-BS) method as
the biometric salting, and use the Hadamard product for enhancing the non-invertibility
of salted data. Moreover, to overcome the shortcomings of the conventional salting
method, we generate several templates for an input, and define non-coherent and co-
herent matching regions among these templates. We show that salting the non-coherent
matching regions is less influential on the overall performance. Specifically, embed-
ding the noise in this region does not affect the performance, while making the data

difficult to be inverted to the original. For the evaluation, we use three datasets, namely



CASIA V3 iris-interval, IIT Delhi iris, and ND-Iris-0405. The extensive evaluations
show that the proposed algorithm yields low error rates and good intra/inter classifica-
tion performances, which is better or comparable to the existing methods. Moreover,
the security analysis ensures that the proposed algorithm satisfies non-invertibility and

unlinkability, and is robust against several attacks as well.



Chapter 2

BACKGROUND

2.1 Iris Biometric Processing

The demand for biometric systems causes continuous proposals of new iris recogni-
tion techniques [1]. Most of traditional iris recognition systems has retained generic
framework unaltered. In particular, generic iris recognition systems consist of four

main stages.
e Iris image acquisition
e Image preprocessing
e Feature extraction

e Comparison

A flowchart of a generic iris recognition system is shown in Figure 2.1. With re-
spect to image acquisition, good-quality images are necessary to provide a robust iris
recognition system. Still, most current implementations of iris recognition systems re-
quire users to fully cooperate with the system. At preprocessing, the pupil and the outer
boundary of the iris are detected. Subsequently, the vast majority of iris recognition al-

gorithms unwraps the iris ring to a normalized rectangular iris texture. To complete
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Figure 2.1: Iris biometric: the processing chain of a generic iris recognition system.

the preprocessing, the contrast of the resulting iris texture is enhanced applying his-
togram stretching methods. Based on the preprocessed iris texture, feature extraction is
applied. As shown in figure 2.2, most iris recognition algorithms follow the approach
of Daugman by extracting a binary feature vector, which is commonly referred to as
iris-code. While Daugman suggests to apply 2D Gabor filters in the feature extraction
stage, plenty of different methods have been proposed.Most comparison techniques
apply the bit-wise XOR-operator to decide whether two iris-codes have the same bio-
metric source (match) or not (non-match) [2]. The decision is based on a comparison
score by counting the number of miss-matching bits: the (fractional) HD, the minimum
number of substitutions required to change one bit-string into the other (divided by the
string length), indicates the grade of dissimilarity. Small fractional HD values indi-
cate high similarity. In order to compensate against head tilts, template alignment is
achieved by applying circular shifts in both directions. The minimum HD between two
iris-codes refers to an optimal alignment. Hence, the comparison of iris-codes can be
performed in an efficient process, which can be parallelized easily. In contrast to other
biometric systems based on different modalities requiring a more complex matching
procedure, millions of comparisons can be done within one second. With respect to
biometric recognition systems operating in identification mode, iris recognition algo-
rithms are capable of handling large-scale databases. In addition, potential occlusions
originating from eyelids or eyelashes are masked out during comparison by storing a

bit-mask generated in the preprocessing step.



Figure 2.2: Processing steps: (a) original, (b) segmentation result, (¢) iris texture before

enhancement, (d) normalization result after enhancement, (e) noise mask.



2.2 Potential Attacks against Cancelable Biometrics

While in the vast majority of approaches security is put on a level with obtained recog-
nition accuracy according to a reference system, analysis with respect to irreversibil-
ity and unlinkability is rarely done. With respect to irreversibility, the applied feature
transformations have to be analyzed in detail. For instance, if block permutation of
biometric data is utilized to generate cancelable templates the computational effort
of reconstructing the original biometric data has to be estimated. While for some ap-
proaches analysis of irreversibility appear straightforward for others more sophisti-
cated studies are required. In order to provide renewability of protected biometric tem-
plates, the applied feature transformations are performed based on distinct parameters.
In general, protected templates differ more as more distant the respective transforma-
tion parameters are. To satisfy the property of unlinkability, different transformed tem-
plates, generated from a single biometric template applying different parameters, have
to ap pear as distinct as templates of different subjects. This implies that the amount
of applicable parameters is limited by the requirement of unlinkability. The major ob-
jective of attacking cancelable biometrics systems is to expose the hidden transform
applied to biometric templates. Thereby substitution attack can be done by hackers. If
transforms are nearly invertible then original biometric tem plates may be recovered or
appoximately reconstructed. Hill climbing attacks could be performed and comparison
score could be overwritten. Since most approaches to biometrics salting become highly
vulnerable in case secret tokens are stolen false accept attacks could be effectively ap-
plied. If the salting process is invertible templates may be reconstructed and applied
in masquer ade attacks. Approaches to biometric salting which do not comprise a key-
binding step are vulnerable to overwriting final decisions. Several vulnerabilities in the
origi nal concept of the BioHashing algorithm have been encountered in [3]. The main
drawback of BioHashing resides in exhibiting low performance in case attackers are

in possession of secret tokens.



Chapter 3

NON-INVERTIBLE CANCELABLE IRIS BIOMETRICS
USING RANDOM PERMUTATION AND ORTHOG-
ONAL KEYS

3.1 Introduction

The interest in biometrics have been increasing for security authentication systems in-
cluding mobile phones. The fingerprint, face, and iris are the popular bio-information
to feature the individual identity. The unique characteristics of bio-information distin-
guish genuine user from imposters. However it is especially important to secure the
original bio-information since it is natural-born identity and cannot be replaced. Thus,
the interest in cancelable biometric (CB) systems is increased recently. The cancelable
biometrics means that the bio-information of each user can be replaced with another
bio-templates, where the original and replaced templates should not be matched by
some transforms. This dissertation focuses on the cancelable biometric algorithms for
iris pattern.

Since Daugman proposed the automated iris recognition method, many algorithms

of iris recognition have been developed. And the iris biometric template protection

10



systems have been highlighted.

Cancelable biometrics methods are aimed to satisfy the conditions. The basic struc-
ture of iris CB schemes is shown as Figure ??. When the bio-information is entered
in enrollment step, the iris codeword generator transforms it into the binary template
or feature. Then, the CB key which are generated by personal identification number
transforms the original codeword. The transformed bio-template should not matched
to the original codeword. By changing the CB keys, the users can replace the previous
stolen bio-templates with new one. The users protect their own original iris templates
by transforming them with the CB keys. In authentication step, the transformed bio-
template is compared with the current input template using the CB key transformation.

Various iris security system show good identification performance. Thus, this dis-
sertation focuses on the CB scheme, and exploits the usual iris recognition algorithms.
We proposes a non-invertible binary salting scheme with random permutation and or-
thogonal random keys, which satisfy all conditions of bio-information protection. The
rows in the iris template are randomly permutated and some rows are eliminated for
irreversibility. The reduced template is also changed by binary salting which uses or-
thogonal random keys generated by Gram-Schmidt orthogonalization. Then we in-
spects the optimal conditions on permutation schemes, number of skipped rows, and
orthogonal basis keys. Consequently, the proposed CB scheme satisfies the irreversibil-
ity and good error rates of binary salting.

The rest of this chapter is organized as follows. Section 3.2 summarizes the related
work of CB systems. In Section 3.3, the proposed CB scheme is described in detail.
The random permutation and orthogonal basis keys are explained. Section 3.4 shows
experimental results based on the stolen key scenario to prove the safer CB systems.

Finally, this chapter is concluded in Section 3.5.

11
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3.2 Related Works

There are two main groups of work in cancelable biometrics area, non-invertible trans-
forms and biometric salting. The purpose of non-invertible transform methods is to
make transforms not to reconstruct the original bio-templates even though the trans-
forms are compromised. These approaches usually eliminate partial template data
or they are computationally hard to get. Ratha et al. used fingerprint data for three
non-invertible transforms such as polar, Cartesian, surface folding transforms [4]. The
transforms distort an image space or permute image blocks, but these transforms lead
to low discriminability between genuine and imposters if they are compromised. Zuo
et al. proposed the method based on row shift and combinations (GRAY-COMBO,
BIN-COMBO) to generate iris templates [5]. Since the partial templates are dropped
for computational load, the method is sensitive to the eye boundary environment such
as eyelids and eyelashes. Hmmerle-Uhl et al. proposed block re-mapping and image
warping methods for iris biometric security [6]. Block permutation worked well in
terms of non-invertible transform, but could not surpass the equal error rate (EER) of
original template. These algorithms had trade-off between non-invertibility and dis-
criminability in similar objects, and showed low performance of some measures such
as EER, false acceptance rate (FAR), and false reject rate (FRR). Biometric salting
means that user bio-templates are blended with auxiliary data such as random keys.
Because salting algorithms use user-specific keys, the keys are easily revocable and
regenerated when the keys are compromised. Jin ef al. introduced biohashing to gener-
ate secure biocode template [7]. The orthogonal user-specific random matrix as a key
is constructed by tokenized random number (TRN) and combined with features from
bio templates. The random key maximizes distinctiveness among different users while
minimizes the distances among the same user templates. However, the biohashing
shows critically low performance when keys are stolen since the adversary can regener-

ate the coarse approximation of original bio-templates. Teoh et al. proposed multiple

13



random projection (MRP) onto non-invertible random subspace [21, 22]. MRP pro-
tects the original bio-templates excellently, but it exposed weak points when imposters
steal the random projection keys. To mitigate the effect of some outlier such as specu-
lar reflections, eyelash and eyelids, Pillai et al. introduced sectored random projection
(SRP), where they handled different qualities n each partial iris region [8, 9][23,24].
This method divides the iris into sectored regions and applies random projections sep-
arately to each sector followed by concatenating the transformed vectors [8]. And hash
table which has permutated sector index is adopted for cancelable template [9]. When
the random seed and the hash table are not compromised, the verification result is
better than the random projection methods even if the random projection matrix is
stolen. But if they are known to imposters, the performance is deteriorated as is the
same cases with MRP. Zuo et al. proposed basic salting (GRAY-SALT, BIN-SALT)
algorithms that blends random matrix with biocodes [5]. The salting methods show
good performance in aspect of FAR and FRR, and BIN-SALT is specifically robust
to stolen token scenario. But it has a disadvantage that the original biocodes can be
completely reconstructed when the random keys are exposed. Savvides et al. proposed
the idea to encrypt biometric template using random convolution kernel and minimum
average correlation energy (MACE) filter [10]. They proved that the training image
convolution before building MACE filter does not change the correlation result so that
authentication performance preserves. But it is very vulnerable in situation with known
random kernel.

More detailed and various reviews of cancelable biometrics are introduced in many
literatures [11, 12, 13]. As mentioned before, this dissertation focuses on the cance-
lable biometric algorithms, not the recognition methods. Given the biocodes or bio
templates by any recognition methods, the CB algorithms transform the original bio-

information not to be invertible and not to be recovered without the user-specific keys.

14
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Figure 3.2: Proposed cancelable iris biometric system.

3.3 Proposed Non-invertible Binary Salting

In this section, reduced random permutation and binary salting (RRP-BS) scheme for
cancelable biometrics is proposed. The proposed CB scheme considers the compro-
mise situation, that is, all of individual information including bio-template, random
permutation matrix, and random keys, is exposed to the imposters. The proposed CB
scheme is shown in Figure 3.2. The original biocode or template is transformed by ran-
dom permutation and random key. Furthermore, the transformed template lose some
rows, thus, the proposed CB scheme satisfies the conditions of CB systems. The pro-
posed CB method shows that the bio-templates can be replaced with new one without

loss of recognition performance (EER, FAR, and FRR).

3.3.1 Binary Salting Review

Zuo introduced binary salting concept for cancelable iris biometrics [5]. Suppose that

an original binary template or biocode of m x n matrix X € {0, 1}™*"™ where m, n are
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row and column number. X can be usually generated by Gabor filtering to unwrapped
iris region and binary quantization as shown in Figure 3.2. Then the binary salting

algorithm is mathematically described for one class,

where K is an m x n random key matrix for binary salting with binary element, Y
is the m X n transformed bio-template, and an operator & is the exclusive-OR. The
random key K is usually obtained by binary quantizing random values from Gaussian
distribution N (0; 1) for each element. The binary salting is very simple method which
can be used for legacy systems and have no trouble with outlier amplification [5].
Also, it fulfills three conditions of bio-information protection for cancelable biometric
system described in Section [9, 14, 15]. Diversity is satisfied by using different with
respect to different devices. The normalized Hamming distance (NHD) is usually used
for matching in binary templates, the accuracy and reversibility can be easily proved
by calculating cascaded exclusive-or operation. Note that when the random key K is
compromised, the original bio-template X can be completely recovered from Y and

K.

3.3.2 Random permutation

For protecting the original data, the random permutation and row elimination are in-
troduced. Let P € {0, 1} be a r x m permutation matrix with r < m where r is a
row control parameter to keep some rows and drop the others. The random permutation
matrix has only one 1 in each row and there are no same rows in P. The permutation
matrix perturbs the original bio-templates, which makes it difficult for imposters to

recover the original biocodes. The binary salting in (3.1) is reformulated as

Y =Ko PX, 3.2)
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and the last rows in PX are eliminated. Thus, Y and K are changed to r X n matrix,
respectively. The transformed template Y cannot be recovered to original data X since
some rows in the original biocode are eliminated. The random keys in (3.2) should
have large normalized Hamming distance (NHD) among the different keys. For the
maximization of distances among the keys, this dissertation proposes the orthogonal

binary keys.

3.3.3 Orthogonal random key

The orthogonal key set {Ki, K5 ,---,Kj"} g on each class can be generated by
Gram- Schmidt orthogonalization process from random initial key { K1, Ko, - -+ , K }.
Let U7 be a column vector which contains all elements of K. Then the orthonormal

vector UlL is calculated by Gram-Schmidt orthogonalization like this

-1

(K", Un)

U =K - S 2wy (3.3)
2 0T
U
Ut = — (3.4)
1U1]]

where (a, b) denotes the inner product of vector a and b and || - || means [?-norm func-
tion. After initial key set is transformed to orthonormal vector set {U- f, U 2{ U ZL}

by 3.4, the orthogonal key set is obtained by
Ki (i, j) = b(U; (N - i + ) (3.5)
where b(-) is an element-wise quantizing function defined by

Oifx <0
b(z) = (3.6)

1 otherwise

and Uj- (i) is i-th element of U;-. Since the binary random keys are generated in the
vector space, the binary salting performance may be lower when the random keys
are close or similar vectors. The proposed orthogonal keys maximizing the distances

among themselves, by preserving the orthogonality of random keys in the vector space.

17



3.3.4 Cancelable Iris Biometric System

The entire system of proposed cancelable iris biometrics is shown in Fig. 3.2. In the
enrollment stage, a user’s eye image is captured and iris region is first extracted. Then
the circular region is unwrapped to the rectangular image, and Gabor filter is applied to
the unwrapped image. The initial binary biocode is generated by the usual iris recogni-
tion process. For the cancelable biometrics, the biocode is transformed by the proposed
random row permutation, elimination of some rows, and binary salting with orthogonal
random keys. The transformed binary template is stored to registration and authenti-
cation stage. In authentication stage, the template from query is acquired via the same
process. But there is possibility not to be aligned between templates from query for the
same class. To resolve the mismatch, the row-shifted templates are generated. Among
the multiple distances with row-shifted templates, the minimum is chosen for the best
match result. If the used random key and random permutation matrix are compromised,
they are simply replaced with new ones. Note that the new key is generated through

Gram-Schmidt method to keep the large distances between random keys.

3.3.5 Analysis of stolen key situations

In this subsection, the influence of stolen key situation is represented. Three cases of
stolen key situation are inspected: 1) The orthogonal key K is stolen. 2) The random
permutation matrix P is stolen. 3) Both are stolen. Given the transformed templates

Y1 and Y5, the normalized hamming distance between them becomes

1 n T
D= o ZZ(Yl)ij © (Y2); (3.7)

i=1 j=1

By combining 3.7 with 3.2, the Hamming distance is changed as below,

D= % Z Z[(K%)U © (P1X1)i5] ® [(KZJ')U @ (P X2)] 3.8)
i=1 j=1
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In the first situation, two keys are same Ki- = K5 in (3.8) because random keys are
compromised. By the associative and commutative property of exclusive OR opera-

tion, the equation (3.8) becomes as

n s

D= > (PiXy)i @ (PaX)i; (3.9)
i=1 j=1

where (3.9) means that the hamming distance only depends on the random permu-
tation. Figure 3.3 shows the correlation distribution among random permutation ma-
trices. As shown in Figure 3.3, the distribution of random permutation matrices are
closely similar to the Gaussian distribution, which means that the random permuta-
tion matrices are uncorrelated each other and their uncertainty or entropy is maxi-
mized. This property preserves the Hamming distances between templates when the
random keys are stolen. In the second scenario, the permutation matrix is stolen so
P, = P, = Pin (3.9). When PX; is defined as X{, the Hamming distance in (3.8)

becomes

n r

DD UKDy @ (XD i) © [(K3)is @ (X5 (3.10)

i=1 j=1

1

nr

D=

This is the same when applying the simple binary salting to row-eliminated tem- plates,
thus the performance will be similar to the conventional binary salting. In the last
scenario, the random key and permutation matrix are stolen, thus K f‘ = KQL, and
P, = P,. The Hamming distance in (3.8) is changed as below,
D—1 . TX’»- X2)ij 3.11

_nr;;( 1)ij © (X3)i (3.11)
This does not apply the CB scheme except some missed rows. However, it is very dif-
ficult that the last situation occurs since the proposed CB scheme has two additional
user-specific passwords, random permutation matrix and random orthogonal key. Con-
sequently, the proposed CB scheme protects the bio-templates without loss of recog-

nition performances.
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3.4 Experiments and Discussion

For evaluation of proposed cancelable biometrics scheme, we exploited the conven-
tional algorithm of iris recognition and a popular iris database (CASIA V3 iris-interval
database which consists of 2,639 images in 396 classes of persons. The measure is the
normalized hamming distance which assesses 3,471,909 comparisons for inter classes
and 8932 comparisons for intra classes. The unwrapped rectangular image size from
iris region is 20x240 and Gabor filtered binary biocode is 20x480. In the proposed
CB scheme, 10 rows were eliminated out of 20 ones. Figure 3.5 and Figure 3.7 shows
the comparison of the distribution of genuine user and imposter after applying the
proposed CB algorithm on CASIA V3 database and ND-IRIS-0405 database, respec-
tively. The intra class means the distribution of hamming distances in the same class,
and the inter class does the distribution of distances among different classes. Note that
the Hamming distances should be small for the intra class, but they should be large in
the case of inter classes. When no key is stolen, the distance distributions of intra class
are very similar for the proposed CB scheme and the original method where any CB
methods are not applied. Considering the Hamming distances become usually smaller
by the biosalting methods, the proposed CB scheme preserves the discriminative dis-
tances and does not influence on the iris recognition performance. Furthermore, the
distances of inter classes becomes larger when the proposed CB scheme, which distin-
guish the different classes better. These results and distance distributions of proposed
CB scheme preserve the original recognition performances without use of biosalting
CB methods. And as shown in Figure 3.5 and Figure 3.7, even if the random key
and random permutation matrix are stolen at the same time, the inter class distribu-
tion is almost same with that of no CB method. Figure 3.8 shows the case where the
orthogonal random key is stolen and Figure 3.9 shows the case where the random
permutation key is stolen. The both cases supports the proposed algorithm is good at

situation where one key is stolen. The receiver operating characteristic (ROC) curve is
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shown in Figure 3.6. Genuine acceptance ratio (GAR) is the ratio of correctly matched
samples, and is calculated according to FRR. The higher is GAR for the same FAR
value, the better is the algorithm. Comparing with some biometric salting algorithms
such as BIN-SALT, biohashing (200 bits string), and MRP (200 bits string), the bio-
hashing and MRP are the best, and BIN-SALT and the proposed algorithm also have
good GAR performance. However, in the case of stolen key scenarios, the ranking of
best algorithms is BIN-SALT, the proposed algorithm, MRP, and biohashing. MRP
and biohashing show bad performance when the adversary uses the stolen keys. The
wrong projected bio-templates fall to the incorrect classes so they are classified with
different classes. If the random key of BIN-SALT is compromised, the distances of
trans- formed templates are the same with that of the original templates. Notice that
the proposed algorithm has low drop of GAR compared with the original method (no
CB applied), which is predicted in 3.11. The more rows in the randomly permutated
template are reduced, the more GAR drops, and vice versa. If one of random key or
random permutation matrix is stolen, the performance of proposed algorithm is better
than the other methods as shown in Figure 3.8 and 3.9. Consequently, the proposed
CB scheme catches up with the biosalting algorithms in the normal situation, and is
non-invertible in the stolen key situations. To see the objective performance, the equal
error rate (EER) of each method on CASIA V3 database is shown in Table 3.1. When
the permutation matrix and random key are not stolen, MRP is the best. However, in
the stolen key scenario, BIN-SALT has the best EER and the proposed algorithm is the
next by 0.7. Even though the proposed CB method is not the best in any cases, it shows
uniformly good performance in the normal and stolen situations. This shows that the
proposed scheme is proper in any situations in the CB platforms. The proposed CB
method shows recognition performance with little differences from those of state-of-
the-art algorithms, and has the invertible property in the stolen situations. Table 3.2
and 3.3 show that the EER and verification rate of each method on ND-IRIS-0405 and
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Figure 3.5: Comparison of the distribution between genuine and imposter using ham-

ming distance.

IIT Delhi database, respectively. Their tendency is similar to previous result as shown
in Table 3.1.

Finally, to assess the effect of number of eliminated rows, the performance rep-
resented by EER versus number of reduced rows is shown in Figure 3.14. Four solid
graphs display the proposed scheme performed in each stolen key case, and the dashed
line represents EER of original templates at 2.7 EER. There is the tendency that of EER
increases as the number of eliminated rows increases. The proposed algorithm without
stolen keys has best performance as well as random permutation matrix stolen sce-
nario. Even if the random permutation matrix is compromised, the proposed method
shows almost the same performance with the normal state. And the proposed algo-
rithm guarantees the lower EER than the original method until 10 rows are reduced in
the random key stolen scenario. In the both keys stolen case, 7 rows are the maximal
number of eliminated rows to outperform the original method. These results show that
row reduction not only makes non-invertibility but also prevents the performance from

dropping seriously.
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Table 3.1: EER (%) on CASIA V3 database

Method |Normal EER |Stolen Key EER
Original 271 N.A.
BIN-SALT 0.37 2.71
BioHashing 0.22 26.70
MRP 0.11 21.45
Proposed 0.76 341

Table 3.2: EER (%) and verification rate at 0.1 (%) FAR on ND-IRIS-0405 database

EER Verification rate
Method
Normal | Stolen key | Normal | Stolen key
Original 0.24 N.A. 99.58 N.A.
BIN-SALT 0.00 0.21 100.00 | 99.62
BioHashing 0.02 26.57 | 100.00 | 1142

BioHashing Improved| 0.00 19.57 100.00 | 32.12

MRP 0.02 25.75 | 100.00 | 10.69
SRP 1.19 5.69 96.28 79.06
Bloom Filter 0.00 5.13 100.00 | 79.55
Proposed 0.00 0.44 99.97 98.02
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Table 3.3: EER (%) and verification rate at 0.1 (%) FAR on IIT Delhi database

EER Verification rate
Method
Normal | Stolen key | Normal | Stolen key
Original 2.44 N.A. 95.39 N.A.
BIN-SALT 0.15 2.95 99.85 95.01
BioHashing 0.00 13.90 |100.00 | 4833

BioHashing Improved| 0.00 4.00 100.00 | 72.50

MRP 0.01 1293 |100.00 | 51.34
SRP 3.28 6.01 92.71 85.49
Bloom Filter 0.00 3.36 100.00 | 93.15
Proposed 0.11 3.06 99.93 95.09

29



S A
—&— both keys stolen /
i random key stolen | i
51 | —&— random permutation matrix stolen \

0 5 10 15
Number of reduction row

Figure 3.14: EER versus row reduction.

==t
30 s, SECHIL NATIOMAL |INIVERSTY



3.5 Conclusion

This dissertation has proposed a novel cancelable biometric scheme RRP-BS for iris
recognition system. The proposed CB method consists of random permutation of iris
binary template and orthogonal binary salting. The random permutation perturbs the
rows of iris template structure and eliminates some rows. This guarantees the non-
invertibility of bio-templates. And the relation between error rates and number of
eliminated rows is inspected. This dissertation has also proposed the orthogonal bi-
nary keys for binary salting, which are generated by Gram-Schmidt orthogonalization.
The orthogonality of random binary keys maximizes the Hamming distances of bi-
nary salted templates, which preserves the low error rates than the conventional binary
salting methods. The proposed method has extensively evaluated the error rates and
intra/inter classification to compare with other CB schemes. According to the experi-
ments, the proposed CB scheme has shown good performance in EER, FAR, and FRR.
The proposed method does not only guarantee the non-invertibility but also preserves
the low error rates in the both normal and key-stolen situations. The proposed CB
method is suitable for any biometric systems including mobile phones. Since the in-
dividual bio-information is not replaceable unlike the usual passwords, the cancelable

biometric schemes are expected to be widely used in the biometric systems.
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Chapter 4

CANCELABLE IRIS BIOMETRICS USING NOISE
EMBEDDING

4.1 Introduction

The interest in biometrics is more and more increasing, and now there are many mobile
phones that use biometric data for many purposes [16]. For example, the fingerprint,
face, and iris patterns are the effective biometric information that help to identify and
authenticate the individuals. However, if the biometric data are stolen by impostors,
then it would raise many serious problems because we cannot change our biometric
information. Thus it is desirable that a biometric authentication system does not keep
the original data, and moreover does not use the original data for authentication. In-
stead, the system keeps only non-invertibly transformed or salted data, and uses these
data for the recognition. When it is found that these data are stolen, then we can re-
place the data by using another transform or salting methods, though we need to ask
the users to capture the data again. Also, it is desired that the impostors cannot re-
cover the original information from these transformed and/or salted data. This scheme
is called cancelable biometric (CB) system, which is becoming important as we use

our biometric information for many purposes these days.

32



In this dissertation, we focus on the iris pattern which is one of the popular biomet-
ric features for identifying the individuals [17]. Specifically, Daugman has experimen-
tally proved the effectiveness of iris recognition technology on the large data sets of
various nationalities [18]. Although our iris pattern changes as we grow older [19, 20],
it undergoes relatively stable changes compared to other biometric traits [21]. Also,
the iris pattern can be obtained at a distance, which is an advantage as compared to
other features that need contacting sensors like fingerprints [22].

A lots of algorithms have been developed, since Daugman proposed an automated
iris recognition method. Specifically, the iris biometric template protection (BTP) sys-
tems have attracted attention for its efficiency [9, 14, 23], which define some important

conditions that the cancelable iris biometrics (CIB) should satisfy:

e Unlinkability/Diversity: The same cancelable template should not be used in

two different applications.

e Reusability/Renewability: If a template or key is compromised, it should be re-

voked and reproduced readily to generate a new template with a replaced key.

o Irreversibility/Non-invertibility: Complete biometric data should not be recon-
structed from the current template, or the reconstruction process should be com-

putationally infeasible.

e Accuracy/Performance: matching score between the templates should not be

severely degraded even if compromise event occurs.

The basic structure of CIB schemes is shown in Figure 4.1. When an iris image
is captured in the enrollment step, the iris codeword generator transforms it into a bi-
nary iris code. Then the CB key, which is generated by personal identification number
(PIN), transforms the code to the protected template. In this system, the original iris
image and the codeword are not stored. If the CB key is lost, the user needs to capture

the image again, and replace the old template with a new one using a new key. Note
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that the new template should not be correlated with the old one to satisfy the unlink-
ability. In the authentication step, the protected template in the database is compared
with the current query transformed with the CB key. Then, it is determined by a certain
measure whether the templates are the same or not.

The conventional CB approaches attempt to satisfy above stated conditions by
designing a non-invertible transform and using the transformed data, or by salting the
data, i.e., injecting random signals generated by user-specific keys. The principle of
transform design or salting method is to keep the discriminability of templates while
minimizing the possibility of recovering the original template from the transformed
and/or salted data. In this dissertation, we propose a new CIB method that combines the
advantages of biometric salting with non-invertible transform methods. For biometric
salting, we use performance-oriented reduced random permutation and binary salting
(RRP-BS) technique, which satisfies unlinkability. Also, Hadamard product and noise
embedding method are introduced, which are designed to satisfy the non-invertibility.
The noise embedding is applied to non-coherent matching regions obtained from some
enrollment templates, so that it is robust against known threats.

The rest of this chapter is organized as follows. Section 4.2 summarizes the related
works on CB systems. Section 4.3 describes some of the underlying concepts for bio-
metric salting. In Section 4.4, the proposed method is explained. Section 4.5 presents
the experimental results that compare the proposed algorithm, and security analysis is

presented in section 4.6. Finally, this chapter is concluded in Section 4.7.
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4.2 Related Works

As described above, there are two main approaches to enabling the non-invertibility.
One is to apply a non-invertible transform to the original data and the other is to insert

random data, i.e., biometric salting.

4.2.1 Non-Invertible Transform Approaches

The main objective of these approaches is to design a non-invertible transform that
ensures that the original biometric cannot be reconstructed from the transformed data.
These methods usually make the template data partially unavailable or make it com-
putationally difficult to retrieve the original data. Since most of these algorithms are
focused on the non-invertibility, the discriminating capability of the transformed tem-
plate becomes lower than the original.

For some specific examples of non-invertible transform approaches, Ratha et al.
proposed three non-invertible transforms for the cancelable fingerprint authentication
such as polar, Cartesian and surface folding [4]. These transforms distort the fingerprint
image or permute the image blocks for the non-invertibility, but they lead to low dis-
criminability between the genuine and impostors if they are compromised. Zuo et al.
proposed a method based on the row shift and combinations to generate iris templates
[5]. Since the partial templates are dropped in this process for reducing the computa-
tional loads, the method is sensitive to the eye boundary environment such as eyelids
and eyelashes. Himmerle-Uhl e al. proposed a block re-mapping and image warping
method for CIB [6], where the re-mapping process eliminates some blocks by over-
lapping. However, for keeping the discriminating performance similar to the original,
the number of redundant blocks must be small, which may cause security problems.
According to [24], 60% of blocks can be restored from the re-mapped and distorted
template even if 10% blocks are left. Dwivedi et al. proposed a CIB scheme based on

a lookup table (LUT) [25]. The LUT is created by random variables that can be O or
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1 with the same probability, and a consistent row vector consisted of robust compo-
nents indexes the LUT to create a template. However, if all parameters and database
templates are stolen, it is relatively easy to deduce a consistent vector. Besides, since
the vector was created in the original domain, it is possible to reconstruct the origi-
nal biometric data from the stolen consistent vector. Rathgeb et al. introduced bloom
filters to the CB systems [26]. The bloom filter is a binary vector that is initialized to
zero at first. The original binary data is divided into several blocks with one bloom
filter per block. The column vectors of the block are converted to the decimal num-
ber used for the index, and the value of bloom filter index position is changed to one.
This method satisfies non-invertibility with acceptable performance degradation, but
has the disadvantage of not meeting unlinkability [27]. In [1], a processing step called
structure-preserving feature re-arrangement is proposed for compensating the unlinka-
bility of bloom filter approach. The indexing-first-one (IFO) hashing was proposed by
Lai et al. [28]. This algorithm is based on min-hashing which estimates how similar
the two sets are. Given a binary input, the hash value of the IFO hashing is the location
of the first one encountered. They used the fact that the discriminability increases for
each class if the hash value is repeatedly obtained. They also introduced Hadamard
product and modulo thresholding to enhance the non-invertibility. The performance of
the IFO hashing is the state-of-the-art, and the non-invertibility and unlinkability are

satisfactory.

4.2.2 Biometric Salting Approaches

Biometric salting means that the biometric data are blended with auxiliary data such
as user specific random keys. The independence of keys ensures the discriminability
and also satisfies the unlinkability. These approaches use user-specific keys which are
revocable and regenerated when compromised. However, the transformations used in

these algorithms are approximately invertible if the keys are known.
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The main research in biometric salting is focused on biohashing and its variation.
Jin et al. introduced biohashing to generate secure biocode template [7]. The orthogo-
nal user-specific random matrix as a key is constructed by tokenized random number
(TRN) and combined with biometric features. The random key maximizes the distinc-
tiveness between different users while minimizing the distances among the same user
templates. However, the biohashing has critical problem that the coarse approxima-
tion of original biometric data is possible with the stolen keys. Teoh et al. proposed
multiple random projection (MRP) onto non-invertible random subspace [8, 9]. MRP
protects the original biometric data excellently, but it has some weakness when the
impostors steal the random projection keys. To mitigate the effect of some outliers in
the image that affect the recognition performance such as specular reflections, eyelash
and eyelids, Pillai et al. introduced a sectored random projection (SRP) method, where
they handled different qualities in each partial iris region [29, 30]. This method divides
the iris into sectored regions and applies random projections separately to each sector
followed by concatenating the transformed vectors [29]. Also, the hash table which has
permuted sector index is adopted for cancelable template [30]. The performance of this
algorithm is better than that of conventional biohashing based methods. However if the
processing schemes are known to impostors, the security performance is deteriorated
as is the same cases with MRP. Zuo et al. proposed basic salting algorithms such as
GRAY-SALT and BIN-SALT that blend random matrix with biocodes [5]. The salt-
ing methods show good performance, and BIN-SALT is specifically robust in the case
of stolen token scenario. But it has a disadvantage that the original biocodes can be
completely reconstructed when the random keys are exposed. Savvides et al. proposed
the idea to encrypt biometric template using random convolution kernel and minimum
average correlation energy (MACE) filter [10]. They proved that the training image
convolution before building the MACE filter does not change the correlation so that

the authentication performance is preserved. But it is vulnerable in the case that the
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random kernel is known. More detailed and various reviews of CB are introduced in

many literatures [11, 12, 13].
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4.3 Preliminaries

In this section, we explain the details of binary salting (BS) and its extension which

are exploited in our algorithm.

4.3.1 Binary Salting

Suppose that an original binary iris code of M x N matrix X € {0, 1}*¥ where M
and [V are respectively the number of rows and columns. The binary code X is usually
generated by Gabor filtering to the unwrapped iris region followed by quantization.

Then the BS algorithm is described as

where S is an M x N random key matrix with binary elements, the operator & is
the elementwise logical exclusive-OR, and Y is the transformed template. The BS
is a very simple yet effective method which can be used for legacy systems and has
no trouble with outlier amplification [5, 12]. Also, it fulfills three conditions of a CB
system described in Section 4.1 [9, 14, 15]. Since the randomly generated keys are not
correlated with each other, the diversity is satisfied i.e., we can use different keys for
other devices or systems. In addition, the keys can be easily replaced, satisfying the
renewability condition. Because the normalized Hamming distance (NHD) is generally
used for matching the binary templates, the accuracy can be easily proved and even if
the key is stolen the performance is the same as that of the original. However, note that
when both of random key S and the protected template Y are compromised, then the
original iris code X can be completely recovered, which is a disadvantage of salting

method.
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4.3.2 Reduced Random Permutation

The security of BS algorithm can be enhanced by using reduced random permutation
(RRP), which is referred to as RRP-BS. Let P € {0,1} be an h x M permutation
matrix with A < M where h is a row control parameter that decides to keep some
rows and to drop the others. The P has only one 1 in each row, and does not have the

same rows. The RRP-BS is described as
Y=5S®PX, 4.2)

where S now is an h x N salting matrix, and the result Y is the h x N matrix which
is smaller than the original BS. This method improves the security by changing the
order of rows of X and removing some of them. Specifically, only partial original

information can be recovered even when the impostors stole the salting parameters.
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4.4 Proposed CIB System

The overall schematic diagram of the proposed algorithm is shown in Figure 4.2. We

explain the main steps of the algorithm in this section.

4.4.1 Template Creation

The overall template creation algorithm is shown in Fig. 4.3. The authentication system
takes several images (training data), and generates a set of iris codes { X1, Xo,- - } by
a conventional method. Then each iris code X; is converted to a template Z; through
the three processes: RRP-BS, Hadamard product, and decimal encoding as described
in the figure. The RRP-BS is adopted for discriminability as explained in Section 4.3.2,

Hadamard product is used for non-invertibility, and the decimal encoding is performed
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for generating a row template and block matching of binary codes. We repeat three pro-
cesses 1 times to vertically aggregate row templates (W;,.) as shown in Fig. 4.3. Since
the discriminability is proportional to the size of template, larger  better ensures the
discriminability. Also, we use several training iris codes to generate the non-coherent

matching map, which will be explained in the following subsection.
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To be more precise with the first process, i.e., RRP-BS, let Nr be the number of
training images per class, where the “class” here means either of left or right eye of a
user. Then we have a set of binary iris codes {X;, ¢ = 1, ..., Ng} for a class. For each
X;, we repeat the RRP-BS code generation in eq. (4.2) r X g times, i.e., we obtain the

BS codes
Yiik = Sijr ® Pijr X, 4.3)

forj=1,---,r,and k = 1,--- ,q, where r is the height of a template and ¢ is the
order of the Hadamard product. In this process, notice that S;;; and P act as CB
keys as in eq. (4.2).

The second process is the Hadamard product of order ¢, which is the logical AND

operation of RRP-BS codes as
3 q
Yy = [ Yir- (4.4)
k=1

In general, each element of X is a binary random variable that is O or 1 with equal
probability, and so is the element of Y;;;. Applying the Hadamard product reduces the
number of 1’s to AN (1/2)7 and thus enhances non-invertibility.

As stated above the S;j;, and P;;;, are CB keys that play important roles in BS
algorithms, which need to be carefully designed. In this scheme, if the CB keys S,
and P, are stolen, and also if the m-th row of P is equal to that of F;;; for any
pair of (k,1) with k # [, it is likely that the m-th row of Y;; becomes invertible. As
a result, the corresponding rows of X; might be reconstructed with high probability.
Hence, when designing P, it is important that the same rows of {Pjj1, -+, Pijq} are
different.

For generating the permutation matrices with this property, we indirectly generate
a permutation sequence Dy, (n) that correspond to the perputation matrix Pj;;,. Specif-
ically, Dy (n) is an integer sequence which denotes that the n-th row of Pj;;, has 1 at

the Dy (n)-th position and 0 in the rest. Notice that the length of Dy(n) is h, and an
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element Dy (n) can have the value from 1 to M. Also, Dy (n) should be different from
that of Dj(n), for [ # k. For generating such Dy, we first prepare a set of integers
A = {1,..., M}, and define a subset B; C A, with h elements randomly selected
from A. Then, h out of M — h elements of A are again taken to make a subset Bs,
and the elements of By are also excluded from A. This process is repeated ¢ times to
obtain B,. However, if the number of remaining elements becomes less than i when
making the k-th subset Bj, then we put all the remaining elements of A to C' and
assign {1,..., M} to A again. Then we extract h — |C| from A \ C and assign it to
By with all the elements of C. Then, the elements of the sequence Dy, are just the
shuffled elements of By, where shuffling is needed to ensure that Dy (n) # D;(n)
for I # k. The pseudo code for generating the RRP matrix is shown in Algorithm
1. This method makes the histogram of the number of selections from 1 to M evenly
distributed, and raises the information entropy by having all different values for each
row of {P;j1,..., Pijq}.

The third process is to convert the Hadamard product to a decimal number. The
result of the first and second processes is Y;; in eq. (4.4), which can also be expressed

as

Yii = [Uij1 - Uijn] 4.5)

where ;1 1s an h x 1 binary vector. The third step is to convert this binary vector into
a decimal number. Specifically, we define a mapping function f : {0,1}"*! — Ny,
which converts the Hadamard product result fﬁ-j into a 1 x N row vector W;; with

decimal elements as follows:

Wij = [f@ij1) - - - f(@ign))- (4.6)

The above steps are repeated r times and we obtain a final template for X; as

follows:

Zy = WL . wiT, 4.7)
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Algorithm 1 Generation of RRP Matrix
Input: M: template height, h: the number of rows of F;;, ¢: the order of Hadamard

product
Initialisation : A+ {1,... . M}, By < 0,k=1,...,q
1: for k =1toqdo

2:  if|A] > h then

3: B < randomly chosen h elements from .4

4: else

5: C+— A

6: A—A{1,...,M}

7: By, < C and randomly chosen h — |C| elements from A \ C
8: endif

9 A<+ A\ By

10: end for

11: Get a random permutation sequence Dy, from each By, such that Dy (x) # Dj(x)
forall [,] # k
12: Construct each permutation matrix Pj;y using Dy,

Output: {Pj;1,..., Pijq}: a set of RRP matrix
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Then, for each of the enrolled iris codes X;, ¢ = 1,---, Ng, we have the protected

template set Z = {Z1,...,Zn, }-

4.4.2 Reference Template Selection

From the set of templates Z that represents a class, we find a region that all the tem-
plates have similar properties, which is called coherent region. To be precise, the tem-
plates are from several images of an eye of a person (class) which are individually
different due to closure of eyelid, gaze, etc. But these also have some common regions
around the pupil which are important regions for the robust iris recognition. These
common regions of iris images correspond to the coherent region of the templates.
For obtaining the coherent region, we first define a reference template Z among the

elements of Z, which has the least sum of distances to other elements as

~

Z =argmin Y dist(Z;, Z)) (4.8)
Zi€Z  7.ea\7;

where the distance dist(Z;, Z;) is actually a dissimilarity measure defined by

HBZi,Zj A BZi A BZj HO
HBZq: A BZj”O

d’iSt(ZZ', ZJ) =1- (49)

where Bz, is a binary matrix whose entry is 1 if Z; is a positive or 0 otherwise, Bz, Z;
is a binary matrix with the value of 1 if the entry of Z; is equal to Z;, or 0 otherwise,
IIllo is the number of non-zero entry in a matrix and A is the entrywise logical AND
operation. The dissimilarity measure is a variation of the similarity measure used in

[28] and is related to Jaccard similarity.

4.4.3 Finding Coherent and Non-Coherent Matching Region

We examine the same value among the positive values between the reference template

Z and the others Z j. A binary map that shows whether the values are equal is called a
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coherent matching map B operent defined as

Beoherent = \/ (BZZJ_ A BZ A sz) (4.10)
Z;e2Z\Z

where \/ is the entrywise logical OR operation. Since the coherent matching region
is the best matching area for the training data in the same class, we can infer that the
region will also be well matched with the test data for the same class. Conversely,
even if a random signal is injected into the non-coherent matching region, the score
can be expected to be almost the same. The non-coherent matching map Bion-coherent
is expressed as Bpon-coherent = —Bcoherent Where — is the entrywise logical negation

operator.

4.4.4 Noise Embedding

Since the non-coherent matching region has quite different code values for each iris
code in a class, adding an arbitrary value in this region does not greatly affect the
matching result. Since the entries in Z; are the decimal numbers converted from the A
bit vector y; ;. in (4.5), we embed arbitrary decimal numbers with the same distribution
to the non-coherent matching region. As mentioned above, since the number of 1’s of
Y;;, which is the result of Hadamard product, is /N (1/2), the probability of 1 per bit
is (1/2)%. Let G be an h bit vector whose entry g; is a random variable with Bernoulli
distribution and the probability mass function of g; is expressed as Pr(g; = 1) =
(1/2)7 and Pr(g; = 0) = 1 — (1/2)%. Then, the noise-embedded protection template
T is defined as

G .f 7?’1101'1-(:0 eren
T(m,n) = J(@) it (mn) € herent @.11)

Zi(m,n) otherwise

where Rpon-coherent 18 the set of non-coherent matching position (m,n) such that non
coherent binary map Byon-coherent(m,n) = 1form =1,...,7,n=1,...,N.Since T

is an r x IV decimal matrix and each entry uses h bits, the size of hxrx N bits is needed
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to store one template. For example, let the original iris code be an M x N = 20 x 512
matrix. If h = 4 and r = 12, then 24,576 bits = 24 kbits are required, which is
2.4 times the original size. Although the final template T is larger than the original, it
is reasonable to embed the noise so as to maintain good performance and to prevent

inversion.

4.4.5 Modifications for Alignment

The iris matching method genrally includes successive shift matching process consid-
ering the iris mis-alignment. It means that when measuring the distance between the
templates Z; and Z;, one of them is circularly shifted left and right by the maximum
of 16 to select the smallest value among the matching scores. Using this fact, (4.8) is
changed as

Z = argmin { min dist(Z;, U 4.12
Zgiez Z UcHz,; (2:,0) ( )

where Hy, is a set of circularly shifted templates of Z; from left to right, and (4.10) is

reformulated as
Beoherent = \/ (BszZZ- /\BZ A BKZZJ-> 4.13)
Z;e2\Z o

where K, z, is the aligned template of Z; based on Z so that the distance between Z

and Z; is the minimum score as follows,

K

5.7, = argmin dist(Z,U). (4.14)

UEHZj

The proposed CIB system is summarized as Algorithm 2 .

4.4.6 Authentication

The authentication step is similar to the template creation process of the enrollment

step. Given a test iris code X4, the test template Z; is created by (4.7), and it is com-
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Algorithm 2 Enrollment Algorithm for Proposed CIB
Input: {X;,..., Xy,}: aset of training templates, h: the number of rows of a RRP

matrix, r: the number of iterations, ¢: the order of Hadamard product
Initialisation :

1: for: =1to Ng do

2. forj=1tordo

3: Generation of a set of RRP matrix {P;;1,. .., Pjj,} in Algorithm 1 and BS

matrix {Sij17 R 7Sijq}

4: for k =1toqdo

5: RRP-BS algorithm in (4.3)

6: end for

7: Calculate g-order Hadamard product in (4.4)

8: Convert each binary vector to decimal number in (4.6)

9:  end for
10: end for
11: Find the protected template Z with having the minimum distance from the others
in (4.12)
12: Get coherent matching map in (4.13)
13: Change the non-coherent matching region of the protected template Z as putting
anoise in (4.11)

Output: 7: anr x N protected decimal template
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pared with the protected template 7' of the database. Since the iris rotation is consid-
ered in comparison, the minimum score is calculated by a successive shift matching
process as Score,,;;, = minge Hy, dist(T,U). If the score is smaller than the criterion,

it is authenticated, otherwise rejected.

4.4.7 Differences with IFO hashing

This section compares the proposed algorithm with the state-of-the-art IFO hash-
ing. Inspired by min hashing, the IFO hashing enhances non-invertibility through
Hadamard product and modulo thresholding. Also, the iteratively obtained hash val-
ues, which is called iterative hash growth (IHG), improve the accuracy performance.
Our method is similar to the IFO hashing method in that it performs Hadamard prod-
uct and iterative enhancement of iris code. However, the IFO hashing is based on min
hashing, while our method is based on the RRP-BS. Min hashing balances the perfor-
mance and security through IHG. On the other hand, the RRP-BS method is superior
in terms of performance but it is supplemented by iterative template (hash) growth and
noise embedding because of its security weakness. Since noise embedding increases
the coherence using several samples, it provides better privacy than the IFO hashing

that uses only one sample.
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4.5 Experiments and Discussion

4.5.1 Experimental Databases

For the evaluation, we test our algorithm with popular iris databases such as CASIA
V3 iris-interval!, IIT Delhi iris2[31], and ND-iris-0405 database>[32]. Since the per-
formance depends on the iris recognition algorithm, we experiment with the algorithm

that shows the best recognition rate for each database.

CASIA V3 iris-interval database

The CASIA V3 iris database consists of 2,639 images of 320 x 280 pixels from 395
classes. They were captured with a close-up infrared iris camera in an indoor environ-
ment. By using the circular NIR LED array, they have very clear iris texture details
and hence widely used [6],[33],[34],[28]. We also try to follow the experiment meth-
ods in the conventional works, i.e., we use 868 images from 124 classes where each
class has 4 enrollment images and 3 test images [28]. We use the weighted adaptive
Hough and ellipsopolar transforms of the USIT v2.1.0 program to divide the iris re-
gion into a rectangle of 512 x 64 size. The generated iris texture image is transformed
into 512 x 10 size as in [26], with the bottom 14 rows removed and the 5 adjacent row
pixels averaged. Then, the 1-D log Gabor filter is applied to vertically stack the real

signal and the imaginary signal to generate a 512 x 20 iris code.

IIT Delhi iris database

This database version 1 has been acquired in Biometrics Research Laboratory in 2007
using JIRIS, JPC1000, digital CMOS camera. The resolution of these images is 320 x

240 pixels and all the images were acquired in the indoor environment. The database

"http://biometrics.idealtest.org
http://wwwé.comp.polyu.edu.hk/~csajaykr/IITD/Database_Iris.htm
*https://sites.google.com/a/nd.edu/public-cvrl/data-sets
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consists of 1,200 images from 224 persons aged 14-55 years, consisting of 176 men
and 48 women. So there are 5 images per class, 3 for enrollment and 2 for authenti-
cation. The iris region is divided through the Osiris program and the iris code of size

256 x 20 is generated by the 1-D log Gabor filter [35].

ND-iris-0405 database

This dataset was acquired in 2004-2005 at Notre Dame with LG 2200 iris image cam-
era. It has about 65,000 iris images in a diverse and challenging environment of size
640x480 from 712 classes obtained from 356 people. We select only 15 clean samples
in 80 classes to avoid environmental degradation due to eyelids, eyelashes, and specu-
lar reflections, and collect a total of 1200 samples. Among the 15 samples, 10 are used
for enrollment images and 5 as authentication images. To divide and encode the iris

region, the Masek algorithm was used to create a 240 x 20 iris code [36].

4.5.2 Scores for evaluation

In order to evaluate the performance change in various situations, four scores are mea-
sured such as genuine (GE), imposter (IM), pseudo genuine 1 (PG1), and pseudo gen-
uine 2 (PG2). We first create the templates using different key for each class, and the
GE is referred to as the score between the templates of the same class, and the IM
is referred to as the score between the templates of different classes. Next, we create
templates that use the same key for all classes, and the PGl is referred to as the score
between distinct classes. Finally, we refer to PG 2 as the score obtained by comparing
one template with 50 templates after generating templates using 51 different keys for
an iris code of each class.

GE is the benchmark for comparing three different score distributions, and we
produce three performance results such as GE-IM, GE-PG1, and GE-PG2. The GE-

IM refers to the performance of the algorithm in normal situations, the GE-PG1 shows
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Table 4.1: EER Performance According to the Number of Rows of an RRP Matrix (h)
and Hadamard Order (q) with » = 12.

Database | q EER (%)

h=4|h=6|h=8|h=10|h=12| h=14 | h=16

CASIA V3 | 2| 0.08 0.27 | 0.17 0.62 1.08 1.36 1.08

iris-interval | 3 | 0.48 0.27 | 0.27 0.27 0.81 0.27 1.08

4| 054 | 054 | 027 0.54 0.49 0.41 0.81

5] 0.81 1.08 | 0.54 0.27 0.40 0.67 0.54

IIT Delhi | 2 | 0.66 | 0.89 1.56 1.12 1.56 1.41 2.14

3| 0.89 1.12 | 0.89 0.45 0.67 0.89 1.09

41 2.01 1.34 1.12 1.34 1.34 0.89 1.12

51 3.04 | 201 1.65 0.90 1.34 1.79 1.34

ND-IRIS- | 2| 0.00 | 0.00 | 0.00 0.20 0.00 0.02 0.39

0405 31 025 | 0.00 | 0.00 0.00 0.00 0.00 0.25

4| 025 | 0.02 | 0.01 0.04 0.00 0.05 0.00

5] 150 | 025 | 0.25 0.06 0.25 0.25 0.05

how much the performance is degraded compared to the GE-IM when a user’s keys are
stolen, and the GE-PG2 shows how different templates are generated in the situation
when one iris is used in multiple devices using different keys. All the performances
are expressed in terms of the equal error rate (EER), which means that the false accept

rate (FAR) and the false reject rate (FRR) are equal.
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Table 4.2: EER Performance According to the Number of Iteration (r) with some h

values and g = 3.

Database h EER (%)
r=1|r=4|r=8|r=12|r=16 | r=20|r=25

CASIAV3 | 4 | 215 | 0.54 | 054 0.48 0.27 0.01 0.07
iris-interval | 8 | 2.33 | 0.81 | 0.28 0.27 0.27 0.27 0.01
12 | 323 | 1.08 | 0.54 0.81 0.27 0.54 0.27
16 | 404 | 1.08 | 1.08 1.08 0.68 0.54 0.27
OT Delhi | 4 | 647 | 2.01 1.56 0.89 0.89 0.67 0.67
8 | 469 | 1.79 | 1.34 0.89 0.67 0.89 0.45
12 | 625 | 271 1.51 0.67 1.12 0.88 1.04
16 | 692 | 2.68 1.7 1.09 0.9 1.12 0.7
ND-IRIS- | 4 | 934 | 0.62 | 0.50 0.25 0.22 0.00 0.00
0405 8 | 345 | 050 | 0.00 0.00 0.00 0.00 0.00
12 | 411 | 0.55 | 0.00 0.00 0.00 0.00 0.00
16 | 6.15 | 0.65 | 0.25 0.25 0.00 0.00 0.00

4.5.3 Effect of parameters

In order to satisfy the conditions for the BTP system, the proposed algorithm uses

three tuning parameters such as h, r and g. We fix one parameter and evaluate the

performance change according to the other two parameters.

Table 4.1 shows the performance according to i and ¢ for fixed » = 12. As ¢

increases by 1, the number of valid 1’s for matching is reduced by the power of 1/2,
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so we experiment with the algorithm in the range of ¢ from 2 to 5. Since the height
M of all iris codes used in this experiment is fixed at 20, h values are chosen to be
less than 20. In Table 4.1, it can be seen that the EER increases with the increase of
h as q approaches 2. The EER usually depends on the size of the coherent matching
region, because the non-coherent matching area, where the noise is embedded, does
not contribute to lowering the EER. If h increases, the number of bits to make an
entry of Z; in (4.7) increases, so that the matching performance becomes poor and the
coherent matching region is reduced, resulting in the increase of EER.

On the other hand, the situation is different with large g. When ¢ approaches 5, the
EER decreases as h increases, which is opposite to the case of ¢ = 2. Although the
coherent matching region decreases by half when ¢ increases by 1, the active range of
entry values in Z; decreases more quickly where the active range” means the range of
numbers that are more frequently selected from [0, 2" — 1]. In the case of large ¢, the
range of active values has a greater effect because the size of the coherent matching
region is very small. For example, given ¢ = 2, the entries of Z; are appropriately
distributed in the interval [0, 15] when h = 4. However, as ¢ is changed to 5, they usu-
ally remain at a limited number such as 0,1, 2,4, 8 and the others are rarely selected.
This increases the ambiguity between the classes, which results in the increase of EER.
However, when g is kept to 5 and / is increased to 16, the entries of Z; have active
range of 0, 1,2, ..., 25, The longer the range of active values, the less the ambiguity
and ERR. In summary, as h increases for a fixed r, the performance decreases when ¢
is small, and increases when ¢ is large. This tendency is similar for all databases.

Table 4.2 shows the EER performance for several values of h and r with the ¢
fixed to 3. The parameter £ is selected at equally spaced intervals of 4, 8, 12 and 16,
and r is chosen to be 1, 4, 8, 12, 16, 20 and 25. As expected, the EER decreases with
the increase of r regardless of h. It means that increasing r also increases the size

of the coherent matching region to enhance the discriminability of Z;. The EER for
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ND-IRIS-0405 database converges to zero faster than the others because it is a rich

database with plenty of clean images to choose from.

4.5.4 Comparison with other algorithms

In this section we compare our method with the state-of-the-art algorithms on cance-
lable biometrics. First, the proposed algorithm is tested with the parameters of ¢ = 3,
r = 12, and h = 10. We compare our method with five algorithms, such as biohas-
ing [7], SRP [29], block remapping [6], bloom filter [1], and IFO hashing [28]. The
biohashing in [7] was applied to the fingerprint, but it is compared here as it is a repre-
sentative and universal algorithm in the cancelable biometrics field. The bloom filter of
[1] was also applied to the face database, but we also include it for comparison because
it was adopted for enhancing the unlinkability of previous iris recognition method [26].
We test the algorithms on the same environment by implementing them in MATLAB.
Since there are very few comparative experiments with various databases in a common
environment in the CIB field, we hope that our experiment would help to investigate

the properties of the compared algorithms.
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Table 4.3 shows the EER for the above stated algorithms. As mentioned in Sec-
tion 4.5.2, GE-IM means the discriminability of an algorithm in a normal situation,
and GE-PG1 shows the ability to withstand the key-dependent attacks when the keys
are stolen. GE-PG2 is the authentication performance of generated templates when
one class is used on multiple devices with different keys and affects the unlinkabil-
ity. The proposed algorithm shows good performance for all three categories in terms
of EER. In GE-IM and GE-PG2, two biometric salting algorithms [7],[29] take ad-
vantage of user-specific projection and show the excellent efficiency of zero EER. In
GE-PG1, however, biohashing shows poor results because it allows similar projection
between classes with the stolen key. Three non-invertible transform-based algorithms
[6],[1],[28] are slightly worse than salting methods on GE-IM and GE-PG2 on average,
but better in GE-PG1. Among them, IFO hashing shows overall stable performance for
all three cases in all datasets due to the discriminability of min-hash and repeated hash
values. Our algorithm shows better performance than others in most scores because
the robustness is enhanced and the accuracy is improved by composing a plurality of
templates. Also, the templates are created by using repetitive hash values based on
RRP-BS, which makes them coherent matching areas. This result is also demonstrated
in the receiver operating characteristics (ROC) curves of all the databases as shown in
Figures 4.4, 4.5,4.6,4.7,4.8,4.9,4.10,4.11, and 4.12.

Table 4.4 shows the running times of the compared algorithms in the CASIA
V3 database. The key generation process in biohashing takes much time because it
needs large amount of computations in the orthogonalization process. The block re-
mapping method in enrollment stage is very fast as the random shuffling of the dupli-
cating blocks is done only. The bloom filter method needs the least time because of its
alignment-free property during the authentication. Since the proposed algorithm uses
several images when enrollment, it takes about 27.2 msec to generate the template.

However, when the authentication is performed, the template is created with a single
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Figure 4.4: GE-IM ROC curves of the proposed system with the other algorithms for

the best EER performance of CASIA V3 iris-interval database.
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Figure 4.6: GE-IM ROC curves of the proposed system with the other algorithms for

the best EER performance of ND-iris-0405 database.
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Figure 4.12: GE-PG2 ROC curves of the proposed system with the other algorithms
for the best EER performance of ND-iris-0405 database.

iris code and it needs similar time to IFO hashing. The number of registered images
used in Table 4.4 is four, but if the number of training images increases, the registra-
tion time may become longer. However, the execution time of the proposed algorithm

is modest because a small number of registered images can achieve sufficient accuracy.
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4.5.5 Unlinkability

The unlinkability of the proposed algorithm depends on the key matrices P and S.
They are generated by different pseudo random numbers for each device and have
different values. We have seen that the performance of our method in terms of GE-
PG2 is good enough in Section 4.5.3. It means that the iris templates among other
devices have little similarity and the unlinkability is satisfied.

In this subsection, we also test whether the distribution of PG2 is ultimately am-
biguous compared to that of IM. As mentioned in Section 4.5.2, the score of IM is
obtained from the comparison of the other classes, and the score of PG2 is derived
from the comparison within the class. Therefore, the distribution of PG2 is always sta-
tistically closer to the distribution of GE than that of IM. When the distribution of PG2
is nearly identical to that of IM, and if the adversary gets the templates of two devices
derived from that class, he/she would not be able to distinguish whether they are from
the same class or not. Speficically, Figure 4.13, 4.14, and 4.15 show that the distribu-
tions of PG2 and IM are almost overlapping. In other words, the proposed algorithm
can create completely different templates if the keys are different.

To obtain more objective results of how similar the distribution of PG2 and IM
are, we experiment with the new measure proposed in [1]. The measure estimates the
unlinkability using the likelihood ratio of probability of PG2 and IM. Given a score
of s, let Prpgy(s) and Prpv(s) be the probabilities of PG2 and IM, respectively. The
likelihood ratio is given by [(s) = Prpga(s)/Prmv(s). Then the system’s unlinkability

estimate is defined to be in the range of [0, 1] as follows

1
2

where u[-] is the unit step function. F,, means the weighted sum of the estimates with
Prpg2(s) > Priv(s), and samller F, means better unlinkability. Table 4.5 lists E, for
the compared algorithms, which shows that our method yields better or comparable

result.
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Table 4.5: Comparison of unlinkability estimates in terms of a measure defined in [1]

Method E, Mean
CASIA V3 |IIT Delhi | ND-IRIS-0405 | E,
Biohashing [7] 0.10 0.05 0.06 0.07
SRP [30] 0.14 0.19 0.10 0.14
Block Remapping [6] 0.04 0.04 0.11 0.06
Bloom Filter [1] 0.04 0.07 0.03 0.05
IFO hashing [28] 0.05 0.03 0.05 0.04
Proposed 0.03 0.04 0.04 0.04
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4.6 Security Analysis

This section presents the security capability of the proposed algorithm. Specifically,
we show that the original data can be hardly reconstructed by inverse operation.

The proposed algorithm uses Hadamard product and noise embedding method for
non-invertibility in the enrollment step. Suppose an attacker has acquired all the possi-
ble parameters, key matrices, and the template 7. To retrieve the original biometric, the
attacker needs to fill in 7" with the original entries instead of noise in the non-coherent
matching region Ryon-coherent and perform an inverse operation of the Hadamard prod-
uct. However, since neither Ron-coherent NOT the binary map Bjon-coherent 1S Stored, the
attacker has no way of knowing it. If the inverse operation of Hadamard product is
performed including a region with noise, it will be almost impossible to restore the
original biometric because the noise region will give false estimates. For example,
when h = 10, ¢ = 3, and r = 12 in the CASIA database, the ratio of coherent
matching region over the overall region is about 39.01% on average. Since the number
of entries in the template created by the CASIA database is 12 x 240 = 2,880, the
area contains 2, 880 * 0.3901 = 1, 124 entries. So the attacker needs (i?gg) ~ 1033
attempts to estimate the coherent matching region.

The goal of the Hill Climbing Attack is to continuously modify one or more bio-
metric inputs to pass through the authentication system in order to obtain the approxi-
mate original biometric [11]. In this case, the attackers can usually only know whether
the system has passed. But if the match score can be obtained, it can be planned to
have the best score. Our algorithm is also robust to this attack, because we obtain the
coherent matching region using several registration templates. As mentioned earlier,
this domain is a key part of our algorithm’s performance, and the attacker cannot know
the region by any means because it is not kept in storage. That is, the hill climbing at-
tack is infeasible because the adversary can attempt the attack only when the area is

exposed. Lastly, consider the case that the attacker may have obtained the templates
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from several devices with the same key [37]. The attack is also infeasible in this case,

because the size of coherent matching region is usually different for each device.
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4.7 Conclusion

We have proposed a new cancelable biometric (CB) scheme for the iris recognition sys-
tem. The proposed algorithm adopts Hadamard product and noise embedding method
based on RRP-BS. The unlinkability is statisfied by using the RRP-BS, and the Hadamard
product and noise embedding enable the non-invertibility. To use the noise embedding
method effectively, we defined a coherent matching region among several enrollment
templates and embed the noise into the non-coherent region. The area information can
not be stolen because it is not stored in the authentication system. Without precise in-
formation on the coherent regions, an attacker would have a wrong estimate even if
he/she performs an inverse operation on the Hadamard product. This makes the pro-
posed algorithm robust to brute-force, hill climbing, multiplicity or pre-image attacks.
According to the experiments, the proposed CB scheme shows good performance in
terms of EER. The proposed method does not only guarantee the non-invertibility but
also preserves the low error rates in terms of GE-IM, GE-PG1, and GE-PG?2 for three
databases. The proposed CB algorithm is designed for iris data in this chapter, but
it can also be applied to other biometric such as fingerprint or face by removing the

alignment process specialized for the iris data.
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Chapter 5

CONCLUSION

In this dissertation, the novel cancelable biometric scheme for iris recognition system
was proposed. The first proposed CB method uses RRP-BS which consists of random
permutation of binary iris template followed by the orthogonal binary salting. The ran-
dom permutation perturbs the rows of iris template structure and eliminates some rows
of iris template. This guarantees the non-invertibility of CB scheme even though the
all of bio-security keys is stolen. Then this CB scheme also proposes an orthogonal
binary salting method, where the random binary keys are generated by Gram-Schmidt
orthogonalization. The orthogonality of random keys maximizes the Hamming dis-
tances among binary-salted templates. Thus, the inter classes are discriminated while
the intra class is well identified. While this method has good performance and un-
linkability, its non-invertibility is vulnerable to muliplicity or hill-climbing attacks.
The second proposed method uses more robust non-invertibility transform based on
the first method. We use the RRP-BS as the biometric salting, and use the Hadamard
product for enhancing the non-invertibility of salted data. Moreover, to overcome the
shortcomings of perserving the keys of the conventional salting methods, we generate
several templates for an input, and define non-coherent and coherent matching regions

among these templates. We show that salting the non-coherent matching regions is less
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influential on the overall performance. Specifically, embedding the noise in this region
does not affect the performance, while making the data difficult to be inverted to the
original. For the evaluation, we use three datasets, namely CASIA V3 iris-interval, IIT
Delhi iris, and ND-Iris-0405. The extensive evaluations show that the proposed algo-
rithm yields low error rates and good intra/inter classification performances, which is
better or comparable to the existing methods. Moreover, the security analysis ensures
that the proposed algorithm satisfies non-invertibility and unlinkability, and is robust

against several attacks as well.
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