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Flag | legh | Name Flags Attribute ID Size of Content Content Flag | ed
Creation Time Modified Time
MFT Modified Time Accessed Time
Flags Max No. of Ver Ver. No. Class ID
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00 00 00 00 00 00 01 00 52 00 00 OO0 18 00 O1 0O
OB 00 00 00 00 00 OB 00 SA 1B 46 FF E1 E1 Ca 01
5A 1B 46 FF E1 E1 CA 01 SA 1B 46 FF E1 E1 CaA 01
SA 1B 46 FF E1 E1 CA 01 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 26 00 00 OO0 00 OO0 00 OO0
08 00 24 00 55 00 73 00 6E 00 4A 00 72 00 6E 00
6C 00 00 00 00 0O 00 0O 80 00 00 00 60 00 00 0O
01 02 48 00 00 80 03 00 00 00 00 00 00 00 00 0O
6F 44 00 00 00 Q0O 00 00O 50 00 04 00 QO 00 0O 0O
00 00 47 04 00 00 00 00 18 6D 43 04 00 00 00 00
i8 6D 43 04 00 00 00 00 00 00 07 02 00 00 00 0O
24 00 4A 00 83 37 68 8 02 00 24 32 70 20 S8 FE
25 00 8E 01 AO F8 FF FF (80 00 00 00 40 00 00 OO
00 04 18 00 00 00 OS5 00 20 00 OO0 00 20 00 00 00
24 00 4D 00 61 00 78 00 00 00 00 02 00 00 00 OO
00 00 40 00 00 00 00 00 S5SA 1B 46 FF E1 E1 CA 01
00 00 00 00 00 00 00 00 FF FF FF FF 82 79 47 11

[2”3-2] $UsnJrnl®] MFT Entry (= : X-Ways Forensics v.191D)

& g2 g Mk 7t
=4 Etg ID 0x00000080 128 ($DATA)
A 20| 0x00000060 96
HEM|HT &N 0x01 B AF
%4 Ol§ &0 0x02 2
&M 0|2 @mAMl 0x0048 72
= ! 0x8000 Sparse 244
= D &40 1] 2 0x0003 3
HI|AE A|E VCN 0x000000000000 0
#a|AE Opx|8t VCN 0x00000000446F 17,519
H|AE @Al 0x0050 80
gx R 27| 0x0004 16 S2{AF
OjAFR 00 00 00 00
=4 8o g 37| 0x0000000004470000 71,761,920
=M 8o AX 37| 0x0000000004436D18 71,527,704
&M 89| x7|3tel 0x0000000004436D18 71,527,704

11) X-Ways Software Technology AGolA 7123 A dxadla E2

— 9 —

Zolth



ojALE 00 00 07 02 00 00 00 00

&4 0|2 24 00 4A 00 $)
ojA+E 83 37 68 82
AlZE @Il ;0
Z2{AH #2|AE(Sparse) 02 00 24 20| : 9,216
%9216 x 4,096= 37,748736

35 70 20 58 FE 25 00 8E 01 20] 830
2l A =2 AE [c =
=elnB HRREEIAS) Ap F8 FFFF #9,216+8,304) x 4,096 =
71,761,92
OjAHE
42457344 80 00 00 00 60 00 00 00 1 €
42457360 |01 02 48 00 00 80 03 00 0O 00 00 00 00 00 00 00O H €
42457376 | 6F 44 00 00 00 00 00 00 50 00 04 00 00 00 00 00 oL P
42457392 00 00 47 04 00 00 00 00 18 6D 43 04 00 00 00 00 G nC

42457408 |18 6D 43 04 00 00 00 00 0O 00 07 02 00 00 00 00| mC
42457424 (24 00 4A 00 83 37 68 82 02 00 24 32 70 20 58 FE § J f7h, $2p Xbp
42457440 |25 00 8E 01 A0 F8 FF FF $ Z eiye é

[33-1] [293-2]¢] $UsnJrnl-$] dlol8 &4 &4 (=7 : X-Ways

Forensics v.19)

$UsnJrnl-$J2] &4 99 F, [E3-1]19] FH ¥ HAg ~E(Sparse) &

=
=
wE A 2Z4 gro] 02 AL FAT F Atk o F9L Sparse 9

=
oS L) Sparse , Y=g F3Hs a8402 Ag8t7] 98 AE
HA &= w3k AAR dolHE "ojaA ¢ 371 AR 7235

K3
M
R

2

(0]
fu
2
X
4,
k)

d
Hi
I

4

__________________________________________________
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p-OL) bcend * || E= Table | #4 Timeline  [£| Gallery
I {8 SRegycle.Bin - = —
— = = 3 s -
L oL Boot [Ell & 28 = 2] » ] Selected 0/73326
= Y | Physical | File | &
D:' ;onhg.Mi\ i | hame | Size [dentifier|
Dilcs Doaumentsand. At clsnimi ) 71761920 41462
Lol MSOCache =k
& m \ ¥ ENET] \ F

@ | Lock =

80e06800:00 00.00 00 00 OO0 00 00 Q0 00 .00 00 00 00 0O
0008001800 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ¢
0000003200 00 00 00 00 OO0 OO OO0 00 00 00 00 00 00 00
000004800 00 00 00 00 OO0 Q0 OO 00 OO0 00 00 00 00 0O
B000GoeE4 00 0000 00 00 OO0 0O 00 OO0 OO .00 00 00 00 0O
0000008000 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ¢
0000009600 00 00 00 00 OO0 OO OO0 0O 00 00 00 00 00 00
6000011200 00 00 00 00 OO0 Q0 OO 00 00 00 00 00 00 0O

<Sparse HYO| HZ|AE>

3774859200 00 00 00 00 00 0O OO0 00 00 00 00 00 00 0d
3774860800 00 00 00 00 00 00 00 00 00 00 00 40 00 00
3774862400 00 00 00 00 00 00 00 00 00 00 00 90 00 09
3774884000 00 00 00 00 00 00 00 00 00 00 00 40 00 aa
3774865600 00 00 00 00 00 00 00 00 00 00 00 00 00 0d
3774867200 00 00 00 00 00 00 00 00 00 00 00 40 00 00
3774868800 00 00 00 00 00 05 OO0 00 00 00 00 90 00 09
3774870400 00 00 00 00 00 00 00 00 00 00 00 a0 00 00
=9,216x4,096=37,748,736 |ls774872000 00 00 00 0o 00 00 00 00 00 00 00 00 00 0O
37743736'30 00 00 00 02 00 00 00 52 75 00 00 00 00 0€ G
S74E7E222 A7 00 00 00 00 01 00 00 00 40 02 00 00 09
3774876365 BE DS 50 CC FA CA 01 0% 00 00 30 40 00 00
3774878400 00 00 00 20 20 00 4O
3774820053 00 43 00 &C 00 €35 00
3774881670 00 70 00 73 00 2E 00
3774883250 00 00 00 02 00 00 00
3774884812 23 00 00 00 00 01 40
3774886421 54 DF 90 CC FA CA 01
3774888000 00 00 00 2§ 20 00 00
3774885664 00 &5 00 78 00 2E 00

R RN
=)
=1
&
L
=
=)
™
A
=)
=)
o
=)

VO gy R

oo
[N
oo
=R
oo
a0
oo
om
oo
==
oo
[ER=
oo
[ER=

ay
-

=]
=1
o
i
=1
(=)
-
e
=1
o
=1
=1

[Z21™3-4] $UsnJrnl-$J2| Sparse 94 (= : EnCase v.712)

M

ol [19¥3-414 8 $UsnJrnl-$J2] Sparse 9 H=2 AA WA =
7 7125 HFZET} o]} o] HAE Qo= WA 2uvp H4H
Aol gk AE7} 7IFHo] d=d, A4 3d Fx F4 R 3
Z T4, USN(Update Sequence Number), ¥4 AZHUTC Time), ¥
A1, #d olF Fo] AFHEY. ©] $UsnJml-FJoll= HHE #Ha=
o A utdof thgk Al AR} AR HARE AL F Qvi=d 22

&S o e &

gz #d Fx F4E MFET Entry W39 Sequence Valued

Foi 2 MFT Entrye] W74 o]l#& F3 3=
AE AHZ o AAS W& 2 3 A Tde A4 deA
=5 s

1

12) Guidance Software Aboll A 7lubsh CixE &2 EA] Eto|t)

5 4 &8t



dZ= W USN @2 $UsnJrnl-$Jo] Al gy dXst=d], ]

of AsEst Ao AFHE A% vk EF o] USN ghe

2

4 27} 485E Fde MFT Entry 9 &

3

L
.
H

AH FSSTANDARD_

INFORMATIONSH] 7] =% USN¥ A A3t} (¢, MFT Entryel & v}
A4k USN W5k 7] =3k}

g A 2t g 2t
HZE ZO| 0x00000060 96
Major H{Z 0x0002 2
Miner A 0x0000 0
Y HE =i 0x000000007952 / 0x0006 31058, Sequence % 6
2o o ’x Fa 0x00000000A722 / 0x0001 42786, Sequence H3z 1
USN 0x0000000002400000 37,478,736
HA A7t 0x01CAFACC90D5B665 2010-5-24 08:06:24
= o/ClAER| Bl
HZ 2ol =aj13) 0x80000002 SDATA Z50| ToE 2t
AN HEH1 00 00 00 00 0
HOoFID 00 00 00 00 0
I}el A A15) 0x00002020 oty
oo oj2 2o 0x0022 34
el 0|8 =AMl 0x003C 60
53 00 43 00 6C 00 69 00
— 65 00 6E 00 74 00 41 00 :
og olg 70 00 70 00 73 00 2£ 00 SBSClientApps.log
6C 00 6F 00 67
3774879660 00 00 00 02 00 OO0 00 52 79 00 00 00 00 06 00 | *<------ T
3774875222 A7 00 00 00 00 OL 00 00 00 40 0Z 00 00 00 00 | "§--------@---
3774876865 B6 DS 90 CC FA CA 01 02 00 00 BO 00 00 00 00 | e¥0|idE----€----
3774878400 00 00 00 20 20 00 00 22 00 3C 00 53 00 42 00 | ---- --"-<-§5-B-
3774880053 00 43 00 &C 00 &9 00 &5 00 & 00 74 00 41 00 | S-C-1-i-e-n-t-A-
3774881670 00 70 00 73 00 ZE 00 &C 00 &F 00 &7 00 00 00 | p-p-s-. -Ll-o-g---
[3£3-2] [2¥3-3]9] $UsnJrnl-$Je] A HA dz= HH

13) [ A11¢]
14) [ ~A2]¢]
15) [ AI3]¢]

<l =¥ L(Reason Flag)

ZhaL

A B (Source Information) #aL

<A (File Attribute) #rir

,12,
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$UsnJrnl-$Maxol = W7 219 7]E weldolg & A A3t o] i}
de AF H4ow £ 3y Hol dolHE /X2 Ytk
T2 g2 gt Hek 2t
=M EFQ ID 0x00000080 128($DATA)
A 20| 0x00000040 64
HE/HAZE &4 0x00 HE
% 0| Zo 0x04 4
=M 0|2 omAl 0x0018 24
=Zga 0x0000 0
LD EPL| 1720 | 0x0005 5
=4 e 37| 0x00000020 32
=M g =AM 0x0020 32
OjAFR 0000
&M 0|2 24 00 4D 00 61 00 78 00 = $MAX
00 00 00 02 00 00 00 00  $UsnJrnl US| X|C§ AtO|= : 33,554,432
POVETY 00 00 40 00 00 00 00 00 = ZIEHAICKHKO| ARRE! HIO|E 2= : 4194304
Se HIS 5A 1B 46 FF E1 E1 CA 01  USN ID
00 00 00 00 00 00 00 00 | %|X 93 USN
42457440 80 00 00 00 40 00 00 00 % Z eyy€ e
42457456 00 04 18 00 00 00 05 00 20 00 00 0O 20 00 00 OO
42457472 24 00 4D 00 61 00 78 00 00 00 00 02 00 00 00 00 § M a x
42457488 00 00 40 00 00 00 00 00 5S5A 1B 46 FF E1 E1 CA 01 @ A Fﬁ'ééi
42457504 00 00 00 00 00 00 00 OO0 FF FF FF FF 82 79 47 11 vivy, v6
[3£3-3] [2¥©3-2]¢] $UsnJrnl-$Max 44 allt]e] a4
@ W7 ¥ =Y
$UsnJmle W7 o3 @ WA AMFTg ) Sahed oed WA A
F2 Adely] fla) B4 99 FAas ALBY dE 5o AL A
st A% NTFS 3 A== FILE_CREATE(0x00000100) &+
W7 Sl s Agste] dasg J1=ea, o] AAHE A

‘FILE_DELETE(0x00000200)" 2}+= %7

-

Falolth, ALEATE Q1B st

A9 Tl d=
MEE HA A2

Zof 7] 538}

g QFell A=



A2 7o Aoz olfofin. ¢E =W, Delete 715 ol&3te] 3
& AAlshE A5 Al Ao dlmE 2zt ofelel Ze WA Al FHa
= 7|53

RENAME_OLD_NAME /0x00001000
RENAME_NEW_NAME /0x00002000
CLOSE /0x80000000

2 = FTOoR olFdtHA FdHol
wAET weky 87 Qe ZYacE AAES dAsE dass
712384 w1 Aot mxuk #lm=9 CLOSEE stdo] &@3|= A9
ARE = HAF da=z fd 90 9SS 9t

ok wde gdS ofelwl WASE dA dFzsol shel WA o
ol vt F71E = ded, ols e FH WAHo] F H o)A ut
At NTFS 3+ Al2~gle 3 WA o] o] WA g vg A =
=5 A A &7 "ot F fde #Aete oA HdS
2R = gk o] WMo 9Hd W& 7] 24 DATA_OVERWRITE
/0x000000017F A€ ¥4 d=zZ= stunt 714 A H 16

@ $UsnJrnle] & =

$UsnJrnl o] da=s= &3
Atol=7F B 2 e gd 3
wol Pa=g AT o $Usnrnl-$Maxol Al Aaf| 1 std Alo]
A8 el 7HE edd das Fel M= EEe sfiAlet
Sparse g9 o2 #edA At vdF gJoz vy Sparse FH S
AA 02 AMAA = AL ofy L A7) HAER V]| F5E T wEba 9 9

ax
o

£

16) Microsoft, 'Change Journal’, https://msdn.microsoft.com/en—us/library/windows/
desktop/aa363798(v=vs.85).aspx, 2017.12.2.
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weAel As)E A4 Bodoem @9w ury vk o€ Sparse
Jdoz APAW 7z Pm=se ngy Jdd =454 @k

oE e AmsE 39 Fo dusEol
o

ofefel [#3-51% 4 )
2 $UsnJml #HF=E 7}%16& Avpoltt. 7p A oF 250,751KBe] 3}
21(1,2954937) 2] glm=)o] B <l
By 20139 11€ 199 AXE gasSo] B3 E AL
thoole AA Y do] Mg 2

o
B e W ok 43 Aol el

Offset 001 2 3 4 5 6 7 & 9101112 13 14 15 Time Stamp
000000000 |50 00 00 00 02 00 00 00 5D 00 00 00 00 00 01 00
000000016 |23 00 00 00 00 00 01 00 00 00 04 00 00 00 00 00
000000032 |B& 2F BS F5 15 ES CE 01 01 00 00 80 00 00 00 00 2013-11-19 10:56:11(+9)
000000048 |00 00 00 00 26 00 00 00 OE 00 3C 00 42 00 43 00
000000064 |44 00 2E 00 4C 00 4F 00 47 00 00 00 00 00 8B C7T

HEE Qo] $Usnuml A RE AR Oy QefE o)

Offset 0 1 2 3 4 5 & 7 & 9§ 10 11 12 13 14 15 Time Stamp
14680064 |50 00 00 00 02 00 00 00 FA 03 00 00 00 00 OE 00
14680020 |F3 03 00 00 00 00 03 00 00 00 EO 00 00 00 00 0O
14680096 |3C A6 DF 9D 10 75 D2 01 00 20 00 80 00 00 00 0O 2017-01-23 00:35:37(+9)
14680112 |00 00 00 00 20 00 00 00 12 00 3C 00 31 00 6E 00
14680128 70 00 67 00 &7 00 2E 00 65 00 72 00 6C 00 00 0O

stoh Qo] $Usniml HRE Y8 (F}E Q& Y IE)

<SIELCIAT HE>

Label : Samsung

Model : HD502H)J

Total Size : 465.8GB

Partition Partl : NTFS, 341.8GB / Part2 : NTFS, 124GB
OHQA| : 2012-11-29 17:14:21

[293-5] v& FHolx 713 $UsnJrnl el 2=

B ol A sbE slEe] 4 MET 9ol B4 ol
B olyme A4 Hg 27 SHAEe AH4e Fuss] s 2
A gelsor i Fuk Aok

W ALgAT Y taae] Az gAY Abde] Al Hrt

,15,



3 TE A=l F2 ARgAtel] wel, stey
wrel ZFol7h gltt. SSDe] 4-f- TRIM #Hgfell olsf v
F Fol Alz=dol oa 7] Wil W Gl Holsl= vl
7 Ao 24 91¢] HDDE ez 573 A3} dolg7rt of 4d
e} NE7A By A vagds o dHes SSDE ndow
7He A=EFE wols Bdd gl 7hE dlelE = 288891KB=

(3) $LogFile

NTES 39 Al=9e] Ad 7|53 #dd ARE Agshs = oe
o] $LogFileo]th1D o] 9AL HlolE o AFHAS 2

BEA B2 AL ol Ao FHE HEdu o FHE HE
2]7] 18] ©] $LogFile W7 ¥ AR (Redo)9t W74 2% (Undo)e] HH
B kA AL A "k

olefgt WA ﬂﬁA 4B = $LlogFiles A dt= dlai= qhell &3t
=E0] oy 7 e st EAAL @95 o] Al
He BE e EdAN a9z #elstsd], vtk o] Edx Aol ¢
]

dE = Zatd #@i= Undo ARE T3l 94 Ho= HEgs dgo

il

17) Brian Carrier, €] & 340-341

,16,
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this LSN '_L this LSN ‘—L this LSN ‘—W this LSN

previous LSN previous LSN previous LSN previous LSN
( redooperation ( redooperation redo operation ( redo operation

undo operation undo operation undo operation undo operation

redo data redo data redo data redo data

undo data undo data undo data undo data

[Z233-6] $LogFile A7 A1)

$LogFile® =/ F /o] dgo vk AN st 27 99
oty 7} Y92 HolA E®m FAH AL, 7 HolA= HIAEER
TR AN G s v 2] dmsg s gowA
dozel A dmee AF Y4Ng LdEFE AR Ftu, 27 J
= AA A da=se] 7IEH =, of 24 992 vl Wy HelA
ddat A FHolA Foor ol HM Fol A A F ol
Qe oyt »ﬂOle FAoll= Ay da=so] EAA R A whof
27 g9l EF A b edd da=sRy Adz doj2A €
T} 19)

vzl HAE=ELS 64U E 2l LSN($LogFile Sequence Number)S
ZEA 3 o, wkeF ggE AV 7S Ad 7 LdE dHEE 9o
AMEE HZEE 7| 5HA dh weps 2 34 A2 gaz=7F 7

4 npA e gaerg 2 HE 4

7} Qg ol #m=r} 9 o

=4
om st Aol

18) Frank Uijtewaal ¢ 1, &9l =% 3, Figure 1.
19) 24&, ‘F-INSIGHT-NTFS Log Tracker FORENSIC INSIGHT ;

DIGITAL FORENSICS COMMUNITY IN KOREA(2013), 3

,17,
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XAl = i ik
2w

(:HI-l Ho|X| B2 gk HOoJx] B

\7 _—

[193-7] $LogFile dlZ= & =Y

24 sl MAsE e JRE X Qe MFT Entry %
% SSTANDARD_INFORMATION=ZHH Azt R & $FILE_NAME

o= FE #d o5 FE 3 Fx FAE JHA 2T

$SLogFilee MFT Entry 2W¥o] Aoz ddwlo] i, o] MFT
Entry: $DATA <4 ¢tol] 21 HolHE AFEt}t o gde 7k &
otk st EAstal AWkl stEt A EFlAE 64MBO A7)

g A3 glov obde WHele Fd AgAt 1 AvlE 24 4

o]
A

chkdsk /1:<3}9 =7](KB)>

2 E MFT Entryols EA olwlE Ed A9 nx 2 LSNo| 7] =23
t}. $LogFile®] Target VCN(Virtual Cluster Number, 4t 3 o] =g
A ZFel28 H3E)¥} MFT Cluster Index(MFT Entry7} 1 &hvbe] &
2y oA e Entry 91A20)& ofgfe] AR ALt MET
Entry HE&E &3 4 <t}

,18,



m ft cluster index
2

MPFT entry number = VCN x 4

[193-8] MFT Entry W35 AlAF22D

0 1 2 3 4 5 6 7 8 9 A B C D E F
This LSN Previous LSN
Client Undo LSN Client Data Length Client Id
Record Type Transaction ID Flags Alignment or Reserved
Redo OP Undo OP Redo Offset feer?gth Undo Offset Il.Jenr?goth Target Attr :‘-oclrf)flv:o
g?fszrtd Attr Offset mg’xcluster ﬁ:ig;e?:r"‘,ted Target VCN Alignment or Reserved
Target LCN Alignment or Reserved

[(21™3-9] $LogFiled] d=z= +%

$LogFile $UsnJrnl I3 &2 Hd &S doAs= FA5, 713
2" LSN $1A = Eole} Qojxrojxin) upelr BAL glmZ=7F 214

H wag ool EAeA ek

1o 1

$LogFile®] 749 ddelE7F =7 d(H 73 H)el viedlol B g H 9}
ddlelE €034 F) vEHolE ARE R 7]55H7] wZel oy
SHo frelstth. ¥hA $UsnJrnl 2HLd2 WG o e} WA Aro) ot
715 5e 7HA 7] wiiel Holy E+= E7besith

21) Frank Uijtewaal ¢ 1, %2 =+ 11, Appendix

,19,



712 A o2 $logFile °F 66MBQ] Ale]=E 7FA|=d| o] 359
8AIZE A A

A A}ﬁﬁg A5 oF 2~3 AP 7t 2oVt 7| E2E
ofolt}. Wk $Usnjrnl H}LL HE 4MBE Ao 21 Alo]=E 7}
H &F A AFEEE AF 459 AL Rt FiETh Alo]=RRE
$SLogFileo] I A9+ $LogFileo] E @24
woll oF 1~271¢9 d3a= & AEEE $Usnjrnl ol vl3] 7] =
= oHlE F= At

OrdzAa] 2] 8w ZHoa & uf 2o oWlERA A

o
2,
T
i
o,
o,
vl
f
-
N
N
ol
S
>
[-'0
o,
A
g,
o
-
@)
®
52
o
o
ok
oo
%
iz
-

- A
AT, AWl olWE W Ary wHAe
= [e]

T2 $UsnJrnl $LogFile
S ojQ/ ClMEs| MA Yol ME  mY/CiAEs| B o[F/0|s
1= 2= 715 AE| HEO[ 7|2
Hole 57 7t o2 =7ts 7t
%/ X|(Default) 2IHH =E0ITE =X BE 280 EX
=2|& o 37| AL B7+ ks
TECKE oF HaE 7|2 =xf oF HIE 7|2 gl
THIO|| SHohEl ZpjAE £ (Maximum size+allocation oy
=T =2cw= = T delta)/Cluster 37| LHO|A Z}EHA =C

[3%3-4] $UsnJrnl¥ L 3} $LogFile H] x

,20,



3. A Hde] A4d

Alz=dl el A AR A Al =Elo] Elite] oMl EE WHAIAIZ|H A~
g 7 3ddS #gsE MFT EntryE M2 €933t $UsnJrnl 3L
7} $LogFileo] WAz olWIEE 18 7|23t} o|uf $UsnJrnl 3+
$LogFile> w4 wtdo] gk dwE MFT Entryoll A 74 Q7] wjid
T Y& MFT Entry AXE %3t . olu] AFEEHE= AR}
MFT Entry "% o]t}

MFT Entry H%+ &9 Entrye] A2z QAo 455 nlo]
4gulo]E7F MFT Entry ISE YEMUER olE Ed WS E dolulA
ol MEE A YA AFH 1,024 vlolE @R 0
TA o R Aorug g Jqo] $MFT 3 44 3d =4 #%
S 1,024 mlolER YFol: g MFT Entrye HEES & 4 Aok

O

By

$LogFile2 Target VCN¥} MFT Cluster Index AHE E3] 71 HIEE
& 4 A=t $LogFilee] [1¥3-7]¢ F4& o]&std MFT Entry ¥
S5 A=Es E Ak v e ® $UsnJmldd e 3 Fx F49
% 6uto] E7F MFT Entry 15 UBHWER o5 a3 1 g2 &

AT

ofgfe] 1¥€& MFT Entry HE 2 AZY = A Lo #AAZS <l
sb7] 9a Exe AFS &g Adelrt. Qo AT
‘Isttest.txt’> 5292 2] MFT Entry W35 & wro} Al&3ial o] wf
Jo] AAoWEES 7]=3 $UsnJrnl A3} $LogFile> MFT Entry ¥
S H292H o w AAH.

,21,
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o : 1sttest.txt

OMIE : T M4

Na File | File Entry ‘ File [ Last \ Last
o me Bt  [dentifier]  Modified Created Written Accessed |
032 ‘J Lsttestbt bt 52020017-11-26 17:4037 2017-11-26 17:40:36  2017-11-26 174037  2017-11-26 17:40:36
T2 L Ea MFT Entry HZ
Offsest | 0 1 2 3 4 5 6 7 8 11 12 13 14 15

o
m| o

005413008 | 46 49 4C 45 30 00 03 00 |87 23 OF 00 00 DD|

005419024 |1E 00 01 00 58 00 01 00 30 01 00 00 00 04 00 00
005419040 |00 00 00 00 00 00 00 00 03 00 00 OO|RC 14 00 00
(05419056 |02 0O 00 0O 00 00 00 OO0 10 00 DO 0O €0 00 00 0O
005419072 (0D 00 00 00 00 00 OO 00D 48 00 00 0O 18 00 00 0O
005419088 ED FF EC 34 92 66 D3 01 196 49 5D 3B 92 &6 D3 01
005419104 |96 49 5D 3B 92 66 D3 01 BD FF FC 32 92 &6 D3 01
005419120 |20 00 00 00 00 00 00 00 0O 00 00 00 0O 0O 00 00 | . MFT Entry ¥3 : 5292
1sttest.txto| | 005419136 00 00 00 00 15 04 00 00 0O 00 00 00 00 OO0 00 00 (£ file offset / 1024 = 5292)
MFT Entry | 005418152 &2 57 0B 87 04 00 00 00 30 00 00 00 70 00 00 00 | . SN : 0x0000000F23082597
005419168 |00 00 00 00 00 00 02 00 58 00 00 00 18 00 01 G0 | . USN : 0x00000004970BB768
005419184 Bl 08 00 00 00 00 04 00 BD FF FC 32 52 66 D3 01
005419200 BD FF EC 3A 52 66 D3 01 BD FF FC 32 92 &6 D3 01
005419216 BD FF FC 33 592 66 D3 01 (00 00 00 DO 00 00 00 0O
005419232 |00 00 00 00 00 00 00 00 20 00 00 00 00 00 00 OO
005419248 (OB 03 31 00 73 00 74 00 74 00 65 00 73 00 74 00
005419264 |2E 00 74 00 78 00 74 00 B0 00 00 00 20 00 00 0O
00541928 00 00 18 00 00 0O 01 00 02 00 00 00 18 DO GO 00
005419296 |00 OA FF FF 82 79 47 11 FF FF FF FF 82 79 47 11

||
=1

Cffset g 2 2 3 4 8§ & 7 8 810111213 1415
$LogFile 04271280 00 00 1B 02 00 00 00 00 |97 25 08 23 OF 00 00 00
RS 04271296 84 25 08 23 OF 00 00 00 £4 25 08 23 OF 00 00 Q0
(O|HIE Q] 04271312 |38 00 00 Q0 00 00 00 Q0 01 00 00 00 40 00 00 0O
ObX|2f 04271328 |00 00 00 Q0 00 00 00 00 07 00 07 00 28 00 08 00
Hac) 04271344 |30 00 08 00 18 00 01 00 38 00 S8 OD 02 Q0
04271360 |2B 05 00 00/ 00 00 00 00 2B 05 OC 00 00 00 00 00

- MFT Entry #3
VCNx4+MFT cluster index/2
= 5292

- LSN : 0x0000000F23082597

Offset 0 1 2 3 4 % 6 7 8 910111213 14 15
$Usninl 19713996640 74 00 00 00 00 00 00 OO0 58 00 00 00 02 00 00 QO
= 19713996656 |[AC 14 00 00 00 0O(1E 00 Bl 08 00 00 00 00 04 00
(O] EQ| 19713996672 |68 B7 0B 97 04 00 00 00| AF 8A OA 3D %92 &6 D3 01
ofx| ot 187130996688 02 01 00 €0 00 00 00 00 0O 00 00 00 20 00 00 00
HRE) 19713996704 16 00 3C 00 31 00 73 00 74 00 74 00 €5 00 73 00
19713996720 74 00 2E 00 74 00 78 00 74 00 00 00 00 00 00 00

- MFT Entry 15 : 5292
- USN : 0x00000004970BB768

[Z283-10] MFT Entry 5202912 AZA=+= A Fd(H=zZ=) (=7 : EnCase v.7)

?1e] 2" Ed MFT Entry s = A48 ®W MFT Entryol &
¥ $LogFile?}t $UsnJrnl 34| LSN A K ¢ USN AHE EF 7}
BogE AL HF 4 ok shel olEE BB s o)l i

Folx=d o] ¥ MFT Entryol:= 7H4 mbA 2t LSN¥} USN
5|

of
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4. $UsnJrnl <& &3 MFT Entry dH &4

$UsnJrnl L9 7} dm=s o|MEYVL WA= 3do o]F, At
AH, AA A2 59 HJRE Xt ofge 192 ‘Isttesttxt’ I
o] MFT Entry X<} o] 3¢S A4S $UsnJml dZEE vlusk 1
dolth, a¥S B8 7z dIzz=el xIgE A wdeo] HRIJF MFT
Entryoll 715¥ A sde AR dAS & = Utk 5 MFT
Entry AH §lo]= $Usnjrnl dFZEE Edia A wde] dF ARE

% % e one,

rol

8 s~ 3k omM He
Offset 001 2 3 45 6 7 8 9101112131415
005419008 46 49 4C 45 30 00 03 00 97 25 08 23 OF 00 00 00
005419024 | 1E 00 01 00 38 00 01 00 30 01 00 00 00 04 00 00
005419040 | 00 00 00 00 00 00 00 00 03 00 00 00 AC 14 00 00
005419056 |02 00 00 00 00 00 00 00 10 00 00 00 60 00 00 00
005419072 | 00 00 00 00 00 00 00 00 48 00 00 00 18 00 00 00
005419088 [BD FF EC 3& 92 66 D3 01| 96 49 5D 3B 92 66 D3 01
005419104 96 49 5D 3B 92 66 D3 01 BD FF FC 3a& 92 66 D3 01 - USN : 0x00000004970B8768
005419120 | 20 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 - DRVHMARZE : 17-11-26 174036
Isttest.txt9| | 005419136 00 00 00 00 15 04 00 00 00 00 00 00 00 00 00 00 (0x013D66923AFCFFBD)
MFT Entry | 005419152 [68 B7 0B 97 04 00 00 00| 30 00 00 00 70 00 00 00 CHD MFT Y BE EA
005419168 | D0 00 00 00 00 00 02 00 58 00 00 00 18 00 01 00 0x00040000000008B1

005419184 |B1 08 00 00 00 00 04 00| BD FF FC 3A 92 66 D3 01
005419200 BD FF FC 3A 92 66 D3 01 BD FF FC 3& 92 66 D3 01
005419216 BD FF FC 3A 92 66 D3 01 00 00 00 00 00 00 00 00
005419232 00 00 00 00 00 00 00 00 20 00 00 00 00 00 00 00
005419248 0B 03 31 00 73 00 74 00 74 00 65 00 73 00 74 00
005419264 2E 00 74 00 78 00 74 00 80 00 00 00 20 00 00 00
005419280 100 00 18 00 00 00 01 00 02 00 00 00 18 00 00 00
005419296 0D OA FF FF 82 79 47 11 FF FF FF FF 82 79 47 11

- OpE ;o 1sttest.txt

Offset 01 23 45 6 7 6 9101112131413

19713996464 6C 00 00 00 00 00 00 05 |58 00 00 00 02 00 00 90 - USN = 0x000000049708B6B8
19713996480 AC 14 00 00 00 00 1E 00 B1 08 00 00 00 00 04 00 - 718 AjZt: 17-11-26 17:40:36
19713996496| B2 B6 0B 97 04 00 00 00|[BD FF FC 3A 92 66 D3 01 | (0x01D366923AFCFFBD)
19713996512 00 01 00 00 00 00 00 00 00 00 00 00 20 00 00 00 - I Isttestixt

19713996528 16 00 3C 00 31 00 73 00 74 00 74 00 65 00 73 00
19713996544 74 00 2E 00 74 00 78 00 74 00 00 00 00 00 00 00
19713996560 58 00 00 00 02 00 00 00 AC 14 00 00 00 00 1E 00
$Usnirnl  |19713996576/31 08 00 00 00 00 02 00/ [10 57 0B 97 02 00 00 00| S 715 Azt 17-11-26 17:4036
M3 |19713296592(BD FF FC 3A 92 66 D3 OL| 02 01 00 00 00 00 00 00 (001D366923AFCFFED)
19713996608/ 00 00 00 00 20 00 00 00 16 00 3C 00 31 00 73 00 - IHEY - dsttestxt
19713996624/ 74 00 74 00 65 00 73 00 74 00 2E 00 74 00 78 00
19713996640 74 00 00 00 00 00 00 00 [58 00 00 00 02 00 00 00

- USN : 0x00000004970BB710

(=3

(=3

w

I=

19713996656 AC 14 00 00 00 00 1E 00 B1 08 00 00 00 00 04 00 - USN : 0x00000004970BB768
19713996672| 68 B7 0B 97 04 00 00 00|[AF 8A OA 3D 92 66 D3 01] - 71% Azt : 17-11-26 17:4039
19713996688 02 01 00 80 00 00 00 00 00 00 00 00 20 00 00 00 (0x01D366923DOABAAF)
19713996704 16 00 3C 00 31 00 73 00 74 00 74 00 65 00 73 00 CIHUY : Isttestixt

1971399672074 00 2E 00 74 00 78 00 74 00 00 00 00 00 00 00

]
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MFT Entry+ 319 Entrys A&Es| oAl AR&sh= wHH $Usn]rnl
HdL g HIZEE At 3o ofyE A2 dHIEE SR
of 7]&gtt webx] MFT Entrye 4% ATFEHE Hojzrolr] 7]
ARE & £ UAT $UsnJl 3 dz=s vdgdgdoz vyt
T dojzolx ¢k g mde digt ARE adlE skxa YA "o
wheb 2kA|E o] Hojzoizl MFET Entry AR ZE o] $UsnJrnl 32
A= HE glo] s sttt

obef o] [1¥3-12]> MFT Entry7} @oj2co]7] A3} gojzel o] F o]
$UsnJmlstd Hm=58 vug 3ot

Isttest.txt’ FL 5292 2] MFT Entry HEE AMg3ttr) o] & 2
AF A s 52928 2] MFT Entry+ “2ndtest.txt” 324 2] MFT Entry
2 AgdEel ARgetA #drk oW $Usnjrnl S Ay EW
Isttest.txt” ¢ #HH $UsnJrnl #HFZE=2] USN ®HZ = 19713996472
19713996560", ‘19713996648 o)L, ‘2ndtest.txt’ WU} ##HH $UsnJrnl
HIZ=9 USN &I+ ‘19734692320°, ‘19734692408, ‘19734694200’ 0. =

1ogkel STtskeE Ae 4 3

8 9 10 11 12 13 14 15
97 25 08 23 OF 00 00 09
30 01 00 00 00 04 0O 0O
03 00 00 00 AC 14 00 00
i0 00 OO0 DO 60 00 0O 0O
48 00 00 00 18 00 00 0O
96 49 5D 3B 92 66 D3 01
BD FF FC 3A 92 66 D3 01
©0 00 00 00 00 00 00 0O
00 00 00 £O 00 00 00 0O
30 00 OO0 00 70 00 00 0O
58 00 00 OO0 18 00 01 00
BD FF FC 3A 92 66 D3 01
BD FF D3 01

Isttest.txt MFT Entry

oo oo 0 o o0 00
00 00 00 QO 20 00 o 00 00
73 00 74 0O 74 Q0 o o T4 00
72 00 74 00 80 00 00 o] o0 o0
.195 20 0 00 00 01 00O 02 00 00 O 00 00
005419296 o 0. 82 79 47 11 FF FF FF F 82 g 47 11
e it mhelo|
usN Az AlzEEE sz el = CHat T o= el ol MFT Entry

e
MET e Sequence H=

19713996472 2017-11-26 17:40:36  FILE_CREATE(0=x00000100) Isttest.txt 5292 30

DATA_EXTEND(Ox00000002)

19713996560 2017-11-26 17:40:36 FILE CREATE(Dx00000100)

Isttest.tbet 5292 30

DATA_EXTEND{0x00000002)
19713996648 2017-11-26 17:40:39  FILE_CREATE(0xDC000100) lsttest.txt 5292 30
CLOSE(0x30000000)

<Hoj2ro0|7] H>
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00 €0

o1
o1

Cffset ] i 2 3 4 5 6 7 -] 9 14 1S
46 45 4C 45 30 00 DS BF oo oo
Gos419024 [iF 00 Jo1 oo 38 1 00 30 01 00 00 00 04 0O 00
00s419040 0O 0O 00 00 0O 00 03 DO DO 00 RC 14 QO 0O
005419056 |03 00 00 00 00 00 10 00 DO 00 &0 00 0O 0O
005419072 00 00 00 00 00 00 42 00 0O 00 18 00 00 0O
005419088 4E C4 CD 2F 27 o1 19 36 08 30 27 67 D3 01
005419104 18 36 08 30 27 01 4E C4 CD 2F 27 &7 D3 01
005419120 |20 00 00 00 00 00 00 00 DO 00 00 00 00 00
005419136 00 00 00 00 15 ¢ 00 00 00 0O 00 00 00 QO 0O

2ndtest.txt MFT Entry 005419152 38 =9 47 SE 04 00 30 DO 0O 00 70 0O 0O 0O
005419168 00 DO 00 00 00 OC 00 S8 00 00 00 18 00 01 00
o 7

b ©

o cD
005419216 4E C4 CD
005419232 00 00 00
005418248 OB 03 32 00 6E 00 64 00 74 00 &5 00
005419264 2E 00 74 00 78 00 74 00 80 0O 00 00
005419280 00 00 18 00 00 00 01 00 ©O2 00 DO 00
005419296 OD OA FF FF 82 79 47 11 FF FF FF FF

00
o oo
3 00 74 00
0 00 00 0O
& 00 00 0O
2 79 47 11

CHet mheo|

slo] = mel gl=
UsN fEE Azt 3= Hy fel =9 CHeh oh= Ol 5 MET Entry Hi= PET By
Sequence B=

19734692320 2017-11-27 11:26:52 |FILE_CREATE(0x0Q0000100) Zndtest.txt 5292 3T

DATA_EXTEND(0x00000002)

19734632408 2017-11-27 11:26:52 FILE CREATE(D=00000100) Zndtest.txt 5292 31
DATA_EXTEND(0x00000002)
19734694200 2017-11-27 11:27:08 FILE_CREATE(0xCC000100) 2ndtest.ixt 5292 3k

CLOSE(0=x80000000)

<EHO[MOl B>

[2193-12] Hojzro]7] A3} o] MFT Entry9} $UsnJrnl #lZ= ¥l

obgfe] [2¥3-13]2 $UsnJrnl <Y F 5292 e MFT Entry =
AbgstE FdES 1 AAR ste daz=s F dFolth
Isttest.txt’ 7} A€ dIZ=ola, HIZ=Q2 ‘Isttesttxt’ 7} AHAlE © =
coly, YIFEQRS 2ndtest.txt’”7F A E dFZE=olt) = “2ndtest.txt’ s}
do] MFT Entrye ‘Isttest.txt’ 7} A€3td MFT EntryE A &4 3)
ALEBFH A ‘Isttest.txt’ 7F AFESEE MFEFT  EntryE Yol 49tk
MFT Entry "o 2% ‘Isttesttxt’o] #3 ARE & F glon o
$UsnJmle] #BlZE=EZHE Goj227] de] o] ‘Isttesttxt’ehe A&
Felf sl o] AR, AA A= %E%’— o g A %E‘r T3k

g o] MFT Entry Sequence ¥ 37} 3
%%tﬂ, o] ‘Isttest.txt’ 3ol

2ndtest.txt’ Lol TFE S o v g,

IT
e
rlo

Moo 2o
o o, n°('

2
&3 48 =
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CjaF mheto] Cfaf mpeio|
USN A MZEFHE Wy Hel Sa1 CHe I+ 0|2 S MFTEntry
MFT Entry H= =
Sequence S
19713996472  2017-11-26 17:40:36  FILE_CREATE[0x00000100) 1sttestixt 5292 30
s DATA_EXTEND{Ox00000002)
@ 19713996560 2017-11-26 17:40:36 FILE_ CREATE(Cx00000100) 1sttest.ixt 5292 30
DATA_EXTEND(0x00000002)
19713996648 2017-11-26 17:40:39  FILE_CREATE(0x00000100) 1sttesttxt 5292 30
CLOSE(0x80000000)
L] FILE_DELETE(Ox00000200)
@ 19734691272  2017-11-27 11:26:37 CLOSE{Dx30000000) Isttestbxt 5292 30
19734692320  2017-11-27 11:26:52  FILE_CREATE{0x00000100) 2ndtesttxt 5282 31
— DATA_EXTEND{OxCO0O0002)
@ 19734692408 2017-11-27 11:26:52 FILE_ CREATE(Cx00000100) 2ndtestitxt 5292 31
DATA_EXTEND{0x00000002)
19734694200 2017-11-27 11:27:08 FILE CREATE(Qx00000100) 2ndtestixt 5292 31
CLOSE(0x80000000)

[(2¥83-13] MFT Entry 3% 5292¢] $UsnJrnl & 7= 9]

L)

—

3

1ch

A 4 % $UsnJrnl Lo =3 &4 4

i)

1. $UsnJrnl o] Z=AZA ] 71X 9 ZA%H

UAE FA de Adgole A8 duuw, WAE 435
WA S wE WA Aol A7 weE ATE F At

g d o] € (Eoghan Casey), ‘®z7F oJ9A dojyk

N

) Aol thste] <)
Eowekd oA, WE oEu deulelsh ge Wl B4 ak
52 olEol W F Qi AN PFEES Sl AFHAAY AsHE
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i)

ol B (W. Jerry Chrisum)gta AHo=7|% a123) I ‘TixE Fegz
A e AFEHe SAMA A= XqE(SVVGDEZ‘D)’, AN ANFEE
Ji= AZEAY AEE= ola FHe ARAOCED), “4F H*
AgmAel AgEAY eSS A0 2 7574 SAdes dAEE
AR T 2 A8ds BAY 5 3o SARA JHAE A= "UAE
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e F tAE FA RS 27 PAAE AWARE T £
w, delEE Adstd Qo] 1 Av: Y BAF 4RI AFdol
shul, Aze] A%gol Smsofol sha, 1 Jusk FAF] dFH ook
STk ol UAY Ausk /A= WAl gold, Ak, 49y Se
EQER A% Row 9l angel wEw FA5ES Agstn At

AgAe] W Azde BE A4 W 5 7158 $Usnjml
shelel A5d, e SHES WA Al duye PFeed 4
44 S H4e wHow #89 & gdom Agdd oF Wzl
2rhsd Azgl gelel HolHeis AR A4S AT g
R A ARAA AP FAY 5 18 Q5] Fudu A
SE2 Agwe & A

23) Eoghan Casey, 'Digital Evidence and Comuter Crime(2nd ed.).;
Academic Press(2004), 12

24) Scientific Working Group on Digital Evidence : v ¥
A, AL #BAY 2 A 5o TARY At
X" ZA6 e BT

25) International Orgarnisation on Computer Evidence : v"]=f, &, 2% 9=
= zbzo] ARZGES FAo R wSolR txY =76 B3 A7) ¢

26) B3], o)X, ‘gAY FARA =T o FAFHEAR} @ FATH
shu kol &5 A1 291 791 (2006), 31-34

27) £A9, AFA, ‘YUAE FAY TATY v #g A APHA AT

’

o AT 2015-08, iR APHA A A7 21(2015), 44
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e FILE_CREATE(0x00000100) Archive Unable to resolve path of
| 26595840  2017-11-11 19:3522 () St o ano00000) ] e 24031 3 i
~ % F'=|I= ~



Archive

Unable to resclve path of

26603520 2017-11-11 19:35:22 FILE CREATE(0x00000100) 9 (0x00000020) 24152 3 parent entry
| o FILE_CREATE(D:00000100) Archive Unable to resolve path of
26604032 2017-11-11 19:35:22 CLOSE(0x80000000) g (0x00000020) ZEtnd A parent entry
00000000000000000000000
00000000000000000000000 Archive Unable to resolve path of
| 26604544 G :35:22  FILE_CREATE(0x00000100; 63609 15
2Ol mases (e { ) 00000000000000000000000 | (0x00000020) parent entry
00000000000000000000000
00000000000000000000000
| ey FILE_CREATE(0x00000100]) 00000000000000000000000 Archive Unable to resolve path of
Z0605056) 20171111 199822, |y e R B0000000) 00000000000000000000000  (0x00000020) | 2002 ® parent entry
00000000000000000000000
~E~
| NotGontent Unable to resolve path of
| 26927616 2017-11-11 19:35:23 RENAME_OLD_NAME(0x00001000) 0 Indexed 24022 - arent ent e
(Dx00002000) B L4
;jé:;i&??él?%:iﬁi;ﬁ; Mot tontent Unable to resclve path of
| 26928128 i :35:23  RENAME_NEW_NAME(0x00002000 Indexed 24022 5 © !
2017-11-11 19:35:23 i = S ) PeCRFFQCh7VCpNOOQNI12E Ee0005000 parent entry
YF7NWESQRxkNARDHyCivi4
74AulovtBGe QYWWHoKEFoP Archive
| REMAME_NEW_MNAME(Dx00002000) XvDtalLRwZKlcSggpRHemKoQ) (0x00000020), Unable to resolve path of
| 26928640 iy 35 24022 5
2017-11-11 19:3523 | 55E(0x80000000) PeCRFFGCh7VCpNoOQNI12E  Not Content parent entry
YF7NWESQRxkNARDHyCivid Indexed



2017.11.11. 19:45:30 / 'Moo0O Anti Recovery 1.11" Atx|

CLOSE(Ox80000000)

A {=18a]
ao = e o= gme e  Oymza  T2HS -
USN HEs Az ES S s =20 s me oj= G me ey LS 1S MFTEnty R EE
iy H= Seguence BisS
i FILE_DELETE(0xD0000200) x Archive Unable to resclve path of
| 29583760 2017-11-11 194530 ¢ Seern 20000000) AntiRecovery.exe (0x00000020) 23713 3 parent entry
| s FILE_DELETE(0x00000200) Moo0 Ol 0|E} E|=8HE] 7| Archive DHUserswyun_Desktopt
29583856 2017-11-11 194530 () 55E0,80000000) 1.11Ink (0xo0000020) 23704 5 Desktop
~EE.
Archive
; o UNINSTALLER EXE- (0x00000020), :
29584544 2017-11-11 19:45:32 FILE_CREATE(0x00000100) 326DESBE pf S i 23713 4 D¥Windows#Prefetch
Indexed
Archive
: . DATA_EXTEND(0x00000002) UNINSTALLER EXE- (0x00000020), o
| 29584664  2017-11-11 194532 o = CReATE(0x00000100) 326DESBE.pf Not Content 23713 4 D Windows#Prefetch
Indexed
Archive
DATA_EXTEND(0x00000002)
| 29584784 2017-11-11 19:45:32  FILE_CREATE(0x00000100) ;’;’;Sé’;;ELLER'EXE' (?“xiogoofzc?, 23713 4 DaWindowswbrefetch
CLOSE(0x30000000) P o tan
Indexed
| e FILE_DELETE(0x00000200) . Archive Unable to resclve path of
29584904 2017-11-11 19:45:32 CLOSE(0X30000000) uninstaller.exe (0x00000020) 23716 3 parent entry
| 29585000 2017-11-11 194s:3p | LEDELETE(0x00000200) Anti-Recovery 1.11 23675 13 [HPragesin Fiies

(x36)¥Moo0
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JR2=DS B8 2017-11-11 18:30:20 o AF&2F7F ‘®.kpatch’, 57
BEAARR A pdf, K AAFHRENR A ppix, HEAR 23 ipg,
KA #HA R ARG 2 hwp' 9 S A 224 (File_Closed/File_Deleted)

! | ‘Yun_Desktop’®] Hv}&
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=
Lo
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e
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_E P

A Z =@ A= AFEA7F 2017-11-11 18:40:31 o Al2=8 A|7H&
 Ae BT vk $UsnJml Y2l USNS A4 o=
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AIZE@e A E 2017-10-11 1841:06 o AF&A7F K AFA#ALGFT R
ek shue] tEE e (File Attribute® 291)E 214 (File_Renamed_Old>
File_Renamed_New >File_Renamed_New/File_Closed)3t # S ¥<lst 4=
Atk 9 gFE7 AAEHA 2 F 25 $RecycleBin\S-1-5-21-202511
5636— 2423932730-2888420290-1001% WA =d ¢ A& SID7} ‘S-1
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oo = FUT A HA=E AHEY ‘SR09J51) akelel €zt
Hihwp, ‘49dFEihwp, ‘FHEILhwp FE Al 79 odwlE

F ‘Access_Right_Changed>Access_Right_Changed>File_Closed <&
gl & Aok Al Jhe] 9d BT 9 FAFTOE o]s(AHA)EH A

m

dIE=@DZEEH AFEA7F 2017-10-11 18:42:26 ©f ‘eventvwr I+ o
Htsk AR o] gl ). EventlnfoE F3| $Data 4ol d ]E17} 7}
Hates AR g = =, ole s gl #go] FHHS 9
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MEta ¥ At £ 2 Al gosts sdse Jg
Y ORE oME 2as #d 9 A0E FYHE JEde FAY
+ ek

- WUsers#Yun_Desktop¥tAppData#Roaming#Microsoft*MMCiteventvwr

- WUsers#Yun_Desktop#tAppDatattLocal#MicrosoftWEvent Vieweri#RecentViews
- WProgramDataWMicrosofti#Event Viewer#Windows Z1WChannel_0.xml

- WUsers#Yun_Desktop#tAppDatattLocal#MicrosoftWEvent VieweriSettings. Xml

olo}A 2017-10-11 18:43:16 o =g dx < ‘DFRGULEXE-C853
DD35.pf 7} A e Aol geldn} 9 wde faza 27 28 2 A
APE = A Yol

AIZE@A A Al Al 28l Algbo] WA E Zlo] ERlET). ojuf A2~
& ‘NetworkService” £ ol st A= ol& Saf sid 2ol
EHAE T o)FoAFlE 7 B 7 Urh 2= I 9 Az
W7 A 2=E ARESHEA EHY At R ApE HUoE’ g Ao

Bl

AZE=G®A A= Moo0 Anti Recovery 1.11'E H=t W2 &4 o]
IRl theR= = A3 el ‘Moo0_ANTI_ RECOVERY_VL11_INST-
1C771390.pf ¥ o] WA= L ‘Program Files (x86) 7 &9 ‘Mool &+
P E 29t ‘Anti-Recovery 1117} A X ¥ o}, &3+ vlErsA ] ‘Mool
tlolet 3 5WA7] 1.11Ink’ Bt=717] stdo] AAHE A & 5 3

AAED2 ‘Moo0 Anti Recovery’ ZZ1do] Aes Zog Ho|=
stdelrh. A8 A ‘ANTIRECOVERY .EXE-AFI101B70.pf 2hi= 2|34
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(Archive)el A4 = A& ¥ 4 Arh ololA 0014 13974719) 5o
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Logical | File s Entry

; Name i Ext Description Category Modified
[ 1 |1 fPGIKMunirkSKYwtO3kaWLOjBTq¥KeK., O File, Deleted  Unknown 2017-11-11 18:35:23
a3 _g) RellmDr2medlindzwFb ORTyb CMEQMS. . 0 File, Deleted Unknown 20171111 19:35:23
I.:__l 3 _(5 Y2XDT w9z WIsrznks pLHE1v)p OHTdFL., 1] File, Deleted Unknown 2017-11-11 19:35:23
I__l 4 _% 93 T4 ky QS CiIVEmPUMMXKL xa2IGPxPNQ... a File, Deleted Unknown 2017-11-11 19:35:23
I.:__l 5 _('b a2hbEApgCohVUfla2lpipQwopDhhI¥éy... a File, Deleted Unknown 2017-11-11 19:35:23
I__l [ _& ErwWyBuGzhVUPwegsvGokFviKknGsrzs... a File, Deleted Unknown 2017-11-11 19:35:23
I.:__l F _;5 B8 pDXgkgWoWRMFCZWVPLWISTsruap... a File, Deleted Unknown 2017-11-11 19:35:23
I__l 8 _& EXuMOvT bjalyG2k1 KCExFS dvkUMNFCIVY... 1] File, Deleted Unknown 2017-11-11 12:35:23
I.:__l 9 J} gLJcFUSMOkUWD gx7u04 cXbInZyyg Q7. 1] File, Deleted Unknown 2017-11-11 19:35:23
EI 10 _& jmHzcd8RyUS OBrRMsECkh5tcPe OYCEES. . a File, Deleted Unknown 2017-11-11 19:35:23

[176-2] 214 ZR 388 AFE3 ZA91E Aol 29 Lost Files £U 2 ~E

| MName Losgi|zi:al l;il; | Description | Category Migtl;fed
01 1 | #unvw.credu.com ' 48com  Folder, Deleted, NotIndex.. Folder 20170901 13:23:41
Ij 2 (e 02 48 Folder, Deleted, Not Index... Folder 2017-08-07 22:54:23
|j 3 1 @ -metadata 48 Folder, Deleted, Not Index... Folder 2017-05-14 08:35:49
ij 4 | _platform_specific 48 Folder, Deleted, Not Index... Folder 2017-08-14 08:35:50
|j 5 | b o 45 Folder, Deleted Folder  2017-09-01 13:34:49
Ij & L he-il 48 Folder, Deleted Folder 2017-05-01 13:34:49
|j .7 [ & hi-in 48 Folder, Deleted Folder 2017-09-01 13:34:49
|j 8 (e r-hr 45 Folder, Deleted Folder 20170801 13:34:49
|j ] il @ hu-hu 43 Faolder, Deleted Folder 2017-09-01 13:34:49
|j 10 | id-id 43 Folder, Deleted Folder  2017-09-01 13:34:49

[176-3] ¥urA el Ao~ Lost Files 2t #2E

sl AbAl Ael= AA o]yl gk AHAI7E obd s 39
MET Entry ARE AA(AQ)doz dA dolgel et A& %
stel AW 5 A 9-A "oh weF o] MET Entry7} ¢ & 3o A &g
of YojAYA™ Bk E7lestth skAvF MFT Entry7} th& 3
od] HdolAYR A= o]Hde] MFT Entry AXE 7} $Usn]Jrnl
=7 EA3ud AAd gde RS F45 & 5 Uk

ofef o] [ZH6-4]2 Ao FAEE Aol HAHE A 9d =
MFT Entry H& ‘641832 AFE3st dmZ=EWHs HoF T7olth USN
HE e A 3D MFT Entry Sequence H3E 7|22 &g MFT
Entry7} Agddd A5 g8 2H ‘SARN A3 A pdf 7} AHA)
(2017-11-11 18:30:20)" ¥ ‘testTempViewerDir 3}do| st = A
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A Aol 2FA(2017-10-11 18:41:21)F ¥ thA]  ‘RecoveryStore.
{8570701D-C6C7-11E7-AF45-1078D2F7FB8A}.dat’ 3ol A& HA
t} o]l sl =Y AFA|(2017-11-11 19:06:19) & ‘Moo0’ Z & 19
os stdwo]l 0w WAYANL HA ‘WwMQnQTE A FEE 9
o2 vyl As FAFE & Uk

‘testTempViewerDir’ 393} ‘RecoveryStore. {8570701D-C6C7-11E7-
AF45-1078D2F7FB8A}.dat’ ot & Alz=®lol & 75 ¥ AHAH
= gdolr® AA AREATE A AAG fdS ‘SARAEAARE

AM.pdfd Aot

,51,



oy A mpRiey

Ha OIS

usn CEL NS T m me maT Siat S ofE st mow epey | E THES | MET Entry
o Sequence Hi=
FILE DELETE(OxO0CG00200 ” Archi
26337280 | 2017-11-11 18:30:20 = « ) ==z e T A pdf A 64183 °
CLOSE(Ox80000000) (OHO0000020)
Mot Content
26344104 | 2017-10-11 18:41:21 |FILE CREATE(OXO0CC0100) testTempwiewerDir Indesxed 64183 10
(Ox0O002000)
FILE CREATE(OxOO000100) RIOELORDTE
26344200 | 2017-10-11 18:41:21 | (o oL ] testTempWiewerDir Indexed 64183 10
D] (0x00002000)
FILE_DELETE(OXO0000200; Mo Conment
26344296 2017-10-11 18:41:2F CLG_SE o QG(CGOGDO 1 testTempWiewserDir Indexed 64183 10
0% J (0x00002000)
Archive
26349856 | 2017-11-11 19:03:10  FILE CREATE(OXCO000100) PECOUEVSIGIEDTOrOND Ol || Rpanoonaos. 64183 11
11E7-AF45-1078D2F7FB8A}.dat Mot Content
Indexed
Archive
£ ) = i N
sestoosz | 20171111 160510 |DATABTENDOX00000002) RecoveryStore {8570701D-C6C7- | (0000000200, S i
FILE_CREATE(OXO0000100) 11E7-AF45-1078D2F7FBaA}. dat Mot Content
Indexed
Archive
XL o e AL LN e R Store {8570701D-C6C7- | (Ox0O000020)
26350208 | 2017-11-11 19:03:10 DATA_EXTEND(0x00000002) 1igvirg-ﬁ50;z;’8D2F7F88:A}d . r: e 64183 11
- 25— a O onten
FILE_CREATE(0XCO000100) .
Indexed
DATA_OVERWRITE(OXOOO0G0001) Archive
£ )y -3 i N
seasoran | 6171111 1eosio |DATA BXTENDDX00000002) RecoveryStore {8570701D-C6C7- | (000000020, v -
DATA_TRUNCATION (Cx00000004) 11E7 AF45 1078D2F7FBEA}. dat Mot Content
FILE_CREATE(OXCOO00100) Indexed
DATA_OVERWRITE(OOOG00001) Archive
pes7a192 | 2017-11-11 190610 |DATAEXTEND(OX00000002) RecoveryStore {8570701D-C6C7- | (OxCOUOCOZ0), — 1
DATA_TRUNCATION (0x00000004) 11E7_AF45 1078D2F7FBEA}.dat Mot Content
| FILE CREATE(Cx00000100) Indexed
Archive
% g _ ; >
sesvazes | 6171111 1ooeig |FILE DELETE(DX00000200) RecoveryStore (8570701D-C6C7- | (OxO000C020), St i1

CLOSEOxS000000:0)

11E7-AF25-1078D2F7FBBA} dat
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Mot Content
Indexed




26643456

26643068

27319808

27320320

27320832

27321344

27321856

27322388

27322880

27323392

2017-11-11 133522

2017-11-11 19:35:22

2017-11-11 13524

2017-11-11 19:35:24

2017-11-11 193524

2017-11-11 19:35:24

2017-11-17 19:35:24

2017-11-11 19:35:24

2017-11-11 19:35:24

2017-11-11 19:35:24

FILE_CREATE(QwOO00:0100)

FILE_CREATE(OxCO000100)
CLOSE(0xB000000(0)

BASIC_INFO_CHAMNGE(OxDOO08000)

BASIC_INFC_CHAMGE(OxOOO8000)
CLOSE(0x800000:0:(0)

|& user changed the

FILE_ATTRIBUTE_MOT_COMNTENT_INDEXED
attributeINDEXABLE_ CHAMNGE(Ox00004000)

| BASIC_INFC CHAMGE(GxOOC08000)

A user char‘iged the
FILE_ATTRIBUTE_MNCT_CORNTEMT_IMNDEXED
attributelN DEXABLE CHAMNGE(CxO0004000)

|BASIC INFO CHAMGEOxOOC08000)

A user changed the
FILE_ATTRIBUTE_MOT_COMNTEMT_INDEXED
attributelN DEXABLE_CHANGE(OxO000400:0)

| BASIC_INFO_CHAMNGE(Ox00008000)

A user changed the
FILE_ATTRIBUTE_MNCT_COMNTEMT_IMNDEXED
attributelM DEXABLE CHAMNGE(OxOO00L000)
BASIC_IMNFO_CHAMNGEOxCO008000)

A user changed the

FILE ATTRIBUTE MNOT_COMNTEMNT_INDEXED
attributelN DEXABLE_CHAMNGE(OxXOOOO4000)

| BASIC_INFO_CHAMNGE(CxO0008000)

A user changed the
FILE_ATTRIBUTE_MNOCT_CONTEMT_INDEXED
attributelNDEXABLE CHAMNGE(Ox0000L000)
BASIC_ INFO CHAMNGEOxOOOIE000)

- 53

30

30

30

30

30

30

30

30

30

30

Archive
(OO0 000200

Archive
(0xO0000020)

Mormal
(0x00000080)

Mormal
(OXOO0C0080)

Mot Content
Indexed
(0000200407

Mot Content
Indexed
(OO00020000

Mormal
(OxO00000ED]

Mormal
(Dx00000080)

Mot Content
Indexed
(Dx000020:00)

Not Content
Indexed
(OXOO002000)

54183

564183

54183

54183

62183

c4183

64183

64183

12

12

12

12

12

12

12

12

1z

12



27323904

27324416

27324928

27325440

27325952

27326464

27326976

27327488

2017-11-11

2017-11-11

2017-11-11

2017-11-11

2017-11-11

2017-11-11

2017-11-11

2017-11-11

183524

19:35:24

19:35:24

i1g:35:24

19:35:24

19:35:24

19:35:24

1o:35:24

REMAME_COLD_MAME(OxCO001000)

REMAME_NEW_MNAME(Ox00002000)

REMAME_MEW_MNAME(Q=CC002000)
CLOSE{(Ox80000000)

| & user changed the
FILE_ATTRIBUTE MNOT_COMTENT_INDEXED
attributeIN DEXABLE CHAMGE(O®OOCT4000)
BASIC_INFO_CHAMNGE(OxO00080:00)
| A user changed the
FILE_ATTRIBUTE MNOT_COMTENT_INDEXED
attributelN DEXABLE_ CHAMGE{Ox000CA000)
| BASIC_INFO_CHANGE(CX00008000)

BASIC_INFO_CHAMNGE(OxO0008000)

BASIC_INFO_CHAMNGE(COCO08000)
CLOSE{O=800:00000)

FILE_DELETE(OxQC000200)
CLOSE(0x80000000)

30

L WMQNQIWITOL7 3kMjnvsl4gRdITyg |

9rljSka3sH7BFVYoMNmE9cfgBjsBPqg
22bUHWEWgPDraSAssS3[[QAIKSLTK

| %BIPAKIMBIDRAZKS9gsp254ESWVRS |

WMQNQIWITOL7 3kMjnvslagRdITyg
grljska3sH/BFVYoMNmMEScigejsBPg
22bUHWEWgPDraSAsS3JQAIKSLTK

| xBIPAKIMBEORAZKS9qsp254ESVPS |

whQNQIWITOLT 3kMjnvsidgRdITyS
arljSka3sH7BRVYoMNmMEScigEjsBPg
22bUHWEWgPDrasSAsS 3 [QAIKSLTK

| %BIPAKIMBIDRAZKS9qsp254ESWVP3 |

WMQNQIWITOL7 3kMjrvSI4gRdITyS
orljSka3sH7BFWYoMNmMEScfghjsBPg
22bUHWEWgPDraSAsS3[[QAIKSLTK

| xBIPAKIMBEDRAZKS9qsp2S4ESVP3 |

wWMQNQIWITOLZ SkMnvsiagRdITy9
grljska3sH7BRVYoMNmMEScigejsBPg
22bUHWEWgPDraSAsS3QAIKSLTK

| %BIPAKIMBIDRAZKSSgsp254ESWRS |

WhMQNQIWITOL7 3kMjnvSlagRdITye
orljskazsH7BRVYoMNmMEScigajsBRg
22bUHWEWgPDaSAsS 3 [QAIKSLTK

| XBIPAKIMBLDRAZKSSgsp254ESVp3

whQNOQIWITOLT3kMjnvsldgRdITy9
arljSka3sH7BRVYoMNmMEScig6jsBPg
22bUHWEWgFPDraSAs53jQAIKSLTK
XBIPAKIMBIDRAZKS9qsp254ESVRS

Mot Content
Indexed
(00000200400

Mot Content
Indexed
{OxC0002000)

Archive
(OO0 000200,
Mot Content
Indexed

Mormal

(O000000E0)

Mormal
(DxO0000080)

Mormal
(0xDO000080)

Mormal
(00000008 0)

Mormal
(OxOO000080)

[196-4] MFT Entry 1% 64183 A3 $UsnJrmldd #Haz=
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84183

64183

54183

64183

64183

64183

64183

64183
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Mewtech pdf - 1 ooy
823669362 | 2017-11-11 18:06:06 Renaming File = S =42Z e = Ox3ead o
= | =T pdf
T T A _pdf

===
823926078 File Deletion 2?; ;Ed—f 2017-11-10 23:54:56 2017-10-29 17:15:16 2017-11-11 18:06:06 2017-11-10 22:54:56 Ox3ead &

. Directory testTem pWiew

823968348 | 2017-10-11 184121 | 0T e 2017-10-11 18:41:21 2017-10-11 18:41:21|2017-10-11 18:41:21 | 2017-10-11 18:41:21| Ox3ead =3
testTempWisw

223968714 File Deletion e 2017-10-11 18:41:21 | 2017-10-11 18:41:21 2017-10-11 18:41:21 | 2017-10-11 18:41:31| Ox3ead =

224087968 th[51.ipg 2017-11-09 15:03:00 2017-11-00 15:03:00 1601-01-01 22:21:43 | 2017-11-00 15:03:00| Ox3ead 4

RecoveryStor |

824212560 | 2017-11-11 190310 File Creation eéiiiczfif 2017-11-11 190310 2017-11-11 190310 2017-11-11 19:03:10 2017-11-11 190310 Ox3ead (=3

Wit RESSieryst
ritin ecoveryStor
Cont gr F Al '8570‘3[}1D
824212843 N:” ;r" E;' . |Mumber: Ec:ec7 i i ox3ead &
tonResioen 1840546(1) 1: = -
File AFAS_
824822510 | 2017-11-11 19:35:22 |File Creation 30|2017-11-11 19:35:22 | 2017-11-11 19:35:22| 2017-11-11 19:35:22 | 2017-11-11 19:35:22( Ox3ead &
[OOOCO000000 | wiMQNGIWIT
825255409 RenSHg s [DPI00000000 DL TSEMInYG] Ox3ead &
COO00C00000 AgRAITySoTS
OO0 ka3sH 7ZREVY O
W QNCQIWITT
- : OLT2kMjnws|
825257007 File Deletion 2016-10-03 01:23:37| 2016-10-22 13:45:28| 2017-11-11 19:35:24 | 2016-10-31 05:09:37| Ox3ead 3
AgRdITy99rljs
kaz3csHTRAVYN

[2”6-5] MFT Entry 3% 641832 A&3F $LogFile d 7=

2 A=l 8w



@ oWE =1 BA

$UsnJml AZEE T3l 7 e Al WAy gxa 27 25 =
g # % A, o|WlE 2 o] =
g 4 9ol ol oWIE B BAS 23 sid A
= S

A Ay Q. ol u A ZH-H ‘systemevtx FLS FE5] =S¢
AgsteE oHE Fo] ofEFgAlelAdS F3l o/WE =1 ygs glst
A [296-6]13 [LH6-T][1H6-8lNAAH ‘o|E =1 AA]" AR %
AlzmEl AZE WA ARES g1 4 gt or)A e A

ke

‘2017.10.11. 18:43:26'1 4 2017.11.11. 1850:59'= W7 ¥ AHRE g<2lo] ¥
o olWlE 2o Abdsh g oldel WMAR AlEl Ak WA 2ouvt 4
A Aotk Al At = AHAlE olWlE o] g 3 Y
o] & T3 o)de oWlE 2aES VA B Zart JATh

T oA A" AIZE EA ] B T2 7S] AREo]l A2 Elv o
AL ARE QueE  suAd  se® Apem uin =@
NetworkService’” Etlell et A& Sl HWEHAE o] &3k A7H
WAL ® AL #3925
System.evi X|
I A |Shnwing$2?vmﬂ5) : : | RAW =
T:‘._':‘E\"iarv’|ir’|g |I;Da§'—11'11 lg“;E:ED:ZEIEVEE'IHE;{\’:Dr:nﬂ'\“ilnduwsfﬁmESErviEE lizligwy |;’:;;LWHORHYWLOCALS'$S;"EJL::|ZEDPC
i) Information  |2017-11-11 | 2= 6:50:23 1 Microsoft-Windows-Kernel-General |None T AUTHORITYWLOCAL 5 Yun_Desktop-PC

Information | 2017-10-11 | 9= 6:4%:12 7036 Service Control Manager None IN/A 'Yun_Desktop-PC

(oully 27 THR0) HHESSLICH

o
5
3
8

2
5
El

[186-6] o|HIE =1 AHA] &34

35) E2X419] Date A7 3eke] Description Al7Fo]l x}o]7t 91t o]+ UTC+00:00
7l NS ®7)3 Ao shar Alzte g WA 9AIZHS HEfFoiof St
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system.eve (x|

|01 1 2 |Showing 32event(s) | WG

Type [Date [Time [Event  |source [Category luser |computer

4, Warning 2017-11-11 | 2Z 6:50:23] 52 Microsoft-Windows-Time-Service  None NT AUTHORITY#LOCAL 5 Yun_Desktop-PC
@ Information  2017-10-11 12; 7036 Service Control Manager |None A 'Vun_Deskbop-PC
(1) Information  2017-10-11 | 23 6:42:07| 104 Microsoft-Windows Eventiog

|%3 27 TF0] ARSI Z SLICH Ws-1-5-21-2025115636-2 Yun_DesktopPC

' “The description for Event ID { 1) in Source { Microsoft-Windows-Kernel-General ) could not be found.

uopdsag

.iElher the component that raises this event is notinstalled on the computer or the installation is corrupted. You can install or repair the companent or try to change Description Server.

‘The following information was induded with the event (insertion strings):
1 2017-11-11T0%9:50: 23. 14717
‘201?—1u—11Tu9:su< 23.542

[ZH6-7] Al =" AZE i &%

System.evix X l

EU ) showngBeventl) \ L

" 52|Miosoft-Wirdows-TimeService  [None
50:23] 1 Microsoft-Windows+ermel-General  None
43:12 7035 'Service Control Ménager None
= 6:42:07 104 Microsoft-Windows-Eventiog

) Information  2017-11-11
(i) Information | 2017-10-11
(i) Information |2017-10-11

T AUTHORITY#LOCAL S Yun_Deskiop-PC
Nfa Yun_Desktop-PC
23 20 MFR0I ATH T S ELICE s-1-5-21-2025115636-2 Yun_Desktop-PC

AIZEMHI2HM AZHE 15762834022537010 2 8 S TAIFID AZHS dEMsLICH

uopdinsaq

[2%6-8] A=l Az W7 &4 2

b HmE AT B A Uaa 27 29 A oWEs} B

m oo

A
S FFT & Jde ARER o] Hid [2Y6-9llM Y ol

f a8

18:43:12)8tx ==& A

=

o2

Systemente (X |

P00 o A | showing 32 eventls) R o
Type |Date | Time |Event  |Souree |Categary |User |Computer
A Warning 2017-1111 | 2= 6:50:23 52 Microsoft-Windows Time-Service | None NT AUTHORITY*WLOCAL S Yun_Desktop-PC

(i) Information  |2017-11-11 | 2% 6:50:23 1 | Microsoft-WindowsKernel-General None NT AUTHORITYWHLOCAL 5 Yun_Desktop-PC
[iriomaion_ 25 i7-5-11 7% e Coro Moager Mo ya —  —npeoprc
@ Information |2017-10-11 |25 6:4%:07 104 Microsoft-Windows-Eventiog %3 21 M 0| 28I Sl 22 LICH | 4Ws-1-5-21-2025115636-2 Yun_Desktop-PC

| Disk Defragmenter AH| A2} L0 &Y 2 SMHILSLICH

londibsaq

[276-9] Pz 27t we oiE

>

B

s
S

(o

® 371 ®7o] Sole 17le) dara Al £

dAZ=@olH KAABEZTE I HaEe] e 43 hwp, ‘4

= =2
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27} RecycleBin o2& W
el & 4 A

WA FAEo SIDS 9 Aol A&Ale SIDE Hwe ® A}
#kol dAset

&

User 51D | colectionTime Ag;ftfft Job Target

I_| 1 Admlnlstrator 5-1-5-21-2025115636-2423932730-2838420290-500  2017-11-14 02:06:03 Reglstry ‘EvProc 2017113170603 7‘7‘| DI AL

IJ 2| Guest 2017-11-14 02:06:03 Registry EvProc 20171113170603 S L E AT
|_| 3 HclmeGroupUserS 5-1-5-21-2035115636-2423932730-2888420290-1002  2017-11-14 02:06:03 Registry EvProc 20171113170603 S+ Bl B AL
IJ 4| S -1-5-18 5-1-5-18 2017-11-14 02:06:03 Registry EvProc 20171113170603 SH I E AL
I_| 5 S -1-5-19 51-5-19 2017-11-14 02:06:03 Registry EvProc 20171113170603 SH I E A
IJ & S -1-5-20 5-1-5-20 2017-11-14 02:06:03 Registry EvProc 20171113170603 SH I E AL

(I 5. \"un_DeSktop 5-1-5-21-2025115636-2423932730-2866420290-1001  2017-11-14 02:06:03 Registry EvProc 20171113170603 SH LB AS

[7196-10] AH&-ke] SID 8¢l

shANE el d FAEA AAlE e Eg= GlHY dd HEE
stefell EAstd FLELS FAE HFo] SASHA &+
g ez e x Arel FI09J51J(YE 3o A= AHE A9
S B3 KAAR#AEZATR gaEZs ‘ChUsers\Yun_Desktop
\Desktop\ el %H;Eaiﬂ, 7 skelellE YRR ALhwp, AUdPFR
Lhwp, ‘FHEILhwp'Hdo] EAPG S & F de=d, FA 0l
A 8k= 7135@ $UsnJrnl HAZE=E A A3 39 FLdE0]
KA #AZEH I A B 7E AbA|E WA d&32bA = vks T4 4
AMES FUER e B 5 Al

kv

o AbA

==

111

i

ofN
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= i File Last Entry [ Last
DLl Soitend ‘ Name | Created ! Written Madified | Accessed
4 DEfE SRegydle.Bin - i
= 1 \ AEBELESD 0174110 23:50:59 2017-11-11 17:44:00 2017-10-11 18:41:06 20171111 17:14:00
b ORI S 2L AR A0 AR R0 Q[ S351J 2017-10-11 18:41:06 2017-10-11 18:41:06 2017-10-11 18:41:06 2017-10-11 18:41:06
G 5-1-5-21-2507313160-1702723500-2205036662-1001 = 2“—3 _— _— = et
Df_lics Documents and Settings -l a {I[3 ) - . )
| Fields || Report | [£] Te | &8 Hex jjij Decode oc - | Transcript [ Picture (] Console ol File Bxtents <) Permissions  —f| Hash Sets o) Attributes
1 Options * Codepage » A, TextStyle » 34 Find Sy [ ] | 2] CompressedView | % J
0000 -~-0-- -] -] ---0---hR--0 mﬂnﬁmuj .- EHE T hepPpAio- - 4T - -0- - 000000 R SRE00000000 - - BS - - 1°=’°=W~1,prpf—‘
2400---+V- -0- --OO0DH sHmiomin- - - - - SR EETET hplo--h3- 0. oo oo 0--- R RET hpr“a“‘ e |
i g | File Last Entry last
lan ;;m"ld ; | Name | Crested | Wrtlen | Modiied | Accessed
4 DY SReardeSin || KAEEEREED 0171110 Z3/50:59 20071111 17:1400 20171011 18:41:06 20171111 17:14:00
CEA W Skh Al AR P IR ] $K09s51) 2017-10-11 18:41:06 2017-10-11 18:41:06 2017-10-11 18:41:06 2017-10-11 1841:06
(/] ) 5-1-5-21-2507313160-1702723500-2295036662-1001 "-‘ R T e B
O Jos Documents and settings - = M | ' ) ’ o
1) Fields || Report | P Ter ‘. Hex jii Decode [5]Doc | Transcript [ Picture ] Console ol File Extents |5} Permissions | 5§
gOpbons 4 Codepage = A TedStyle ~ #4Find 23 j _J | ;Cumprssc\inew 'jj
000 ---- - - -O000C:\Users\Yun Desktop\DesktophK AR ZhE B T - - - oo mn oo
e -
o

[Z"6-11] FAE Wl AHAle KA #EZg SR fgaEe] &4

@ ‘Moo0 Anti Recovery 1.11" thZ=(n] 2 &)

$UsnJrnl #lZ =0 A AFEA7F ‘Moo0 Anti Recovery 1.11'E& &=
E ke A4S WHTE ¢ T AAR R v AHEe) Z2

Hs AAS A2E Foprh HAuTh
Hanie s ‘ s | N | Aok
IJ 1 (] Moo0_nti Recovery v1.11 Installer.exe 2017-11-1119:05:13 2017-11-1119:05:14 2017-11-11 19:05:14 2017-11-11 19:05:14
2z |j Maool_Anti_Recovery vi11 Installer.exeZone.ldentifier
IJ- 3 _'] desktopiini 20171107 23:28:36 2017-1107 23:28:41 2017-11-07 23:28:41 2017-11.07 23:28:36

[296-12] MooO Anti Recovery 1.11 A X 3 &3

?l a2¥E 3 2= w2 AlZH(File Created) A7t $Usnjrnlol
A 715" AlZbe] A ES Felst 4 Qloh e ZE ] A EHE
e 4 d=d 1 AR ARE dA S

‘ g S R | wmt | By |l
. i | Created Wiiten Medfied | Acessed

EE: ij MOOO_ANTI RECOVERY VL.11_INST-LCT71390.pf 201741-11 19:05:36 2017-11-11190536 2017-11-111%05:36 2017-11-11 10536

[7276-13] Moo0 Anti Recovery 1.11 Z g sjx A3 &3

A ARE WHSA oW Aumewm

[kl

A=

i
e
il
rlo
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4 g A E o F2E

904 B0 Moolehe € QRS A% 5 slon} A4 1 o

g mmade] EAEA eurh e 4A A vhgshde] whesi]
3

(‘MooO dlolet 3]EX]7] 1.11Ink)E AHAABAoY dAA utEstHg =
o] Havtdo] EAsA Foe AT Uk o= oF FIE T2

=
a9 A9 ARG & 5 Ak

9] zzagle] Agd u ‘ANTIRECOVERY.EXE-AF101B70.pf 2= 2] 3 %]
3 =

gdo] AgE = AS 9 $Usnjrnl HIZ=oA AT 5 QUSAh AA
i Zelu A vt A AFhe sQle Bwl ARE AEZE $Usnjrnl

]
ol A geld Ad xzkel 2017.11.11. 19:35:16'¢F & =] 3k},

File Last | Entry | Last
Created ertten Modmed | Accessed

[ 10 _j ANTIRECOVERY EXE-AF101B70 pf 201? -11-1113:35:16 201? 11 1119; 35 16 201? A111118:35:16 201? -11-1118:35:16

Name

[(1¥6-14] ANTIRECOVERY.EXE-AF101B70.pf Z&| o x| 5t o] A|7F K

A 5 2 g Y2ESS 9o EAdR HAHEE A A0
o] =@M skt AAl A FdE 55E BT = Lost
Files T8 E2)E &l wul qlojo) ¥adw @ v 528 d
:‘,\_ 0]

® ‘Moo0 Anti Recovery 1.117 2MAl(Z 215 As) 2 214])

x2S 2AsE 4o+ ‘UNINSTALLER.EXE-326DESBE.pf’
o] Ay = AE B F Qded, Y ZE A Fd FoE T3 2A
Device Path® o] & F<lst 4 9t}
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D ... smrr = B )

[ File Edit View Options Help
IXBaz=Ea4a
Filename Created Time Maodified Time FileSize Process EXE  Process Path Run Counter Last Run Time
[ETUNINSTALLER EXE-32.. 2017-11-11 @ . 2017-11-11 95 74532 28796  UNINSTALLE.. CHPROGRAM FILES (XB6/#MOOGHANTI-RECOVERY LIIHUNINSTALLEREE 1 2017-11-11 25
i [T | b
Filename  / Full Path Device Path Ing*
(| OLEDLGDLL CHWindowsHSysWOW64#oledlg.dil H#DEVICERHARDDISKVOLUMEZHWINDOWSHSYSWOWGA%OLEDLG DLL 27
%] PSAPLDLL C:WindowsH SysWOWB4#psapt.dll HDEVICERHARDDISKVOLUME2#WINDOWSHSY SWOWB4RPSAPLDLL 30
1% RPCRTADLL C:WindowshSysWOWB&spered.dll HDEVICERHARDDISKVOLUME2HWINDOWSHSYSWOWBARRPCRTA.DLL 19
@ SECHOST.DLL C:Windowsi SysWOWB#sechostdll HDEVICERHARDDISKVOLUME2HWINDOWS#SY SWOWE4KSECHOST.DLL 18
%) SHELL32.DLL CHWindowswSyswOoWesshell32.dI “WDEVICEX¥HARDDISKVOLUMEZWWINDOWSHSY SWOWB4H SHELL32.0LL 25
%) SHLWAPLDLL CHWindowswSysWOW6Awshlwaptdll HDEVICERHARDDISKVOLUMEZ#WINDOWSHS VSWOWEA% SHLWAPLDLL 23
|_|SORTDEFAULT.NLS. C:#Windows#GLOBALIZATION#Sorting#SORTDEFAULT.NLS #DEVICERHARDDISKVOLUMEZHWINDOWS#GLOBALIZATION®S ORTINGRSORTDEFAULT.NLS 35
%) SSPICLIDLL CWindowssSysWOwesspiclt dll HDEVICERHARDDISKVOLUME2RWINDOWSHS Y SWOWBARSSPICLIDLL 2
|| STATICCACHEDAT CWindowsFonts#STATICCACHE DAT HDEVICERHARD DISKVOLUMEZKWINDOWSHFONTSWSTATICCACHE.DAT 38
[@| TZRES.DLL C:HWindowsHSysWOWB#tzres dil #DEVICEWHARDDISKVOLUMEZ#WINDOWSHSY SWOWE4WTZRES DLL 36
: OGRA FILES (XBEIWMODOWANTI-RECOVERY 1 LIWUNINSTALLER EXE WDEVICERHARDDISKVOLUME2FROGRAM FILES (RBSIMDOCHANTI-RECOVERY 1 11WUNINST? i
f’ﬁ USER32DLL C:WindowsWSystem3 2wuser32.dll HDEVICERHARDDISKVOLUME2#WINDOWSHSYSTEM3Z#USER32. DLL & |
| USER32.DLL CHWindows#SysWOW64#user32.dil #DEVICERHARDDISKVOLUMEZHWINDOWSHSYSWOWG4%USER32 DLL 12
% USP10.DLL CHWindowsiSysWOoWe4susp10.dll HDEVICE¥HARDDISKVOLUMEZWWINDOWSHSYSWOWE4%USPIO.DLL lil
|| %) UXTHEMEDLL CWindowsSysWOWe4stuxtheme.dil HDEVICERHARDDISKVOLUMEZHWINDOWSHS Y SWOWBARUXTHEME DLL SAI
%] VERSION.DLL CWindowsttSysWOweitversion.dil #DEVICERHARDDISKVOLUMEZSWWINDOWSHS Y SWOWBAHVERSION.DLL 43|E
|| WINDOWSSHELL... C#¥WindowsWWINDOWSSHELL MANIFEST HDEVICERHARDDISKVOLUMEZWWINDOWSHWINDOWSSHELL MANIFEST 33i
(@ WINSPODLDRV  C:WWindowssSysWOWB4winspool.dry HDEVICE¥HARDDISKVOLUME2WWINDOWSHSY SWOWB4WINSPOOL DRV 26
[Elwows4pLL CHWINDOWSHSYSTEM32WWOWBADLL WDEVICEWHARDDISKVOLUME2RWINDOWSHSYSTEM3 24WOWE4 DLL 1
CHWINDOWSHSYSTEM32ZWWOWEACPU.DLL #DEVICERHARDDISKVOLUME2RWINDOWSHSYSTEM3ZHWOWGACPUDLL 3
CHWINDOWSHSYSTEM 32 WOWBEAWIN.DLL DEVICE¥HARDDISKVOLUMEZAWINDOWSHSY STEM3 2HWOWEAWIN.DLL =
1 | ¥
1 Files, 1 Selected NirSoft Freeware. hitpilivww.nirsoftnet

L = ]

[1916-15] UNINSTALLER.EXE-326DESBE.pf Z &% s &34

T WA= 7leRE Aol 7ERE Atdle A9 dld Tde] &
=% AEY 2 Aol 3 w4 dide] dAth Ve & ARIS I3
Aol 7)ol EA o2 AlgHo] ¥A HTF V&S aAsta e AN
oz% Port AAHER AA oA Afef 7|7 g BAE w=
Al gt ofge] At Tyt Fafake] S| Afol| Al HHAIAIZ] o]l
Eot O fF ARE FAstaa Foz 1 s It Ak A
AbgEtE 77| ere 2 A BT
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Al L2 @

net

o
o= rr

=4

ot

pni

a2 oxf KelAre] AAEE +4 AFRE2Z WEHSOIL
a2 Of% Al oo Z2FstE LelAte] iy 7|lg SEE MS
ZUL=Z KeAte] =4 AFEH2Z YAISHI|Z 510f, E[A T LAt
7|z ¢l 'BMX-S500)0f CHet 7|& At=et =, 7Bt 5 WS 2
Ad oS WLeV|2 OFEHL, o3 20| 7l RES AlESHRAL

- 'BMX-S500).xIsx'Li Z|A} O|2 S K AR HZA
- '‘BMX-S500)xIsx'0f| A| 'Project_A505xIsx'Z2 1t O|E

g

Hy
Al

XtAQ| iCloud A™EE Edl 'Project_ AS05.xisx' It HAZE

™ MK ZZ MOl ‘Eraser’ T2 M-S 0|30 'Project A505.xIsx’ AHK|

'NewFileTime' ZZAME 0|835}0] 'Project A505.xIsx’ M LAX}IE '2015-11-10 16:50:26'=2 HA

X SAT|DOM SHEE ME - OZE J|2 Z2MED ‘BMX-S500)
=] S 1=
1) ¥4 374 2 B4 U

(1) 7 Audele Az g 9@ AR =

oH& e
oy THSAILIE|R 7| &/E.E0L
2SN Windows 8.1 Pro K
I UA A H NTFS
HEA|ZHCH UTC +09:00
SHAHEEY 9 oY F&E, 2 =7 EnCase v7.12.01

$Usnml EM &3 NTFS Log Tracker, NTFS $UsnJrnl Parser(v5.0.1)
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(2) 7H& AluEl e BdEkel (A" A7 7]

ViN

2017112715478, BAMX-

I

5000 xlsx2] = FR2| A|E0M BILPS S BiE

2017.1127. 16:08%, DFR O[S B (BMX-S500)xlsx > Project AS05xlsx) /

Azt

sHo HFEH
Al - LY

201714 27 17:00%, 'Eraser'2 ' Project_AS05 xlsx '

H7)

2017.11.27. 15:47

oy

2017.11.27. 16:08

o

2017.11.27. 16:33

o

hrs

2017.11.27. 16:40 4
2017.11.27. 17.01 4

Z — BMX-S500JxIsx2| = 7§O| A|EO|A SILIO| MM HZH(2Xto| F7| £)

H
o=
ofo

#H
A — BMX-S500J.xIsx > Project_A505.xIsx

El

N pe e
=l
o

Z — New File Time36) Z2 0oz £X MM HIZ AlZt HE

>
o
H
rE

[15%

iCloud3”2 It 'Project A505.xIsx’ HE2E — ZHRY| £|0f YT iCloudd] 230 = MY HZE

AR

ot

'Project_A505.xIsx’ AtK| — It Atx| T2 3 ‘Eraser3®)'Z '‘Gutmann39)(35passes)’ M EH

36) Windows Al 2~8l o] stdEd 3t A7t AR A ZTE733 Nenad Hrg 7N, AF&8d NewFileTime v3.0.1.0

NEFAA AFste FHFE AFE AU 2E Alo]AZAXE ﬂc TFAAY AFH T oY Fule] teE=
st FHE £ Adu. 7IMe, ‘olo]FER-E  https://ko.wikipedia.org/wiki/2%EC2%695%634%ECIODYBAYGED6R1%B4 %
EB2ODXBCXEC2OA%BI%EB2693269C, 2017.11.30.

37)

38)

A= Eat A B
The Eraser Project 7§

[

HolHE &43 A9 AZE0F oz whiog Eyl Brl5E A §e
3 A28 A Eraser 6.2.0.2979
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2) 4 A% 2 FE Py

(1) $UsnJrnl LS £33k A-g2 @9 F7

AzZE 7 S

HIAE
® 2017.11.27.15:47:07 / ot L& HZE
Gy maioy I EES
LSN HIE A HE B HY S O o oIS Ot OhE EpRE G MFT Entry HH BHE

MFT Entry = .

Sequence H=

oo SECURITY CHAMGE(0x00000800) Archive Users#yUN#Desktop#BMX_
~11-2 AT
13221838 | 201712710707 BASIC_INFO_CHANGED=x00008000) Bi183100 O 00000020) aciie 5 W
Archive Users#y UM Desktop#BMX
17-11- A7 G } Y = -
13221968 2017-11-27 15:47:07 OBJIECT_ID_CHAMNGEO=x00CE0000) BMX-5500) xlsx (0%00000020) 83939 1 wAEo!
SECURITY_ CHAMNGE(OxC0000800) g .

13222056 | 2017-11-27 15:47:07 BASIC_INFO_CHAMNGE{OxOO0028000) DA1B3100 wm“"é;ﬂggz 0) B4A761 3 isj‘ir;';*‘VUN“‘DESHOWBMX_
OBIECT_ID_CHAMNGEO=OD0E0000) = 2
REMAME_OLD_MNAME{OxO0001000) Archive UsersWyUNWDesktopWBMX

£ G AT - = X E ). =

13222136 2017-11-27 1547107 OBJECT.ID_CHANGE(0X00020000) BMX-5500]) xlIsx (0X00000020) 83939 1 wopol

39) The Gutmann method is an algorithm for securely erasing the contents of computer hard disk drives, such as
files. Devised by Peter Gutmann and Colin Plumb and presented in the paper Secure Deletion of Data from

Magnetic and Solid-State Memory in July 1996, it involved writing a series of 35 patterns over the region to be

erased., 9713 t]o} https://en.wikipedia.org/wiki/Gutmann_method, 2017.11.30.
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© 2017.11.27. 16:08:40 / It

gy mue 9SS
LSN HIAE AjZHER HE A2 E1 Oy o ol Oy OhE B i MFT Entry HH 32
MFT Entry #is o
equence H=
e Archive UsersiyUNwDesktopWBMX_
13234528 2017-11-27 16:08:40 RENAME OLD_NAME(Dx00001000) BMX-S500)xlsx (0%00000020) 83939 2 WSl
. ) Archive UsersyUINW Deskto pWBMX_
13234616 2017-11-27 16:08:40 RENAME_NEW_MNAME{Ox00002000) Project_AS05.xlsx (0X00000020) 83939 2 Wl
REMAME_MEW_MAME(OxO0002000) : Archive UserstY LN DesktopwBMX,
49 084, =] i 4 _
13234712  2017-11-27 16:08:40 CLOSE(0%S ) Project_AS505 xlsx (0% 020) 83939 & wopel
@ 2017.11.27. 16:33:35~16:35:10 / A|ZF HE HA
3ap meio) D oo
L5N HEE Ajft 3 HE HY S Hd o osE i ObE EpE e MFT Entry HH E=2
MFT Entry gi= =
quence H=
—— W Archive UserswYUMNSAppDatawRoami
13242184 2017-11-27 16:33:35 DATA_OVERWRITE{OxCOC000001) MewFileTime.ini (0400000020 83865 2 ng#NewFileTime
=Tl am.ae  DATA_OVERWRITE(OxDO000001) S Archive UserswYUN#AppDatawRoami
13242368 2017-11-27 16:33:35 CLOSE(0xB0000000) NewFileTime.ini (0x00000020) B3865 2 ng#NewFileTime
T Archive UsersstYUN®AppDatawRoami
A =il i
13242464 2017-11-27 18:33:35 DATA_OVERWRITE(OxCO000001) NewFileTime.ini (0x00000020) 83865 2 ngWNewFileTime
an.ae DATA_OVERWRITE(OxCO000001) ; iz Archive UserswyUN®AppDatawRoami
13242560 2017-11-27 16:33:35 CLOSE(OxE ) MewFileTime.ini (0%00 20) 83865 2 ng#NewFileTime



Archive

n MNEWFILETIME_X64.EXE- (0%00000020), . .
Ay d ' ¥
13246112 2017-11-27 16:3345 DATA TRUNCATION(0x00000004) iy e o ettt 83868 Windows#Prefetch
Indexed
Archive
\an. s DATA_EXTEND(OX00000002) MEWFILETIME_X64.EXE- (0%00000020), i
4 11 A f
13246240 | 2017-11-27 16:33:45 Sl op U e o WO iianiaie e 83868 Windows#Prefetch
Indexed
Archive
DATA_EXTEND(0XC0000002) )
13246464 2017-11-27 16:33:45 DATA_TRUNCATIOM(0x00000004) ggizb?ﬂmi—xmam (i’d‘gfgiﬁf;ﬁ]' 83868 Windows#Prefetch
CLOSE(0x80000000) P P
~ZEk.
13247392 2017-11-27 16:35:10 BASIC_INFO_CHANGE(0X00008000) Project AS05.xlsx mé”mma'%] 83939 ;;T;;’I'WUNJ*DESHDP*BMX-
nc.ar BASIC_INFO_CHANGE(OX00008000) _ Normal Users#yUN#DesktopWBMX_
A A i
13247488 2017-11-27 16:35:10 | oom o oo oo Project A505.xlsx PR 55 ol 83039 bl
13247584 2017-11-27 16:35:10 BASIC_INFO_CHANGE{OXCO008000)  Project_AS0S xlsx (exgjcggno?elgm 83039 j'l:ls;«e;ir;‘:\'YUNWDesktopWBMX_
s ..~ BASIC_INFO_CHANGE(OXCO0080G00) Normal UserswyUN#Desktop#BMX_
13247680 2017-11-27 1635:10 | (om0 oo Project_AS05 s i i 83039 i
13247776 2017-11-27 16:35:10 BASIC_INFO_CHANGE(OXCO008000]  Project_AS05 xlsk mg‘“h"'ezm 83030 ;;T;;’I'WUNJ"‘DESHDWBMX—
i wc.an BASIC_INFO_CHANGE(OX00008000) _ Archive Users¥YUN®DesktopWBMX_
13247872 | 2017-41-27 163510 | L S o Project_AS05 xlsi 2152 83039 izl
2~ O =
[176-16] 7I=f= AHEle] $Usnjrnl dl2= HH
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@ 2017.11.27. 16:40:54~16:41:21 / iCloudZ 1t A= &

ey ey || FEEEE
LSN I At FE 23 5y S92 OE oHE s O oheE Erg o MFT Entry b [ -
MFT Entry Hi= 2
Sequence B=
Archive UsersiYUN®AppDataftLocal
s ) ) (0x00000020), WPackageswwindows_ie_ac_0
13302032 2017-11-27 16:40:54 FILE CREATE(OxCOO00100) cloudkit[1] js Mot Content 85153 2 S ACKINEtCachewFVE1L0
Indexed SR
Archive UsersiwyYUNwAppDatawlLocal
. DATA_EXTEND(0x00000002) e (Ox=CO000020), #Packages#windows_ie_ac_0
13302120 | 2017-11-27 164054 b o pEATE(0X00000100) siudiarals Not Content 85159 2 D1WACKINetCacheWFVE1LO
Indexed SR
Archive Users#YUN®AppDatawLocal
it FILE DELETE(OxCO000200) - A (OxC0000020), #Packagesttwindows_ie_ac_C
13302208 | 2017-11-27 16180:34 ) Serine0000000) CloudRItE s Mot Content Sl L D1#ACHINetCacheWQRCICM
Indexed HBE
~ _<7,>S §|t ~
Archive
R f (Ox00000020), .
13305296 2017-11-27 16:41:00 DATA_TRUNCATION(Ox00000004)  IEXPLORE.EXE-S08C99FS.pf Mot Content 83802 3 Windows#Prefetch
Indexed
Archive
- DATA_EXTEND{x00000002) (0x00000020), y
£ = A - |
13305408 2017-11-27 16:41:00 DATA TRUNCATION(0X00000004) IEXPLORE EXE-90BC99F8.pf Not Content 83802 3 WindowswPrefetch
Indexed
DATA_EXTEND(0x00000002) (Gxgégggz o
13305520 2017-11-27 16:41:00 DATA_TRUMNCATION(0x00000004) |IEXPLORE.EXE-908C99F8.pf i 83802 3 Windows#Prefetch
Mot Content
CLOSE{0x8000000:0)
Indexed
~Z2k~
Archive UsersyUMNSAppDatatLocal
_— y , (000000207, #Packageswwindows_ie ac D
13315856 2017-11-27 16:41:21 FILE_CREATE(OxO0000100) singleFileUpload[1] Mot Content 85261 2 DA CRINEtC achew XTHIZ UG
Indexed 2
Archive UserssyUNWAppDatawlocal
n— FILE CREATE(CxOC0O00100) : ’ (OwOC000020), #Packageswwindows_ie_ac 0
= 4
13315960 2017-11-27 16:41:21 CLOSE(0x80000000) singleFileUpload[1] Mot Content 85261 2 DT ACRINGCachew X THIZUG
Indexed 2
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® 2017.11.27. 17:.00:42~17:01:24 / 'Eraser'2 Lt ALK

g4y meo) G THEe)
LEN HIAE AL BE HE A =32 O o+ ClE et o+ Ehe R  MFTEntry Y 52
MFT Entry #1= @
equence H=
Archive
. " (0x00000020), -
13365688 2017-11-27 17:00:42 DATA_TRUNCATION(0x00000004) | ERASEREXE-CEG1944A pt Not Content 85158 4 Windows#FPrefetch
Indexed
Archive
g sy DATA_EXTEND{Ox00000002) y A (0x00000020), ) ;
13365792 2017-11-27 17:00:42 DATA TRUNCATION(0x00000004) ERASER.EXE-CEG1044A pf Not Content 85158 4 Windows#Prefetch
Indexed
DATA_EXTEND(0x00000002) (ex;c;égggzm
13365896 2017-11-27 17:00:42 DATA_TRUNCATICN(Ox00000004)  ERASER EXE-CEG1944A pf ; 85158 4 WindowswPrefetch
Mot Centent
CLOSE(CxB0000000)
Indexed
~Z2f~
. UsersiyUNwAppDatawRoami
Tl ~meen FILE_DELETE(Ox00000200) : Archive : :
13366768 2017-11-27 17:00:58 CLOSE(Dx@ 000) Project AS05.Ink (0x00000020) 85089 10 2§?M|crcsoﬁmedowszec
Wi UserstyUN®AppDatawRoami
13366864 2017-11-27 17:00:58 FILE CREATE(OwCOO00100) Project_A505.Ink 85089 11 ng#MicrosoftwwindowswRec
(0x00000020) ant
. Users@YUN®AppDatawRoami
. __ | DATA_EXTEND(Cx00000002) ) archive : :
13366960 2017-11-27 17:00:58 FILE CREATE(0x00000100) Freject_AS0S.Ink (0x00000020) 85089 11 EE?Mmresoft‘HWmdowszec
DATA_EXTEND{0x00000002) Ak UserséyUnN#AppDatawRoami
13367056 | 2017-11-27 17:00:58 FILE CREATE(Ox00000100) Project AS05.Ink (Ox 20) 85089 11 ng#MicrosoftRWindows#Rec

CLOSE{0x80000000)

~§§|I:~
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13367536

13367632

13367728

13367824

13367920

13368016

13368112

13368208

13368304

13368400

2017-11-27 17:01:24

2017-11-27 17:01:24

2017-11-27 17:01:24

2017-11-27 17:01:24

2017-11-27 17:01:24

2017-11-27 17:01:24

2017-11-27 17:01:24

2017-11-27 17:01:24

2017-11-27 170124

2017-11-27 17:01:24

DATA CVERWRITE(QxOO000001)
DATA_EXTEND(OxCC000002)

DATA_OVERWRITE(CxOOO00001)
DATA_EXTEND(0xC0000002)
DATA_TRUMNCATIOMN{(Gx00000004)

DATA_OVERWRITE(OxOOC00001)
DATA_EXTEMD(0x00000002)
DATA_TRUMNCATION{OxC0000004)
CLOSE(O=B00C0000)

A user changed the
FILE_ATTRIBUTE_NCT_CONTENT_INDEXED
attributelN DEXABLE_CHANGE(Ox00004000)
BASIC_INFO_CHAMNGE(0x00008000)

A user changed the
FILE_ATTRIBUTE_NOT_CONTENT_INDEXED
attributelN DEXABLE_CHAMNGE(Ox00004000)
BASIC_INFO_CHANGE(0xD0008000)
CLOSE0=B0000000)

BASIC_INFO_CHANGE(0x00008000)

BASIC_INFO_CHANGE(0x00008000)
CLOSE(0XS0000000)

RENAME_OLD_MNAME(Ox00001000)

REMAME_MEW_MNAME(Ox0C002000)

REMAME_NEW_MAME(0xD0002000)
CLOSE(0x80000000)

Project_AS05 xlsx

Project ASOS.xlsx

Project_AS05 xlsx

Project_AS05 xlsx

Project_AS505 xlsx

Project_AS505 xlsx

Project_AS0S5.xlsx
~ % §|t ~
Project_AS05.xlsx

{0gIPIWQpfeMVbB2ZM

{0g{PTWQpfeMVb2ZM
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Archive
(Ox00000020)

Archive
(Ox00000020)

Archive
(OD0000020)

Mot Content
Indexed
(0x00002000)

Mot Content
Indexed
(0x00002000)

Mot Content
Indexed
(0c0C002000)

Mot Content
Indexed
(0x00002000)

Mot Content
Indexed
(Ox0000200:0)

Mot Content
Indexed
(O 00002000)

Archive
(Ox0Q000020),
Mot Content
Indexed

83939

83939

83939

83939

230839

83939

83939

83939

83939

83939

Users#YUN®DesktopwBMX_
L e

Users#y UN#DesktopwBM_
w72

Usersdy UM DesktopwBMI_
WAL

Users#Y UN®DeskiopWBMX_
#IARE

Users¥YUN®DesktopRBMIX_
WIS

Users#yUN®DeskiocpwBMX_
w7 el

Users#YUN¥DesktopwBMX_
WIRCH

Users¥yUn# Desktop®BMIK_
WIE I

Users#y UN® Desktop®BMX_
Il et

Users#y UnN#DeskiopWBMIC_
A



13368688

13368784

13368880

13369168

13389344

13369440

13369728

13369824

13369920

2017-11-27 170124

2017-11-27 17:01:24

2017-11-27 17:01.24

2017-11-27 17:01:24

2017-11-27 17:01:24

2017-11-27 17:01:24

2017-11-27 17:01:24

2017-11-27 17:01:24

2017-11-27 17:01.24

REMAME_OLD_MNAME[Q=CO00L000)

REMAME_MNEW_MAME([0x00002000)

REMAME_NEW_MAME{0x00002000)
CLOSE(0x80000000)

RENAME_OLD_NAME(0x00001000)

REMAME_MEW_MAME(CxD0002000)

REMAME_MEW_MAME(Cx00002000)
CLOSE(O=80000000)

RENAME_OLD_MNAME(Ox0000LC00)

REMAME_MEW_MAME(0x00002000)

REMAME_NEW_MAME(0x00002000)
CLOSE(0%80000000)

~§§|k~

{0g{PIWQpfeMVb2ZM

DIWr_eMyUZsnvRUp

DIWT_6MyUZsnvRUp

~ % §|I: ~
DIWr_"sMyUZsnvRUp

IEtIADE d=z20xugl

|EtiAdE d=z20%ugl

N§§|t~

IEtiADE d=z20xugl

siSIUkhf uBKe +ba

shSIUkhfx uBKe=ba
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Archive
(000000020,
Mot Content
Indexed
Archive
(Ox00000020),
Mot Content
Indexed
Archive
(C=00000020),
Mot Content
Indexed

Archive

(0x00000020],

Mot Content
Indexed
Archive

(0x00000020),

Mot Content
Indexed
Archive

(0c00000020),

Mot Content
Indexed

Archive
(0000000207,
Mot Content
Indexed
Archive
(Ox00000020),
Mot Content
Indexed
Archive
(0x00000020),
Mot Content
Indexed

83939

83939

83939

83939

83939

83938

83939

83939

83939

UserstYUn# DesktopBMX_
WIpo!

Users#yUNWDesktopWBMX_
W7k 2t

UserstYUN®DesktopBMIX_
#ARE

UserswYUNwDesktopWBMX_
w2

Userswy UNWDesktopWBMX_
w2

Usersif¥YUNWDesktop®BMI_
wIAR T

Users#YUN®Desktop#BMX_
HWIRS

Users#Y UN®Desktop#BMX_
W et

Users#YUN#Desktop#BMX_
wAHEe



13370208

13370304

13370400

13370688

13370784

13370880

13371168

13371264

13371360

2017-11-27 17:01:24

2017-11-27 17:01:24

2017-11-27 17:01:24

2017-11-27 170124

2017-11-27 17:01:24

2017-11-27 17:01:24

2017-11-27 17:01:24

2017-11-27 17:01:24

2017-11-27 17:01:24

RENAME_OLD_NAME(Cx00001000)

REMAME_NEW_MAME{Dx00002000)

REMNAME_MEW_MAME{Cx00002000)
CLOSE(0x80000000)

REMAME_OLD_MNAME[Q=CO00L00M)

REMAME_NEW_NAME(0x00002000)

REMAME_MEW_MAME{0x00002000)
CLOSE(0x80000000)

REMAME_OLD_NAME(Qx00001000)

REMAME_MEW_MAME{Dx00002000)

RENAME_NEW_MAME{0x00002000)
CLOSE(0x80000000)

~§§|k~

shSIUkhf uBKe+ba

780Q0tYg9dccMacCe?

78Q0tYgedecMNacCe?

~ % §|I=~
78Q0tYg9docNAcCeT

K'12aWZ1)gF-whksu

K'12aUVZ1)gF-whksu

N§§|t~

K'12aUVZ1)gF-wksu

JCz(PILCdfz{ulAG!

JE2(PILCTZ{UIAG!

Archive
(0%00000020),
Mot Content
Indexed
Archive
(0x00000020),
Mot Content
Indexed
Archive
(0x00000020),
Mot Content
Indexed

Archive
(0=00000020),
Mot Content
Indexed
Archive
(0x00000020),
Mot Content
Indexed
Archive

(Ox00000020),
Mot Content
Indexed

Archive
(0000000207,
Mot Content
Indexed
Archive
(0x00000020),
Mot Content
Indexed
Archive
(0x00000020),
Mot Content
Indexed

83938

83939

83938

83938

83939

83939

83939

83939

83939

UserswyUNWDesktopWBMX_
wWrpol

Usersiey Unw DesktopBMX_
#IH 2

UserswyUNWDesktopWBMX_
wIHE

Userst¥YUN®DesktophBMX_
WIEo!

UsersWYUNWDesktopWBMN_
w2

UserswyUNWDesktopWBMX_
Lzl bl

Usersa UN# DesktopsBMX_
#IE S

Users#y UNSDesktopsBMX_
#2742l

Usersty UN#DesktopWBMX_
g b
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BMX-S500].x1sx’ 3} <]
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Fal 2017-11-27 15:47:07 ol
H BMX-S500].xlsx’ 3t o] ‘697CE92.tmp'& W7 == A
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o
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Object ID gke] WA ¥, DAIB3100' 74 ]
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(‘singleFileUpload[1])¥ Ho] &<l
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40) A user has either changed one or more file or directory attributes (for

example, the read-only, hidden, system, archive, or sparse attribute), or

one or more time stamps
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of FdS At A &S vhgdst & BE Qo] TR A
o A= = = 0] wHLo) 5 = 5
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=3 Ao olggt A 5o] WAH tFeo HAFAES F3l
1o < A= Al = == 3}o] 3 o}
ole} e A"l EXEo] HAA o]FAXE=AF g3 HATH
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gIB2E M EE USN O& o 0§ HH 32 HE 0 =43 File Attribute
e
2017-11-30 16:30:56 19838621560 | F3239100 xﬂ:;;g;ﬁ;arlwoesﬂupwméﬁgﬂi_ File_Created rchive
-1
=F
=2H AE
2017-11-30 16:30:55 19836622280 | L} BH Z xsx mﬁ[g;ig’?oesmnww°P§EL— File _Renamed_old Archive
E=3
2017-11-30 16:30:55 18836822360 | 9500220 C tmp ﬁ;;é;g%ﬂ:j;ms"mpwm=Eaﬂﬁ§ File_Renamed_New Archive
Attr_Changed/
= — 2 WlsersWoanwDesktopWli EHIHAE Object_ID_Changed/
2017-11-30 16:30:56 19836622445 F3239100 bkt g A0S o Archive
Access_Right_Chang
Attr_Changed/
& ;
2017-11-30 16:30:56 19638622525 LHSAE s mﬁggi;’?oeﬂmpwwgtﬁgm—E DoiectID Chonged | ashive
Access_Right_Chang
g P wWUsersWoanwDeskiopWli ERHHAE Object JD_Changsd/ "
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o . WlsersWCarfDeskiopW| SHIMAE File_Closed/ .
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File_Created/ Archive/
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File
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D mpee)

o mpe)

LSN YIS AFEEE HE Y Ea S oz s SR ohE B MFT Entry Hi= MFT F—"’"}"__ TH 3=
Sequence Bi=
— Archive UserswYUnNwDesktop®BMX_
13221088 | 2017-11-27 15:47:06 FILE CREATE(Ox00000100) DA1B2100 o S0 84761 2 Wl
~E2k
oo RENAME_OLD_NAME{0X00001000) Archive UserswYUN® DesktopWBM_
THRERNAE | 0N BATOT | S o e it BMX-5500) xlsx PR 83939 1 e
1 RENAME_MEW_NAME(CX00002000) Archive UserswyUN®DesktopRBMIC_
4 L 4
19222204 | 2017-10-27 TSATAOT |0 L e X 00080000) BY7CESLZ tmp O] 83939 1 i
SECURITY_CHANGE(0x00000800)
e RENAME_OLD_NAME{0x00001000) Archive UserswYUN#Deskiop®BMIC_
hor e bl r b e Dol o te v b s el st | DA1B3100 I i 84761 3 it
OBJECT_ID_CHANGE(0:00080000)
SECURITY_CHANGE(0x00000800)
. RENAME_NEW_NAME(Cx00002000) Archive UserswYUN® Desktop®BMIC_
13225307 | BOVFAL-IX ASATOT | 1y o0 Sels oo G o ONODE000) BMX-5500] xlsx P 84761 3 iy
OBJECT ID_CHANGE(0x00080000)
RENAME_NEW_NAME(0x00002000) )
13222480 2017-11-27 154707 OBJECT ID_CHANGE(Ox00080000) §97CEQLZ.tmp (mmz 5 830939 1 :E;T‘F;JI‘WUNWDEMGWBMX—
CLOSE(0X80000000) S
SECURITY_CHANGE(0x00000800)
+1on RENAME_MEW_NAME(CX00002000) Archive UserswyYUN#® DesktopRBMI_
L 4 2
222568 | FOIT-HLIT TSATHE | L i e o hrate000) BMX-S500) xlsx O] 84761 3 sy
OBIECT.1D_CHANGE(0x00080000)
Archive UsersayUNsDesktopBMX
B A7~ . A
13222656 2017-11-27 15:47:07 SECURITY_CHANGE(GxCO000800) BMX-5500) xlsx oo L 84761 3 i
s . SECURITY_CHANGE(0x00000800) : Archive UserswYUN® Desktop®BMIC_
13222744 | 2017-11-27 154707 | ) O 000000, BMX-5500] xlsx P 84761 3 iy
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h = Sequence B
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® \ | el
16:08 e ) Archive UsersiyUN#DesktopBMY_
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: o RENAME_NEW_NAME(0X00002000) , : Archive - Users#vUN#DesktopBMX_
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16:35

SRy op2o|
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LEN HIEE At 2 HE HY =54 S O olE = e MFT Entry = - MFT Eﬂt"}"__ TH 3=
equence Hi=
13247392 2017-11-27 16:35-10 BASIC_INFO_CHANGE(OXC0008000) Project_AS05.xlsk (Dxmw 83939 5 JL'J\;?;;_‘I-\‘YUNWDGSHDWBMX_
13247488 2017-11-27 16:35:10 gtgggggx?oacoigg;mxvmamm Project_AS05 xlsx i m’i}cgp:”;gam 83939 2 iﬁ_;?‘vuwmsmpwwx-
13247584 2017-11-27 16:35:10 BASIC INFO_CHANGE(OX00002000) Project_AS05.xlsx (Dxé\'ncggﬁ}'w 23039 2 ;ﬁr;wuwwm‘r‘mwwx-
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Z Z2(Reason Flag)

(https://msdn.microsoft.comven—us/library/windows/desktop/aa365722(v=vs.85).aspx)

Value

Meaning

BASIC_INFO_CHANGE

A user has either changed one or more file or directory attributes (for
example, the read-only, hidden, system, archive, or sparse attribute), or one or

0x00008000 more time stamps.
gtg)SOEOOOOO The file or directory is closed.

COMPRESSION_CHANGE
0x00020000

The compression state of the file or directory is changed from or to
compressed.

(I))Q)‘I(’)%OEO)SBEZND The file or directory is extended (added to).

(I)))(i(\)‘l(’)l(\)bOOgglRWRlTE The data in the file or directory is overwritten.

(I)))(l(\)'l(;%bTo%léZlCAﬂON The file or directory is truncated.

g?@ggo%zlgg The user made a change to the extended attributes of a file or directory.
SXN&)%Z‘%E%N-CHANGE The file or directory is encrypted or decrypted.

S%%gggﬁ)? The file or directory is created for the first time.

SEE)E(T(I))OE(;-ZE(.)FS The file or directory is deleted.

HARD_LINK_CHANGE An NTFS file system hard link is added to or removed from the file or
0x00010000 directory.

INDEXABLE CHANGE A user changes the FILE_ATTRIBUTE_NOT CONTENT INDEXED attribute.
INTEGRITY_CHANGE A user changed the state of the FILE_ATTRIBUTE_INTEGRITY_STREAM attribute
0x00800000 for the given stream.

(l;l;(\)lgloE(I):z)_O%%TA_EXTEND The one or more named data streams for a file are extended (added to).

NAMED_DATA_OVERWRITE
0x00000010

The data in one or more named data streams for a file is overwritten.

NAMED_DATA_TRUNCATION
0x00000040

The one or more named data streams for a file is truncated.

OBJECT_ID_CHANGE

The object identifier of a file or directory is changed.

0x00080000

RENAME_NEW_NAME A file or directory is renamed, and the file name in the USN_RECORD_V2
0x00002000 structure is the new name.

RENAME_OLD_NAME The file or directory is renamed, and the file name in the USN_RECORD_V2
0x00001000 structure is the previous name.

REPARSE_POINT_CHANGE
0x00100000

The reparse point that is contained in a file or directory is changed, or a
reparse point is added to or deleted from a file or directory.

SECURITY_CHANGE

A change is made in the access rights to a file or directory.

0x00000800

STREAM_CHANGE A named stream is added to or removed from a file, or a named stream is
0x00200000 renamed.

g&([)\&%@gg{E}D_CHANGE The given stream is modified through a TxF transaction.
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[BA]2] &2 A H(Source Information)

(https://msdn.microsoft.com/en-us/library/windows/desktop/aa365722.aspx)

Value

Meaning

USN_SOURCE_AUXILIARY_DATA
0x00000002

The operation adds a private data stream to a file or directo?t

An example might be a virus detector adding checksum information. As the
virus detector “ modifies the item, the system generates USN records.
USN_SOURCE_AUXILIARY_DATA indicates that the modglfications did not change
the application data.

USN_SOURCE_DATA_MANAGEMENT
0x00000001

The operation provides information about a change to the file or directory
made by the operating system.

A typical use is when the Remote Storage system moves data from external to
local storage. Remote Storage is the hierarchical storage management software.
Such a move usually at a minimum adds the USN_REASON_DATA_OVERWRITE
ﬂag to a USN record. However, the data has not changed from the user's
point of view. By noting USN_SOURCE_DATA_MANAGEMENT in the Sourcelnfo
member, you can determine that although a write operation is performed on
the item, data has not changed.

USN_SOURCE_REPLICATION_MANAGEMENT
0x00000004

The operation is modifying a file to match the contents of the same file which
exists in another member of the replica set.

USN_SOURCE_CLIENT_REPLICATION_
MANAGEMENT
0x00000008

The operation is modifying a file on client systems to match the contents of
the same file that exists in the cloud.

[EA3] o+ &4 (File Attribute)
(https://msdn.microsoft.com/en—us/library/windows/desktop/gg258117)

Value

Meaning

FILE_ATTRIBUTE_ARCHIVE
32 (0x20)

A file or directory that is an archive file or directory. Applications typically use
this attribute to mark files for backup or removal.

FILE_ATTRIBUTE_COMPRESSED
2048 (0x800)

A file or directory that is compressed. For a file, all of the data in the file is
compressed. For a directory, compression is the default for newly created files
and subdirectories.

FILE_ ATTRIBUTE_DEVICE
64 (0x40)

This value is reserved for system use.
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FILE_ATTRIBUTE_DIRECTORY
16 (0x10)

The handle that identifies a directory.

FILE_ ATTRIBUTE_ENCRYPTED
16384 (0x4000)

A file or directory that is encrypted. For a file, all data streams in the file are
encrypted. For a directory, encryption is the default for newly created files
and ‘subdirectories.

FILE_ATTRIBUTE_HIDDEN
2 (0x2)

IT_he file or directory is hidden. It is not included in an ordinary directory
isting.

FILE_ATTRIBUTE_INTEGRITY_STREAM
32768 (0x8000)

The directory or user data stream is configured with integrity (only supported
on RefFS volumes). It is not included in an ordinary directory “listing. The
integrity setting persists with the file if it's renamed. If a file is copied the
destination file” will have integrity set if either the source file or destination
directory have integrity set.

Windows Server 2008 R2, Windows 7, Windows Server 2008, Windows Vista, Windows Server
2003 and Windows XP : This flag is not supported until Windows Server 2012.

FILE_ ATTRIBUTE_NORMAL
128 (0x80)

A file that does not have other attributes set. This attribute is valid only
when used alone.

FILE_ATTRIBUTE_NOT_CONTENT_INDEXED
8192 (0x2000)

The file or directory is not to be indexed by the content indexing service.

FILE_ATTRIBUTE_NO_SCRUB_DATA
131072 (0x20000)

The user data stream not to be read by the background data integrity
scanner (AKA scrubber). When set on a directory it only provides inheritance.
This flag is only supported on Storage Spaces and ReFS volumes. It is not
included in an ordinary directory listing.

Windows Server 2008 R2, Windows 7, Windows Server 2008, Windows Vista, Windows Server
2003 and Windows XP : This flag is not supported until Windows 8 and Windows Server
2012.

FILE_ATTRIBUTE_OFFLINE
4096 (0x1000)

The data of a file is not available immediately. This attribute indicates that
the file data is physically moved to offline storage. This attribute is used by
Remote Storage, which is the hierarchical storage management software.
Applications should not arbitrarily change this attribute.

FILE_ATTRIBUTE_READONLY
1 (0x1)

A file that is read-only. Applications can read the file, but cannot write to it
or delete it. This attribute is not honored on directories. For more
information, see You cannot view or change the Read-only or the System
attributes of folders in Windows Server 2003, in Windows XP, in Windows
Vista or in Windows 7.

FILE_ATTRIBUTE_RECALL ON_DATA_ACCESS
4194304 (0x400000)

When this attribute is set, it means that the file or directory is not fully
present locally. For a file that means that not all of its data is on local
storage (e.g. it may be sparse with some data still in remote storage). For a
directory it means that some of the directory contents are being virtualized
from another location. Readin? the file / enumerating the directory will be
more expensive than normal, e.g. it will cause at least some of the
file/directory content to be fetched from a remote store. Only kernel-mode
callers can set this bit.

FILE ATTRIBUTE_RECALL ON_OPEN
262144 (0x40000)

This  attribute  only  appears in  directory  enumeration  classes
(FILE_DIRECTORY_INFORMATION, FILE_BOTH_DIR_INFORMATION, etc). When
this attribute is set, it means that the file or directory has no physical
representation on the local system; the item is virtual. Opening the item will
be more expensive than normal, e.g. it will cause at least some of it to be
fetched from a remote store.
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FILE_ATTRIBUTE_REPARSE_POINT
1024 (0x400)

A file or directory that has an associated reparse point, or a file that is a
symbolic link.

FILE_ATTRIBUTE_SPARSE_FILE
512 (0x200)

A file that is a sparse file.

FILE_ATTRIBUTE_SYSTEM
4 (0x4)

A file or directory that the operating system uses a part of, or uses
exclusively

FILE_ATTRIBUTE_TEMPORARY
256 (0x100)

A file that is being used for temporary storage. File systems avoid writing
data back to mass storage if sufficient” cache ‘memory ’is available, because
tﬁpically, an application deletes a temporary file after the handle is closed. In
that scenario, the system can entirely avoid writing the data. Otherwise, the
data is written after”the handle is closed.

FILE_ATTRIBUTE_VIRTUAL
65536 (0x10000)

This value is reserved for system use.
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Abstract

Anyone who is a digital forensic investigator will have a lot of
trouble to identify the crime. Depending on the type of incident, the
behavior pattern of the user, or the issue of the incident, the subject
of seizure 1s changed and the direction of analysis for the seizure is
determined. For example, in the case of a technology leakages, the
analysis begins by identifying whether a document related to the
allegation exists in a particular device, or by identifying the route
through which the technology has been leaked. If the evidence is an
event of destruction, It begins with a grasp of how, when, and how
it was deleted, or how to find and recover deleted documents.

As digital technology becomes more common and popular, it
becomes more closely related with the daily life of the individual and
the meaning of digital information as evidence is gradually increasing.
On the other hand, as these technologies become more sophisticated
and the access to new technical knowledge becomes easier, the
knowledge of individuals’ digital information becomes more intelligent,
making it difficult for individual investigators to access digital
information. In particular, as the privacy of individuals or the security
of the enterprise is strengthened, anti—forensic technology becomes
more diverse and more precise, so digital forensic investigators who
analyze these digital evidence and develop the results need more
variety and depth of technology and information Learning is required.

Most of the requests for analysis of digital evidence are time
information about a wuser’'s specific action. In particular, it 1is
information about the execution time of an action that is an issue, for
example, the time when a specific file exists, a time when the file is

created, changed, or deleted. In all cases, time information is an
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essential element of criminal activity, and digital evidence is no
exception. From the viewpoint of digital forensics, there are many
factors that can confirm such information, but the $UsnJrnl file
discussed in this study records the behavior of users and systems
with relatively specific time information due to the nature of the
function. However, there is a lack of research on the $Usn]Jrnl file
that can be utilized by digital forensic investigators at home and
abroad. The study of various investigation techniques is useful for
presenting methods of approaching case to practitioners and solving
the case. Through this study, it is possible to utilize $Usn]Jrnl file
which is easy to track user’s behavior based on time information. I
propose a method of analysis.

In this study, I showed the case of using information detected
from $UsnJrnl file in real work, and presented a concrete analysis
method by constructing a hypothetical scenario. In this case, I can
confirm the deletion time information of the file which is the issue of
the case. I show through this experiment that we can track the trace
even for the complete deletion program or other anti forensic
activities.

$UsnJrnl, it’s not just that it’s easy to find the information you
need from the myriad of information that a file may contain. But if
there is only one percent chance, it will not be easily overlooked. I
hope that this study will be useful for digital forensic investigators
while at the same time feeling the need for more diverse and active

research.
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