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283) CNN, Nov. 1, 2016, “FBI investigations into Trump-Russia ties
yield
little”,<http://edition.cnn.com/2016/11/01/politics/donald-trump-russi
a-fbi-investigations/> (2018.1.5.3] &Z-8}3).

284) Ibid.
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285) The Washington Post, Aug. 31, 2016, “A record number of
Americans now dislike Hillary Clinton”,
<https://www.washingtonpost.com/news/the-fix/wp/2016/08/31/a-reco
rd-number-of-americans-now-dislike-hillary-clinton/>
(2018.1.5. 8] &4,

286) Fox News, Oct. 30, 2016, “New poll: 34 percent 'less likely' to vote
for Clinton after new email revelations”,
<http://www.foxnews.com/politics/2016/10/30/new-poll-34-percent-les
s-likely-to-vote-for-clinton-after-new-email-revelations.html>
(2018.1.5. 8] &HHE).

287) Newsweek, Jun. 10, 2017, “Trump impeachment calls surge as
president faces ‘most serious scandal’ in U.S. history”,
<http://www.newsweek.com/trump-impeachment-comey-testimony-pre
sident-623888> (2017.10.5.2]&48}2); Independent, Jul. 12, 2017,
“Democrat files first articles of impeachment against Donald Trump”,
<
http://www.independent.co.uk/news/world/americas/us-politics/trump
-impeachment-bill-obstruction-justice-democrats-file-house-russia-in
vestigation-a7838141.html> (2017.10.5. 8] &H-2).
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288) Myres Smith McDougal and Florentino P. Feliciano, “International
Coercion and World Public Order: The General Principles of the Law

of War”, The Yale Law Journal, Vol. 67, No. 5 (1958), p. 782.
289) Edwin De Witt Dickinson, The Equality of States in International

Law (Cambridge, Mass.: Harvard University Press, 1920), p. 260.
290) Declaration on the Inadmissibility of Intervention in the Domestic
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Affairs of States and the Protection of Their Independence and

Sovereignty, UN Doc. A/RES/20/2131 (1965).
291) Russell Buchan, supra note 185, p. 78.
292)  Joseph R. Soraghan, “Reconnaissance Satellites: Legal

Characterization and Possible Utilization for Peacekeeping”, McGILL
Law Journal, Vol. 13, No. 3 (1967), pp. 470-4710f|A4 <Q1&%= A=o] Mo

3)
4) Ibid.
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<https://www.theguardian.com/world/2013/oct/23/us-monitored-angel

you bugging my mobile phone?”,

a-merkel-german> (2018.1.5.%]
296) Myres Smith McDougal and Florentino P. Feliciano, supra note 288,

295) The Guardian, Oct. 24, 2013, “Angela Merkel's call to Obama: are
p. 782.
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297) Independent, Jun. 1, 2017, “Vladimir Putin hints 'patriotic' private
Russian hackers could have meddled in 2016 US election”,
<http://www.independent.co.uk/news/world/americas/us-politics/vladi

mir-putin-russian-hackers-patriotic-private-us-election-2016-donald-t
rump-win-dnc-hillary-a7767436.html> (2018.1.4 .3 &4}-3).
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298) BBC, Dec. 23, 2014, “Sony hack: North Korea back online after
internet outage”, <http://www.bbc.com/news/world-asia-30584093>
(2018.1.4.5)58H3).

299) Time, Jan. 1, 2015, “U.S. Sanctions North Korea Over Sony Hack”,
<http://time.com/3652479/sony-hack-north-korea-the-interview-obam
a-sanctions/> (2018.1.4. 5] &893,

300) Dailymail, Dec. 25, 2014, “North Korea was NOT behind the Sony
hack according to multiple security experts who discredit FBI findings

and reveal that a studio insider named 'Lena' may be responsible”,
<http://www.dailymail.co.uk/news/article-2887081/North-Korea-NOT-S
ony-hack-according-multiple-security-experts-discredit-FBI-findings-r
eveal-insider-named-Lena-responsible.html> (2018.1.4.2]&8F=); CNN,
Dec. 27, 2014, “Experts doubt North Korea was behind the big Sony
hack”,

<http://edition.cnn.com/2014/12/27 /tech/north-korea-expert-doubts-a
bout-hack/index.html> (2018.1.4. 8] Z83).
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313) = @oF9] H&AMojA+= Convention for the Suppression of Unlawful
Seizure of Aircraft(1970), Convention for the Suppression of Unlawful
Acts against the Safety of Civil Aviation(1971), Convention on the
Prevention and Punishment of Crimes against Internationally
Protected Persons, including Diplomatic Agents(1973), International
Convention against the Taking of Hostages(1979), Convention on the
Physical Protection of Nuclear Material(1980), Protocol for the
Suppression of Unlawful Acts of Violence at Airports Serving
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International Civil Aviation, supplementary to the Convention for the
Suppression of Unlawful Acts against the Safety of Civil
Aviation(1988), Convention for the Suppression of Unlawful Acts
against the Safety of Maritime Navigation(1988), Protocol for the
Suppression of Unlawful Acts against the Safety of Fixed Platforms
located on the Continental Shelf(1988), International Convention for
the Suppression of Terrorist Bombings(1997)2 % 97H9] H|2|¥A| R oFS
Awstal it
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323) JustSecurity, Dec. 11, 2014-Kristen Eichensehr, “Cyber Attribution
Problems--Not  Just Who, But What”, Just Security, <
https://www.justsecurity.org/18334/cyber-attribution-problems-not-wh
o/> (2017.4.13. 5| &4 +).

324) Chris Prosise, Kevin Mandia, /ncident Response & Computer
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506) Mark C. Toner, “Department of State Actions in Response to
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A. Owens, Kenneth W. Dam, and Herbert S. Lin (eds)., supra note
662, p. 141; Cameron S. D. Brown, supra note 379, pp. 167-168:;
Dorothy E. Denning and Bradley ]. Strawser, “Active Cyber Defense:
Applying Air Defense to the Cyber Domain”, George Perkovich and
Ariel E. Levite Eds, Understanding Cyber Conflict: Fourteen Analogies
(Georgetown University Press, 2017), p. 193; The New York Times,
Jan. 14, 2010, “After Google's Stand on China, U.S. Treads Lightly”,
<http://www.nytimes.com/2010/01/15/world/asia/15diplo.html>
(2017.10.19.3] 58}F2);

707) Kenneth Geers, Darien Kindlund, Ned Moran, Rob Rachwald, supra

note 321, p. 5 Russell Buchan, Marco Roscini, Nicholas Tsagourias,

supra note 325, p. 2.
708) Wyatt Hoffman and Ariel E. Levite, supra note 17, pp. 10-11;

Shane McGee, Randy V. Sabett, Anand Shah, “Adequate Attribution:
A Framework for Developing a National Policy for Private Sector Use
of Active Defense”, Journal of Business & Technology Law, Vol. 8,
No. 1 (2013), p. 29: Jeffrey Hunker, Bob Hutchinson, Jonathan
Margulies, supra note 661, pp. 10-11.
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“Detecting DDOS attack based on network self-similarity”, IEE
No. 3 (2004), p. 292: William A. Owens,

Proc.-Commun., Vol. 151,
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717) Letter dated 23 September 2014 from the Permanent Representative
of the United States of America to the United Nations addressed to
the Secretary-General, UN Doc. S/2014/695 (2014); unwilling or
unable doctrineg 0|2 2oz o]Aztd, E7|, gAlo} & ofg{=Z7}=50] B]
271t Tl AW YALS Wdslebs 2712 ALgsH vl itk 279,
“Algjor Yl ISIL F&oll tigh SAMA 247, aAEEE =35(2016), Al1H
Alls, p. 117 UN Security Council, Letter dated 11 September 2002
from the Permanent Representative of the Russian Federation to the
United Nations addressed to the Secretary-General, UN Doc.

S/2002/1012(2001).
718) UN Security Council, Letter Dated 7 October 2001 From the

Permanent Representative of the United States of America to the

United Nations Addressed to the President of the Security Council,

UN Doc. S/2001/946 (2001).
719) Derek Jinks, “State Responsibility for the Acts of Private Armed

Groups”, Chicago Journal of International Law, Vol. 83, No. 4 (2003),
p. 83; Bruno Simma, Daniel-Erasmus Khan Gerog Nolte and Andreas
Paulus (eds.), supra note 118, pp. 1418-1419. Michael N. Schmitt,
“Bellum Americanum Revisited: US Security Strategy and the Jjus Ad

Bellum”, Military Law Review, Vol. 176 (2003), p. 400.
720) Corfu Channel (United Kingdom of Great Britain and Northern

Ireland v. People’s Republic of Albania) [.C.J. Reports 1949, p. 22:
“every State has the obligation not to allow knowingly its territory to
be used for acts contrary to the rights of other States”.
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730) Condron, supra note 381, pp. 412-413: Jay P. Kesan and Carol M.
Hayes, supra note 112, p. 514.

731) Malcolm N. Shaw, International Law, 7" ed., (Cambridge University

Press, 2014), pp. 820, 826: Jason Barkham, supra note 112, p. 75.
732) Michael N. Schmitt, supra note 112, pp. 932-933.
733) Matthew J. Sklerov, supra note 112, p. 36: Jay P. Kesan and Carol

M. Hayes, supra note 112, pp. 514-515.
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734) Eric Talbot Jensen, supra note 112, pp. 208-209; Matthew
Hoisington, supra note 112, pp. 451-453; Daniel M. Creekman, ‘A
Helpless America? An Examination of the Legal Options Available to
the United States in Response to Varying Types of Cyber-Attacks
from China“, American University International Law Review, Vol. 17,

No. 3 (2002), pp. 654-655.
735) Walter Gray Sharp, supra note 161, p. 130.
736) Congo (Democratic Republic of the Congo v. Uganda), 1.C.]. Reports

2005, para. 148.
737) Yoram Dinstein, supra note 176, p. 203: Matthew C. Waxman,

“The Use of Force against States that Might Have Weapons of Mass
Destruction”, Michigan Journal of International Law, Vol. 31 (2009),

pp. 6-7.
738) Eric Talbot Jensen, supra note 112, p. 220: The New York Times,

Apr. 15, 1986, “Transcript of Address by Reagan on Libya’,
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784) Hadi Asghari, Michael Ciere, and Michel J.G. van Eeten,
“Post-Mortem of a Zombie: Conficker Cleanup After Six Years®, 24th

USENIX Security Symposium (2015), p. 1.
785) ThreatPost, Jun. 30, 2016, “Conficker used in new wave of hospital

[IOT device attacks”,
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788) Jay P. Kesan and Carol M. Hayes, supra note 112, p. 462: Joshua
E. Kastenberg, “Changing the Paradigm of Internet Access from
Government Information Systems: A Solution to the Need for the
DOD to Take Time-Sensitive Action on the Niprnet”, Air Force Law

Review, Vol. 64 (2009), p. 178.
789) North Continental Shelf (Federal Republic of Germany,/Netheriands)

and North Continental Shelf (Federal Republic of Germany,/Denmark),

[.C.J. Reports 1969, Dissenting Opinion of Judge Tanaka, para. 176.
790) Legality of the Threat or Use of Nuclear Weapons, Advisory

Opinion, [.C.J. Reports 1996, paras. 70-71. Nicaragua (Nicaragua v.
US) [C.J. Reports 1986, paras. 183, 194, 186: Malcolm N. Shaw,
supra note 731, p. 63.
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Feb. 14, 2013, “‘Active defense’ is irresponsible”,
<https://www.synopsys.com/blogs/software-security/active-defense-is-
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793) Dorothy E. Denning, ‘Framework and principles for active cyber

defense”, Computers & Security, Vol. 40 (2014), p. 108.
794) Ibid., p. 109.
795) Computerworld, Oct. 30, 2012, “Irked by cyberspying, Georgia outs
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Russia-based hacker -- with photos”,
<https://www.computerworld.com/article/2493051/cybercrime-hacking
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<https://www.wired.com/2011/04/coreflood/> (2017.10.26.%]| &8 ).
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11-12, 26: Jay P. Kesan and Carol M. Hayes, supra note 112, p. 479;
William A. Owens, Kenneth W. Dam, and Herbert S. Lin (eds)., supra
note 662, p. 64; Wyatt Hoffman and Ariel E. Levite, supra note 17, p.

35.

805) Ruperto P. Majuca and Jay P. Kesan, supra note 395, p. 40: Jay P.
Kesan and Carol M. Hayes, supra note 112, p. 487; Eric Talbot
Jensen, supra note 9, p. 799. Wyatt Hoffman and Ariel E. Levite,
supra note 17, p.35.
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807) Jay P. Kesan and Carol M. Hayes, supra note 112, p. 527; Matthew

J. Sklerov, supra note 112, p. 81.
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810) Jay P. Kesan and Carol M. Hayes, supra note 112, p. 485.
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An Efficient Back-Hacking Technique”, in Malay Kumar Kundu, Durga
Prasad Mohapatra, Amit Konar, Aruna Chakraborty (eds.), Advanced
Computing, Networking and Informatics-Volume 2 (Springer, 2014), p.
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824) White House, “Fact Sheet: President Xi Jinping's State Visit to the

United States”, Sept. 25,
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act-sheet-president-xi-jinpings-state-visit-united-states>
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(2017.10.28.7] 75%}5)
829) White House, “FACT SHEET: U.S.-Russian Cooperation on

Information and Communications Technology Security”, Jun. 17, 2013,
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830) UN Doc. A/54/213(1999), p. 8: UN Doc. A/56/164/Add.1(2001), p. 3.
831) /bid.
832) The Telegraph, Sept. 5, 2016, “Barack Obama warns of Cold

War-style 'cyber arms race' with Russia’,
<http://www.telegraph.co.uk/news/2016/09/05/barack-obama-warns-o
f-cold-war-style-cyber-arms-race-with-russia/> (2017.10.28. %] 43,
833) White House, “Remarks by the President to the Business
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834) Robert Litwak and Meg King, “Arms Control in Cyberspace?”,

Wilson Center (2015), p. 6.
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Abstract

Introduction of the Concept of
Active Defense to Regulate Cyber

Attacks in International Law

BAEK Sangme
Graduate School of Law,

Seoul National University

The present study aims to come up with effective measures for
regulating cyber attacks in international law. Since nation states
perceived that cyber attacks could severely affect national
security, they have discussed how to deal with the issue in
international law. It is because there are differences between
cyberspace and physical space. However, the focus of the
discussion has been on whether the current international legal
frameworks are sufficient for regulating cyber attacks or whether
there is a need to adopt a new regime.

Cyberspace transcends constraints of geography and physical
location, and it guarantees anonymity. These are general features
of cyberspace. In addition to these features, there is an essential

characteristic of cyber attacks that has to be considered in order
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to draw up adequate response measures on the international law
dimensions. It is the unique relationship between the attacker, a
means of attack and the target. When the attacker plans to
launch a cyber attack, the hacker normally creates botnets and
C&C servers in advance and use them as attack points to carry
out the attack. Moreover, since the attacker can build several
attack points in multiple places and the attack can take various
stages, it is extremely difficult to find the attacker by tracing
back to the origin of the attack in real time. Therefore, in order
to deter cyber attacks in real time, actions should be taken on
the attack point first rather than tackling the attribution matter.

Active cyber defense aims to mitigate or deter the detected
threat in cyberspace and the measures include disrupting a
malicious botnet, blocking traffic from a malicious [P address,
and counterstriking C&C server. This means the strategy focuses
on proactive threat detection and taking action on attack points
In real time not on the attribution.

What makes these measures significant is that the attack points
targeted by the active defense measures are normally located in
the place that has nothing to do with the attacker. It 1is
particularly problematic when the attack points-botnets or C&C
server-consist of critical infrastructure of a third party which
has no relevance to the attacker. Then it is highly likely that the
measure would not be justified as circumstances precluding the
wrongfulness of conduct if the measure exceeds the level of
proportionality and severely damages the targeted system. This
means that active defense measures undertaken outside the

defender’s network across international borders, the legality of
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the action can be questioned under international law.
Furthermore, active defense measures can take place before the
threat reaches the attack stage. In other words, the defender can
trace the threat beyond its network and take actions although
the threat is detected outside home network and even before the
attack 1s launched to the targeted system. In this case, the
measures would raise another legality issue since the actions
took place before the breach of an international obligation
OoCCurs.

These are the reasons why the legality of active defense
measures should be re-examined in international law beyond the
need for real-time response for practical reasons. Yet, to date,
little or no consideration has been given to the question of
whether active defense measures violate any principles of
international law or conventions while quite a few nations are
adopting active defense as their national cyber security
strategies.

Therefore, the study examines whether the measures taken
against the intermediate server before the attack occurs can be
justified in international law. The study especially analyses
whether active defense measures can be legitimatized as
circumstances precluding wrongfulness under international law:
Self-defence, countermeasure and necessity. The study finds that
current international law cannot embrace all the measures of
active defense. Thus, the study reaches a conclusion that the
concept of active defense needs to be adopted through
establishing multilateral treaty regime and regulated by

international law.
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