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Abstract

ATTACK-RESILIENT FEEDBACK
CONTROL SYSTEMS: SECURE STATE
ESTIMATION UNDER SENSOR ATTACKS

CHANHWA LEE

DEPARTMENT OF ELECTRICAL ENGINEERING AND COMPUTER SCIENCE
COLLEGE OF ENGINEERING

THE GRADUATE SCHOOL

SEOUL NATIONAL UNIVERSITY

Recent advances in computer and communication technologies make control sys-
tems more connected thanks to the developments in networked actuation and
sensing devices. As this connectivity increases, the resulting large scale net-
worked control systems, or the cyber-physical systems (CPS), are exposed and
can be vulnerable to malicious attacks. In response to the crisis by the malicious
adversaries, this dissertation presents sophisticated control algorithms which are
more reliable even when some components of the feedback control systems are
corrupted. Focusing especially on sensor attacks, security related problems on
CPS are carefully analyzed and an attack-resilient state estimation scheme is pro-
posed. First, the notion of redundant observability is introduced that explains in
a unified manner existing security notions such as dynamic security index, attack
detectability, and observability under attacks. The redundant observability is a
key concept in this dissertation, and a system is said to be g-redundant observ-
able if it is observable even after eliminating any q measurements. It has been

shown that any g-sparse sensor attack is detectable if and only if the given linear



time invariant (LTT) system is g-redundant observable. It is also equivalent to
the condition that the system is observable under |q/2]-sparse sensor attacks.
Moreover, the dynamic security index, which is defined by the minimum number
of attacks to be undetectable, can be computed as q + 1. In addition, the re-
dundant detectability (or, asymptotic redundant observability), which is a weaker
notion than the redundant observability, is also introduced. While the redundant
observability does not care about the magnitudes of sensor attacks and does not
mind whether the attacks are disruptive or not, the redundant detectability only
deals with attacks that do not converge to zero as time goes on, so that it is more
practical in the sense that it can only detect and correct the attacks that are
actually harmful to the system. Next, a resilient state estimation scheme is pro-
posed under two assumptions: |q/2|-sparsity of attack vector and g-redundant
detectability of the system. The proposed estimator consists of a bank of par-
tial observers operating based on Kalman detectability decomposition and a de-
coder exploiting error correction techniques. The partial observers are either con-
structed by Luenberger observers or Kalman filters. The Luenberger observer
guarantees the robustness with bounded disturbances/noises, while the Kalman
filter shows the suboptimality in the sense of minimum variance with Garussian
disturbances/noises. In terms of time complexity, an ¢y minimization problem in
the decoder alleviates the computational efforts by reducing the search space to
a finite set and by combining a detection algorithm to the optimization process.
On the other hand, in terms of space complexity, the required memory is linear
with the number of sensors by means of the decomposition used for constructing
a bank of partial observers. This resilient state estimation scheme proposed for
LTI systems, is further extended for a class of uniformly observable nonlinear sys-
tems. Based on the uniform observability decomposition, a high gain observer is
constructed for each single measurement to estimate the observable sub-state and
it constitutes the partial observer. Finally, the decoder solves a nonlinear error
correcting problem by collecting all the information from the high gain observers

and by exploiting redundancy.

Keywords: cyber-physical systems, attack resilience, analytical redundancy, se-
curity index, attack detection, secure state estimation
Student Number: 2012-30225
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Notation

e A vector z € C™ of length np can be split into p column vectors of length n,
ie., z= [Z?T AT . zST}T € C", where 2" € C" represents the i-th split
column vector of length n in z. Then we call z an n-stacked vector. With

the index set I'! defined above, it follows that 2" = zf, € C".

e A usual vector y € RP is said to be g-sparse if ||yllo < g. An n-stacked

vector z € R" is said to be n-stacked g-sparse if ||z]jon < q.

e With X C R", a function f: X — RP is said to be Lipschitz on X if there

exists a constant L such that
I1f(x) = f(@)oo < Lllz — 2'lloc,  "x,2" € X.

The infimum of such L is indicated as Lip(f).

e With X C R", a differentiable function f: X — RP is called an immersion

if its Jacobian matrix D f(x) has full column rank for every z € X.

Acronyms

CPS cyber-physical system

NCS networked control system

NP nondeterministic polynomial time
LTI linear time invariant

CS compressed sensing

RIP restricted isometry property
OMP orthogonal matching pursuit
MVUE minimum variance unbiased estimator
BLUE best linear unbiased estimator
WLSE weighted least squares estimator
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Chapter 1

Introduction

1.1 Background

A Cyber-Physical System (CPS) is a system of collaborating computational
elements (cyber parts of CPS) controlling physical entities (physical parts of
CPS) [3,143,68]. Embedded computers and networks monitor and control the
physical processes, usually with feedback loops where physical processes affect
computations and vice versa. Compared with traditional embedded systems, CPS
emphasizes more on an intensive link between the computational and physical el-
ements, while embedded systems focus on the computational device only. Thus,
CPS is usually designed as a network of elements that interact with physical in-
puts and outputs rather than standalone devices. Recent advances in computer
and communication technologies have enabled CPS to be prevailing in many engi-
neering areas, such as aerospace, automotive, chemical processes, civil infrastruc-
ture, energy, healthcare, manufacturing, transportation, military, robotics, enter-
tainment, and consumer appliances.

In control system community, CPSs are regarded as unprecedented large-scale
complex networked control systems (NCS) |26} 98| which are operated over open
public networks thanks to increasing connectivity of Internet and recent advances
in networked actuation and sensing devices. (See Fig. ) Reliability of systems
under various circumstances is one of the main concerns for control engineers.
Robust and fault tolerant control methods are developed to cope with uncertain-
ties in the system model, external disturbances, and failures (or malfunctions)
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Figure 1.1: Configuration of the networked control system.

in system components. However, new threats or vulnerabilities are reported re-
cently, as advances in computers and communications increase the connectivity
between systems whose components are often located remotely through open net-
works, which is prevalent in NCSs. Indeed, attacks on systems that involve feed-
back controllers took place in reality [18}40L/79,91,/94,96}97] and may lead to
catastrophic disruptions in critical infrastructure or cause loss of life [911/94]. For
example, the StuxNet worm virus on supervisory control and data acquisition
(SCADA) system in Iran nuclear facilities [40], breach at Maroochy Water Ser-
vices in Austrailia 79|, power outage in Ukraine |96|, and car hacking [97] are
reported. Therefore, attack-resilience of control systems under malicious attacks
has become one of the critical system design considerations and is actively stud-
ied [54,[70].

From a control systematic perspective, many researchers focus on the system
theoretic properties of physical plants and try to enhance security of the system
by adopting and modifying advanced control techniques. Various engineering
methods are applied to increase security in physical layers of CPS, such as fault
detection and isolation [66|, robust optimal control |1, estimation theory |12}
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1.1. Background 3

42|, network graph theory [85], game-theoretic approach |101], and cryptography
[36]. Especially, fault detection and isolation techniques [30] are very useful since
attacks are similar to faults and can be viewed as unexpected and unwanted
data injection to the system components like actuators and sensors. However,
the attack signals can be generated in a coordinated way so that they remain
stealthy [2,35,/63/,89,90| since adversaries may infiltrate into the system and inject
intentional false data, while the fault signals arise from non-colluding failures and
display abnormal behaviors. Consequently, we can regard malicious attacks as
a kind of intelligent faults. That is, by exploiting the system model knowledge
and data information, attack signals can be manipulated to deceive the target
system and remain undetectable. In fault detection and isolation area, model-
based residual generation techniques are developed using state estimation methods
[20] and “analytical redundancy” is a core element of those techniques [21}25].
Unlike “physical redundancy” approaches such as [46] and [15]|, which actually
employ additional components and exclude outliers simply by a majority voting
logic, the analytical redundancy exploits the inherent redundancy contained in the
mathematical model of dynamical systems. In this dissertation, a sort of analytical
redundancy in measurements called redundant observability is introduced as a key
concept that explains in a unified manner existing security notions of control

systems under sensor attacks.

Fundamental limitations on security issues such as attack detectability (and
identifiability) conditions in consideration of actuator attacks as well as sensor
attacks, have been investigated in [66]. In order to assess vulnerability of CPS
focusing on sensor attacks, those limitations are quantified by the security index
[11,12871] which is the minimum number of attacks to remain undetectable by
any type of anomaly detector. That is, the security index is closely related to
the notion of attack detectability. Undetectable sensor attacks for a static output
map are characterized in |28}|39}|45.|71}81}82], while the security index concept is

generalized to a dynamical system under sensor attacks in [11].

Motivated by the considerable works in the field of compressed sensing, er-
ror correction, and sparse approximation [8H10,|14,16,|17,27,58,93|, studies on
resilient state estimation under sparse sensor attacks, have been carried out re-
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4 Chap. 1. Introduction

cently [12,19,[31},[51}/62,75-77]. In [19], basic concepts regarding this problem
are introduced and the state reconstruction problem is formulated by an £y min-
imization problem which is NP-hard. By recasting the fy minimization problem
into a convex optimization problem, it solves the problem under additional re-
strictive assumptions, however, it can not guarantee real time estimation because
the algorithm provides initial state estimates only so that the information is de-
layed. Bounded noises, disturbances, and modeling errors are considered in [62]
and the state estimation error is analyzed, but an explicit error bound is not
given. Zero mean Gaussian white noises and disturbances rather than bounded
ones, are considered in [44,51,/55] and Kalman filters are used to guarantee the
state estimation performance in a probabilistic manner. Reference [77]| proposes
an event-triggered projected gradient descent algorithm which is a kind of itera-
tive greedy algorithm [93] with additional restrictive conditions. A satisfiability
modulo theory approach, which is a logic to find a healthy combination of sensors
by sequentially checking if it satisfies certain binary conditions, is adopted in [76]
and |75], but it relies on a heuristic idea for deciding search order from all possible
combinations. Authors in |[12]| prepare all possible candidates of observer combi-
nations to sort out healthy sensors, but the number of observers is fairly large.
On the other hand, a computationally efficient estimation scheme using median

operation is proposed for the system being observable with every sensor [31].

Although most control systems have nonlinearity in practice, all the above
studies are restricted to linear dynamical systems. An attempt to tackle the
resilient state estimation problem for nonlinear systems is firstly made in [7§|,
which is a direct extension of the results [76] on linear systems to a class of
nonlinear systems, called differentially flat systems. However, by assuming the
measurement output to be the “flat” output, the class of systems becomes limited;
for example, the given system should not have non-trivial zero dynamics [69]. On
the other hand, a secure state estimator is constructed in [29| for a special form of
nonlinear systems whose stacked outputs can be represented by a linear function

of the initial state and the attack vector.
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Figure 1.2: Controller-estimatior configuration of the control system under
sensor attacks.

1.2 Research Objective and Contributions

Sensors are one of the vulnerable points for security of control systems, and
thus, many researchers have studied security problems of the system where mea-
surements are compromised by adversaries [11,[12}/19/28/31}37,[39,45,/51}62./64}75-
77,[81]. In this dissertation, we consider sensor attacks on feedback control sys-
tems whose control connection is the controller-estimator configuration depicted
in Fig. . Note that the design of state feedback (K in Fig. and the design
of observer (€ in Fig. can be carried out independently for linear time invari-
ant (LTT) systems because the separation principle holds for LTI systems. The
main objective of this dissertation is threefold: (i) to analyze the characteristics of
linear systems under sensor attacks, focusing on the property of state reconstruc-
tion, (ii) to design a secure and attack-resilient estimator which actually recovers
the state variable in this situation, and (iii) to extend the results on analysis and
design of resilient estimation for linear systems to a class of nonlinear systems.

For discrete-time LTI systems, we first conduct a theoretical analysis and then
present a scheme for resilient state estimation. The first part (Chapter [3]) of this
dissertation deals with the theoretical developments of the relationship between
the notion of redundant observability and the fundamental limitations on secu-
rity of control systems under sensor attacks. As mentioned above, attacks have
something in common with faults, and a fault detection algorithm primarily uti-
lizes the analytical redundancy. Thus, one can infer that the attack detectability,
which directly gives the security index, is linked to the redundancy in some way.
It is shown in this dissertation that the redundant observability is the key element
and it determines the fundamental limitations of attack detectability. The redun-
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6 Chap. 1. Introduction

dant observability is a sort of analytical redundancy in sensing measurements to
reconstruct the system states defined as follows. An LTI system is said to be
g-redundant observable if it remains observable even though any q measurement
outputs are eliminated. More specifically, it has been shown that any g-sparse
sensor attack is detectable if and only if the given LTI system is g-redundant ob-
servable, which is again equivalent to the condition that the system is observable
under any |q/2|-sparse sensor attacks. In this case, the dynamic security index
can be directly obtained as q+1. However, the problem of calculating the security
index or the measurement redundancy involves combinatorial logic in nature, and
thus, it is NP-hard |28]. To mitigate this computational burden, we also sug-
gest a simple method to compute the dynamic security index by examining only
eigenvectors. Furthermore, the redundant detectability (or, asymptotic redundant
observability), which is a weaker notion than the redundant observability, is also
introduced. While the redundant observability does not care about the magni-
tudes of sensor attacks and does not mind whether the attacks are disruptive or
not, the redundant detectability only deals with attacks that do not converge to
zero as time goes on, so that it is more practical in the sense that it can only

detect and correct the attacks that are actually harmful to the system.

In the second part (Chapter [4) of this dissertation, we propose a resilient and
robust (or, suboptimal) state estimation scheme under three assumptions: |q/2]-
sparsity of attack vector, boundedness (or, Gaussian distribution) of disturbances/
noises, and g-redundant detectability of the system. The proposed estimator con-
sists of a bank of partial observers operating based on the Kalman detectability
decomposition and a decoder that exploits error correction techniques. Compared
to the existing resilient estimation algorithms in [12,19, 31,44} 51,55, 62, 75-77|,
advantages of our scheme are as follows. Basically, the proposed scheme assumes
the g-redundant detectability that is a weaker notion than the g-redundant ob-
servability condition on which other existing resilient estimation algorithms are
based. First, it does not require any additional restrictive conditions other than g-
redundant detectability (compared with [19,31.75,77]). Second, an observer-based
algorithm makes it possible to estimate the current state, not the initial state or

delay information (compared with [19,62,(76]). Third, the scheme for bounded dis-
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1.2. Research Objective and Contributions 7

turbances/noises, is robust in the sense that a bound on estimation error is explic-
itly derived from system parameters (compared with [12}19,62,[75-77]), and the
scheme for Gaussian distributed disturbances/noises, is suboptimal in the sense
that it achieves the minimum variance or weighted least square error in more
general cases (compared with [44}/51,55]). Fourth, in terms of time complexity,
an ¢y minimization problem in the decoder alleviates the computational efforts by
reducing the search space to a finite set and by combining a detection algorithm
to the optimization process (compared with other observe-based combinatorial
approach such as [12,/51]). Last, the required memory is linear with the number
of sensors by means of the decomposition used for constructing a bank of partial
observers, and hence, the space complexity is much smaller than that of [12,[51].
Overall, |75] seems to have similar advantages to ours, but it implicitly assumes a
certain exhaustive controllability condition for each combination of observers to

be transformed into the controllable canonical form.

In the third part (Chapter [5)) of this dissertation, a dynamic observer-based
resilient state estimation scheme is extended to a class of nonlinear systems. There
are a few researches [29,|78| dealing with nonlinear systems for resilient state es-
timation. For example, authors in [78| first investigated nonlinear differentially
flat systems and developed a state estimation scheme under attacks. However, by
assuming the measurement output to be the “flat” output, the class of systems
becomes very limited because the system should admit a simple static form of
observers. In addition, [29] deals with a nonlinear system which has a special
structure so that its output can be trivially transformed into a linear function of
the initial state and the attack signal. We have presented a resilient estimation
algorithm for a class of nonlinear systems called uniformly observable nonlinear
systems, which are under much less restrictive class compared with previous re-
sults and are often studied in the field of control engineering for nonlinear sys-
tems. Assuming that there are enough number of sensors, we show how to coun-
teract the effect of limited number of sensor attacks. In particular, the notion of
redundant observability for linear systems is slightly modified for nonlinear sys-
tems. Like linear systems, the idea of the resilient estimator implementation is
to design partial observers for each output, which is for estimating the observable
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8 Chap. 1. Introduction

sub-state only, and then to process the partial information collected from each
sensor. For this, the “uniform observability decomposition” from [74], which is an
analogous concept of Kalman observability decomposition for linear systems, and
a high gain observer [24] are utilized to construct the final detector/estimator.
As a by-product of the high gain observer construction, we obtain an assignable

convergence rate of the estimation error that converges to zero.

1.3 Outline of the Dissertation

The following outlines this dissertation and briefly presents the contributions of

each chapter.

Chapter 2. Error Correction over Reals and its Extensions

The theoretical background of static error correcting problems for a stacked vector
case, is presented in this chapter. First, we review some brief backgrounds on
error correction techniques for a usual vector case and discuss connection between
error correction over reals and compressed sensing. Then, the techniques are
extended to the case of stacked vectors, which is an essential mathematical tool
in later chapters. This chapter establishes the basic concepts and provides a solid
foundation both for theoretical analysis and practical estimator design in attack-
resilient estimation. For theoretical studies, the notions of error detectability and
error correctability of the given coding matriz are introduced and characterized
by suggesting some equivalent conditions. In addition, for practical use, the error
detection and state reconstruction schemes are proposed both for bounded noises

and Gaussian distributed noises.

Chapter 3. On Redundant Observability
The notion of redundant observability is introduced that explains in a unified man-
ner existing security notions such as dynamic security index, attack detectability,
and observability under attacks. By following similar procedures used to derive
observability in linear system theory, e.g., the observability matrix rank test or
Popov-Belevitch-Hautus (PBH) test, we can obtain some equivalent conditions
for redundant observability. Moreover, it turns out that an observability matrix
behaves like a coding matrix examined in the static error correcting problem, and
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1.3. Outline of the Dissertation 9

hence, its properties (e.g., redundant left invertibility, cospark, error detectability,
and error correctability) determine the resilience of control systems under sensor
attacks (e.g., redundant observability, dynamic security index, attack detectabil-
ity, and observability under attacks of the system). Furthermore, the redundant
detectability (or, asymptotic redundant observability), which is a weaker notion
than the redundant observability, is also introduced. As the name suggests, the
redundant detectability is a concept of redundant observability in an asymptotic
sense. That is, if one can recover the state variable asymptotically (in the limit)
even after removing any g sensors, the system is called g-redundant detectable.
Since the redundant detectability is a kind of asymptotic properties, it treats a
signal which converges to zero as a zero signal. Therefore, it only cares about
attacks that do not converge to zero as time goes on, while the redundant observ-
ability does not care about the magnitudes of sensor attacks. Thus, it is more
practical in the sense that it can only detect and correct the attacks that are

actually harmful to the system.

Chapter 4. Attack-Resilient State Estimation for Linear Systems
In this chapter, we have developed algorithms which estimate the state variable
of the control systems even under sparse sensor attacks. The proposed estimator
consists of a bank of partial observers operating based on Kalman detectability
(or, observability) decomposition and a decoder exploiting error correction tech-
niques. For bounded disturbances and noises, the partial observers are designed
by Luenberger observers and the decoder utilizes the error correction algorithm
with bounded noises. The proposed scheme is robust since it guarantees that the
estimation error bound is proportional to the noise level. For Gaussian distributed
disturbances and noises, the partial observers are constructed by Kalman filters
and the decoder operates based on the error correction algorithm with Gaussian
noises. The solution of the proposed algorithm is most likely to detect the attacks
and is suboptimal since it achieves the minimum variance or weighted least square
error for the selected set of sensors. In terms of time complexity, an £y minimiza-
tion problem in the decoder alleviates the computational efforts by reducing the
search space to a finite set and by combining a detection algorithm to the opti-
mization process. On the other hand, in terms of space complexity, the required
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10 Chap. 1. Introduction

memory is linear with the number of sensors by means of the decomposition used

for constructing a bank of partial observers.

Chapter 5. Attack-Resilient State Estimation for Nonlinear Systems

The resilient state estimation algorithm developed for linear systems in the previ-
ous chapters, are generalized to uniformly observable nonlinear systems. A high
gain observer, which becomes the partial observer whose error decreases to zero
exponentially, is constructed for each single output, and it provides the estimate
of the observable sub-state. An attack detection scheme, which decides the pres-
ence of attack by comparing the residual signal with a time-varying threshold, is
proposed. The required condition for this attack detection is less strong than the
condition for resilient state estimation, which is natural because the attack can
also be revealed /identified once the state is correctly estimated. It will be shown
that a detection alarm rings whenever “influential” sensor attacks are injected. If
the alarm does not ring then either there is no attack, or the attack is so small
that one cannot tell between the sensor attack and the measurement noise. More-
over, by employing the time-varying threshold, the proposed detection scheme
also takes into account the transient of the estimation error caused by dynamic
observers. Finally, the proposed attack detection algorithm enables resilient state
estimation by signaling that the current combination of sensor information is cor-

rupted or not.

Chapter 5. Conclusion
The major contributions of this dissertation is summarized and future research

directions are discussed.



Chapter 2

Error Correction over Reals and its
Extensions

This chapter provides some brief background on error correction techniques and
discuss connection between error correction over reals and compressed sensing.
Based on the results of error correcting problems with usual vectors, we extend

them to the stacked vector case which forms the foundation of this dissertation.

2.1 Error Correction over Reals and Compressed Sens-
ing
We consider an error correcting problem with real valued input and output

which is stated as follows: For the corrupted measurement

y=Cx+ecRP (2.1.1)

where C' € RP*" (p > n) has full column rank and e € RP is g-sparse (i.e.,
llello < q), is it possible to recover x exactly from the data y?

When a coding matriz C € RP*" has the property that ||Cz||p > 2q for any
x € R" such that x # Onx1, it is well known |27, Section 3| that the input z is

uniquely recovered by the well-known £y minimization problem of

in ||y — C'x|lo-
min fly = Cxllo

b oy i
11 AM32TH



12 Chap. 2. Error Correction over Reals and its Extensions

In other words, if cospark(C') > 2q, the input variable x can be recovered by the
¢p minimization decoder Dy : y +— argmin ||y — Cx/lo, i.e.,
xER"

x = Do(y) = argmin ||y — Cx||o.
X€ER"

In recent years, compressed sensing (CS) has attracted remarkable attraction
in areas of information theory, coding theory, computer science, statistics, and
electrical engineering [9}/14,/16]. CS is an efficient signal sensing protocol which
samples data at a lower rate than that of Shannon’s theorem suggests, and later
recovers the original signal from an incomplete set of measurements. The recon-
struction of a signal in CS, i.e., sparse signal recovery, is closely related to the error
correcting problem as follows [9]. We can multiply a full row rank matrix
F e R(P=M*P which annihilates the matrix C on the left, i.e., FC' = O(p=n)xn;

to (2.1.1)) and obtain
y=F(Czr+e)=FeecRP". (2.1.2)

Here, F € R™P (m = p—n < p) is called a sensing matriz and the error
correcting problem of is transformed to the problem of reconstructing the
sparse vector e € RP from the observations § = Fe € R™. In this situation, if any
subsets of 2q columns of F' are linearly independent, the g-sparse error vector e
can be recovered by searching the sparsest vector ¢ € RP that explains § = Fe.
That is, if spark(F) > 2q (note that the spark of the matrix F' is the minimal
number of columns from F' that are linearly dependent), the error variable e can

be recovered by

e = argmin |le]|p subject to § = Fe. (2.1.3)
ecRp

Assuming that e is q sparse, the solvability conditions for (2.1.1]) and (2.1.2)

are cospark(C') > 2q and spark(F') > 2q, respectively. Actually, when the coding
matrix C' and the sensing matrix F' is related by F'C' = Omxn, we have that

cospark(C') = spark(F")
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2.1. Error Correction over Reals and Compressed Sensing 13
which easily follows from

pepin, [Czllo < yeritil lyllo  subject to F'y = Omx1
because Fy = Omx1 means that y is of the form Cxz (i.e., y € R(C)) where x is
nonzero since y # Opx1.

The £y minimization of is a hard combinatorial problem. Hence, in the
field of CS, many researchers try to solve with a computationally feasible
algorithm under some additional conditions. The notion of restricted isometry
property (RIP) introduced by [9], is a key concept in this matter and many suf-
ficient conditions guaranteeing the exact sparse signal recovery is expressed in

terms of RIP.

Definition 2.1.1. A sensing matrix F' € R™*P is said to satisfy the restricted
isometry property of order k with the restricted isometry constant . if dy is the

smallest constant such that
(1—=d80)llell3 < [[Fell3 < (1+80)llell3
holds for all k-sparse e (i.e., [le]o < k). O

One way to reduce the computational effort of solving is to recast
this ¢y minimization problem into a convex optimization which can be easily
implemented by linear programming techniques. By replacing || - ||p in (2.1.3])
with its convex approximation || - ||;, we obtain a more tractable ¢; minimization

problem of

¢ = argmin |[e]|; subject to y = Fe. (2.1.4)
e€RP

The following theorem proved in [10] asserts that the solution of the ¢; minimiza-
tion problem ([2.1.4)) is that of the ¢y minimization problem (2.1.3) under some
RIP condition with a small enough restricted isometry constant. More precisely,

the convex relaxation is exact when daq < V2—1landec q-

Theorem 2.1.1. For the measurement § = Fe € R™ where F' € R™*P satisfies

A L)) &
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14 Chap. 2. Error Correction over Reals and its Extensions

the RIP of order 2q with the restricted isometry constant
62q‘< Vﬂj——l

and ||e]|o < q, it follows that

e = argmin |le||; subject to g = Fe. O
e€ERP

While the ¢; relaxation is called basis pursuit, another approach called
matching pursuit |53495] or greedy algorithm |93] is also developed. Greedy meth-
ods are a kind of iterative approximation and have attracted interest of many
researchers for practical benefits. Greedy search algorithms sequentially inves-
tigate the support of the sparse signal until a convergence criterion is met, or
obtain an improved estimate of the sparse signal at each iteration that attempts
to account for the mismatch to the measurements. Orthogonal matching pursuit
(OMP) [93] is one of the simple and effective greedy approaches and its algorithm
is presented in Algorithm where f,j represents j-th column of F' and F7y,
denotes the matrix obtained from F' by eliminating all j-th columns such that
j € A{. In each iteration of OMP, correlations between each column of F' and the
modified measurements so called residual (r in Algorithm are compared each
other and the most correlated column is chosen as an element of the support of
the sparse signal. The performance guarantees of OMP are similar to those of ¢;
minimization and [53}/95] have shown that OMP exactly recover e from
y = Fe in a finite iteration with a small restricted isometry constant, stated as

follows.

Theorem 2.1.2. For the measurement § = Fe € R™ where F' € R™*P satisfies

the RIP of order q + 1 with the restricted isometry constant

0, < L
q+1 Ja+1

and ||e]lo < g, OMP described in Algorithm perfectly recovers e from § = Fe

in q iteration. O
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2.1. Error Correction over Reals and Compressed Sensing 15

Algorithm 2.1 Orthogonal matching pursuit

Input: measurement ¢, sensing matrix F', sparsity q
Output: state estimate é
Initialization: count i = 0, residual ro = 7, support set Ag = ()
1: while i < q do
2: i=i+1
3 A=A U arg max M
j ||f*,j”2
4 &, =argmin [lg — Flyells = (F7,) "9
5 ri=19— E:A;éxi
6: end while

7. 6= argmin ||y — Fel2
e€{e: supp(e)=Aq}

There are another algorithmic approach to sparse signal recovery called com-
binatorial algorithm. Since combinatorial approach identifies a subset of anoma-
lous elements by investigating all possible combinations [59], it is computation-
ally heavy. However, it does not require any additional assumption other than
spark(F') > 2q, while ¢y minimization and OMP suppose that the sensing matrix
satisfy the RIP with a small enough restricted isometry constant. By the way,
if we have the freedom to construct and choose the sensing matrix F', which is
a common situation in the field of signal processing and information theory, one
can generate the sensing matrix by a random matrix in order to satisfy the RIP
condition. Authors in [4,49] have shown that random matrices satisfy the RIP
condition with high probability if the elements are selected according to a Gaus-
sian, Bernoulli, or any sub-Gaussian distribution. However, it is not the case in
control engineering. Since the coding matrix C' comes from the dynamical sys-
tem, the sensing matrix F’ which should satisfy F'C' = Oy« can not be generated
by any random matrix. Hence, the RIP condition may not be fulfilled for many
control engineering applications. Thus, we have tried to make the best use of the
combinatorial algorithm and ¢y minimization in this dissertation because it does

not require any additional restrictive condition like the RIP.
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2.2 Extension to Stacked Vector Case

In this section, the error correction techniques with a usual vector examined in
the previous section, is extended and tailored to the n-stacked vector case which
will be encountered frequently in the security problems on control systems. As
an extension of , we presume the measurement vector Z is composed of p

measurement data z" € R" for i € [p] such that

.
21

zn
29

N>
Il

Zn
L %p ]

and thus 2 is an n-stacked vector. Given a coding matrix ® € R"P*", we want to

recover a vector x € R" from the n-stacked measurement vector Z given by

z

Pz +ecR™ (2.2.1)

in which the measurement 2 is corrupted by an unknown vector e € R"P. Here, e
is the error vector that is sparse but the magnitude of non-zero elements can be
arbitrarily large. Later in this section, we will also take noises into account, and
then, the equation finally has an additional noise vector v € R"P which

leads the measurement Z in the following form of

=0z +v+ecR™ (2.2.2)

where the n-stacked measurement Z is corrupted by the noise vector v as well as
the error vector e. The vector v represents noise and is assumed to have bounded

magnitude or follows a Gaussian distribution.

2.2.1 Error Detectability and Error Correctability

This section introduces the notions of error detectability and error correctabil-

ity when the measurement Z is noise-free as in (2.2.1)). Because one should be able

SERL



2.2. Extension to Stacked Vector Case 17

to detect the presence of error in order to reconstruct the original state vector x,
two concepts are closely related. We start this section by introducing the error

detectability, which is an essential prerequisite for error correctability.

Definition 2.2.1. For a coding matrix ® € R"P*"a non-zero error vector e € R"P
is said to be undetectable with respect to ® if there are two different z and z’ in
R" such that &z + e = &z'. O

In other words, e # Onpx1 is undetectable with respect to ® if and only
if e = ®x, for some x, # Opx1. Furthermore, the next lemma indicates that

undetectable errors are such signals that are invisible through a residual signal.

Lemma 2.2.1. |45, Theorem 3.2] For the measurement Z = Pz + e where

® € R"P*" has full column rank and x € R", let
ri=5— 00Tz = (Inpxnp - <1>(cI>T<I>)*1cI>T) 3 (2.2.3)

Then e = &z, € R" for some z, € R" if and only if r = 0,px1. In other words, e

is undetectable with respect to ® if and only if r = Onpx1. O

Note that ®®T in Lemmais an orthogonal projection matrix. Therefore,
it projects Z onto the range space of ®, R(®), and we have Z ¢ R(®P) if and only
if 2 # ®®T2. By the way, Definition identifies error detectability in respect
of the error vector e. As for the coding matrix ®, this notion can also be defined

analogously with a g-sparsity constraint on e as follows.

Definition 2.2.2. A coding matrix ® € R"P*" is said to be (n-stacked) q-error
detectable if, for all z,2" € R" and e € ¥ such that ®x 4 e = ®2’, it holds that

z=1. O

Therefore, the matrix ® € R"™*" is not (n-stacked) g-error detectable if and
only if there are two different # and z’ in R", and e in ¥q such that ¢z + e =
@z’ which corresponds with Definition Or, when @ is (n-stacked) g-error
detectable and e is (n-stacked) g-sparse, the measurement z = ®x + e lies in the
range space R(®) if and only if e = Oppx1. Now, more equivalent conditions which

characterize the error detectability of a coding matrix ®, are given.

2] &-t]] 8
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18 Chap. 2. Error Correction over Reals and its Extensions

Proposition 2.2.2. The followings are equivalent:

(i) The matrix & € R"P*" is (n-stacked) g-error detectable;

(ii) For every set A C [p] satisfying |A| > p — q, ®an (or, equivalently ®7,) has
full column rank;

(iii) For any = € R" where x # Onx1, ||®z|lon > q;

(iv) For any z, 2’ € R" where z # 2/, dpn (P, 2’) > q. O

Proof. (i) = (ii): Suppose that (ii) does not hold, i.e., there exists an index set
A C [p] with [A| > p —q and z # Onx; such that ®pnx = Oppx1. Then it follows
that ||e]jon < q where e := —®z. Thus, &z + e = P0,x1, and P is not g-error
detectable.

(ii) = (iii): Suppose, for the sake of contradiction, that there exists x # Onx1 such
that ||®z||pn < q. Let A be the complement of supp”(®z), i.e., A = (supp"(®x))“.
Then it is obvious that |A| > p — q and ®anz = Onpx1. This contradicts the full
column rank condition of ®n in (ii).

(iii) = (iv): Because & — 2’ # Onx1, we have dgn (Px, P2') = ||P(z — 2)||on > q.
(iv) = (i): We again prove it by contradiction. Suppose that ® is not g-error
detectable. That is, there exist x, 2’ € R" satisfying = # 2/, and e € 3 such that
Ox + e = ®2’. It follows from x — 2’ # 0,x1 and e € ¥g that don (@2, Pz) =
|®(z" — z)|lon = |le]|on < g. Thus, (iv) fails. O

Remark 2.2.1. In Proposition [2.2.2] the condition (ii) relates g-error detectabil-
ity to left invertibility of ® € R"P*", That is, ® remains left invertible even if any
(n-stacked) q row blocks are eliminated. We may call this property q-redundant
left invertibility. In other words, one should remove at least (q + 1) row blocks
from ® to break left invertibility, which has something to do with the sparsest
critical (q + 1)-tuple found in [81]. On the other hand, the condition (iii) es-
tablishes link between the error detectability and the cospark of a coding ma-
trix. More specifically, ® is g-error detectable if and only if its cospark is larger
than q, i.e., cospark"(®) > q. For a usual matrix C' € RP*" a similar claim
of the equivalence between (i) and (ii) is proved in [39, Theorem 1]. A similar
claim of the equivalence between (ii) and (iii) is also shown in |81, Theorem 3| for
C € RP*". Proposition m generalizes those theorems to an (n-stacked) coding
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2.2. Extension to Stacked Vector Case 19

matrix ® € R"Px", O

On top of the error detectability, the following notion of error correctability is

now introduced and characterized.

Definition 2.2.3. A coding matrix ® € R"P*" is said to be (n-stacked) q-error
correctable if, for all z, 2" € R" and e, e’ € ¥ such that @z +e = a2’ +¢', it holds
that z = 2. O

Therefore, when @ is (n-stacked) g-error correctable, one should be able to
recover x (and thus, e as well) from the corrupted measurement Z = ®x + e with
e € ¥, because, in principle, one can exhaustively search for all 2’ € R" and
e € g such that z = @z’ + ¢/. In other words, if ® is g-error correctable, then
the input z € R" can be uniquely determined from the measurement ®x+e € R"P
whenever the error e is g-sparse. Thus, when the input z and the measurement
Z are related by 2 = ®x + e with g-sparse error vector e, there is a decoding map
D : R" — R" which can recover the input vector x € R" exactly if and only if the
matrix ® € R"P*" is g-error correctable. This is not possible if ® is not g-error
correctable because, with ® not being g-error correctable, there exist x # 2’ € R"
and e, e’ € ¥ such that @z + e = 02’ + ¢'.

Now, by the same arguments as in Proposition 2.2.2] one can easily obtain

the following equivalence between error correctability and error detectability.

Proposition 2.2.3. The followings are equivalent:

(i) The matrix ® € R"P*" is (n-stacked) g-error correctable;

(ii) The matrix ® € R"*" is (n-stacked) 2g-error detectable;

(iii) For every set A C [p] satisfying |A| > p — 2q, ®an (or, equivalently ®7%,) has
full column rank;

(iv) For any = € R" where x # Onx1, || Px|on > 2q;

(v) For any z, 2’ € R" where z # 2/, dpn (P2, Pz’) > 2q. O

Proof. (i) = (ii): Assume that z,2" € R" and e € ¥j, satisfying &z + e = ®a’,
are given. Let e; and es be such that e = e; — e where ej,e2 € Eg. Thus, we
have ®x + e; = a2’ + e9. Since ® € R"P*" is g-error correctable, it follows that

Tr=2x.

2] &-t]] 8
i ] 1



20 Chap. 2. Error Correction over Reals and its Extensions

(ii) = (i): Assume that z,2’ € R" and e, ¢’ € ¥ satisfying @z +e = da' + ¢/, are
given. Then, we have ®x + ¢” = &2’ where ¢’ = e — ¢’ € X . Since ® € R"P*"
is 2g-error detectable, it follows that x = .

(il) & (iii) < (iv) < (v): It directly follows from Proposition [2.2.2] O

Proposition [2.2.3] implies that one can detect twice the number of errors that
can be corrected and reconstructed. In other words, the error correctability re-
quires twice redundancy in measurements than the error detectability in respect

of the redundant left invertibility of a coding matrix.

2.2.2 Error Detection and Correction Scheme for Noiseless Case

Based on the concept of g-error detectability and correctability analyzed in
the previous section, we can implement a realizable scheme that actually detects
the presence of error and reconstructs the input variable. Those methods for the
noiseless measurement are presented in this section. First, a detection
scheme utilizing the residual signal r generated by the discrepancy between the
actual measurements # and the estimated measurements ®3 where & = ®2 in
([2.2.3), is developed. The equivalence between Proposition [2.2.2] (i) and (iii) im-
plies that one can detect non-zero error e € R" as long as ||e||orn < cospark”(®).
Indeed, combining this result with Lemma [2:2.1] one can derive a detection cri-
terion of g-sparse error, which determines whether a g-sparse error compromises
the measurements or not. In other words, when ¢y norm of the error e is less than

the cospark of ®, there exists a scheme that can check if e = Oppx1.

Lemma 2.2.4. For the measurement 2 = &z + e where ® € R"P*" is (n-stacked)
g-error detectable, z € R", and e € Xg, let r = 2 — dPT2. Then e = Onpx1 if
and only if 7 = Oppx1. Moreover, when e = Onpx1, the vector z is recovered by
&= @1z, O
Proof. Note that no g-sparse error e # 0 can be represented by Pz, for some
ze € R" by Proposition M(m) Therefore, the result directly follows from
Lemma 2.2.7] O

In a similar way done in the field of CS, we can multiply an orthogonal full

row rank matrix ¥ € R(MDPx"P  which annihilates the matrix ® on the left
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of (2.2.1) and obtain another error detection strategy with a slightly modified

residual signal.

Corollary 2.2.5. For the measurement z = ®z+e where ® € R"*" ig (n-stacked)
g-error detectable, z € R", and e € X, let ' = U2 where ¥ € R(M-Dpxnp g o
matrix such that ¥® = O,_1)pxn and LAERES In—1)px(n—1)p- Then e = Onpx1 if
and only if " = On_1)px1- O

Proof. From [\IIT (@T)T]T [\I/T CI>] = Inpxnp, it directly follows that
T T ahTl _oT t
(w7 o] [T (@HT] =0T+ 00! = L.

Therefore, we have U1 ¥ = npxnp — ®dT which implies that U7’ = 2— DTz =7
and the proof is completed by Lemma [2:2.4] O

Second, assuming that ® is (n-stacked) g-error correctable, we will discuss the
problem of constructing a decoder that can actually correct (n-stacked) g-sparse
error e and recover the input vector z in the noiseless case of . That is,
we will find a map D : R"™ — R" such that D(2) = x where 2 = &z + e € R"P
and e € 3. The next lemma says that o minimization introduced for a usual
vector error correction problem in Sction [2.1] provides a solution in this situation

as well, that is, it indeed works for our n-stacked vector case.

Lemma 2.2.6. For the measurement z = ®x + e € R" with (n-stacked) g-error

correctable ® € R"™*" 7 € R", and e € %3,

x = argmin||Z — ®x|[on (2.2.4)
X€ER"
i.e., the decoder Dyn : 2 — argmin ||Z — ®x||on corrects q errors. O
x€R"

Proof. If there exists 2/ # x that minimizes |2 — ®x/||on, then, with ¢’ := 2 — @2/,
we have that 2 = &2’ +¢’ = dz+e and ||¢/||on < ||e]|on < g because € is a minimal
solution. This implies that ® is not g-error correctable and thus completes the

proof by contradiction. O
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Lemma[2:2.0 asserts that, in order to reconstruct z, one should investigate the
whole space R" to solve (2.2.4). However, the search space in fact can be reduced
to a finite set defined by

For(2) ={zeR":z= (®an)T 240 where A C [p] and |A| = p — rp (2.2.5)

in which, r is any integer satisfying q < r < 2q. Note that |7, (2)| < (pﬁr) = (7).
When it comes to solving ([2.2.4)), the following theorem claims that it is enough
to search over the finite set F, (2), not R". For this, one can choose r between q

and 2q to minimize (7).

Theorem 2.2.7. For the measurement 2 = ®z+e € R" with (n-stacked) g-error

correctable ® € R"™*" 7 € R", and e € ¥,

x = argmin ||Z — Px||on (2.2.6)
XEFp,r(£)
where r is any integer satisfying q < r < 2q. O

Proof. It is enough to show that the vector  belongs to F,, ((2). Pick any subset
A C (supp"(e))® satisfying |[A| = p — r. Because ®pn has full column rank by
Proposition M(iii), it follows that y = (®an) 2an = (@pn)' ®pnz = . Hence,
x € Fpr(2). O

Remark 2.2.2. The ¢y minimization problem over R" is shown to be
NP-hard [58| in terms of time computational complexity. This means that the
algorithm may not be practically feasible since, in control systems, the compu-
tation should be done repeatedly in real-time. Thus, much research effort has
been devoted for a relaxation of by imposing some additional conditions
(e.g., applications of basis pursuit and greedy algorithm in control systems as
in [19,/77]). It is emphasized that the algorithm proposed in Theorem ac-
tually relieves the computational complexity, not by imposing additional condi-
tions, but by reducing the search space to a finite set. It is a kind of combina-
torial approach which tests only (?) < p" (or ( pEr) < pP™") candidates with the

freedom of selecting r between q and 2q, while a naive brute force search algo-
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rithm without any information on error correctability has no choice but to test
all ('1’) + (5) +---+ (g) ~ 2P combinations. In our case, the computational efforts
decrease drastically by selecting r = q when q < p (or selecting r = 2q when
q ~ p/2) for example. Compared to other combinatorial algorithms in [42,66,76|,
Theorem [2.2.7] is more relaxed by introducing r that can varies between q and 2q.

O

Finally, the following lemma presents a simple criterion to verify whether a

given vector & € R" coincides with the original input z.

Lemma 2.2.8. For the measurement z = ®x + e € R" with (n-stacked) g-error

correctable ® € R™ ",z € R", and e € ¥,

|2 — ®Z||p» < q if and only if = =2Z. O

Proof. (if): This is trivial because |2 — ®Z|jon = ||€]|on < q.
(only if): Define é := 2 — ®Z, then 2 = ®% + é = ®x + e where ¢,é € . Since
® is g-error correctable, it follows from Definition that © = . O

2.2.3 Error Detection and Correction Scheme for Noisy Case

The previous section showed that the input vector x can be recovered precisely
from the noiseless measurements by an optimization problem when the measure-
ment is corrupted by sparse adversaries. However, the measurements are prone to
be contaminated by noises in most practical situations. For example, since almost
all sensors are not perfect to measure the actual outputs, they may suffer from
the quantization errors in digital control systems. In addition, external distur-
bances can be a source of noises and modeling errors may contribute to deviate
the measurements. In other words, consideration of the noise is inevitable be-
cause the sensor measurement is not perfect in practice. Moreover, consideration
of the noise is also required by the intrinsic property of the dynamic estimator.
It will be seen that the dynamic estimator will compute the state estimate that
asymptotically converges to the true state as time tends to infinity, but at any

finite time, there is small estimation error. This small estimation error will also
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24 Chap. 2. Error Correction over Reals and its Extensions

be treated as the noise in Chapter [l If the signal recovery method is sensitive
to the noise, the solution is not reliable in practical systems. Therefore, stable
error detection and signal recovery algorithm need to be devised in the presence

of noise.

2.2.3.1 Bounded Noise

Suppose that the measurement zZ = ®x + v+ e is given where ® is (n-stacked)

g-error correctable, e is (n-stacked) g-sparse, and v € R" satisfies

|v'l2 < vmax  for all i € [p]. (2.2.7)

First, let us now consider a detection scheme for the case when the bounded noise

v € R"™ corrupts the measurements as in (2.2.2]). For this, let

pp.a(®) i= min {in (©a0) : A  [p], [A] = p — )
=1/ max {[| (@a)" [, - A C [pl. [A] =p—a}.
oa(®) = max {|| @y (@a0)' |, :1 € P\ A, A C[pl, [A]=p—af,
Fpa(®) = (VP + VP —a/ppq(®),
Kpa(®) = (1p.a(®)vVP —a+1) (VP +1).
The proposed method is inspired by the error detection scheme in Lemma [2.2.4]

and the following theorem says that one can “practically” detect the g-sparse error

in the noisy situation with the residual r given in (2.2.3]).

Theorem 2.2.9. For the measurement z = ®z + v 4+ e where ® € R"*" is (n-
stacked) g-error detectable, z € R", e € X3, and v € R satisfying [|v]]|2 < vmax,
Vie [p], let # = ®'2 and 7 = 2 — ®2. Then,

(i) e # Onpx1 if

Iri'll2 = 12" — Pfodll2 > /P Umax  for some i € [p],
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(i) [lePll2 < K 4(P)vmax, Vi € [p], if
Irflls = 120 = ®failla < /P vina for all i € [p].

In the case of (ii), ||z — x|z < Hiq(@)vmax. O

Proof. (i): This can be shown by contraposition. If e = Onpx1, then we have, for
all i € [p],

120 — Bfills = [Bfox + of — B (2T (B2 +0))]l2 = o] — Bfa(@10) |2

< H(Inpxnp - <IXI)J[)'U”Q < VP Vmax,
which follows from the fact that ||Inpxnp — @[z < 1.

(ii): Let A be a subset of (supp"(e))® satisfying |A| = p —q. Since \/p Vmax >

| 2" — ®F.z||2 for all i € A from the assumption, we have

VPP — @)Vmax > [|Zan — Pandl2 = [[@anx + van — PAndl2 = || Pan(z — ) + van |2

> [|Pan(z = 2)[]2 = [luan]l2,

which leads to the result that
[@an(z — 2)[l2 < (VP + 1)VP — qUmax-
Therefore, it is obtained that

|2 =zl < (VP+1)VpP— qvmaX/pP,q(q)) = “g,q(q))vmax'
Now, for any i € A¢, it follows again from the assumption that

\/5 Umax

Y

10— Bl = [Bfox + o + e — fadllo = | @F (x — &) +of + €l

Y

—[[®Fa (x — )12 — vmax + [l€f2-

2] -] 8} 3
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Therefore,

lefll2 < [[Fe (x = £)ll2 + v/Prmax + Vmax = [|ro®@]a@an(z — £)|l2 + (v + 1) Vimax

§ UP,Q(CI))(\/E + 1) VP — QUmax =+ (\/5 + 1)Urnax = Kg,q ((I))Umaxa vi S Ac-

Since |[e!'||2 = 0 for all i € A, this completes the proof. O

In fact, when the size of e is small, one cannot tell between the noise v and the
error e. The item (ii) in Theorem reflects this fact and guarantees that the

estimation error is small and & approximately estimates x.

Now, an algorithm for reconstructing x, which is robust to the noise, is pre-
sented.E| By robustness, we mean that the algorithm can recover the input x from
Z under sparse attack e and bounded noise v, with a guaranteed error bound that
is proportional to the noise level. We will first prove that any solution (x*,e*)

to the following relaxed fp minimization problem yields an approximation of x as

T=x"
min llellon
XEFpr(2), c€RrP (2.2.8)
subject to [|2! — ®Fax — l[|2 < Viaxs "1 € [P]

where r is any integer such that q < r < 2q and

v;nax = ﬁpqur(q))vmax
= max{n{,yqyr(@)\/p— r+1,vp— r} VUmaxs (2.2.9)
Mpqr(®) = max min max H(I)Fi" (®5.)" H2

AC[p] ACA  i€eA\A
[Al=p—a |Al=p—r

It will be clarified in the proof of Theorem [2.2.11 why v} .., 10t vyax, is used
in (2.2.8). The above optimization problem is not easily implementable because
there are two optimization variables x and € where the variable ¢ is searched over

R"P under constraints. Hence, we present another optimization problem, which is

'Robust signal recovery has also been studied in the literature, but most of them require
additional conditions such as uniform uncertainty (or restricted isometry property) [8] or mutual
incoherence [17]. Roughly speaking, they are criteria to measure how close the given matrix is

to an orthogonal matrix. See [§] and [17].
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in more accessible form of:

# = argmin {i € [p] ¢ 12" — BTax|a > vl’m} , 228
XEFp,r(2) I
or
& = arg max {i € [p) - 12" — @2 < vmax} . 228

XEFp,r(2)
When robustness of the given signal reconstruction scheme is analyzed, the

problem ([2.2.8)) is more useful than (2.2.8[) and (2.2.8[") because the error vector

é and the noise vector ¢ is directly determined from the solution Z. However, note
that (| - ) has two optimization variables x and e, while ) and -

have only one optimization variable y. Hence, in order to solve , one
should first minimize ||¢||or for any given x under the constraints. By denoting
that minimal solution for given x as é,, one then calculate the optimal solution
minimizing ||é,||o» among all x € F,(£). Consequently, when we implement the
algorithm, the unconstrained problem (2.2.8() or (2.2.8[") is preferable to (2.2.8))
since one can directly calculate the value of the objective function for any given x
without additional optimization process. Actually, (2.2.8) can be interpreted as a
relaxation of the problem . The following proposition shows the equivalence

of @ZF). @ZH). and @ZF))

Proposition 2.2.10. For the measurement 2 = ®x + e + v € R" with (n-
stacked) g-error correctable ® € R"*" z € R", e € E“, and v € R"P such that
|[vP]]2 < Vmax, "i € [p], three optimization problems (2.2.8), ), and ’)
are equivalent (that is, a solution & to one optimization problem is also a solution

to another optimization problem and vice versa). O

Proof. Tt is trivial that ) and (2.2.8]") are equivalent. Therefore, we will
show that (2.2.8) and (2.2.8/) are equivalent. Let # = x* and é = ¢* be any
solution to , and let 0 := Z— &2 — é. Then, for any i € [p], it automatically
holds that ||0P[|2 < v}, by the constraint in (2.2.8). Similarly, let 2’ be the

solution to (2.2.8(). Define é’j‘ = 2 - CI‘Fn:i" and @’J-” = Ophxy for j € {i c
[p] : Hé" - @an’Hg > V)ax b» and define e 1= Onx1 and O} == 20 — Fnﬁj for
je{ie(p]: [|2M = @%@’ ||l2 < V)yay}- Then, (x,e) = (&, ¢') satisfies the constraint
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in [2.2.9).
We claim that & with é, the solution of (2.2.8)), is also a solution of (2.2.8[)

and vice versa. Indeed, directly from the above definition of ¢, it is obtained that

= [1€llon- (2.2.10)

{ie bl 12 = OFdll2 > v |

On the other hand, because || — ®Tn& — €l'||2 < v}, for all i € [p], it follows

max

that [|Z] — @ana%Hg < V)ax for any j € (supp"(€))°. Thus, we have

< léllon- (2.2.11)

{ie Pl 150 = Ol > vhua )
Since é is the minimal solution of (2.2.8)), it holds that
1€llon < [€']]on- (2.2.12)

Finally, because &’ is the solution of (2.2.8(), it follows that

i€ Bl 180 = @R/ llo > v f| < |{i € P+ 127 = BFpillz > thpae |-

(2.2.13)

Combining (2.2.10), (2.2.11)), (2.2.12)), and (2.2.13) together results in

ellon = |{i € 6]+ 12 = BFpill2 > vhoae |

—[&/lor = |{i € [B] + 15 = OFad/ll2 > vl .

Consequently, & is a solution of (2.2.§[) and Z’ is a solution of (2.2.8)). This

concludes the claim. O

While the problem (2.2.8)), (2.2.8(), or (2.2.8[") need not have unique solution,

the following theorem establishes a robust estimation scheme which utilizes an

optimization problem over a finite set and presents an upper bound of ||z — z||2

for any solution & of (2.2.8), (2.2.8), or (2.2.§]") with a proportional constant

Kpar(®) = (Fpar(®) +1)\/p —2q/pp2q(®P).
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Theorem 2.2.11. For the measurement z = ®x+e+v € R" with (n-stacked) g-
error correctable ® € R™*" x € R", e € ¥f, and v € R™ such that [|v]]]2 < vmax,
Vi € [p], it holds that

& — o < K g () Vi

for any solution & of the optimization problem (2.2.8)), (2.2.8[), or (2.2.8"). O

Proof. Let (Z, €) be a solution (x*,e*) of (2.2.8). Then, we first show that ||é]|on <
g. Let A be a subset of (supp"(e))® satisfying |[A| = p — q. Then, there always
exists a subset A C A such that [A] = p — r and

max || ®re (D50)7 |, < 7 q (D).

ieA\AH I (Pzn) HQ —”p,q,r( )
Let # := (®3.)" 250, which belongs to For(2). Then it follows that z = x +
(®50)" vz because @, has full column rank and thus (®5,)7 @50 = Inx,. With
T at hand, let us define a noise vector v := Zpn — PanZ € R and an error vector

€:=2— & — v. Here, the vector v can be decomposed as

N>

5 = ®pnz + van — Ppan(z + (D50) 050)
= vy + Ve — (@& + Pxn) (@5n) U
= va\A)r — Pava) (®40)" Va0 + (Tnpxnp— @an (P 50) 050,
and thus, it follows that

12" = ez — €[z = |27

< max {né,q,r(q))\/ p—r+1, \/ﬁ} Umax = U;naxavi € [pl,

in which, we use the fact that || Inpxnp—Pzn (®50)T|l2 < 1 and [[vzall2 < /P — F Umax-

From the construction, it is clear that  and é satisfy the constraint in , ie.,
|2 — LT — el < ). for all i € [p]. Moreover, again from the construction,
|éllor < q. Finally, noting that é is the minimal solution of (2.2.8)), we have that
[€flon < [|eflor < q.

Now, the solution (Z,é) of yields the corresponding noise vector ¢ as

-~ /

0 := 2 — & — €, which satisfies ||0"||2 < v}, for all i € [p] by the constraint
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of . Therefore, we have two expressions for the measurement 2, that is,
z2=®x+v+e=Px+ v+ ¢é, and we are interested in the difference z := & — x.
Let € := é —e and ¥ := 0 —v. Then, [|€[on < 2q and ||0"||2 < V) ax + Vmax =
(Vpqu(®) + 1) vpmax for all i € [p]. Let A be any subset of (supp"(€))¢ such that
|A| = p — 29. Then, it follows from ®Z + é = —& that Q30T = —Vx.. Since @3,
has full column rank by Proposition M(iii), it follows that £ = — (<I> ]\n)T V-

Therefore, one can compute the bound of ||Z||2 as

1l < [ (@50) " [, 1750 12 < (o6 (®)+1)3/P = 2q0mace/pp,20(®) = K g (P) Vi
O

As in Lemma [2.2.8] a simple criterion to check if a given vector & € R" is
close to the original x with noisy measurements, is also derived in the following

theorem.

Theorem 2.2.12. For the measurement 2z = ®x+e+v € R" with (n-stacked) g-
error correctable ® € R™*", x € R", e € Xg, and v € R™ such that [|v]]|2 < vmax,
Vi € [p], it holds that

(i) |2 — z||2 < KS o (P) Umax if T satisfies

P,d, I‘(
i€ Bl 150 = Opilla > vinan }| <

(ii) |1& — x||]2 > Hpq (®) Umax if T satisfies

{i € ol s 127 = @Fille > vhuus }| > 0

/

p.ar(®) = (Upqr(®) — 1)/2?}3]4\‘1%?”2- %

where k¢

Proof. (i): With & given construct the error vector é and the noise vector v as
follows. For j € {i € ||z — Fn3:||2 > Uy |, define & =2 — <I>§j,,:% and
o == Onx1. Forj € {l c D2 — Fn:nH2 < vmax} define e = Onx1 and
J” = zj — @%nﬁc. Then, we have two expressions for the measurement 2 = dx +
vte= <I>x+v+e in which |[oP||2 < v}, for all i € [p] and ||é]|on < q. Therefore,

the same argument in the proof of Theorem [2.2.11| applies and concludes the

.__;rxﬁ-! _'-.‘I_':I_ -l_-ll -__.:.I'!
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claim.
(ii): This is shown by contradiction. Let || — z||2 < ﬁ;f,:q’r(@) Umax- Then, for

i € (supp”(€))*,
||2in _ (I)i—‘rnfiHQ = H@ﬂ—n(x — Lﬁ) + Uin||2 < (n’el?)]{ ||q)1"|" HQ)I‘QS:qJ((I))'UmaX + Umax
I 1 1 p
= ﬁp,q,r(q))vmax = 'U;nax‘

Therefore, we have |{i € [p] : [|2" — <I>71£infc||2 > Vx| < @ because [|efjor < q. O

2.2.3.2 Gaussian Noise

Suppose that the measurement z = ®x+v+-e is given where ® is (n-stacked) g-
error correctable, e is (n-stacked) g-sparse, and v € R"P is a Gaussian measurement

noise which is assumed that
v ~ N(Onpx1,P) with P > 0. (2.2.14)

With this stochastic noise, we will first extend the results on bounded noise case to
the detection and estimation properties in probability. Then, more sophisticated
algorithm will further be developed by the statistical decision theory.

Recall that the assumption on the noise v in the previous section was (2.2.7)).
Thus, from Gaussian distribution (2.2.14]), the probability of satisfying the con-
dition ([2.2.7)) is calculated and defined as follows:

po = Pr ([[ol2 < ves.” i € [p])
B / exp (—1vT P1y) (2.2.15)

dv.
{UER"P: ||vi”H2§vmax,Vie[p]} \/ (27r)"Pdet(P)

Therefore, with this probability p,, Theorems[2.2.9] 2.2.11] and[2.2.12]lead to the

following corollaries of the detection and estimation in probability.

Corollary 2.2.13. For the measurement 2 = &z + v + e where ® € R"P*" ig
(n-stacked) g-error detectable, x € R", e € ¥, and v € R"™ satisfying v ~
N(Onpx1, P) with P >0, let 2 = ®2 and r = 2 — ®2. Then,

2] -] 8} 3
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(i) Pr (e # Onpx1) > po if
I lle = 17 — ol > /B v for some i € [pl,
(i) Pr (|lel2 < 16 o(®)vmaxs ¥i € [p]) = pos if
[l = 115" — (I)Finf||2 < VP Umax forallie [p].

In the case of (i), Pr (|| — =2 < /ﬁg’q(@)vmax) > Dy O

Corollary 2.2.14. For the measurement 2 = &z + e + v € R" with (n-stacked)
g-error correctable ® € R"™*" z € R", e € X3, and v € R"™ satisfying v ~
N(Onpx1, P) with P > 0, it holds that

Pr (”jj - xH? < ’ig,q,r(q)) vmax) > Do,

for any solution & of the optimization problem (2.2.8)), (2.2.8(), or (2.2.8["). O

Corollary 2.2.15. For the measurement z = ®z + e + v € R" with (n-stacked)
g-error correctable ® € R"™*" z € R", e € X3, and v € R"™ satisfying v ~
N(Onpx1, P) with P > 0, it holds that

(i) Pr (|2 — zlla < &G q. (D) vmax) > po if & satisfies

i Bl 150 = Opilla > viuar }| < 0

(i) Pr (H:f; —z|2 > /ff):qJ(@) vmax) > p, if T satisfies

i Bl 150 = OFpilla > vinan }| > @
where /i,c)iqﬁ((ID) = (Vp,qr(P) — 1)/né?>]< Hq)rin”g. O
i€lp

Putting these basic results with probability aside, more elaborate derivations
based on the statistical estimation and detection theory [32,33], is now presented.
First, the minimum variance unbiased estimator (MVUE) for the measurement

(2.2.2) with e = Onpx1 and v satisfying v ~ N(Onpx1, P) is introduced as follows.

2] -] 8} 3

'Iu



2.2. Extension to Stacked Vector Case 33

Lemma 2.2.16. |32, Theorem 4.2] For the measurement Z = ®x +v € R"P with
z € R" and v € R"™ such that v ~ N(Onpx1, P) for some P > 0, the minimum

variance unbiased estimator (MVUE) of z is
-1
AMVUE = (@TP*%) TPz (2.2.16)
and the corresponding covariance matrix of Zyvyug is

Piyyos = ((I)TP’1<I>)_1 (2.2.17)

MVUE

which achieves the minimum covariance in the sense that P; < P; for any

MVUE

type of estimator Z. O

Note that Gauss-Markov Theorem |32, Theorem 6.1] gives the best linear
unbiased estimator (BLUE) for the measurement 2 = ®x + v where v is a random
variable, whose probability density function (PDF) is not restricted to a Gaussian
distribution, with zero mean and covariance P. Since the BLUE is also the MVUE
for Gaussian data, the results of Lemma [2.2.16] also follows directly from Gauss-
Markov Theorem. A special case of Lemma is considered in [83, Theorem
1] and [84, Theorem 1] for an information fusion scheme, and it can be easily
proved by the Lagrangian method [6].

Furthermore, it is not difficult to show that the MVUE of x in , is
also the weighted least squares estimator (WLSE) with a performance index J =
(3 — ®x)' P71 (2 — ®x), when the measurement is given by 2 = &z + v € R".
That is, we have

Zwrse = argmin (2 — ®y)' P! (2 — ®y)
xER?

-1
—(27P ') @TP 7 = dnvur,
which is summarized in the following lemma.

Lemma 2.2.17. |32, Section 8.4] For the solution (ZwLsE, ©) of the minimization

problem

min v P~'v subject to 2 = By + v,
x€ER", veR"P
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it holds that

-1
FWISE = ((I)TP‘1<I)> TPz, (2.2.18)
The optimal solution ZwrsE is called the weighted least squares estimator (WLSE)
of x with weight P~1. O
For the measurement 2 = ®x + v + e with a coding matrix & € R"P*",

the input signal z and the error signal e can be seen as unknown deterministic
variables while the noise signal v can be considered as a random variable whose
distribution is N(Onpx1, ). With the estimate & of x obtained by MVUE or
WLSE, we can calculate the estimated output @ and generate a residual signal
r which is a difference between the real measurement and the estimated output,
i.e., r := 2 — ®x. Then the residual r» becomes another random variable whose
distribution is also Gaussian. Finally, the mean and covariance of the Gaussian

distributed random variable 7 is given in the following theorem.

Theorem 2.2.18. For the measurement 2 = ®x + v + ¢ where ® € R"P*"
has full column rank and v satisfies v ~ N(Onpx1,P) with P > 0, let & =
(®TP1®) TP 12 = W2 and

ri=%—®3 = (I, —d@"'P ') e P12
(npxnp = ) ) (2.2.19)
— (Iannp - @l:[l)é.

Then, the residual r is Gaussian distributed with mean (Iannp — ®¥)e and co-

variance (Inpxnp — PV)P, i.e.,
r~ N ((Inpxnp — (@ P 13) 1T P e, P — <1>(<I>TP—1<I>)—1<1>T) . (2.2.20)

Furthermore, e = ®x, € R"™ for some z. € R" if and only if the mean of r,
E[r](= (Inpxnp — ®¥)e), satisfies E[r] = Onpx1. In other words, e is undetectable
with respect to @ if and only if E[r] = Onpx1. O
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Proof. First, the mean of r is computed as follows.

E[r] = E[(Inpxnp — ®(@ " P710) 10" P71)3]
= (Inpxnp — ®(@TP710) 10T P HE[®x + v + €]
= (Inpxnp — ®(@TP1®) 10T P71) (D2 + ¢)
= (Inpscnp — (@ T P71®) 10T P e = (Inpxnp — W)

Second, because it easily follows that

r—E[r] = (Inpxnp — ®(@ " P10)1®TP71) (5 —¢)
= (Inpscnp — ®(@TP710) 10T P71 (0 + v)
= (Inpxnp — ®(@ T P710) 10T P~V = (Inpxnp — ®V)w,

the covariance matrix is calculated as
E[(r —E[r))(r —E[r])] = E[(Inpxnp — V)00 (Inpxnp — PV) "]
= (Inpxnp - q)‘I’)E[UUT](Inpan - q)‘lj)—r = (Inpxnp - (I)‘I’)P(Inpxnp - (I)‘I’)T
= (Inpxnp — ®(@TP1®) 10T P P(Ipxnp — (@ P10) 1T P~1)T
=P-0@ " P'®) 0" = (Lipxnp — PV)P.

Moreover, note that

Ef| =E[®z+v+e| =Pz +e

and

E[r] = (Inpxnp — ®(@ " P71®) 10T PHE[2].

Since ®(®TP71®)"'dTP~! is a projection matrix and it projects E[Z] onto
the range space of ®, R(®), we have E[Z] = oz + e ¢ R(P) if and only if
E[2] # ®(®"P71®)"'®T P~'E[Z]. This implies that e ¢ R(®) if and only if
(Inpxnp — ®(@ T P71®) 10T P~Y)E[2] # Oppx1. Note that &(@TP~19)~1¢T p-1
is not generally an orthogonal projection matrix since it is not symmetric, while
Pof = ®(@TP®)"'®T in Lemma is an orthogonal projection matrix. This
completes the proof. O

Theorem [2.2.18] is nothing but a counterpart of Lemma [2.2.1] when Gaussian

] 2- 1_l|
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noise is taken into account. It clarifies the mean and covariance of the Gaussian
random variable r, and further, characterization of undetectable attacks with
statistical analysis is given. As we have done in Lemma [2.2.4] one can derive
a detection criterion of g-sparse errors, assuming that ® € R"P*" is (n-stacked)
g-error detectable and e is actually (n-stacked) g-sparse. This detection strategy

is summarized in the following theorem.

Theorem 2.2.19. For the measurement z = ®x + v + ¢ where ® € R"™*" ig
(n-stacked) g-error detectable, = € R", e € Xg, and v € R" satisfying v ~
N(Onpx1, P) with P > 0, let 7 = (Inpxnp — ®(®T P~1®)"1® " P~1)3. Then e =
Onpx1 if and only if E[r] = Onpx1. Moreover, when e = Oppx1, the vector x is

recovered by the expectation value of & = (&7 P71®)" 1@ T P12 ie., 2 = E[1].

O

Proof. Note that no g-sparse error e # 0 can be represented by ®z. for some
z. € R" by Proposition [2.2.2](iii). Therefore, the result directly follows from
Theorem 2. 2.8 O

From the observation of Theorems [2.2.18] and [2.2.79] the problem of detect-

ing a non-zero (n-stacked) g-sparse error signal e with an (n-stacked) g-error de-

tectable coding matrix ® € R"P*" can be rephrased as: Given the residual signal
r which comes from the Gaussian distribution N(E[r], P — ®(®TP~1®)"1oT),
determine if E[r] = Oppx1 or E[r] # Onpx1. Therefore, the statistical decision
theory [33] is helpful in this situation. More precisely, the x? test for fault de-
tection |7,|48] or Wald test for two-sided vector parameter [33, Chapter 6] can be
applied.

Among them, the x? test is widely used to enhance the security of control sys-
tems such as [47,/50,/56,57]. One can simply apply the x? test to detect the pres-
ence of error signals in the n-stacked measurement Z of and its operating
scheme is summarized in Algorithm 2.2 Initially, the attack detection alarm indi-
cator f is set to 0, and then, the residual r is computed according to the equation
(2.2.19). Without any error signal (i.e., € = Oppx1), the residual r follows a Gaus-
sian distribution N(0,P — ®(®"P~1®)~'®T) which is shown in (2:2.20). Now,
define the standardized residual ¢ := (P — @(@TP_lq))_lq)T))_% r whose distri-

A L)) &
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Algorithm 2.2 Detection scheme based on x? test for a static error equation

Input: 2
Output: f
Initialization: f =10
1: avyug = (@TP1®)1eT P12
r=2— ®T\MvUE
(=(P- <I>(<I>TP—1<I>)—1<I>T))_% r
g=¢"¢
if ¢ < Arpg then
f=0
else if ¢ > Ary then
f=1
end if

bution becomes N (Onpx1, Inpxnp). Thus, the 2-norm of ¢ denoted by g := ¢T¢is
an observation from a random variable g which satisfies a x? distribution with np

degrees of freedom, i.e.,
2
g ™~ Xnp-

This means that g can not be far away from 0. Finally, when g is greater than the
threshold App, the attack detection alarm is triggered by setting f = 1. Here,
Ay is the predetermined threshold value and it decides the probability of false
alarm and the probability of error detection. For example, when the threshold

Arpg is chosen such that

ATy
/ pe(x)dr =1 -9,
0

where pg(x) denotes the PDF of the Xﬁp distribution, the probability of false
alarm becomes §. As the probability of false alarm § gets smaller, the probability
of error detection also decreases, which implies that there is a trade-off between
the small false alarm and the high error detection ratio. Thus, one needs to choose

A7y as a good compromise between these two conflicting requirements.

Now, a suboptimal state reconstruction algorithm is developed when the mea-

surement Z of (2.2.2)) is corrupted by a Gaussian noise v ~ N(Oppx1, P) and an

.__:Ix_c L, '|'|i
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(n-stacked) g-sparse error e where the coding matrix ® is (n-stacked) g-error cor-
rectable. The algorithm is described in Algorithm [2.3]and it operates on the basis
of the multiple hypothesis testing [33, Section 3.8 in the field of statistical deci-
sion theory. Once the set of attack-free sensors, A* C [p], is identified, the input
state x can be recovered from the measurement Zx+. To this end, the set of sensors
that is most likely to be attack-free, is identified. Specifically, we will first search
all subsets A’s of sensors whose cardinal number is p — q. Then, we compute the
MVUE (or WLSE) & of each subset only with the measurement data from the
subset, assuming that the subset is attack-free. Recall that this is similar to the
procedure in . In Algorithm Pl An denotes the matrix obtained from P
by eliminating all i-th rows and all j-th columns such that i € (A")¢ and j € (A")C.
Then, for each subset, the detection scheme in Algorithm is applied. That is,
the residual 7, the standardized residual ¢*, and its 2-norm ¢® are calculated
for each subset A. Finally, the optimal subset A* is decided by the maximum
likelihood (ML) decision rule with the values of g/’s.

For a detailed explanation, let

e A

be the set {A C [p]: |A]=p—q}. Now, we wish to distinguish between (2)
hypotheses, Hi, Ho, - - - ,H(p), which are given as follows:

q

H; : the set A; is attack-free, i.e., ej" = Onx1 forall j € A; .
Let us denote g as a random variable such that
2
& ™~ Xn(p—q)’

and pg as the PDF of the Xa(pfq) distribution. Moreover, g; represents a random

variable such that ¢ is a single observation from gj. Note that, if the sensors

indexed by A; is attack-free, i.e., efn = Oy «1, then the random variable g;

p—q)
follows XZ( b—aq) which can be derived from (2.2.20]). The ML decision rule chooses
the hypothesis H;+ that maximizes the likelihood pg, (gA‘;Hi), which is the PDF

] 2- 1_l|
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Algorithm 2.3 Correction scheme based on multiple hypothesis testing

Input: 2

Output: 2
Initialization: 2 = (&' P~1®)" 1o TP~ 12

1. for A C [p] satisfying |A| = p —q do

2 = (O (Plpe) ' 000) 23T (PRos) 5
3 rh =37, — 7,20

¢ = (P — DR (@] (P ) 0% 10F])) T

T
5: gA — CA QLA

[NIES
-

6: end for

7. A¥ = argmax pg (gA)
AClp]
[Al=p—q

8 & =gt

of g; being equal to the observation g™ under the condition that there is no error

signal in the measurements indexed by A;. Therefore, we have

i* = argmax pg, (gA‘;Hi) = argmax pg (gAi) (2.2.21)

ie[ ()] ie[(2)]

where the second equality comes from the fact that g; ~ Xﬁ( p—a) under the hy-
pothesis H;. Therefore, from the index set A+ corresponding to the ML hypoth-
esis M-, a suboptimal estimate of x becomes the MVUE (or WLSE) &4+ of the
set Aj«.

Remark 2.2.3. Since the PDF of the Xz(p—q) distribution, pg, is not monoton-
ically decreasing for n(p — q) > 2, the ML rule of generally does not
pick the index set which has the smallest ¢®. This is different from the case of
bounded noises studied in the previous section, where as small residual as possible
is desirable. The underlying philosophy of the ML rule is that it does
not select an index set with abnormally small residuals. Although the set with
small residual may give a small state estimation error, it is likely to be injected
by an unwanted error signal e. Hence, adversaries who inject the error signal e

can suddenly change their signals to be harmful to the system at any time. O



2 AT e

SECHRIL hATIOMAL LIMIVERSTY



Chapter 3

On Redundant Observability

Motivated by |21], which says that analytical redundancy is an essential technique
in fault detection and isolation, we introduce redundancy in measurements (i.e.,
redundant observability) and relate that concept to dynamic security indez, attack
detectability, and observability under sensor attacks. It will soon be revealed that
an observability matrix behaves like a coding matrix examined in the previous
chapter, and hence, its properties (e.g., redundant left invertibility, cospark, error
detectability, and error correctability) determine the resilience of control systems
under sensor attacks (e.g., redundant observability, dynamic security index, at-
tack detectability, and observability under sensor attacks of the system), as sum-
marized in Proposition which appears at the end of this chapter. Further-
more, the redundant detectability (or, asymptotic redundant observability), which
is a weaker notion than the redundant observability, is also introduced. While
the redundant observability does not care about the magnitudes of sensor attacks
and does not mind whether the attacks are disruptive or not, the redundant de-
tectability only deals with attacks that do not converge to zero as time goes on,
so that it is more practical in the sense that it can only detect and correct the

attacks that are actually harmful to the system.

41 "':l“_i _'-.;_': 1 i



42 Chap. 3. On Redundant Observability

3.1 Redundant Observability

3.1.1 Definition and Characterization

Consider a discrete-time LTT system
_ {J:(k: +1) = Az (k) (3.1.1a)

P
y(k) = y(k) + a(k) = Cz(k) + a(k) (3.1.1b)

where x € R" is the state variables, y € RP is the original sensor outputs, and
y € RP is the measurement data under additional input signal a € RP. The
input signal a does not have to be an attack signal, but we implicitly suppose
that a is generated by an adversary and injected into the system for the purpose
of disrupting the system. There are total p sensors which measure the system
outputs and the i-th measurement data at time k is denoted by (k) = cx(k) +
ai(k) where ¢ is the i-th row of C. From a control theoretical viewpoint, the

notion of redundant observability is defined formally as follows.

Definition 3.1.1. The dynamical system (3.1.1)) or the pair (4, C) is said to be
q-redundant observablfﬂ if the pair (A, C}) is observable for any A C [p] satisfying
|A| > p—q. That is, the system (3.1.1]) is g-redundant observable if it is observable

after removing any q sensor outputs. O

One of the most popular and well-known method to determine the observabil-
ity of a given LTI system is to check the rank condition of the observability matrix,
i.e., the system is observable if and only if its observability matrix has full column
rank. Thus, we will generalize it to the redundant observability concept. In order
to derive necessary and sufficient conditions for the redundant observability, we

first rearrange the observability matrix G'(¥) € R¥PXM of the pair (A, C) which is

!The same concept was introduced in 77| with g-sparse observability notion, but we have
named this g-redundant observability because g-sparse observability was formerly defined in 87|

which concerns g-sparse initial values.

2] &-t]] 8
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defined by

C

CA
G = . (3.1.2)

CAk—l

By simply exchanging its rows, we have a new observability matrix G(*) e RFPxn

as follows:
-
at
a)
GW = |2 (3.1.3)
k
Gy
where Gi(k) is an observability matrix of the pair (A, ¢;) given by
_ . -
GA
¢M.=1 " . (3.1.4)
CiAk_l
When k£ = n (the dimension of state variable x) in the equations above, we

conventionally drop the superscript (k) from the observability matrix, that is,
G =G", G=G", and G =G".

With this new observability matrix G at hand, we can easily verify the follow-
ing equivalence between redundant observability of the pair (A, C') and error de-

tectability of its observability matrix G.

Proposition 3.1.1. The followings are equivalent:

(i) The pair (A4, C) is g-redundant observable;

(ii) The observability matrix G is (n-stacked) g-error detectable;

(iii) For every set A C [p] satisfying |A| > p — g, Gan (or, equivalently G7%.) has
full column rank;

(iv) For any = € R" where x # Onx1, ||Gx|lon > q;
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(v) For any z, 2’ € R" where z # 2/, dpn(Gz, G2') > q. O

Proof. (i) < (iii): This can be verified from the fact that G}, is the observability
matrix (after some row exchange operations) of the pair (A, C}). Let any index
set A C [p] satisfying |[A| > p — q be given. The observability matrix G’y of the
pair (A, C7}), which is defined by

CR
CTA

cpan |

is computed after several row exchange operations on G%,.. Since the row exchange
can not alter the rank of a matrix, it follows that rank(G’,) = n if and only if
rank(G7%.) = n, and the proof is completed.

(ii) « (iii) < (iv) < (v): This is proved in Proposition [2.2.2] O

Hence, it follows from Proposition that the pair (4, C) is g-redundant
observable if and only if its observability matrix G is g-redundant left invertible
(or, equivalently cospark"(G) > q). While Proposition establishes powerful
criteria on the redundant observability which tests the observability matrix G, we
can also give another equivalent condition for the redundant obsevability based
on the Popov-Belevitch-Hautus (PBH) observability test. Recall that the pair
(A, C) is observable if and only if

) .

rank (

for any eigenvalue A of A. In other words, the pair (A, C) is not observable if and

)\Inxn - A
C

only if there exists a non-zero eigenvector v such that

)\Ian - A

c v = 0(n+p)><1'

The following proposition suggests another necessary and sufficient condition for

] 2- 1_l|



3.1. Redundant Observability 45

the redundant observability using the PBH test.

Proposition 3.1.2. The followings are equivalent:
(i) The pair (A, C) is g-redundant observable;
(ii) For any v € V(A), ||Cv]lp > q. O

Proof. This can be proved by the contraposition of the statement. The pair (A, C)
is not g-redundant observable if and only if there exists an index set A C [p]
satisfying |A| > p — q such that the pair (A4, C}) is not observable. By the PBH
test, it is equivalent to the condition that there exists a non-zero eigenvector
v € V(A) such that Av = Av and C{v = 0 for an index set A C [p] satisfying
|A| > p—q. Since v € V(A) is an eigenvector of A, we can delete the first
condition Av = Av. Finally, it follows that there exists an index set A C [p]
satisfying |A| > p — q such that C{v = 0 for some v € V(A), which means
|Cv|lo < q for some v € V(A). O

3.1.2 Relationship with Strong Observability

In this section, we regard the additional input signal a of the system P in
(3.1.1) as an unknown input, and give a relationship between the g-redundant
observability and the strong observability. For this end, let us first consider an

LTI system of

B | 2(k + 1) = Az(k) (3.1.5a)
(A4,0,C,D) * {g(k) — y(k) + Da(k) = Cz(k) + Da(k), (3.1.5b)

which is the same as except the direct feedthrough matrix D. Note that
the system f(A,QC,D) is said to be strongly observable if, for all initial condition
z(0) € R" and for every input function a(-), y(k) = 0 implies z(0) = 0 [5],
[92, Chapter 7|. Accordingly, the weakly unobservable subspace of the system
f(A,O,C,D)v denoted as W (ﬁ(A,(lC,D))a is defined as the set of all initial condition
x(0) such that there exists an input function a(-) which makes y(k) = 0. Hence,
it is trivial by the definitions that the system f( 4,0,c,p) 1s strongly observable if

and only if the weakly unobservable subspace of the system ﬁ( A4,0,0,D) 1s trivial,
ie., W (ﬁ(A,O,C,D)) = {0}
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Now, it is supposed for the system (3.1.1)) that the additional input signal can
not be injected into all the sensors, but a part of them. We suppose that up to q
out of p measurement outputs can be compromised by the signal a. Therefore, a

formal condition on the sparsity of the input vector a can be given as follows.

Assumption 3.1.1. There exist at least p — q sensors which are not attacked for
all k >0, i.e.,
{icbl:ak) =0, "k=0}zp-aq 0
Characterization of the observability of the system with an unknown
signal a under Assumption [3.1.1] is the main subject of this section. In fact,
instead of imposing g-sparsity assumption on a (i.e., Assumption in the
system , we can replace D with Ixc in without any assumption on
a(-) where I € RP*P ig an identity matrix and A C [p] is any index set satisfying
|A| > p — q (or, equivalently |[A¢| < q). In short, we consider the following LTI

system

5. . { xz(k+1) = Az(k) (3.1.6a)
. y(k) = y(k) + Ipca(k) = Ca(k) + Ipca(k) (3.1.6b)

where Izc is any g-sparse identity matrix with unknown A. With this system
in mind, the relationship between the redundant observability and the strong

observability is derived as follows.

Proposition 3.1.3. The followings are equivalent:

(i) The pair (A, C) is g-redundant observable;

(ii) For every set A C [p] satisfying |A| > p — q, the dynamical system P, is
strongly observable;

(iii) For every set A C [p] satisfying |A| > p—q, the weakly unobservable subspace
of the system P, is trivial, i.e., W (f/\) = {0};

(iv) For every set A C [p] satisfying |A| > p — q and for all F' € RP*" the pair
(A,C + IxcF) is observable. O

Proof. (i) = (iv): First, pick any F' € RP*" and any A C [p] satisfying |A| > p—q.

We claim that
( >\In><n - A )
rank =n

C+IAcF
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for any eigenvalue X\ of A. It is enough to show that (C' + In<F)v # 0 for any
eigenvector v of A by the PBH test. Since the pair (A, Cy) is observable, Cyv # 0

for any eigenvector v of A. By simple calculations on matrix, we easily have that
(C+IACF)U = (CA +CAC +FAC)'U = CAU+ (C+F)ACU ;é 0.

Finally, it follows from the PBH test that the pair (A, C' 4+ I5cF') is observable.
(iv) = (i): Pick any A C [p] satisfying |A| > p — g, and we claim that (A4, Cy) is

observable. Let F' = —C'\c, we simply have
C 4+ IpeF = CpA + Cpre + Fpe = Cp + Cpe — Cpre = Cy.

Thus, the claim is satisfied and the proof is completed from Definition [3.1.1
(ii) < (iii) < (iv): This is proved in [92, Theorem 7.16]. O

Proposition presents a clear relationship between the g-redundant ob-
servability and the strong observability. By characterizing the g-redundant ob-
servability in terms of the strong observability, we could relate the redundant ob-
servability concept to the dynamical system under the unknown (attack)
signal a satisfying Assumption B.1.1] In other words, Definition [3.1.7] itself has
nothing to do with the input signal a, but it turns out to be equivalent to the
observability with unknown input a by Proposition Later on, this forms
the foundation of Section 3.3l

3.1.3 Redundant Unobservable Subspace

For an L'TT system given by , the unobservable subspace is defined by the
set of initial conditions that produce identically zero output y(k) = 0. (Note that
it is the original output y(k), not g(k).) The unobservable subspace of the pair
(A,C), denoted as O(A,C), is equivalent to the null space of the observability
matrix G in (3.1.2), i.e.,

O(A,C) = N(G).

This concept of unobservable subspace can be applied to the g-redundant observ-

ability and redundant unobservable subspace is defined as follows.

2] -] 8} 3
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Definition 3.1.2. The subspace spanned by the set of elements that belong to
any unobservable subspace of the pair (A, C}) for A C [p] satisfying |A| > p —q,
is called the g-redundant unobservable subspace of the dynamical system
or the pair (A, C). O

We denote the g-redundant unobservable subspace of the pair (4, C) as Oq(4, C),

and it can be directly computed from Definition [3.1.2] as the sum of some unob-

servable subspaces.

Proposition 3.1.4. The g-redundant unobservable subspace of the pair (A, C),

Oq(A, C), can be computed by

0q(A,0)= > O(A,CH = > N(GL). O
AC[p] AC[p]
|Al=p—q |Al=p—q

Proof. Tt should be noted that the sum is conducted over |A| = p — q instead of
|A| > p —q. This is possible because, for A; C Ay, it follows that N ( X.{) D
N (GFy). 0

Since each unobservable subspace N'(G7},) is A-invariant, i.e., z € N'(G7},) implies
Az € N(G7,), the sum of those subspaces is also A-invariant. Hence, the g-
redundant unobservable subspace Oq(4, C) is invariant under A.

Based on Proposition[3.1.4] the g-redundant observability can be characterized

in terms of the g-redundant unobservable subspace as follows.

Corollary 3.1.5. The followings are equivalent:

(i) The pair (A4, C) is g-redundant observable;

(ii) The g-redundant unobservable subspace of the pair (A, C) is trivial, that is,
Oq4(4,C) = {0}. O

Proof. From the following equivalence,
O4(A,0)={0} & Y N(GL)={0}
ACIp]

|Al=p—q
& N(GR)={0}, "Acp st [Al=p—aq,

] 2- 1_l|



3.1. Redundant Observability 49

the proof is completed. O

Furthermore, the quotient space of the unobservable subspace, R"/O(A4, C), is
sometimes called, with abuse of terminology, the observable subspace. Since the
quotient space R"/O(A, C) is isomorphic to the orthogonal complement O(A, C)+
of O(A, (), the observable subspace of the pair (A, C) denoted as O(A,C), is

equivalent to the range space of the matrix G'T where G’ is an observability

matrix given in , i.e., we have
O(A,C) = N (G =R(G'T).

By defining q-redundant observable subspace as the quotient space of the gq—
redundant unobservable subspace, which is isomorphic to the orthogonal com-
plement of the g-redundant unobservable subspace, the following result on how to

calculate the redundant observable subspace is directly obtained from Proposition

B.14

Proposition 3.1.6. The g-redundant observable subspace of the pair (4,C),
Oq(A, C), can be computed by

1
Oq(AC):( > N Kn)) = (] NG = [] RGR). ©

AC[p] AC[p] AC[p]
[Al=p—q |Al=p—q |Al=p—q

3.1.4 Asymptotic Redundant Observability (Redundant Detectabil-

ity)
In classical control theory, detectabz’lit@ﬂ (or, asymptotic observability) is a
slightly weaker notion than observability. The LTI system or the pair (A, C) is

said to be detectable if its unobservable subspace O(A, C) is contained in its stable

subspace X (A)lﬂ Therefore, we can naturally generalize the concept of redundant

2Please do not be confused by the notation of detectability with the error detectability or
the attack detectability. The detectability is sometimes called the asymptotic observability |80].
3For an LTI system, the stable subspace Xs(A) is defined as the subspace spanned by the

eigenvectors and generalized eigenvectors corresponding to the stable eigenvalues of A (e.g., with

negative real parts for continuous-time systems and located in the open unit disk for discrete-

2] &-t]] 8
i ] 1
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observability to the redundant detectability as follows.

Definition 3.1.3. The dynamical system or the pair (A,C) is said to
be q-redundant detectable (or, asymptotically q-redundant observable) if the pair
(A, C7) is detectable for any A C [p] satisfying |A| > p —q. That is, the system
is g-redundant detectable if it is detectable after removing any q sensor
outputs. O

Proposition 3.1.7. The dynamical system ({3.1.1)) or the pair (A, C) is g-redundant

detectable if and only if its g-redundant unobservable subspace Oq(4, C) is con-
tained in its stable subspace Xs(A). O

Proof. From the following equivalence,

04(A,0) CX(4) & > N(Gh) € X(A)
AC[p]

[Al=p—q
& N(GR) C X(A), "AcC|p] st. |[Al=p—q,

the proof is completed. O

With the observability matrix G*) in ([3.1.3), we can derive some equivalent
conditions for the redundant detectability in the following proposition, which is

a counterpart of Proposition [3.1.1

Proposition 3.1.8. The followings are equivalent:

(i) The pair (A,C) is g-redundant detectable (or, asymptotically g-redundant
observable);

(ii) For every set A C [p] satisfying |A| > p—q, N (Gan) C Xs(A) (or, equivalently
N (GF.) C Xs(A));

(iii) For any = ¢ X5(A), ||Gz|on > q. O

Proof. (i) < (ii): This easily follows from the facts that Gan is the observability

matrix (after some row exchange operations) of the pair (A4,Cj) and the unob-

servable subspace of the pair (A, Cy), O(A, Cy), is the same as the null space of

time systems). Similarly, the unstable subspace X, (A) is defined as the subspace spanned by
the eigenvectors and generalized eigenvectors corresponding to the unstable eigenvalues of A
(e.g., with non-negative real parts for continuous-time systems and located outside of the open

unit disk for discrete-time systems).

A L)) &
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the observability matrix Gan, N (Gan).

(ii) = (iii): Suppose, for the sake of contradiction, that there exists x ¢ Xs(A)
satisfying ||Gz|lon < q. Let A be the complement of supp” (Gzx), ie., A =
(supp" (Gz))°. Then it is obvious that |A| > p—q and Ganz = Onpx1. Thus, there
exists € R" such that © € N (Gan) and = ¢ Xs(A) so that N (Gan) ¢ Xs(A).
This contradicts the condition (ii).

(iii) = (ii): We again prove it by contradiction. Suppose that (ii) does not hold,
i.e., there exists an index set A C [p] with |A| > p — q and = € R" satisfying
z € N (Gan) and x ¢ X5(A). Then it follows from Ganz = Onpx1 and [A| > p —q
that ||Gz|lor < g. Thus, (iii) fails because there exists = ¢ X5(A) such that
Gl < q. =

Similar to the procedure in Proposition the PBH detectability test pro-
duces the following result of characterizing the redundant detectability. Note that,
by the PBH detectability test, the pair (A, C) is detectable if and only if

k< )zn

for any unstable eigenvalue A of A. In other words, the pair (A,C) is not de-

)\In><n - A
C

tectable if and only if there exists a non-zero eigenvector v of A corresponding to

the unstable eigenvalue A such that

)\Inxn - A

c v = 0(n+p)><1'

Proposition 3.1.9. The followings are equivalent:
(i) The pair (A,C) is g-redundant detectable (or, asymptotically g-redundant
observable);

(ii) For any v € V,(A), [|Cvl|lo > q. O

Proof. This can be proved by the contraposition of the statement. The pair (A, C)
is not g-redundant detectable if and only if there exists an index set A C [p]
satisfying |A| > p — q such that the pair (A, C}) is not detectable. By the PBH

test, it is equivalent to the condition that there exists a non-zero eigenvector

] 2- 1_l|
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v € Vu(A) corresponding to the unstable eigenvalue A such that Av = Av and
C7Tv = 0 for an index set A C [p] satisfying |A] > p —q. Since v € V,(A) is an
eigenvector of A, we can delete the first condition Av = Av. Finally, it follows
that there exists an index set A C [p] satisfying |A| > p — q such that C{v = 0
for some v € V,,(A), which means [|Cv||o < q for some v € V,(4). O

As done in Section 3.1.2] we can also give some equivalent conditions of the
redundant detectability in terms of the strong detectability. Note that the system
f(A,QC’D) in (3.1.5)) is said to be strongly detectable if, for all initial condition
x(0) € R" and for every input function a(-), y(k) = 0 implies kh—g)lo xz(k) =0 192,
Chapter 7]. Accordingly, the controllable weakly unobservable subspace of the
system ﬁ(A,O,C,D)a denoted as C (f(A,O,C,D)), is defined as the set of all initial
condition z(0) such that there exists an input function a(-) which makes y(k) =0
and z(k) = 0 for some finite time k. It is shown in |92, Exercise 7.9] that the
system f( 4,0,0,p) 1s strongly detectable if and only if the controllable weakly
unobservable subspace of the system ﬁ(A,O,C,D) is trivial, i.e., C (f(A,O,C,D)) =
{0}, and the system f( 4,0,0,p) 1s of minimum phas Now, the relationship
between the redundant detectability and the strong detectability is derived as

follows.

4The minimum phaseness of multi-input-multi-output LTI system can be defined as follows

[92, Chapter 7]: Consider the system P4, g c,p) given by

z(k+1) = Az(k) + Bu(k)

P(A,B,C,D) : {y(k) _ C:E(k) + Du(k)

The system matrix Sp(A’B’C’D) (s) of the system P4 p,c,p) is defined by

sI—-A —-B
SP(A,B,C,D)(S) = .

C D

The invariant factors of the system matrix Sp , ; o 5 (s), the diagonal entries of the Simith
normal form of SP(A,B,C,D) (s), are called the transmission polynomials of P4 p,c,p)- A trans-
mission polynomial is called non-trivial if it is not zero. The product of the non-trivial transmis-
sion polynomials of P4, ,c,p) is called the zero polynomial of the system. Any complex root of
the zero polynomial is called a zero of the system P4 5 ,c,py. The system P4, 5,c p) is called
a minimum phase system if all zeros of the system are contained in the stable region (e.g., the

open unit disk for discrete-time systems).
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Proposition 3.1.10. The followings are equivalent:

(i) The pair (A, C) is g-redundant detectable (or, asymptotically q-redundant ob-
servable);

(ii) For every set A C [p] satisfying |A| > p — q, the dynamical system Py is
strongly detectable;

(iii) For every set A C [p] satisfying |A| > p — g, the controllable weakly unob-
servable subspace of the system Py is trivial, i.e., C (ﬁA) = {0}, and the system
P is of minimum phase;

(iv) For every set A C [p] satisfying |A| > p — q and for all ' € RP*" the pair
(A,C + IpcF) is detectable. O

Proof. (i) = (iv): First, pick any F' € RP*" and any A C [p] satisfying |A| > p—q.

k< ):n

for any unstable eigenvalue X\ of A. It is enough to show that (C' + IxcF)v # 0

Now, we claim that
Mpxn — A

C+IACF

for any eigenvector v of A corresponding to the unstable eigenvalue by the PBH
test. Since the pair (A4,Cy) is detectable, Cyv # 0 for any eigenvector v of A
corresponding to the unstable eigenvalue. By simple calculations on matrix, we

easily have that
(C+ IreF)v = (Cp + Cprc + Fpre)v = Crv + (C + F)pev # 0.

Finally, it follows from the PBH test that the pair (A, C' + IxcF) is detectable.
(iv) = (i): Pick any A C [p] satisfying |A| > p — g, and we claim that (A4, Cy) is
detectable. Let F' = —C'jc, it is obvious that

CH+ IpeFF = CpA+ Cpre + Fpe = Cp + Cpe — Cpre = Cy.

Thus, the claim is satisfied and the proof is completed from Definition [3.1.3]
(ii) < (iii) < (iv): This is shown in |92, Exercise 7.9]. O

Now, the undetectable subspace of an LTI system is discussed and the concept

is extended to the redundant undetectable subspace. The discussion below follows

] 2- 1_l|
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the contents of Section as well. The undetectable subspace of the pair (4, C),
denoted by D(A4, C), is obtained by the intersection of the unobservable subspace
O(A,C) and the unstable subspace X, (A), i.e.,

D(A,C) == O(A, C) N Xy(A) = N(G') N Xu(A)

where G’ is an observability matrix given in (3.1.2]). This notion of undetectable
subspace can be applied to the g-redundant detectability and redundant unde-

tectable subspace is defined as follows.

Definition 3.1.4. The subspace spanned by the set of elements that belong to
any undetectable subspace of the pair (A4, C}) for A C [p] satisfying |A| > p —q,
is called the g-redundant undetectable subspace of the dynamical system or
the pair (A, C). O

The g-redundant undetectable subspace of the pair (A,C) is denoted by
Dq(A,C), and it easily follows from Definition that we can compute it as

the sum of some undetectable subspaces.

Proposition 3.1.11. The g-redundant undetectable subspace of the pair (A, C),
Dq(A, C), can be computed by

AC[p]
|Al=p—q

Proof. The result easily follows from

Dy(4,0)= Y DACH = 3 (N(GR)N ()

AC]p] AC[p]
|Al=p—q |Al=p—q
= ( > N(G’A’n)> N X, (A),
AC|[p]
|Al=p—q

where the sum is conducted over |A| = p — q instead of |[A| > p — q, as done in

the proof of Proposition [3.1.4] O

2] -] 8} 3
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Since each undetectable subspace D(A, C3%) is A-invariant, the sum of those sub-
spaces is also A-invariant. Therefore, the g-redundant undetectable subspace
Dq(A, C) is invariant under A.

Based on Proposition the g-redundant detectability can be character-

ized in terms of the g-redundant undetectable subspace as follows.

Corollary 3.1.12. The followings are equivalent:

(i) The pair (A,C) is g-redundant detectable (or, asymptotically g-redundant
observable);

(ii) The g-redundant undetectable subspace of the pair (A, C) is trivial, that is,
Dq(A, C) = {0}. O

Proof. From the following equivalence,

Dy(A,C)={0} & ) D(AC]) ={0}
AcC[p]
|Al=p—q

& D(A,CR)={0}, YAcC][p] st [A|=p—aq,

the proof is completed. O

Moreover, the quotient space of the undetectable subspace, R"/D(A4, C), is
sometimes called, with abuse of terminology, the detectable subspace. Since the
quotient space R"/D(A, C) is isomorphic to the orthogonal complement D(A, C)+
of D(A, ), the detectable subspace of the pair (A,C) denoted as D(A4,C), be-
comes the sum of two subspaces R(G'") and X,(A)* as given in the following

equation of
D(4,C) = D(A,C)" = (M(G) N Xu(A) " = R(GCT) + X, (A

Define q-redundant detectable subspace as the quotient space of the g-redundant
undetectable subspace, which is isomorphic to the orthogonal complement of the
g-redundant undetectable subspace. Then, the following proposition shows how

to compute the redundant detectable subspace, which is a direct consequence from

Propositions [3.1.6] and [3.1.11]

2] -] 8} 3
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Proposition 3.1.13. The g-redundant detectable subspace of the pair (4,C),
Dq(A,C), can be computed by

Dy(4,C) = Og(A,C) + Xu(A) = [ R(GRT) + Xu(A)* 0

AcC]p]
|Al=p—q

3.2 Attack Detectability and Dynamic Security Index

Regarding attack detectability, undetectable attacks are introduced in |45] and
[39] for a static output map (without the dynamics part (3.1.1a])) with
applications to power systems. In short, for the static measurement § = Cx +
a € RP, the attack vector a is undetectable if and only if a = Cz, for some
z, € R". This is because the residual signal r := § — CC'y becomes Opx1 if
and only if a € R(C) by |45, Theorem 3.2]. We can generalize this concept to a
dynamical system (both (3.1.1a]) and (3.1.1b))). To this end, we first extend

the results on the static output map directly without considering the properties

of dynamics. This direct extension, which later is shown to be related to the
redundant observability, detects the presence of all types of attacks regardless
of their impact on dynamical systems. In other words, attacks which do not
have any disruptive influence on the system (e.g., attacks which vanish as time
goes on), are even detected. Just as we weakened the concept of observability to
that of the detectability, the result of direct extension will be slightly modified in
consideration of the dynamic properties. Hence, the modified extension, which is
closely associated with the redundant detectability, only concerns the disruptive
attacks which may be unstable and do not converge to zero as time goes on.
Now, the output measurements of the system for a finite time period

k are collected and the stacked output sequence is computed as

O] [T a[0=1]
_[0:k—1] a® J0k=1]

G011 . Y2 | - PO = GW2(0) + a1 (3.2.1)
_gLO:l.c—l}_ _G&k)_ _CLLOZI;_H_
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where ) ) ) )
5i(0 ai(0)
: gi(1 o ai(l
gji[o'k_l] = y(. ) and di[o'k .- a(. )

| 7i(k—1)] Lai(k —1)]

Note that, with £ = n in (3.2.1)), the situation is exactly the same as the noiseless
case in Section and al%"~1] is (n-stacked) g-sparse by Assumption [3.1.1}
Thus, by comparing this finding with the results in Section[2.2.1] we can introduce

the notion of attack detectability of the system P as follows.

Definition 3.2.1. For a dynamical system (3.1.1)), a non-trivial attack signal
alln=1 ¢ R™ is said to be undetectable with respect to the pair (A, C) if there
are two different 2(0) and 2/(0) in R" such that Gz(0) 4 a1 = G2/(0). O

In other words, the non-trivial attack signal @01 £ Onpx1 is undetectable
with respect to (A, C) if and only if al0n=1 = Gz, for some 24 # Onx1. By the
way, Definition identifies attack detectability in respect of the attack signal
a. As for the dynamical system , this notion can also be defined analogously
with the g-sparsity assumption on a (i.e., Assumption as follows.

Definition 3.2.2. The dynamical system (3.1.1) or the pair (A,C) is said to
be qg-attack detectable if, for all z(0),2/(0) € R" and al®"=1 ¢ ¥q such that
Gz(0) + a1 = G2/(0), it holds that z(0) = /(0). O

Furthermore, the direct comparison between Definitions [2.2.2and [3.2.2|simply

leads to the following proposition.

Proposition 3.2.1. The followings are equivalent:

(i) The pair (4, C) is g-attack detectable;

(ii) The observability matrix G is (n-stacked) g-error detectable;

(iii) The pair (A, C) is g-redundant observable;

(iv) For every set A C [p] satisfying |[A| > p — q, Gan (or, equivalently G7,) has
full column rank;

(v) For any = € R" where x # Onx1, ||Gzllon > q;

(vi) For any z, 2" € R" where z # 2/, dpn(Gz, G2') > q;

(vii) For any v € V(A), ||Cvljo > q. O
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As a tool for vulnerability analysis of a system, the security index quantifies
fundamental limitations on the attack detectability. For example, the static secu-
rity index, as(C), of the output map (3.1.1b)) is defined as the minimum number
of sensor attacks for adversaries to remain undetectable and is computed in |28|
by

as(C) = xeR},n:vlgonxl |Cx||o = cospark(C). (3.2.2)

Just as it is for the attack detectability, the concept of static security index can
also be extended to the dynamical system . That is, the dynamic security
index, ag(A, C), of the system is defined by the minimum number of sensor
attacks for adversaries to remain undetectable in consideration of as well
as . Since a non-zero a1 in is undetectable if and only if
alon=1 = Gz, for some z, # Onx1 by Definition the dynamic security index

can be computed by

aq(A,C) = min lallor = min  [|Gx|on = cospark™(G).  (3.2.3)

a=Gx, x#0nhx1 TER", x#0nx1

However, (3.2.3]) is computationally intensive due to the combinatorial nature of
the £y optimization problem. Thus, another method to obtain the dynamic secu-
rity index, which requires less computational burden, is presented in the following

proposition.

Proposition 3.2.2. For a4(A,C) given in (3.2.3)), it holds that
A,C) = min |[|Cvllp. 3.2.4
aq(4,C) Jin ICvllo (3.2.4)

O

Proof. The equality can simply be inferred from Proposition (iv) and Propo-
sition [3.1.2}(ii) (or, from Proposition [3.2.1](v) and (vii)). However, a direct proof
is given for the readers’ convenience as follows. When Av = A\v, one can trivially
check that

min ||Cv|lp = min [|Gvl|pn
veV(A) EV(A)
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since Giv = [cw AGU - X‘flciv]T. Noting that
min  [|Gzljpo = min  ||Gz||on
z€C", 2#0nx1 z€R", 2#0nx 1

because G € R"P*" ig a real matrix, it suffices to show that

min ||Gv|loo =  min  ||Gz||on.
vEV(A) z€C", 2#0nx1

Now, we claim that there exists v* € V(A) such that

Gv*||on = i G .
G Jor = _ min | Galor

Let us denote the optimal value of the problem (3.2.3]) by

a* = IER”I,nmi;lOnxl |Gx||on.

By the equivalence between Proposition [3.2.1](iv) and (v), there exists an index
set A C [p] satisfying |A| = p — a* such that the observability matrix G7%, does
not have full column rank but the observability matrix G?Au i has full column
rank for every i € A°. That is, the pair (A, C}) is not observable but the pair
(A, CF, {i}) is observable for every i € A°. Applying the PBH observability test,

we conclude that there exist A\* € C and v* € V(A) such that

Nyxn — A On .
* T [ x1 ] and ¢u* #£0, Yie A°
CX O(p—a*)xl
The claim easily follows by verifying that ||Gv*||on = o*. O

Remark 3.2.1. In |11], the dynamic security index is computed the same as
by examining the system’s strong observability and the weakly unobserv-
able subspace. However, Proposition has more meaning than the results
in |11] since it effectively relates the dynamic security index with the redundant
observability through the cospark of the observability matrix. Note that a4(A, C)
obtained by has a computational advantage compared with . That
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is, only investigates the minimum ¢y norm of Cv among V(A) > v, while
(3.2.3) needs to examine the whole space R". Therefore, if the geometric multi-
plicity of each eigenvalue of A is one (e.g., A has n distinct eigenvalues), we need
to test at most n eigenvectors in order to compute while the problem of
calculating directly is computationally infeasible for large p, just like the
computation of as(C) in is NP-hard [28] Section III]. O

Now, we slightly modify Definition [3.2.2] in accordance with dynamic prop-
erties. Instead of restricting the time period as a finite time n, an asymptotic
property that holds in the limit as the time tends to infinity, is investigated, and

the notion of asymptotic attack detectability is given as follows.

Definition 3.2.3. For a dynamical system (3.1.1)), a non-trivial attack signal a(-)
is said to be asymptotically undetectable with respect to the pair (A, C) if there
exist 2(0) and 2/(0) in R" with

lim z(k) # lim 2'(k)

k—ro0 k—o0
where z(k) = A¥12(0) and /(k) = A*~12/(0), satisfying G®z(0) + alo+—1 =
G® 2! (0) for all k> 0. O

In other words, the signal al®%—1 £ Okpx1 is asymptotically undetectable
with respect to (A, C) if and only if there exists z, satisfying klg]élo ARz, £ Oyt
and al0*—1 = @)z, By the way, Definition identifies asymptotic attack
detectability in respect of the attack signal a. As for the dynamical system ,
this notion can also be defined analogously with the g-sparsity assumption on a

(i.e., Assumption [3.1.1]) as follows.

Definition 3.2.4. The dynamical system (3.1.1)) or the pair (4, C) is said to be
asymptotically q-attack detectable if, for any x(0),2'(0) € R" and al%—1 ¢ E’é
such that G z(0) + al0%~1 = G®g/(0) for all k£ > 0, it holds that

lim x(k) = lim 2/(k)

k—00 k—o0

where z(k) = A¥~12(0) and /(k) = A*12/(0). O
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Just as the attack detectability is equivalent to the redundant observability
in Proposition the asymptotic attack detectability can be characterized by
the redundant detectability as follows.

Proposition 3.2.3. The followings are equivalent:

(i) The pair (A, C) is asymptotically g-attack detectable;

(ii) The pair (A,C) is g-redundant detectable (or, asymptotically g-redundant
observable);

(iii) For every set A C [p] satisfying [A] > p—q, N (Gan) C X5(A) (or, equivalently
N (GT) © X,(A)):

(iv) For any = ¢ X(A), ||Gz||on > q;

(v) For any v € V,(4), ||Cvljo > q. O

Proof. (i) = (ii): Pick any A C [p] satisfying |A| > p — q, and we claim that

k< ):n

for any unstable eigenvalue A of A. It is enough to show that Cpyv # 0 for any

Mpxn — A
Ca

eigenvector v of A corresponding to the unstable eigenvalue by the PBH test.

Assume to the contrary that there exists an eigenvector v* of A corresponding to

the unstable eigenvalue A* such that Cpav* = 0. Thus, we have Gg\kk)v* = Orpx1

because
G Gv* Gv* 1
k) + GA . G Av* N ev* ¥ .
Gt = ) vt = ' = _ = ' civ" = Orx1
ciAk—l CiAk—lv* A*k*lciv* )\*k*l

for all i € A. Finally, it is obtained that G®v* is (k-stacked) g-sparse, i.e.,
GFly* € Eé”. Let 2/(0) = 2(0) + v* and al%%~1 = GR)y* ¢ E’g. It follows that

G®2(0) + al% 1 = G0 (2(0) 4+ v*) = GP2/(0),
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which implies

kli_}m AL = 0p g
oo

due to the asymptotic g-attack detectability of the pair (A,C) and Definition
3.2.41 This contradicts the fact that v* is an eigenvector of A corresponding to
the unstable eigenvalue \*, which results in

lim A*1o* = lim A*F 1y # Onx1-
k—o0 k—o0

(ii) = (i): Suppose that (i) does not hold, i.e., the pair (A, C) is not asymptotically
g-attack detectable. Then, there exist z, # 0Onx1 and al0k=1 ¢ E’é such that
GW® g, = al®=1 for all k > 0 with

lim A¥ 1z, # Onx1-

k—o0
Let A := (SUPPk (a[();k—u))c’ and it is obvious that Gg\kk)xa = Ogpx1 and [A| > p—q.
In short, there exist A C [p] satisfying |A| > p — q and x4 # Onx1 such that
GXC,C)a:a = Ogpx1 for all £ > 0 and klggo A=ty = 0nx1. With this index set A and
state vector z, at hand, think about the linear system

x(k+1) = Ax(k)
ya (k) = Crz(k)

=Tx to
w

z
for the pair (A, Cy). Here, we can carry out the change of variable [

obtain the Kalman observability decomposition]|

A, O

= TAT 'Tx(k) =
An As

w(k + 1)

z

ua(k) = CaT™'T(k) = [C, O] [w ) ] .

—_
=
NN

®The detailed procedure for the Kalman decomposition will be presented in Section m
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Let us denote [Za := Tz, and it follows from GXZ)% = Oppx1 that
Wgq,
[ oy ] [ CAT! | [ ¢, O]
CpA CAT Y TATY) Colo O] |z,
_ Tq = ) Tx, = _ = Ogpx1-
: : : Wq
|CpAR] | CAT YT AT 1)F1 |C, AR O]

Since the pair (A,,C,) is observable by the intrinsic property of the Kalman
observability decomposition, we must have z, = 0. Furthermore, because T is a

nonsingular matrix and klim Ak_lxa # Onx1, it is easily obtained that
—00

k—1
A, O

A21 As

lim TA* 'z, = lim
k—o0 k—o00

7é 0n><1'

0 —
Wy N lim Ag_ 1 Wq
k—o00

Finally, Ag_lwa doe not converge to zero for some w,, which means that Az is not
stable. Therefore, the pair (A, Cy) is not detectable for some A C [p] satisfying
|A| > p — q, and hence, the pair (A, C) is not g-redundant detectable.

(ii) < (iii) < (iv) < (v): This is proved in Propositions and O

Note that the property of Proposition (vii) determines the dynamic se-
curity index as computed in Proposition by exploring ||Cv||p for “all” eigen-
vector v’s of A. While the dynamic security index is defined as the minimum
number of “any” type of sensor attacks for adversaries to remain undetectable,
another useful index which quantifies practical risks of the attack by considering
its “disruptive” characteristics as well as the undetectable property, can be pro-
posed. Recall from Definition that a non-trivial signal a(-) is asymptotically

undetectable if and only if there exists z, satisfying

lim A" 'z, # Onxa

k—o00

and a1 = G®) g, for all k > 0. Since G\M, = Ogy for all k > 0 is equivalent

to the condition Gix, = Onx1, the asymptotic dynamic security inder can be

A L)) &

L
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computed by

aq(A,C) = min |allon = min |Gz||on
a=Gz, Ak— 10,1 z€R", AF—1x-50,%1

(3.2.5)

= min Gz,
x&r(lA)H |l

That is, the asymptotic dynamic security index, agq(A, C), of the system
is defined by the minimum number of sensor attacks which remain undetectable
and does not converge to zero as time goes on. Please note that x € R" satisfying
A1y s 0,41 means that = ¢ X,(A). Similar to Proposition m it can be

computed from the eigenvectors of A corresponding to the “unstable” eigenvalues.

Proposition 3.2.4. For a,(A, C) given in (3.2.5)), it holds that

a(A,C) = mi C|o. 3.2.6
aq(A,C) UIgl{lA)ll o ( )

u

¢

Proof. The equality can simply be inferred from Proposition (iii) and Propo-
sition (ii) (or, from Proposition 3.2.3|(iv) and (v)) because x € R" satisfying

A1y 4 0,41 means that x ¢ X,(A). However, a direct proof is given for the

readers’ convenience as follows. When Av = Av, one can trivially check that

min ||Cvljo = min |Gv||on
vEVY(A) vEVL(A)

since Gjv = [c;v Acv - - A”_lciv]T. Noting that

min |Gx|on = min |Gx||on
2€Cn, AR 1z-0nx1 2€R", AR~ 1z—50nx1

because G € R"P*" ig a real matrix, it suffices to show that

min ||Gv|or = min |Gx]|on-
vEV,(A) zeCn, AF—1g50nx1

Since A*~1v - 0,1 for any v € V,(A), we have V,(A) C {:B cCn: AF-ly » 0n><1}-
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Now, we claim that there exists v* € V,(A4) such that

|Gv*||on = min |Gz ||on-
zeCn, AF—1z-50,51

Let us denote the optimal value of the problem (3.2.5)) by

o= min |Gx]|on-
2ERN, AF—12-50,%1

By the equivalence between Proposition [3.2.3|(iii) and (iv), there exists an index
set A C [p] satisfying |A| = p — a* such that N (Gan), the null space of Gan, is
not contained in Xs(A) but N (G (augiyn), the null space of Gpugiyyn, is contained
in Xs(A) for every i € A°. That is, the pair (A, C}) is not detectable but the pair
(A, CF, {i}) is detectable for every i € A°. Applying the PBH detectability test,
we conclude that there exist unstable A* € C (i.e., [\*| > 1) and v* € V,,(A4) such

that
Nyxn — A 0
e T [ nxl and ¢u* #£0, Yie A°
CX O(p—a*)xl
The claim easily follows by verifying that ||Gv*||on = . O

Note that the asymptotic dynamic security index investigates ||Cv||o only for
“unstable” eigenvector v € V,(A) while the dynamic security index compares

|Cv||o for “all” eigenvector v € V(A).

3.3 Observability under Sparse Sensor Attacks

In order to analyze attack-resilience of state estimation, this section introduces
the observability notion of a control system under sensor attacks and gives some
equivalent conditions. Now, a notion of observability under q-sparse sensor attacks

is given as follows.

Definition 3.3.1. The dynamical system (3.1.1)) or the pair (4, C) is said to be
observable under q-sparse sensor attacks if the initial state x(0) can be determined
from the output y over a finite number of sampling steps with any input signal a

satisfying Assumption [3.1.T O

2] &-t]] 8
i ] 1



66 Chap. 3. On Redundant Observability

The following proposition presents necessary and sufficient conditions for the
observability under g-sparse sensor attacks, and further, it finally summarizes the

relationship among newly introduced notions in this chapter.

Proposition 3.3.1. The followings are equivalent:
(i) The pair (A, C) is observable under g-sparse sensor attacks;

(ii) The observability matrix G is (n-stacked) g-error correctable;

(iii) The observability matrix G is (n-stacked) 2q-error detectable;

(iv) The pair (A, C) is 2g-redundant observable;

(v) The pair (A, C) is 2g-attack detectable;

(vi) For every set A C [p] satisfying |A| > p — 2q, Gan (or, equivalently G7},) has
full column rank;

(vii) For any = € R" where = # Onx1, ||Gz|jon > 2q;

(viii) For any z, 2" € R" where = # 2/, don(Gx, G2') > 2q;

(ix) For any v € V(A), ||Cvllo > 2q. O

Proof. (i) < (ii): Note that the output sequence %"~ is given by 701 =
Gz(0)+al% =1 ¢ R™ in and a0l ¢ 34 by Assumption the result
directly follows from Definition which says that G is (n-stacked) g-error
correctable if and only if 2(0) can be reconstructed from the output measurements
o011

(ii) < (iii) : This is proved in Proposition [2.2.3]

(iii) & (iv) & (v) < (vi) & (vil) & (vill) < (ix): This is proved in Proposition
B21 O

This proposition shows that newly introduced notions in this chapter are
closely related to each other. One can test the observability under attacks by
examining the well-known standard observability rank condition after eliminating
any 2q sensor outputs, which is eventually equivalent to g-error correctability of
the observability matrix G.

As we have slightly weakened the notion of observability to that of detectabil-
ity (or, asymptotic observability), the observability under g-sparse sensor attacks
can be modified in accordance with dynamic properties. Instead of restricting the

time period as a finite time n, an asymptotic property that holds in the limit as

A & 1—l| S1ET!
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the time tends to infinity, is discussed. Finally, the notion of asymptotic observ-

ability under q-sparse sensor attacks is given as follows.

Definition 3.3.2. The dynamical system or the pair (A,C) is said to
be detectable under q-sparse sensor attacks (or, asymptotically observable under
g-sparse sensor attacks) if the state variable x(k) can be recovered asymptotically
from the measurement output signal y with any sensor attack a satisfying As-

sumption |3.1.1} O

Finally, equivalent conditions for the detectability under g-sparse sensor at-
tacks is explained in terms of the asymptotic attack detectability and the redun-

dant detectability, as follows.

Proposition 3.3.2. The followings are equivalent:

(i) The pair (A, C) is detectable under g-sparse sensor attacks (or, asymptotically
observable under g-sparse sensor attacks);

(ii) The pair (A, C) is 2g-redundant detectable (or, asymptotically 2g-redundant
observable);

(iii) The pair (A, C) is asymptotically 2q-attack detectable;

(iv) For every set A C [p] satisfying |A| > p — 2q, N (Gan) C X5(A) (or, equiva-
lently N (G7%n) C Xs(A));

(v) For any = ¢ Xy(A), |Gl > 2a;

(vi) For any v € V,(4), ||Cvllo > 2q. O

Proof. (i) = (iii): Assume that z(0),2/(0) € R" and o191 ¢ 35, such that
G®z(0) + a"0F1 = G2/ (0) for all k > 0, are given. Let al%*—1 and /01
be such that [0kt = glok=1] _ @/I0:k=1] where glok—1l ol0:k—1] ¢ Zg. Thus, we
have G®z(0) + a0+~ = G*)2/(0) 4 /%=1 for all k > 0. Note that gl0*~1 .=
G(k)x(O) +al%—=1] is the measurement output signal of the system with the
initial state £(0) and the attack signal a/%*=1] and 7/[0*~1 .= G2/ (0) 4- /10— 1]
is the measurement output signal of the system with the initial state
2'(0) and the attack signal a’ [0:k=1] " Since those two output signals 7%%~1 and
71951 are equal, they should recover the same state variable asymptotically by

the definition of the detectability under g-sparse sensor attacks. Therefore, we

2] -] 8} 3
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have
lim z(k) = lim 2'(k)

k—ro0 k—o0

where z(k) = A¥'2(0) and z'(k) = A*~12/(0). This is because if they are
different from each other, then their estimates can never be the same.

(iii) = (i): We first claim that the limit of the state variable z(k) of the system
, kli)ngo z(k), can be uniquely determined from the measurement glok=1] —
G®z(0) + al®%—1 whenever the attack signal a®*~1 satisfies Assumption .
Suppose that two output signals of the system , which are possibly gener-
ated by different initial states z(0), 2/(0) € R" and attack signals al0#~1] ¢/[0+=1] ¢

Z’g, are given. Let those output signals be 7%= := G®z(0) + al%%~1 and
g0k = g2/ (0) + /9%~ Assume that gl0*—1 = 10+=1 for all k > 0.
Then, we have G®z(0) + o”0%1 = G®2/(0) where "0~ = gl0k—1] _

a"l0k=1] ¢ E’gq for all £ > 0. Since the pair (A4, C) is asymptotically 2g-attack
detectable, it follows that

lim z(k) = lim 2'(k)
k—o0 k—o0
where z(k) = A*~12(0) and 2/(k) = A*¥=12/(0). Thus, the claim is proved, that is,

klim (k) can be uniquely determined from the measurement 7l%%—1 = G*)2(0)+
—00

al%%=1] " Therefore, when the pair (A, C) is asymptotically 2g-attack detectable,

one should be able to recover kh_)n;() x(k) from the measurement output signal
glok=1 = G 2(0) + al%—1 with al%F—1 satisfying Assumption because,
in principle, one can exhaustively search for all z/(0) € R" and o/F~1 ¢ E’(j
such that 701 = G® z/(0) + /1 This completes the proof. Although this
proof does not give a concrete scheme to recover klgrolo x(k), the design procedure
for state estimation is the main subject of the next chapter and the detailed
algorithm will be proposed there.

(ii) < (i)« (iv) < (v) < (vi) : This is proved in Proposition [3.2.3] O



Chapter 4

Attack-Resilient State Estimation
under Sensor Attacks for Linear
Systems

Sensors are one of the vulnerable points for security of networked control systems,
and thus, security problems of control systems whose measurements are compro-
mised by adversaries are actively studied these days. In this chapter, it is sup-
posed that all sensor information of control systems is collected at one place and
we have developed an algorithm which estimates the state variable of the control
systems even under sparse sensor attacks. This attack-resilient state estimator is
required even when all distributed sensors send their measurement data to a sen-
sor fusion center (or, information fusion center) through communication networks.
Due to the insecure communication links, the measurement data in the networked
control systems may be corrupted by adversaries. In addition, the measurement
data can also be compromised by an attacker who physically tampers with the
sensor itself. The proposed estimator consists of a bank of partial observers op-
erating based on Kalman detectability (or, observability) decomposition and a
decoder exploiting error correction techniques. In terms of time complexity, an
£y minimization problem in the decoder alleviates the computational efforts by
reducing the search space to a finite set and by combining a detection algorithm
to the optimization process. On the other hand, in terms of space complexity, the
required memory is linear with the number of sensors by means of the decompo-

sition used for constructing a bank of partial observers.

69 A 2-1H +
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Figure 4.1: Total configuration of the feedback control system.

4.1 Problem Formulation

Overall configuration of the proposed control scheme is given in Fig. The
plant and the attack model under consideration are presented and the problem
formulation is given in this section. We consider a discrete-time LTI plant given
by

x(k+1) = Az(k) + Bu(k) + d(k)
y(k) = Cx(k) + n(k)

(4.1.1)

where z € R" is the state variables, u € R™ is the control inputs, and y € RP is the
sensor outputs. The dynamics are disrupted by the process disturbance d € R"
and sensors are corrupted by the measurement noise n € RP. The block diagram
of the plant is shown in Fig. [1.2] There are total p sensors which measure

the system outputs and the i-th sensor’s measurement at time k is denoted by
yi(k) = cx(k) + ni(k)

where ¢ is the i-th row of C. It is assumed that the pair (A, C) is detectable (or,
observable), but the pair (A, ¢;) is not necessarily detectable (or, observable).
Among various attack scenarios [89], we consider false data injection attacks

on sensors. That is, adversarial attackers can inject arbitrary inputs to some (not
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(a) Sensor attack (b) Communication attack

Figure 4.3: Two scenarios of the measurement data attack.

all) sensors so that a part of measurements is compromised. Two scenarios are
possible as illustrated in Fig. [.3} first, these additive inputs may be induced by
cyber or physical tampering with the sensors (Fig. ; second, adversaries may
penetrate into the communication network on the output side of the plant because
those communication links are not secure (Fig. . In both cases, the attack

is characterized by the attack vector a as in

g(k) = y(k) + a(k) (4.1.2)

where y € RP denotes the sensor data on the controller’s side. Therefore, y(k),
not y(k), is used for state estimation.

Here, it is assumed that the adversaries have a complete knowledge about the
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plant, but can compromise only a part of the sensors, not all of them. Assum-
ing that the attacker’s resources are limited, we suppose that up to q out of p
measurement outputs can be compromised. Therefore, a formal condition on the

sparsity of the attack vector a can be given as follows.

Assumption 4.1.1. There exist at least p — q sensors which are not attacked for

all £ >0, i.e.,

{ictl:am =0, k>0 2p-a 0

This assumption tells more than |la(k)||o < q for all & > 0, in the sense that
the compromised sensor channels are not altered for all time. In practice, this
may not be the case. However, from the point of view of malicious attackers, it
takes quite a long time and much effort to infiltrate into a new sensor. Thus,
without loss of generality, it can be assumed that the attack channels remain the
same in the long term although it is not revealed to the controller which channels
are attacked. Hence, if the change of the compromised channels is not so frequent
(that they do not change during the transient period of the algorithms to be
presented), then the proposed attack detection and state estimation algorithms
are still applicable.

The final goal of this chapter is to control (e.g., stabilizing or reference track-
ing) the plant P with an elaborate state estimator £ and a state feedback control
lawﬂ K. Since the separation principle holds for LTT systems, the state feedback
controller IC can be selected independently assuming that state estimation is suc-
cessfully conducted. Therefore, the primary objective of this paper is to design
an estimator £ which detects the attacked sensors and estimates the state x(k)
of the given system P under Assumption [£.1.1] To this end, we construct an
attack-resilient estimator £ which is composed of p partial observersﬂ Oi’s and a
decoder D as shown in Fig. (i.e., the shaded block in Fig. . Additionally,

the decoder D also provides a fault count signal f which may corresponds to the

!The configuration in Fig. is one example of various control schemes. The controller I
may also be composed of both a feedforward controller and a feedback controller, which utilize

state information.
2In this chapter, the terms “observer” and “estimator” are used to indicate the block of O}’s

and &€ in Fig. @, respectively. That is, two terminologies should be distinguished.

2] &-t]] 8
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estimated number of attacked sensors so that the system can detect the attacks
and counteract it in a timely fashion (e.g., giving an attack notification alarm

when f > 0 and initiating a new attack identification process when f > q).

4.2 Components of Attack-Resilient State Estimator and
Their Functions

In this section, we introduce two main components of the attack-resilient
state estimator &: the partial observers O;’s and the decoder D. (See Fig. 4.1])
Then, the basic mechanism on how these components are operating is briefly
explained. More precisely, first, the partial observers O;’s are designed by applying
the Kalman detectability (or, observability) decomposition to each sensor output.
Second, the previously developed error correction technique in Section [2.2]tailored
into this specific problem is then implemented in order to recover the original state
variable x and it constitutes the decoder D. By combining the partial observers
Oi’s and the decoder D, the final estimator £ is obtained. One key part of the
proposed estimator is to construct partial observers by means of the Kalman
decomposition. This idea originates from the field of observer design for switched
systems [67,[86], and it turns out later on that it substantially reduces the number

of observers in the final estimator.

4.2.1 Partial Observer: Kalman Detectability Decomposition with

Single Sensor

Motivation of the idea to design partial observers O;’s, begins with the fact

that, for conventional observers for the system (4.1.1) and the output (4.1.2)

which has the form of

#(k +1) = Az (k) + Bu(k) + L(5(k) — C2(k))
= Az(k) + Bu(k) + L(Cz(k) + n(k) + a(k) — Ci(k)),

(4.2.1)

the effect of any single non-zero component of a(k) € RP (which is the attack to

one sensor channel) may affect all component of & (because of L). However, if we

.__:Ix_c L, '|'|i
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employ individual observer to each sensor, then the attack to particular sensor
affects only the observer corresponding to the attacked sensor, and we can still
maintain a few healthy information processed by the other observers. Of course,
each observer may not estimate the full state x in general since the full state x
may not be detectable (or, observable) from the output information of one single
sensor. Therefore, we introduce the partial observer which estimates only the

detectable (or, observable) portion of the full state .

With only one measurement y;(k) of the plant (4.1.1)), a single-output system
is obtained as follows:
z(k+1) = Az (k) + Bu(k) + d(k)

P, (4.2.2)
yi(k) = cia:(k) + n,(k)

The observability matrix of (4.2.2)) which is given by G; in (3.1.4)), is used to

divide n-dimensional state space R" into two subspaces: unobservable subspace
O(A, ¢;) and its orthogonal complement O(A4, ¢;)*. As seen in Section the
null space of Gj, N(G;), which is A-invariant, becomes the unobservable subspace
O(A,¢), and further, the orthogonal complement O(A, ¢;)* of O(A, ¢;), which is
isomorphic to the quotient space R"/O(A, ¢;), is denoted by O(A,¢;). It easily
follows from linear algebra that O(A,¢) = O(A4,¢)t = N(G)*+ = R(G,"). Up
to now, we have examined the observability decomposition of the state space R".
In order to obtain the detectability decomposition, the unobservable subspace is

further divided into two subspace: undetectable subspace
D(A,c) = O(A, ) NX,(A) = N(Gi) N X, (A)

and its orthogonal complement O(A4,¢;) N D(A,¢)*. Here, X,(A) denotes the
unstable subspace of A which is defined by the subspace spanned by the eigen-
vectors and generalized eigenvectors corresponding to the unstable eigenvalues of
A. Note that D(A,¢) is also A-invariant because both N(G;) and X, (A) are
invariant under A. Finally, the n-dimensional state space R" is divided into three

subspaces: O(A4, ), O(A,c;) ND(A, ¢)*, and D(A4, ).

To derive a transformation matrix, first, let v; be the dimension of observable

] 2- 1_l|
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subspace O(A, ¢), i.e., v; := dim(O(A, ¢;)) = rank(G;), and p;i—v; be the dimension
of the subspace O(A,c) ND(A,c)*, ie., wi == v +dim(O(A,¢) N D(A, ¢)b).
Then the dimension of the undetectable subspace D(A, ¢;) is n — p;. The matrices
Z € R, Zid e RMWi—1) and W; € R™ (=) are selected such that their
columns are orthonormal bases of O(A4,¢;), O(A,c) N D(A,¢)*, and D(A4,c),
respectively. Note that the matrix [Zi" Zid I/V,] is orthogonal, i.e.,

[Z{’ z4 WJT[Z{’ z4 W]} = Inxn,

and we have

0 T
Zi AW = Ouix (n—p)» Z1 AW; = O =11y x (n—py)
and Wi = 01y

ol d
27 AZE = Oy (ui—uy)»

CiZid = le(ui—ui)a n—p;)»

from the construction of Z?, Zid, and W;.

Now, we make the change of state variables as defined by the transformation

20 Z_OT
A = |z4" | x (4.2.3)
w; WT

In terms of this new state, the original single-output system (4.2.2)) can be written

in the decomposed form of

Zio(k +1) ZiOTAZiO OViX(Hi—Vi) OViX(n—Mi) Zio(k)
k)| = |20 A20 28T AZE O iyxtnpm | | #(R)
wik+1)| | WTAze wTAzd  WTAW | |wi(k)
ZioTB Zio—l'
P + |z B uk) + | z4" | d(k) (4.2.4)
W B w7
(k)
yi(k):[CiZio OIX(Hi—Vi) 01><(n—,u,i) z:i(k) +n'(k)
wi (k)
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Finally, by the Kalman detectability decomposition, the state z is decom-
29
posed into the detectable sub-state [ Id

Z

w; € R"™# with the similarity transformation (4.2.3). Or, by the Kalman observ-

ability decomposition, the state x is decomposed into the observable sub-state
d
2
z’ € R" and the unobservable sub-state [ '

Wi
transformation (4.2.3)).
Based-on the decomposed form of (4.2.4)), one can construct an observer which

€ R and the undetectable sub-state

€ R"7% with the same similarity

o
1

z
can asymptotically estimate the detectable sub-state [ p

P
< ’ [CiZiO OlX(#i—Vi):|)

I
is detectable. Of course, one can design an observer which can recover the observ-

able sub-state 2’ € R" since the pair (Z{’TAZ{’ , c;Zi") is observable. Let Z; and

€ RH since the pair

ZiOTAZiO Oy (Hi—vi)
74" Aze 74" Azd

zibe [2° 2] and |7
d

] , respectively, when the detectability decomposition is in
Zi

one’s mind. Otherwise, let Z; and z be Z° and 27, respectively, when the observ-

ability decomposition is taken into consideration. By dropping the undetectable

d
2

sub-state w; (or, unobservable sub-state [ ']) from (4.2.4), the detectable (or,
w;

observable) quotient subsystem of (4.2.4) is obtained as

- zi(k + 1) = Sizi(k) + ZiTBu(k) + Zde(k) (4.2.5)
e yi(k) = tizi(k) + ni(k) B

where S; := ZiTAZi and t; := ¢ Z;.

Since the pair (S, t;) is detectable (or, observable), one can design an observer
which can successfully estimate the detectable (or, observable) portion z; of the
full state z € R". Consequently, the main function of each partial observer O;
i

o
is to provide the estimates Z; for the detectable sub-state z; = [ p € RH (or,
z

observable sub-state z; = 2z’ € R"). Although we do not specify the type of

A L)) &
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observers in this section, the details on how to construct such an observer will be

discussed in Section

4.2.2 Decoder: Error Correction for Stacked Vector

This section discusses the basic functions of the decoder and presents how

the decoder operates. Recall that each partial observer O; provides the estimates
o

2
% for the detectable sub-state [ Id

Z

The decoder collects all the data Z;’s from the partial observers O;’s and performs

€ R¥ (or, observable sub-state 27 € R").

the error correction techniques developed in Section [2.2] In order to apply those
techniques into the state estimation problem of (4.1.1)), first, this problem should
be formulated in the form of (2.2.2). To this end, the following equivalence

Zlr=z, Vielp, (4.2.6)

which is a direct consequence of (4.2.3), is used. With the state estimation error
defined by

2 =2z

one can divide Z; into two parts, v; and e;, so that
Z = v + €,

where ¢; is affected only by the attack a; while v; is induced by all other sources
such as the initial estimation error, disturbance d, and noise n;. Details on com-
puting v; and e; will be given in Section Appending n— y; (or, n—v;) zero row
vectors, 01xn, to each ZiT in and stacking them all, we have the following

equation of

zpt 21 (k) 20 (k) 21 (k)
ClwR)y=1| | =] [~ (4.2.7)
zZnt 20 (k) 20 (k) zZn (k)
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where
A R
:O(n*ui)xn :0<nfui>x1: (42.8)
oy | A0 ] e | 30
[0(n—pup)x1 L0 (n—pap) x 1.

This augmentation of zeros is to match the size of each matrix so that it agrees
with the n-stacked vector considered in Section 2.2} Finally, (4.2.7) is written in

a compact form as
z(k) = ®x(k) + 2(k) = Px(k) + v(k) + e(k) € R"™ (4.2.9)

where the coding matrix
T
b= (4.2.10)
znt
is composed of the similarity transformation matrices Z;’s and zero elements. It
is also supposed that additional zero elements are also appended to vj(k)’s and
ei(k)’s as in ([4.2.8). Due to the g-sparsity assumption on a (i.e., Assumption [4.1.1])
and the fact that e; only depends on a;, it is obvious that e € R"P is n-stacked
g-sparse. Therefore, the equation directly matches the error correcting
problem of . In conclusion, we can apply those techniques developed in
Section according to the characteristics of the noise signal v(k), and the results

are presented in the next section.

4.3 Design of Attack-Resilient State Estimator

In this section, we have detailed the design of the attack-resilient state estima-
tor £. Control systems are classified into two groups according to the property of
the disturbance d and the noise n: bounded disturbance/noise case and Gaussian
disturbance/noise case. For each case, a suitable form of observer is adopted for
the partial observer O;, and an appropriate error correction method is applied for

a particular context in the decoder D. First, when we have bounded disturbance

A L)) &
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and noise, the partial observer can be designed by a Luenberger observer and the
decoder exploits the error correcting method for the bounded noise case developed
in Section Second, when systems suffer from the Gaussian disturbance
and noise, one can construct a Kalman filter which serves as the partial observer
and the decoder operates based on the error correcting method for the Gaussian
noise developed in Section [2.2.3.2]

However, such an attack-resilient estimator design is not possible all the time.
The system should satisfy a certain class of observability and it is shown
in Section [3.3] that the redundant detectability is an equivalent condition for the
system to be asymptotically observable under sensor attacks. Thus, the following

assumption of redundant detectability is made.

Assumption 4.3.1. The pair (4, C) is 2g-redundant detectable (or, asymptot-
ically 2g-redundant observable). Equivalently, the dynamical system (4.1.1)) is
detectable under g-sparse sensor attacks (or, asymptotically observable under g-

sparse sensor attacks). O

4.3.1 Deterministic Estimator with Bounded Disturbance and Noise

In this section, both the disturbance d and the noise n; of the system (4.2.5)

are supposed to be uniformly bounded as follows.

Assumption 4.3.2. The process disturbance d and each measurement noise n;

are uniformly bounded, i.e.,

1d(E)|l2 < dmax, |[ni(k)ll2 < nmax, "k >0, Yie[p). O

First, the partial observer O; is designed by a Luenberger observer for the
detectable subsystem (4.2.5) which is in the following form of

O Z(k+1) = Sizi(k) + Z Bu(k) + Li (5i(k) — tizi(k))

(4.3.1)
=: Fzi(k) + Z Bu(k) + Li(yi(k) + ai(k))

where the injection gain L; is chosen so that F; := S; — L;t; is Schur stable. Here,
note that g;(k) is injected instead of yi(k) by the attack model (4.1.2)). Once we

2] -] 8} 3
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(b) Conceptually divided block diagram

Figure 4.4: Configuration of the partial observer O;.

consider the following systems of

O gi(k+1) = Fgi(k) + 2 Bu(k) + Lin(k) (43.22)
Oia : ei(k + 1) = Fie;(k) + Lia;(k) (4.3.2]3)
where gi(0) = £/(0) and €;(0) = 0,,x1, it is easy to check that 2z = ¢; + €. Fig. |4.4

depicts the relationship between the observers (4.3.1) and (4.3.2). Now, define

the attack-free estimation error v; := g; — 2, and it trivially follows that

vi(k +1) = Fui(k) + Lini(k) — Z d(k). (4.3.3)
The final state estimation error defined by Z; := %; — z;, satisfies
zZi(k) = vi(k) + ei(k), (4.3.4)

SRk

ke =9

1 11



4.3. Design of Attack-Resilient State Estimator 81
and its dynamic equation is governed by
Fi: Z(k+1) = F5(k) + Lini(k) — Z" d(k) + Liai(k). (4.3.5)

The dynamics (4.3.3) and (4.3.2b]) with initial conditions v;(0) = Z;(0) and €;(0) =

04 x1, ensure that

k—1

u(k) == F50) + 30 B (L) - Z7a()) (4.3.62)
j=0
k—1 )
ei(k) =Y F Lia (). (4.3.6b)
j=0

Here, the attack induced estimation error vector e;(k) may have arbitrary values.

For all kK > 0 and i € [p], there exist np > 1 and 0 < [ < 1 such that
||Flk\|2 < npB¥ since F is Schur stable. In addition, for some 77, and 7, it holds
that |[FFLi|la < npB* and ||F¥Z"||2 < nzB8*. Then, one can easily show that

Joi(k) |2 < npllZ(0)]|128* + wmax < Vmax(k) (4.3.7)

where
NLMmax + ndeax

wmax L 1 o 6 I

V() = max {ni51(0)]128° + Wi }
i€(p]

As k increases, vmax (k) converges to wmax.

Then, the decoder collects all the data Z;’s from the partial observers O;’s and
the problem of estimating z(k) is formulated in the form of as we have
seen in the previous section. Since (4.2.9) exactly matches with where
the static error correcting problem is considered, one can directly apply the error
correction technique developed in Section into (4.2.9). Theorems [2.2.11
and are mainly employed so as to recover x(k). However, before applying
them, one should check that three conditions on those theorems are satisfied for
the given system : boundedness of v(k), g-sparsity of e(k), and g-error

correctability of ®. The first two conditions are easily satisfied by Assumptions
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and[4.1.1] That is, the noise vector v;j(k) is bounded by vmax (k) for all i € [p]
by (4.3.7)), which is induced from Assumption Since the error vector e;(k)
depends only on the attack element a;(j) for 0 < j < k —1 by and a(j)
is g-sparse according to Assumption the vector e(k) is (n-stacked) g-sparse.
The last condition, the g-error correctability of ®, is actually fulfilled by the 2g-
redundant detectability of the system (i.e., Assumption , as asserted

in the following proposition. Therefore, all three conditions on Theorems [2.2.11

and 2.2.12 hold.

Proposition 4.3.1. The followings are equivalent:
(i) The pair (A, C) is 2g-redundant detectable (or, asymptotically 2g-redundant
observable);

(iii) The matrix ® € R"™*" given in (4.2.10)) is (n-stacked) g-error correctable. ¢

Proof. Pick any A C [p] satisfying |A| > p — 2q, and we claim N (Gn) C X5(A) if
and only if N (®an) = {0}. This can be shown by the following equivalences

N(GAn) C XS(A) = N(GAn) N XU(A) = {0}

& (ﬂN(Gi)) N, (4) = {0}

ieA

& [YNV(G)Nx,(4) = {0}

ieA
& () (04, ) N X, (4) = {0}
iEA
& [D(A )= {0}
ieA
& [RW) ={0}
ieA
zeT
° QN<Z#T):{O}
& (NET) = {0}
ieA

& N ((IDA”) = {0} )
where the structure of ® and its elements Z;'’s from the Kalman detectability

2] £- 1_'_“
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Figure 4.5: Configuration of the decoder D with bounded disturbance/noise.

decomposition, are used. ]

The decoder’s configuration is sketched in Fig. and its operation is de-
scribed in Algorithm .1} Initially, an attack-free index set A, a state estimate
#, and a fault count signal f, are set to [p], ®72, and 0, respectively. With

the incoming data 2; and information of &, each selector module &; compares

12 — Z.T 2|2 with v/, given in ([2:2.9), and provides the on-off signal based

/

hax, and

on the value of ||% — Z#|2. The signal is “on” if |3 — Z'2[2 < v
“off” otherwise. The new index set AT corresponding to “on” signals, more pre-
cisely, AT := {i € [p] : |5 — Z"2||2 < vfpax |, is obtained and the index generator
Z counts the number of “off’ signals which becomes the new fault count signal
ft, that is, f* := p — |[AT|. Now, A and f are updated to new A* and f+,
respectively. There are two cases according to the fault count signal f: first,
when f < q, the switch s is placed on the calculator C’s side and C computes the
state estimates & by (<I>An)T Zan; second, if f > q, the switch s is placed on the
minimizer M’s side and M solves the optimization problem ) to generate
Zopt Which becomes the state estimates 2.

During the operation of the decoder, the monitoring scheme that the selector
S and the switch s perform, is running on the basis of Theorem while the

5 "
.__:Ix_c L, 1_'. i

L
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Algorithm 4.1 Operation of the decoder with bounded disturbance/noise

A~

Input: %4, 25, -+, %,
Output: z, f
Initialization: A = [p], & = ®'2, f =0
1: while system is running do
2:  each selector S; compares ||3 — Z 4|2 with v/,
3:  index generator Z collects i’s s.t. |3 — Z;' #||2 < v/, and updates A and f
6 by A={i€[pl: 15 — Zlls < vy} and f=p— [A
5. if f < q then
6: switch s selects the line from C
7 Calculator C computes & = (¢ An)Jr ZAn
8: else if f > q then
9 switch s selects the line from M
10: minimizer M solves ) and produces & = Topt
11:  end if
12: end while

calculator C and the minimizer M has its roots on Theorems [2.2.9 and [2.2.11]

respectively. If f < q, the successful state estimation is ensured by Theorem

2.2.12/(i). More specifically, we have || — z[l2 < Kj 4 (®)Vmax. In this case,
the index set A is assumed to be attack-free, and hence, the calculator C can
recover the original state z approximately by & = (® An)Jr Zan, which is attributed
to Theorem On the other hand, if f > q, the state estimates & is not close
enough to the original states by Theorem (ii). Hence, the algorithm goes
to the minimizer step (i.e., the switch s chooses the minimizer M’s side) to figure
out new healthy sensors and the state estimates £ by Zopt. Furthermore, Theorem
2.2.11| guarantees that ||z — x|z < H,C),q,r(q))vmax. These results are summarized in
the following theorem.

Theorem 4.3.2. Under Assumptions [4.3.2] [4.1.1] and [4.3.1] the estimator &
equipped with the observers O;’s given by (4.3.1) and the decoder D employing
Algorithm 1, guarantees that

|2(k) — z(k)|l2 < KE o () vmax(k), "k >0.

p,q,r

A L)) &
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Furthermore, for any 6 > 0, there exists 7'(d) > 0 such that

|2(k) = 2(k) |2 < K} () Winax +36, Tk = T(0). %

4.3.2 Suboptimal Estimator with Gaussian Disturbance and Noise

Gaussian process disturbance d(k) and measurement noise n(k) are consid-
ered in this section, and a suboptimal estimator is developed. We first design
a decentralized Kalman filter with each single sensor output. This decentralized
Kalman filter constitutes the partial observer ;. Then, an information fusion
scheme collects all the information on state estimates and error covariance matri-
ces from the decentralized Kalman filter, as the decoder D does in the previous
section. Now, the information fusion scheme selects a subset of sensors which is
most likely to be attack-free by the ML decision rule. Finally, it computes the
optimal (i.e., in the sense of MVUE or WLSE) estimates only with those sensors
which are identified as the most likely to be attack-free. To this end, stochastic
assumptions on the disturbance d(k), the noise n(k), and the initial state x(0) of

the system (4.1.1) are formally stated as follows.

Assumption 4.3.3. The disturbance d(k) and measurement noise n(k) are in-
dependent and identically distributed (i.i.d.) white Gaussian process with zero

mean and covariance matrices (Q and R, respectively, i.e.,

E[d(k)] =0, E[d(k)d"(1)] = Qb
E[n(k)] =0, Eln(k)n'(t)] = R,
E[n(k)d" (1)] =0,

where dj; is the Kronecker delta function. Furthermore, the initial state z(0) is

a Gaussian distributed random variable with mean Zg and covariance matrix Py

.__:Ix_c L, '|'|i

-
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independent of d(k) and n(k), i.e.,

z(0) ~ N(Zo, P),
E[z(0)] = Zo, E[(z(0) — Zo)(x(0) — %) '] = P. ¢

With the covariance matrix R of the measurement noise n(k) partitioned as

Ry Ry - Rlp—
Ry1 Ry -+ Rgp

R = . . . )
Ryt Ry - Ry

the assumption above can also be written for each measurement noise n;i(k) for

i € [p], as follows:

ni(k) ~ N(0, R;),
E[ni(k)] =0, E[ni(k)ni (t)] = Ridx,
E[ni(k)n] (t)] = Ry, if i #],
E[ni(k)d" (t)] = 0.

First, the partial observer O; is designed by a Kalman filter for the detectable
subsystem with the attack model (4.1.2)). To this end, let %(k|k—1) be the
estimate of z(k) based on observations from ¢(0) to y(k — 1). Similarly, z(k|k)
is the estimate of z(k) after we process the measurement (k) at time k. Then,

the Kalman filter has the following form of

Oi: ik + 1k +1) (4.3.8)
= Sizi(klk) + ZT Bu(k) + Ki(k+1) (5(k + 1) — i (SiE(klk) + 27 Bu(k) ))

- (I—Ki(k+1)t;)( iéi(k]k)+ZiTBu(k)) +Ki(k+ Dgik + 1)

N In

= (I - Ki(k+ 1)) ( (k| k) + ZiTBu(k)) Kk + D(yi(k+ 1)+ ai(k + 1))

2] -] 8} 3
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where

Gk +1k+1)=Z(k+1k)+ K(k+ 1) (5i(k+ 1) — t:24(k+ 1]k))  (4.3.92)

sk +1|k) = Sizi(k|k) + Z Bu(k) (4.3.9b)
Kilk+1) = P(k + 1/k)t] (t;Pi(k L1k + Ri>_1 (4.3.9¢)
P(k+1|k) = SiP(k|k)S, + Z QZ, (4.3.9d)
Pk +1lk+1) = (I — Ki(k + 1)t;)P.(k + 1]k) (4.3.9¢)

with
%00 —1) = Z"z9, B0 —1)=2Z'PyZ.
Here, note that gi(k) is injected instead of y;(k) by the attack model (4.1.2). As

we have done in the previous section, O; can be divided into two parts with the

following definitions of

gi(k +1|k) := Sigi(k|k) + Z Bu(k),

ei(k + 1lk) := Siei(k|k),
gi(k + 1|k +1) == gi(k + 1|k) + K(k + 1) (wi(k + 1) — tigi(k + 1|k)) ,
ek +1k+1) = ek +1|k) + K(k+1) (a;(k + 1) — tie;(k + 1|k)) .

By setting the initial conditions as g;(0] — 1) = %(0| — 1) = Z'Zo and €;(0| — 1) =
Opix1, it easily follows from (4.3.9a)) and (4.3.9b)) that
éi(k‘ + 1“’6) = g;(k + Hk‘) + €i(/€ + 1“@‘),
Zlk+1k+1) =gk +1k+1) +e(k+1|k+1).

Finally, O; in ([£.3.§)) is divided into OY and Of, as follows:

OF i gilk+1lk+1) = (I - Ki(k + 1)t) (Sigi(klk) + 2 Bu(k))
(4.3.10a)
+ Ki(k + 1)yi(k + 1),

Of: ei(k+ 1k +1) = (I — Ki(k+ 1)t)Siei(k|k) + Ki(k + 1)a;i(k + 1). (4.3.10b)
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Now, define the attack-free estimation error

vi(k + 11k) :== gi(k + 1|k) — zi(k + 1)
vilk +1k+1) =gk + 1|k +1) — z(k+1)

and we have that

ik + 1]k) = ( i (k|k) + ZTBu(k)> - (Sizi(k) + ZT Bu(k) + Zde(k))
= Sii(k|k) — Z" d() (4.3.11a)
vi(k + 1k +1) = (I — Ki(k+ Dt)vi(k + 1|k) + Ki(k + Dni(k + 1) (4.3.11b)
= (I — Ki(k + 1)t))Swi(k|k) + Ki(k + 1)ni(k + 1)
— (I = Ki(k+ 1)t)Z d(k). (4.3.11c)

The final state estimation error defined by
Zi(k|k) := Zi(klk) — =zi(k),

satisfies

Z(k‘k‘) = Ui(k’k) + €i(k“]€), (4.3.12)
and, from (4.3.10b)) and (4.3.11¢), its dynamic equation is governed by

Fii Zlk+1k+1) = (I - Ki(k+ 1)t)Siz(klk) + Ki(k + 1)ni(k + 1)

(4.3.13)
— (I = Ki(k+ Dt) Zd(k) + Ki(k + 1)ai(k + 1).

Recall that, in conventional Kalman filter theory, the term P;(k|k) is used to
denote the covariance of the estimation error of Z(k|k) when there is no attack.
Since z;(k|k) with aj(k) = 0 is the same as g;(k|k) by its construction, P;(k|k) can
be thought of as

P;(k|k) = E[(gi(k[k) — 2i(k))(gi(Klk) — z(k)) ] = Elvi(k|k)v;" (k|k)]-

and equations (4.3.9d)) and (4.3.9¢|) ensures that the covariance matrix P;(k|k) is
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in the following recursive form:

Li: P(k+1k+1) = - K(k+Dt)(SiP(kE)S +Z"QZ)  (4.3.14)

where the initial value P(0]|0) can be calculated by substituting P (0] — 1) =

Z." PyZ; for ([£.3.9¢) and ([#.3.9d). The errors v;(k|k) and vj(k|k) for i # j may be
correlated, and thus, by using (4.3.11¢), the error cross-covariance between v;(k|k)
and vj(k|k) can be computed recursively. From the recursive form of (4.3.11c),

note that vj(k|k) is a linear combination of elements in
{Ui(0|0)a d(O), t 7d(k - 1),1’Li(0), e ,TL,(]C)}

Note that, from Assumption 4.3.3] (i) ni(k + 1) and d(k) are orthogonal, (ii)
vi(k|k) and d(k) are orthogonal, and (iii) vi(k|k) and nj(k + 1) are orthogonal.
Using these facts, one can derive the recursive form of the error cross covariance

between v;(k|k) and vj(k|k) as follows:

Lij: Pj(k+1]k+ 1) = Efvi(k + 1|k + 1)y (k + 1]k + 1)]
= (I - Ki(k+1)t;) (SiE[v;(k\k)va(k]k)]SjT + ZiTQZj> (I-Kj(k+1)t)"
+ Ki(k+ DE[ni(k + 1)n) (k+ 1)K (k+1) (4.3.15)
= (I = Ki(k + )t) (SPy(I0)S]T + 2T Q7) (T - Ki(k + 1)) "

+ Ki(k+ DRyK (k +1).

The initial value P;(0/0) can be calculated by P;(0| — 1) = Z/' PyZ; and the
recursive form of
Pj(k+ 1k + 1) = E[vi(k + 1|k + 1)v (k + 1]k + 1)
= (I — Ki(k + 1)t)E[vi(k + 1|k)v; (k + 1[k)](I — Kj(k + 1)t) "
+ Ki(k+ DE[ni(k + 1)n)’ (k+ 1)K (k+1)
= (I - Ki(k + 1)) Py(k + 1|k)(I — Kj(k + 1)) " + Ki(k + D) RyK;" (k + 1),

where the second equality is obtained by (4.3.11b)) and the orthogonal properties

mentioned above.
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Figure 4.6: Configuration of the decoder D with Gaussian disturbance/noise.

In summary, by , the attack induced estimation error vector e;(k|k)
may have arbitrary values if a;i(k) # 0, while ej(k|k) = 0 when a;i(k) = 0. On
the other hand, by , the estimate without any attack, gij(k|k), is an
unbiased estimate and its error, vj(k|k), is Gaussian distributed with zero mean

and covariance matrix P,(k|k). Finally, with

v1 (k) [ Pu(klk)  Pio(k[k) - Pip(klk)]
) v2<f:€|k:> and Pl | ) PolEE) - PolR)| 416,
vp (k) | Por(klk) Paa(klk) - Py(klk) |

which can be recursively computed by (4.3.14) and (4.3.15)), we have

v(k|k) ~ N (0ux1, P(k|k))

where p = >"F | .

For notational simplicity, Zi(k|k), vi(k|k), ei(k|k), and P(k|k) are denoted by
zi(k), vi(k), ei(k), and P(k), respectively. Then, all the data Z’s from the partial
observers O;’s in are collected by the decoder D and the problem of estimat-

2] £- 1_'_“
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Algorithm 4.2 Operation of the decoder with Gaussian disturbance/noise

Input: 2’1, 732, e, ZA’p, Pl, P12, HRIN Pp(pfl)y Pp
Output: A", 2, g, f
Initialization: A* =[p], 2 =Vz,¢g=0, f=0
1: while system is running do
2: T = \I/A*P:’X*

3. r=4T, - OT.@
4 = (P} — ®LUN\PL) 27
5 g=('¢
6: if g < A%}, then
T f=0
8 elseif g > AZ}*H then
9: f=1
10: for A C [p] satisfying |A| = p —q do
11: e 7%
12: rd =27 — o713
13: CA = (P] — T W\ PT) 2 0
14: gt = CATCA
15: end for
16: A* = argmax pg, (gA)
AC[p]

[Al=p—q

7. end if

18: end while

ing x(k) is formulated in the form of as we have seen in Section[4.2.2] Some
differences from the previous section, are that the noise v is a Gaussian distributed
random variable, not bounded by a certain value, and we do not append any addi-
tional zeros. Furthermore, the Kalman filter which constitutes the partial observer
0;, also updates and provides the covariance matrix P of v. More specifically,
the error covariance matrix P, of v; is computed by L; in , and the error
cross covariance P of v and vj is obtained by £;; in . Since exactly
matches with where the static error correcting problem with a Gaussian
noise is considered, one can directly apply the error correction technique developed

in Section [2.2.3.2)into (4.2.9)). The decoder’s configuration is sketched in Fig. 4.6

SERL
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and its operation is described in Algorithm[4.2] Before explaining the operation of
the decoder, let ¥ denote (®'T P~1®")~1®'T P~ where P is given in and
& =7y Zy - Zp)" € RFMis & in without any additional zeros. Fur-
thermore, the notation for sub-matrix is slightly abused for simplicity. For exam-
ple, P, @7, and ¥y denote P7 ;. @'%, and (@/’{( {A)*lqﬂg)_l@f( (U
respectively, where A := UjeA {Z{(_:ll uk + 1, Z{(_:ll e+ 2, 72{(:1 ,uk}. Recall
that P{ 1 denotes the matrix obtained from P by eliminating all i-th rows and all
j-th cohylmns such that i € A and j € A°.

Actually, we have the measurement in the form of 2 = ®'z+v+e € R* where
P’ € RA*" is (u;-stacked) g-error correctable, e € R is (ui-stacked) g-sparse, and
v € R¥ satisfies v ~ N(Oyx1, P). Algorithm can be seen as a combination
of the attack detection scheme (i.e., Algorithm in the selected index set of
sensors and the state reconstruction scheme (i.e., Algorithm when any attack
is detected in the selected index set of sensors. Initially, an attack-free index
set A*, a state estimate Z, a standardized residual’s norm g, and a fault alarm
signal f, are set to [p], ¥Z, 0, and 0, respectively. The algorithm continually
checks if there is any attack in the index set A*. That is, for the given index set
A*, the algorithm basically calculates the MVUE (or WLSE) & = W¥,«2%., the
residual r = £}. — ®7.2, the standardized residual { = (P{. — ®7.Up« P]{*)*% r,
and its 2-norm ¢ = ¢ ' ¢ only with the measurement and covariance data from the
subset A*. Recall from Theorem that if ej = 0,,x1 for all i € A*, we have
7~ N(Opyux1, Pf — ®R.Wp-PR.) where pp- := Y icpe pi, and thus, g ~ x2 .
Therefore, ¢ is used to detect the presence of attack in A* by the x? test. We
compare g with the threshold A%*H which is designed before running the algorithm
and determines the probability of false alarm and the probability of detection. If
g < A%*H, the index set A* is declared to be attack-free by setting f = 0 and
the algorithm just maintains the selected optimal index set A*. Otherwise, when
g is greater than the threshold A/T\}{, the attack detection alarm is triggered by
setting f = 1 and the algorithm starts the process of searching new attack-free

index set.

In order to find a new attack-free index set and consequently to recover the

state = from the new index set, we search all subsets A’s in [p] whose cardinal

A L)) &
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number is p — q. To this end, let

e A |

be the set {A C [p]: |A| = p —q}. For each subset A; where i € [(Z)}, the com-
puting module C; calculates the MVUE (or WLSE) % = W, 23, the residual

i = 27 — @7 2%, the standardized residual (% = (P]{i — OF Wy, P]{i) M and
its 2-norm ¢gM = (AiTCAi only with the measurement and covariance data from
the subset Aj. Then, the selector S chooses the optimal index set A* by the ML
decision rule studied in Section 2:2.3.2] Let us denote gj as a random variable

such that ¢ is a single observation from g; and ga, as a random variable such

that
A ™ XiAi

where pp, = Zje A; Hj- Note that, if the sensors indexed by A; is attack-free,
then the random variable g; as well as gy, follows the x? distribution with A,
degrees of freedom. The ML decision rule choose the optimal index set A* that
maximize the likelihood pg,. (gAi), which is the probability density function of
gi being equal to the observation g™ under the condition that there is no attack
signal in the measurements indexed by A;. Therefore, we have
A* = argmax pg, (gA) ,
Al
and the MVUE (or WLSE) of the newly selected optimal index set A*, &7

becomes the final suboptimal estimate of x.

4.4 Remarks on Proposed Attack-Resilient Estimator

4.4.1 Comparison with Fault Detection and Isolation

From a system theoretical point of view, faults and attacks are basically the
same except the fact that the attacks may be undetectable because they are de-
vised in a coordinated way by malicious adversaries while the faults can not col-

.__:Ix_c L, '|'|i
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94 Chap. 4. Attack-Resilient State Estimation for Linear Systems

lude with each other so that they are mostly assumed to show abnormal behav-
ior. The estimator £ can be interpreted as an advanced type of observer-based
fault detection and isolation scheme under sparse sensor attacks. Unlike faults,
attacks may be undetectable through any type of detector because they are de-
signed craftily by adversaries. However, the sparsity assumption excludes the
existence of undetectable attacks in our situation because undetectable attacks
must compromise at least a certain number of sensors, which was quantified as

the (asymptotic) dynamic security index.

In the case of all (A4, ¢)’s are observable (i.e., the system (4.1.1)) is (p—1)-
redundant observable), the partial observer O; in (4.3.1) becomes the full order

state observer as follows:
Oll : :i‘i(k:—{—l) = Ai,(k‘) + Bu(k‘) + Li(gji(k:)—c;:%i(k)). (14.3.1 )

A bank of observers O!’s is nothing but the dedicated observer scheme (DOS)
and the g minimizer M with r = p — 1 decides the final state estimates z by a
majority voting logic among all #;’s for i € [p] [13]. However, if q; is treated as a
mere fault, we do not even need the majority voting logic. More specifically, DOS
normally detects or isolates the faults based on the output error signal ¢;, which

is used as a residual, of the following system

. Zi(k + 1) = (A — Lici)Zi(k) + Lini(k) — d(k) + Liai(k), w33
bi(k) = cizi(k) — y(k) = a@i(k) — ni(k) — ai(k)

where Z; := Z; — x. Note that qg; is not generated in a coordinated way because it

is considered as a simple fault. Without loss of generality, we can assume that the

fault signal a; may not be a zero dynamics signal of F/, and thus, it is detectable

through the residual g;. Therefore, by excluding the sensor information which has

a large residual ;, one can detect and identify the faults.

The generalized observer scheme (GOS) |21] is a variation of DOS and it also
utilizes a bank of observers. Contrary to DOS, the i-th observer of GOS is driven
by all outputs except the i-th sensor, and thus, it allows to detect and isolate only

a single fault. Therefore, GOS is suitable for the system which is 1-redundant
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observable. Actually, the ¢y minimizer M with r = 1 works similarly to GOS.
However, if the fault acts like an attack, 1-redundant observability guarantees the
fault to be detectable, but it is not enough to ensure a single sensor attack to be
correctable (or identified) by Proposition Consequently, GOS works well

for a single “fault,” but not for a single “attack.”

4.4.2 Analysis of Time and Space Complexity

As we have seen in Remark the NP-hardness of the ¢y minimization
problem in the decoder D could be mitigated by reducing the search space to a
finite set without imposing additional conditions other than 2g-redundant observ-
ability. On top of reducing search space to a finite set, the proposed algorithm
further alleviates the computational efforts by combining a detection algorithm
to the optimization process. This advantage in terms of time complexity is sum-

marized in the following remark.

Remark 4.4.1. By virtue of the alarm signal f, we can reduce the computa-
tional effort significantly. For the attack-resilient state estimation problem, most
computational burden originates from the process of solving optimization prob-
lem for the decoder in Luenberger observer (or, ML decision rule with combina-
torial number of candidates for the decoder in Kalman filter). However, the pro-
posed decoder relieves the computational effort by combining the attack detec-
tion mechanism to the optimization process (or, the ML decision rule in Kalman
filter). Hence, it only requires to solve the minimization problem (or, conduct the
ML decision in Kalman filter) for a very short time interval when the attacker
first attempt to inject false data so that the decoder has f > q (or, f = 1 for
Kalman filter) at that instant. During normal operation when f < q (or, f =0
for Kalman filter) is guaranteed, the estimator works as if there is no attack. Fur-
thermore, the computational burden to solve the £y minimization problem could
also be reduced as explained in Remark 2.:2.2] That is, the proposed algorithm
to solve the £y optimization actually relieves the computational complexity by

reducing the search space to a finite set. O

Conventional observers which do not take attacks at all, e.g., a full order
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Luenberger observer such as , requires n dimension. The cost to pay for
attack-resilience is more dimension for total observer dynamics. The proposed
estimator requires y ©_, yi < np dimension, which is in general larger than n,
where p; is the detectability index of the pair (A, ¢;). Nevertheless, we would
like to point out that the required dimension is still much smaller than that of
the other observer-based resilient estimators. That is, the required memory for
the proposed estimator is linear with the number of sensors by constructing the
estimator with a bank of partial observers. However, the other observer-based
resilient estimators such as [66] and [12], requires n(g) dimension because they
run (2) observers and each observer requires n dimension. This advantage in

terms of space complexity is summarized in the following remark.

Remark 4.4.2. The idea of constructing the estimator £ with the partial ob-
servers O;’s and the decoder D, which is originally proposed in [42], dramatically
reduces the number of the state estimator. Other observer-based resilient state
estimators such as [66] and |12], usually consist of all possible combinations of
estimator candidates. Thus, they need to run (Z) estimators so that the required
memory size is n(g) for each time step. On the other hand, with the help of
Kalman detectability decomposition, the total memory size of the proposed par-
tial observers, > P, pi, is not greater than np because the size of each partial
observer O; is only p; < n for all i € [p]. Hence, the proposed estimator is scalable
in terms of memory space complexity, that is, it requires a linear space complexity

with the number of sensors p. O

4.5 Simulation Results: Three-Inertia System

In order to verify the effectiveness of the proposed scheme, simulations with
a three-inertia system are conducted in this section. The configuration of the
three-inertia system is described in Fig. and its dynamics can be represented

by a continuous-time state-space equation

i(t) = Acx(t) + Beu(t) + d(t)
y(t) = Cex(t) + n(t)
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Figure 4.7: Three-inertia system.

with the matrices

1 0 0 0 0
& h k0 0
0 0 0 1 0 0
A=y ) btk _w om g |
Jo Ja 2 Jo
0 0 0 0 0 1
k k b
|0 0 £ 0 - b
* ] ]
) 10 0 0 0 0
‘8 00 1 0 0 0
B. = ol C.=100 0 0 1 o0f,
. 10 -10 0 0
00 1 0 —1 0
_O_ - -

where J; = Jy = J3 = 0.01 kg-m?, by = by = b3 = 0.007 N/(rad/s), and k1 = kg =
1.37 N/rad. Here, the state variables are [0; 0, 0y Oy 0O ég]T and the output
measurements are y := [0; 6y 03 61—02 92—«93]T. On top of the absolute
angular position of each inertia, 6;’s, two more measurements which represent the
relative angle of adjacent inertias are added to exploit the redundancy of sensors.
In addition, the plant is corrupted by the uniformly bounded process disturbance
d and measurement noise n with dmyax = max = 0.001. To conduct a discrete-time

simulation, the zero-order hold equivalent model of (4.5.1)) is considered, that is,
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y Xy &
P i

C3

N

Figure 4.8: Block diagram of the observer-based state feedback integral con-
trol scheme.

the system matrices of the discrete-time system (4.1.1)) are given by

Ts
A=A Bi= (/ eA“TdT>BC, C:=C, (4.5.2)
0

where T := 1ms denotes the sampling time. Note that the pair (A, C) in is
2-redundant detectable, which implies that one can correct 1-sparse attack signal
and its dynamic security index becomes 3. The control objective is to make the
output 03 follow the step reference 63 ;cr. To this end, an observer-based feedback
integral control scheme, as illustrated in |60, Section 6-7] and also in Fig. is
adopted. First, the state feedback gains K and K are chosen as

K :=—-[232 0.25 —247 0.04 1.70 0.12], Kj:=0.002

as if the state x is available. Then, instead of using the conventional Luenberger
observer, the proposed estimator £ provides the estimate & of . The injection
gain L; of partial observer in £ is arbitrarily chosen such that F; = S; — Lit;
is Schur stable.

Attack signals are illustrated in Fig. [£.9] which describes that adversaries
launch a measurement data injection attack at ¢ = 2sec so that the first sensor
is compromised. Figures and show state trajectories 6 (t), 02(t), and
their estimates. It demonstrates the attack-resilient property of our estimation
algorithm. Finally, Fig. [£.12] shows a good reference tracking performance of the

proposed control scheme.
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Figure 4.9: Plot of attack ai(t).
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Figure 4.10: Plot of state 6;(¢) and its estimate 6, (t).
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Figure 4.11: Plot of state 05(t) and its estimate 0 (t).
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Figure 4.12: Plot of reference signal 63 ;¢¢(t) and output 65(t).
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Chapter 5

Attack-Resilient State Estimation
under Sensor Attacks for Uniformly
Observable Nonlinear Systems

Although most control systems have nonlinearity in practice, most of the previous
studies on attack-resilient state estimation are restricted to linear dynamical sys-
tems. In this chapter, we have extended the results on resilient state estimation
for linear systems developed in the previous chapter to a class of nonlinear sys-
tems called uniformly observable nonlinear systems. Similar to the case of linear
systems, it is assumed that the system has sensor redundancy while adversaries
can corrupt a subset of sensors with possibly unbounded signals. We design the
partial observer by a high gain observer for each measurement output so that only
observable portion of system state is obtained. Then, a nonlinear error correcting
problem is solved by collecting all the information from those partial observers and
by exploiting redundancy. A computationally efficient on-line monitoring scheme
is presented for attack detection, and an algorithm for resilient state estimation

is provided based on the attack detection scheme.
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102 Chap. 5. Attack-Resilient State Estimation for Nonlinear Systems
5.1 Problem Formulation and Preliminaries

5.1.1 Problem Formulation

We consider a smooth continuous-time nonlinear system given by
P (5.1.1)

where x € R" is the state variables, u € R is the control inputs, and y € RP is the
sensor outputs. It is assumed that the state and the input of system are
bounded. More specifically, u(t) € U for all t > 0 where U is a compact set, and
z(t) € X :={x € R": ||z]|sc < M} for t > 0, with a constant M, > 0. There are

total p sensors to measure (a smooth function of) the state and the i-th sensor’s

measurement at time t is denoted by

Sensors themselves or the communication links in the measurement networks are
vulnerable to malicious attacks and the measurement data injection attack can

be represented by
y(t) = y(t) + a(t) = h(xz(t)) + a(t), (5.1.2)

where y € RP denotes the sensor data on the controller’s side. Thus, g(¢), not
y(t), is used for state estimation. For each sensor output, the attack model is

written as

6i(t) = yi(t) + ai(t) = hi(z(t)) + ai(t), i€ [p].

The attack signal a;(t) is not assumed to be a bounded signal, and a craftily
designed a;(t) can corrupt y;(t) so that g;(t) may have arbitrary value. This fact
makes it difficult to detect whether there is an attack or not, and even more
difficult to estimate the state x from the measured outputs.

Instead of imposing any restrictions on the attack signal a(t) itself, we assume

g-sparsity on the set of attack signals a € RP. This is motivated by the rationale
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5.1. Problem Formulation and Preliminaries 103

that the attack resource is limited so that only a portion of the sensors are com-
promised. Therefore, we suppose that up to q out of p measurement outputs can
be compromised and a formal condition on the sparsity of the attack vector a can

be given as follows.

Assumption 5.1.1. There exist at least p — q sensors which are not attacked for

allt > 0, i.e.,

{ie bl ait) =0, "t=0}|>p-q. o

Based on this sparsity assumption, two problems are of interest in this chapter.
The first one is real-time detection of sensor attacks only from the information of
the system model , the input u, and the output ¥ up to time ¢. The second
problem is to generate a state estimate Z(¢) that converges to the true state z(t)
in spite of the attack satisfying Assumption Similar to the linear systems, it
will be seen that the detection of g-sparse sensor attack is solved if system
satisfies q-redundant observability, which basically implies observability of
even when any q sensors out of p sensors are removed. Moreover, to solve the
resilient state estimation problem, we will ask stronger condition 2q-redundant
observability for system . One of the difficulties in studying observability
for nonlinear systems is that, unlike linear systems, a nonlinear system can be
both observable and unobservable depending on the input signal u(t) in general.
Hence, we will introduce a notion of uniform observability for any inputsin Section
which enables us to design nonlinear observers in most cases. Accordingly,
the notion of redundant observability for nonlinear systems is slightly modified

from that for linear systems.

5.1.2 Bi-Lipschitz Function and Lipschitz Left Inverse

The notion of bi-Lipschitz function and its left inverse will be actively used
in this chapter. With X C R", a fucntion ¢ : X — RP is Lipschitz on X if there

exists a constant L such that

l6(2) = é(2")lloo < Lllz — 2'llo,  Y,2" € X.
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The infimum of such L is indicated as Lip(¢). It is bi-Lipschitzon X if, in addition,

there exists a positive constant L such that
Lijz - 2'[loo < [l¢(2) = ¢(@)]|oo, "w,2’ € X.

The supremum of such L is indicated as Lip(¢). For a given bi-Lipschitz function
¢ : X — RP, afunction ¢ : RP — X is called a Lipschitz-extended left inverse of ¢
if it is Lipschitz on RP and satisfies ¥(¢(z)) = = for all x € X. It is obvious that
a bi-Lipschitz map is injective, and so, its inverse exists on its image Y := ¢(X)
and the inverse is also Lipschitz on Y. However, it should be noted that the
Lipschitz-extended left inverse v is defined on the whole codomain RP and its
image (RP) is X C R".

A differentiable function ¢ : X — RP is called an immersion if its Jacobian
matrix has full column rank for every x € X. It is well-known that a continuously
differentiable function is Lipschitz on any compact subset. Likewise, the following
lemma claims that an injective function becomes bi-Lipschitz on every compact

set if it is an immersion.

Lemma 5.1.1. Let X be an open subset of R" and ¢ : X — RP be a continuously
differentiable function. If ¢ is an injective immersion, then the restriction ¢|f :

K — RP is bi-Lipschitz for every compact subset K C X. O

Proof. Note that ¢ is Lipschitz on K because it is continuously differentiable.

Thus, it is enough to show

e 16@) = 6 e

ata o= 2]
2’ €K

> 0.

Suppose, for the sake of contradiction, there exist sequences {x;}:°; and {x}}°;

in K such that x; # 2 and

o 19(0) = 6l

i—woo ||z — 2|0

= 0. (5.1.3)

By Bolzano-Weierstrass theorem, without loss of generality (by taking any con-

. oo /00
vergent subsequence if necessary), we may assume that {x;}°; and {«}}°; con-
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/

oo» 1t turns out

verge to some points zo, and x._ in K, respectively. If xo # x
d(r) = @(2),) and it contradicts injectivity of ¢. If zo, = x/, by continuous

differentiability of ¢, it is derived that

o 192) = 6(51) = Do(c) - (21— 1) o

i s = oo

=0, (5.1.4)

where D¢(x+) denotes Jacobian matrix of ¢ at x. Hence, it follows from (5.1.4])
together with (5.1.3) that

[D¢(xo0) - (i = 27)ll oo

li =0

T P ’
which contradicts the fact that D¢(z~) has full column rank. O
For example, if X = [-1,1] x [-1,1] C R? and ¢(z) = Tz with a matrix

T € R3*2 of full column rank, then ¢ is an injective immersion and thus it is a
bi-Lipschitz function on X. One of its Lipschitz-extended left inverses is given
by 1(y) = sat(TTy, 1) where Tt € R**3 is the pseudoinverse of T' and sat(-, 1)

denotes the component-wise saturation function with the saturation level 1.

5.1.3 Nonlinear Error Detectability and Error Correctability

In this section, we extend the notions of error detectability and error cor-
rectability studied in Section to a nonlinear coding function. Suppose that a
nonlinear coding function ® : X — R"™ is defined by ® = (®1, ®o,--- , Pp) where
®;: X — R" for i € [p]. We consider a problem of reconstructing the state vector

x € X from the n-stacked measurements 2 given by

=d(z) +e €R™ (5.1.5)

where Z is corrupted by an unknown n-stacked g-sparse vector e € 3. First, the
notion of error detectability of the coding function @, is investigated. Similar to
Definition [2:2.2] we can define the error detectability as follows. Please recall that
the function ®7%, denotes the canonical projection of the function ® by eliminating
all ®;’s such that i € A°.
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Definition 5.1.1. A coding function ® : X — R" is said to be (n-stacked)
q-error detectable if, for all z,2" € X and e € ¥ such that ®(z) + e = ®(2'),
it holds that x = 2/. Furthermore, the function ® is said to be infinitesimally
(n-stacked) q-error detectable if its Jacobian matrix D®(x) is (n-stacked) g-error
detectable for all z € X. Finally, the function ® is said to be strongly (n-stacked)
g-error detectable if it is both (n-stacked) g-error detectable and infinitesimally

(n-stacked) g-error detectable. O

In Definition [5.1.1] the infinitesimal property of the error detectability when
there is an infinitely small change in the variable x, is also considered. Similar to
the result of Proposition [2.2.2] we can also characterize those error detectability

concepts introduced in Definition [5.1.1] as follows.

Proposition 5.1.2. The followings are equivalent:

(i) The function ® : X — R" is (n-stacked) g-error detectable;

(ii) For every set A C [p] satisfying |[A| > p — q, ®}. is injective (or, one-to-one);
(iii) For any z, 2’ € X where x # 2/, don (®(z), ®(2)) > q. O

Proof. (i) = (ii): Suppose that (ii) does not hold, i.e., there exists an index set
A C [p] with |[A| > p —q and z # 2’ such that ®%,(x) = ®}.(2). Then it follows
that ||eljon < q where e := ®(2’) — ®(x). Thus, ®(x) + e = ®(2’), and P is not
g-error detectable.

(ii) = (iii): Suppose, for the sake of contradiction, that there exists x # 2’ such
that don (®(x), ®(2')) < q. Let A be the complement of supp”(®(a’) — ®(z)), i.e.,
A = (supp"(®(z') — ®(x)))°. Then it is obvious that |A] > p — q and ®7,.(x) =
@7, (z’). This contradicts the injectivity condition of ®7, in (ii).

(ili) = (i): We again prove it by contradiction. Suppose that ® is not g-error
detectable. That is, there exist x,2’ € X satisfying 2 # 2/, and e € ¥ such that
®(z) + e = @(2'). It follows from = # 2’ and e € ¥§ that don(P(2'), ®(x)) =
|®(2") — ®(x)||on = ||e|lor < g. Thus, (iii) fails. O

Proposition 5.1.3. The followings are equivalent:
(i) The function ® : X — R"P is infinitesimally (n-stacked) g-error detectable;
(ii) For every set A C [p] satisfying |A| > p —q, the Jacobian matrix D®},(z) has
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full column rank for all x € X;

(iii) For every set A C [p] satisfying |A| > p — g, ®}, is an immersion. O

Proof. Tt directly follows from the definition of the immersion and Proposition
2.2.20 [

Proposition 5.1.4. The followings are equivalent:
(i) The function ® : X — R" is strongly (n-stacked) g-error detectable;

(ii) For every set A C [p] satisfying |[A| > p — q, @}, is an injective immersion. ¢

Similarly, the notion of error correctability is also introduced and characterized

in the subsequent paragraphs. Note that they are slight variations from Definition

[2:2.3 and Proposition [2.2.3

Definition 5.1.2. A coding function ® : X — R" is said to be (n-stacked) q-
error correctable if, for all x, 2" € X and e, e’ € ¥ such that ®(z)+e = ®(z') +¢,
it holds that x = 2/. Furthermore, the function ® is said to be infinitesimally
(n-stacked) q-error correctable if its Jacobian matrix D®(x) is (n-stacked) g-error
correctable for all x € X. Finally, the function @ is said to be strongly (n-stacked)
g-error correctable if it is both (n-stacked) g-error correctable and infinitesimally

(n-stacked) g-error correctable. O

Proposition 5.1.5. The followings are equivalent:

(i) The function ® : X — R"P is (n-stacked) g-error correctable;

(ii) The function ® : X — R"P is (n-stacked) 2g-error detectable;

(iii) For every set A C [p] satisfying |[A| > p—2q, ®}. is injective (or, one-to-one);
(iv) For any z,2' € X where z # 2/, dgn (®(2), ®(2)) > 2q. O

Proof. (i) = (ii): Assume that z,2" € X and e € X§ satisfying ®(z) +e = ®(a'),
are given. Let e; and es be such that e = e; — e where ej,e2 € Eg. Thus, we
have ®(z) + e; = ®(2’) + ea. Since ® : X — R"P is g-error correctable, it follows
that z = /.

(ii) = (i): Assume that z,2’ € X and e, e’ € ¥f satisfying ®(z) + e = ®(2') + ¢/,
are given. Then, we have ®(z) + ¢’ = ®(2) where ¢’ = ¢ — ¢’ € ¥ . Since
® : X — R"P is 2g-error detectable, it follows that x = /.

(ii) & (iii) < (iv): It directly follows from Proposition O
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Proposition 5.1.6. The followings are equivalent:

(i) The function ® : X — R"P is infinitesimally (n-stacked) g-error correctable;
(ii) The function ® : X — R"P is infinitesimally (n-stacked) 2qg-error detectable;
(iii) For every set A C [p] satisfying |A| > p — 2q, the Jacobian matrix D®7%,(z)
has full column rank for all x € X

(iv) For every set A C [p] satisfying |A| > p — 2q, ®}. is an immersion. O

Proof. It directly follows from the definition of the immersion and Proposition

223 O

Proposition 5.1.7. The followings are equivalent:
(i) The function ® : X — R" is strongly (n-stacked) g-error correctable;
(ii) The function ® : X — R"P is strongly (n-stacked) 2g-error detectable;

iii) For every set A C [p] satisfying |A| > p — 2q, ®7}. is an injective immersion.

O

5.2 Uniformly Observable Nonlinear Systems for Any
Input

5.2.1 Uniform Observability Decomposition

The basic idea of constructing the partial observer is the same as that of linear
systems presented in Section [4.2.1}] That is, we design p nonlinear observers to

each individual system with the single measurement ¥; given by

3.
—~
~
~—
I

P f(@(t)) + g(z(t))u(t) (5.2.1)

git) = hi(x(t)) + ai(t),

for all i € [p]. Because there is no guarantee that the state x is observable from the
single output ¥;, each observer cannot recover the full state x in general. Instead,
each observer can recover observable portion of the state only. By observable
portion, we mean the observable sub-state in a special coordinate. For linear sys-
tems, this sub-state corresponds to the observable subsystem in the well-known
Kalman observabiliy decomposition, i.e., the state z; = 27 € R in is the

.__:Ix_c L, '|'|i

-
=]
1

L
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observable sub-state. For nonlinear systems, we assume that the observable sub-
system is uniformly observable for any input |22.[24,/88]. While general nonlinear
systems can be both observable and unobservable depending on the input signal
u(t), a uniformly observable nonlinear system is observable for every inputs. In
other words, it is observable uniformly in inputs and one can design a nonlinear
observer for a class of uniformly observable nonlinear systems. The following as-

sumption asks uniform observability of the observable portion of the individual

system (|5.2.1)) with a single output ;.

Assumption 5.2.1. For each i € [p], there exist a natural number 7; < n and a

Zi

diffeomorphism 7 : R" — R¥ x R"% such that, by [ := Ti(x) with z; € R"

Wi

and w; € R"7 | the system ((5.2.1)) is transformed into the form

4= Fi(z) + Gi(z)u (5.2.2a)
wi = F (zi,wi) + G (2, wi)u (5.2.2b)
Ui = yi + ai = H(z) + a; (5.2.2¢)

where the z-subsystem ([5.2.2a)) with the attack-free output y; := #(z;) in (5.2.2¢))
is uniformly observable on R" i.e., the v-dimensional subsystem ({5.2.2a) and

(5.2.2¢)) takes the form

Zi1 Zi2 Bii(zin)
Z: : /B Zi1, 2
s= " =] 7 |+ 2l . 2, (5.2.3a)
: Zi,y; :
Em Lai(zi)| Bz 2 ]
Yi =Y +ai = zi1 + a. (5.2.3b)

Moreover, the functions a; : R" — R and §;; : Rl — R for j € [1], are globally
Lipschitz. O
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Remark 5.2.1. The first v; component of the diffeomorphism 7 is given by

Zi1 hi(x)
Zi72 thi(l')

Zi = Zi73 = L%h.(x) = <I>;(x) (5.2.4)
EN _L?flh;(:v)_

which is easily verified by comparing (5.2.1) and (5.2.3) with v = 0. Here,
Lyhi(xz) = %f{m) is the Lie derivative of h; along the vector field f and the
x

notation Ll}h;(x) represents the repetition of the calculation as

o(Ls ")

(). 0

Lhi(z) = Ly hi(x) =
Remark 5.2.2. The sub-state z; corresponds to the observable sub-state from
the output y; while w; corresponds to the unobservable sub-state. This is obvious
from the structure of and . Therefore, the system , which
is decomposed into the observable subsystem and the unobservable sub-
system by the diffeomorphism 7, is called uniform observability decom-
position |74]. For linear systems, Assumption always holds as we have seen
in Section [£:2.] that the Kalman observability decomposition is always possible.

On the other hand, the triangular structure of 5 = [5; 1, - - - ,5i,,,i]—r is a necessary
and sufficient condition for uniform observability of z-subsystem (/5.2.3)) (see [24]
for the proof of this statement). O

Remark 5.2.3. Asking global Lipschitz properties for a; and §;j for j € [1], is not
a restriction thanks to boundedness of z(t). Indeed, noting that z(t) € X, find a
constant M, ; such that ||zil|cc = ||Pi(z)]|cc < M. for all z € X. Then, one can
modify o; and f;j outside the set Zi={z |zl < M. ;} so that a; and 3 are
globally Lipschitz while they remain the same in Z%. In theory, this modification
is always possible by Kirszbraun’s Lipschitz extension theorem |72, p. 21]. That

is, for a function f : X — R which is Lipschitz on X, a Lipschitz extension is

2] -] 8} 3

'Iu
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given by

fla) = Jnf (f(y) + Lip(f)llz = yllo)
where Lip(f) is a Lipschitz constant of f on X. For a vector-valued function f,
this extension is applied to each component. However, in practice, one can employ

a simpler way. For example, «;(z;) is replaced by
a;(zi) = ai(sat(zi, Mz,i)) (5.2.5)

where sat is the component-wise saturation function, i.e., for z; € R¥,

sat(zi1, M)
sat(z, M) := : e RY,
sat(zi,, M)
where, for z; € R,
M,  zj>M,

sat(zij, M) := Q zi;, |zl < M,

-M Zij < —M.

)

See [73] Section 3.3] for more details. O

5.2.2 Design of High Gain Observer

For each i € [p], a high gain observer only for the observable subsystem ([5.2.3])

is constructed by

Zi1 Zio Bii(Zi1)
. Zio : Bi2(Zi1, %i2) B X
G=" = |+ AR u+ PG (5 - Ciz)  (5.2.6)
: . :
_gi,ui_ Li(Z)] BB s Eiw) ]

where Z; is the state estimate of z;, the matrix C; has the form of

C, = [1 0 --- 0| e R,
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and P, = P,(6;) € R¥*" is the unique positive definite solution of
0=—6P - Al'P - PA +CIC. (5.2.7)

In (5.2.7)), ; is a constant to be determined, and the matrix A4; is given by

o ]
0 01 0

A= 01 i erv
0 0 1
000 0

We suppose the initial condition Z(0) of the high gain observer (/5.2.6) is set such
that ||2i(0)||cc < M.;. Finally, the parameter 6; is determined by the following
lemma. In practice, 6; is often taken by a sufficiently large number from simula-

tions.

Lemma 5.2.1. |24, Theorem 3], |73 Lemma 3.2.2] Consider the system
where the functions o; and f;; are globally Lipschitz and the attack signal a; is
identically zero, i.e., a; = 0. Let the observer be given by . Then, there
exists a positive constant 6 > 1 such that, for any ¢; > 6, the observer

guarantees
145(5) = 25(D)oo < m(B)e™ 11]2(0) = 2(0) e (5.2.8)

for ¢ > 0 with some function 7;(6;). Moreover, for a fixed time 7 > 0,

ni(6)e 3T =0 as 6 — oco. O

5.3 Redundant Observability for Uniformly Observable

Nonlinear Systems

Recall that we have appended additional n — v; zeros to the observable sub-
state z in (4.2.8)) so that the size of those sub-states from different sensors matches

each other. We follow the same procedure for nonlinear systems, too. That is,

] 2- 1_l|
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additional zeros are augmented to ([5.2.4)) so that it becomes n dimensional, which

is written by
i P;
M= [ © ] - [ (@) ] — ®l(z) € R". (5.3.1)
O(nfui)xl O(nfz/i)xl

It is also supposed that additional zero elements are also appended to Z;’s of the
high gain observer ([5.2.6) just like (5.3.1). Now, let us collect all z’s for i € [p]

and stack them at once by

21 @ ()
zi= || = : =: ®(z) € R", (5.3.2)
2 CI);({L')

which is defined on X. The estimates Z’s obtained from (5.2.6|) for all i € [p], are

also collected and form a stacked vector of

2

N>
Il

e R"™ (5.3.3)
%
where 2 is augmented with additional zeros to Z. Note that the state estimate
Z converges to the real state z by Lemma when there is no attack. In order
to recover the state x from the collection of estimates Z, the function ¢ : X —
®(X) C R"™ should have injectivity so that it has a left inverse ®~!, defined at
least on its image ®(X). Furthermore, let the estimate of = be the left inverse of 2
if Z = z. On top of injectivity, we require the mapping ® be an immersion in order
to ensure bi-Lipschitzness (which will be used later) on the domain X. Asking ®
to be an injective immersion is in fact an extension of linear case since Jacobian of
® corresponds to the observability matrix, which has full column rank. Moreover,
since up to q estimates among all Z;’s might be compromised, we require some
redundancy in the map ® that the map remains as an injective immersion even
if any q components ®! are eliminated from ®. The following definition precisely

states this requirement and it coincides with the strong error detectability of ®

A L)) &

L



114 Chap. 5. Attack-Resilient State Estimation for Nonlinear Systems

in Proposition [5.1.4]

Definition 5.3.1. The dynamical system (5.1.1]) is said to be gq-redundant ob-
servable if, for the mapping ® : X — R"P in (5.3.2)), the function &%, : X — RAIA

is an injective immersion for any A C [p] satisfying |A| > p —q. O

In Definition the function @7, denotes the canonical projection of the
function ® by eliminating all ®!’s such that i € A°. In term of the definition
above, 0-redundant observability can be regarded as conventional observability

of the system ({5.1.1)). More specifically, the system ([5.1.1]) is said to be strongly

differentially observable if the mapping ® is an injective immersion [23, Definition
1.2.4.2].

Now, it is noted that, although g-redundant observability of guarantees
existence of a left inverse (®7%,)”" of ®7%, where A C [p] satisfying |A| > p —q,
the inverse (®7%,) " is defined only on the image ®%,(X). While it is true that
2% (t) € ®%.(X) C RWAL there is no guarantee that the estimate 2%.(t), that
converges to z3a(t), belongs to ®7%,(X). In order to use the left inverse of ®}, on

the whole space R"A! let us define the Lipschitz-extended left inverse of o7, as

ol RUVA S X
(5.3.4)
A sat ((@gn)—l(zA), Mw)
in which, (®7,)~! is a Lipschitz extension of (®%,)" from ®7,(X) to R"A| (please
refer to Remark , and the saturation function is employed in order to map
the image of W into the set X. Indeed, this function ¥ is globally Lipschitz
on R because @7, is bi-Lipschitz on X by Lemma , and so, a left inverse
of ®7, exists on ®7,(X) which is Lipschitz on ®7,(X). It is then extended to
be globally Lipschitz on R™Al, and the saturation function in the end preserves
Lipschitz property. With the global Lipschitz inverse function ¥ at hand, let
the estimate of x(t) be

M (t) == TN ET.(1) € X,

Remark 5.3.1. For simple construction of Lipschitz extension (®7,)~! in prac-

tice, one may want to employ a method using saturation functions as in (5.2.5)).

A L)) &

L
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Let M, := mfﬁszm and 20 = {2% € RV |27 < M.} which contains
e(p

®(X) by construction. If there is a smooth function ®,," defined on Z* such
that @', (z}) = (®%,)7H(2M) for all z* € ®(X), then a Lipschitz extension
(®7%,)~ ! is easily obtained by

(@7,)1(z") = @), ' (sat(z1, M))). (5.3.5)

O

Suppose that system ([5.1.1)) is g-redundant observable. Since up to q sensors
are compromised, there is at least one index set A* C [p] with |A*| = p — q such

that A* C (supp(a(t)))€ for all ¢ > 0. In this case, we have

1227 (1) = 2(&)lloo = 1T (2n (1)) = T (2Fen (1) 1
e * 0,
< Lip(w* ) max {QMz,iTIi(@)@_Zt}
IEA*
which follows from Lemma and thus, z(t) is asymptotically recovered by

#M(t). However, since the set A* is not known, let us discuss how to find A* such

that A* C (supp(a(t))) for all ¢ > 0, in the subsequent sections.

5.4 Attack Detection and Resilient State Estimation for

Uniformly Observable Nonlinear Systems

5.4.1 Detection of Sensor Attacks

The state estimation error defined by Z(t) := 2(t) — z(t) satisfies

2(t) = 2(t) — ®(x(t)) = v(t) + e(t) € R™ (5.4.1)

where the vector v is the transient estimation error caused by the high gain
observers and the vector e represents the error caused by injected sensor attack.
The situation of is similar to that of and for linear systems.
If there is no attack, we have e(t) = 0 and v;(t) = 2(t) — ®;(z(t)) € R converges
to zero as in of Lemmafor alli € [p]. Under the g-sparsity assumption

] 2- 1_l|
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on a (i.e., Assumption [5.1.1)), with the unknown attack-free index set
A= {ie ] : ai(t) =0, Vtzo},

it follows that ean(t) = 0, and thus, the vector Zxn(t) = 2pn(t) —Pan(2(t)) = van(t)
goes to zero. On the other hand, the vector e )y () may not be zero and the

estimation error Z(ppay(£) = Zpnay (t) = 2(phar () = v(pnar (£) + egenay ()

may not converge to zero. Finally, we can conclude that

[0(8) o0 < (1) 1= max {20Lm(B)e 4"}

€lpl (5.4.2)

le(®)ljon < a,
by Lemma and Assumption [5.1.1} As t increases, vmax(t) converges to zero.

Now, we present a detection mechanism for “influential” attacks. For this end,

note that idx denotes the identity function on the set X and let

Lip (idgoial — $F, 0 U) + 1
mm{L.p( D:ACA, A= |Ay—q}’

IAI q(q)/\“) =

n,e g T/ - |_ BT
/<c|/§|7q( 7o) := (Lip(idgaaj — ®Fa0 @) + 1) [ 1+ E )
min{Lip( D :iACA

The following theorem can be seen as a nonlinear counterpart of Theorem [2.2.9
Theorem 5.4.1. Under Assumptions [5.1.1] and [5.2.7] suppose that the system

is 2g-redundant observable. For a given A C [p] with |A| = p — q, let
@A( ) = UM (27.(1)) and 72 (t) := 250 () — ®%.(22(¢)). Then, it holds that

(i) efa(t) # 0, if

I )l =

270 (t) — @Ra (2M(1))|| ., > Lip (idgae—a) — PRo 0 U™) vmmax(t),

(5.4.3)

(i) len ()lloo < 513} o (PR )vmax(t), if

@)l =

2T () — DT (i:A(t))HOO < Lip (idgnpr—a) — PR 0 U™) v ().

JA|=1Al-a})
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In the case of (ii), [|#™(t) — 2(t)]|oo < /fw (PRn)Umax(1). O

Proof. (i): It follows that

1220 — DR (U™ (230)) [l
= ||2R0 — @R (TM(ER0) — (PR () — PRe (TH(DF0 ()))) [0
= |[(idgnto-0) — ®Ro © UM (£Rn) = (idgatp—0) — PR © U (PFn(2))]| oo
< Lip(idgnt—q) — ®%n 0 U1)||250 — B0 (2)] 00
— Lip(idgnp—a) — ®%n 0 T)[[0F0 + €Fnloo-

Hence, if €}, (t) = 0, then
1280 — R (¥ (250))lloo < Lip(idgate-a) — PR 0 ¥H)[[0Fn (1) o0
S LTp(ian(pfq) - @Xn 9] \IIA)vmaX(t)
This proves the claim.

(ii): Since e}, is (n-stacked) g-sparse, i.e., |[€}a|lon < q where |A| = p — q, there
is an index set A C A such that |A| = p — 2q and ein = 0. Then, it follows from
(5.4.1) that 2%, = ®%,(x) + v, and we have

1250 — @R (T (Z50)) lloo 2 11250 — PR (U (250)) 1o
= (|95, () + vFn — PR (%)l
> Lip(@F,) |2 — & loc — 05l
> Lip(®F,) 1z — #* oo — Vmax-

Therefore, from the assumption, we obtain

Lip(idgnr—a) — @Re © U vimax > Lip(@7F,)[|2" — 2loo — Vmasx-

From 2g-redundant observability, it follows that Lip(®%,) > 0 for any A such that
|A| = p — 2q since @7, is bi-Lipschitz on X by Lemma|5.1.1} Therefore, we have

Lip(idgn(pr—a) — ®Fa 0 UH) + 1@
ﬂ((I)%n) max-

3% — 2]l <
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On the other hand, it is also easily obtained that

Fp(id]Rn(rHa) —®fno ‘I’A)Umax > || 250 — @Rn (\I]A(éxn))”oo
= [|®PRn(x) + vin + €Rn — @Xn(‘IIA(??Xn))HOO
> —[|®Fn () — R0 (™) loo — Vmax + ||€knllso

>
> —Lip(®%n) |7 — |0 — Vmax + [|€%n]loo-

Hence,
— . F (pﬂ—n
Rl < (Tplidgos—o — 500 T4) 1) (1 " p“’) D

This completes the proof. O

If A in Theorem is replaced by [p] and the condition |A| = p — 2q in the
proof is replaced by the condition |[A| = p — g, we can easily derive the following

corollary.

Corollary 5.4.2. Under Assumptions [5.1.1] and [5.2.1], suppose that the system
is g-redundant observable. Let Z(t) := W(2(¢)) and r(t) := 2(t) — ®(z(t)).
Then, it holds that

(i) e(t) # 0, if

Ir() o = 12(t) = 2(£(t)) | o > Lip(idrm — @ 0 ¥)vmax(t), (5.4.4)

Ir(®) o = 12(t) = @(2(t))lloo < Lip(idgmw — ® 0 W)vmax(t).

In the case of (ii), [|Z(t) — z(t)]|co < /@'K’g(@)vmax(t). O

Inequality is the key to the detection of sensor attack. It is noted that
both sides of can be readily evaluated since all the quantities are available
at all time ¢ > 0. By checking , one can detect sensor attack. Of course,
violation of does not necessarily imply no sensor attack. However, even

when there is an attack, its effect on the state estimation is limited as seen in
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the theorem since vpax(t) converges to zero as ¢ increases by (5.4.2)). This case
happens when the size of error e is so small that the distinction between the

transient error v and the error e caused by attack is not possible.

Remark 5.4.1. Since vyax(t) tends to zero as time goes to infinity by , one
may want to replace vmax(t) in Theorem and Corollary with Umax(t) ==
max{vmax(t),d} where ¢ is a small positive constant. This is because there is
measurement noise in practice and one does not want the detection by or
to be corrupted by noise when ¢ is large so that vyax(t) is very small. The
value of ¢ is chosen such that the effect of the measurement noise on estimation

error is less than 4. O

5.4.2 Attack-Resilient State Estimation

Note that Theorem explains the detection of sensor attack for a given
subset A C [p], while Corollary detects for the whole set [p]. Thus, the
same discussion on also applies to . When is violated, we
suppose that there is no influential attack on g; for i € A, and the state estimates
Zi for i € A are trustful. By repeating with all subsets A C [p] satisfying
|A| = p — g, one can always find trustful set of sensors since at most q sensors
are compromised. This is the main idea of the resilient state estimation scheme
presented in this section.

In practice where the proposed estimator is implemented in a digital computer,
the inequality for attack detection is checked at every sampling instant.
Hence, one idea to estimate the state z(t) under g-sparse sensor attack is to
prepare all different (pfq) index sets A C [p] such that |A| = p—q, and test
for all of them during each sampling period. Then, one can always find at least
one index set A* that violates , which implies that there is no influential
attack on y; for i € A*. Therefore, the true state x(t) is estimated by z(t) =
WA (57,4 (t)) with the estimation error discussed in Theorem However, in
order to monitor any changes of influential attacks, one should keep testing
at every sampling instant with all index sets A C [p] satisfying |A| = p — q, which

is computationally heavy. This burden may be relieved by introducing a simple

A 2- 1_'_“ r

>

U
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switching algorithm as in the following theorem with a proportional constant

max {Lip (idgno) — @00 T) 1 [A| =p—q} +1

KIE(B) 1= e -
min { Lip(®1,) : |A] = p— 2q}

P,q

Theorem 5.4.3. Under Assumptions and [5.2.1} suppose that system (5.1.1)

is 2g-redundant observable. Define the index sets A; C [p] for i = 1,2,--- ,(g)
such that

A Ao A
{ 1, 432, ) (z)}
is the same as the set {A C [p]: |A|=p—q}. Let 2%(t) := WA(27,(¢)) and

rAi(t) == 2T.(t) — ®%.(2%(¢)). Consider a switching signal o(¢) generated from
0(0) =1 by the update rule

o(t+) <a(t) mod (p i q)) +1

whenever
-2 (t)||o > Lip (ian<p_q> — @, o quam) Vmax(t)- (5.4.5)
Then, the state estimate for x(t) is given by
(t) = &t (t)
which has the property
12() = () lloo < Kpq(P)Vmax ()

for all t > 0 except at the switching times of o (). O

Proof. According to Assumption the signal e(t) is g-sparse for all ¢ and
there exists a natural number m < (pf q) such that ey, (t) is identically zero. It

implies that the inequality

727 ()] oo < Tip(idgne-o) — PRy © T ™)t (t)
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holds for every t > 0. Therefore, according to the update rule of o, there will
be at most (pfq) — 1 times of consecutive switching of o(t) at the same time
t until is violated. (Note that o does not necessarily become the same
as m.) Then, the proof is completed from the upper bound of the estimation
error in Theorem by considering that the set A C [p] with |[A| = p—q is

arbitrary. O

Update of the switching signal o in Theorem [5.4.3] is understood as follows.
Whenever the value of o(t) is updated at time ¢, the condition is checked
again at the same time ¢ with the updated o(¢") until the inequality is violated
(i.e., consecutive update can occur). This repeated update does not occur in-
finitely as shown in the proof. In practice, since the estimator is implemented
by digital computer, a few sampling delay will occur by the consecutive updates
and, during this delay, the state estimation is corrupted, which can be seen in the

simulation results in the next section.

5.5 Simulation Results: Numerical Example

We consider a numerical example of the system (5.1.1)) given as

1 —2z1 — 73 1+ 323
T= 29| = —Z9 + 1 u=: f(z)+ g(z)u
T3 —Z9 COS T2 + sinze — T3 COS T
71 Ty + 29 — T3 —sinxg + 13 aq
— . 3
_ Y2 T1 +sinxy — x5 — T3 az
y=|_"|= . + =: h(z) +a
U3 —x1 + 5 + 22 as
Ya —Tp —sinwg + x3 ay

where u(t) = 0.25sin(0.27t) — 0.1, for which it is verified that the state  remains
in X = {z € R3: ||z]|oc < 0.5} with sufficiently small initial conditions. To make
the situation more realistic, on top of the attack signal ¢;, a Gaussian distributed
noise n; of zero mean with the power spectral density of 10~% is additionally

introduced to corrupt the sensor measurement 7;. For this system, the function
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Table 5.1: Left inverse functions of ®,,, i =1,2,3,4
2 3
Ay ={2,3,4} 81 Z:;Q @21+ 72)
Bty RO R Z3.1 23,2
" _—2222’1 —Z22 + sm(223,1 + 223}2)_
_ - — 5 :
Ay ={1,3,4} 21 22172 + (2231 + 23,2)
(I){_113 4} R> — R 1 T 2312-
" _5(221,1 + 212+ Z4,1) + SIH(223’1 =+ 23’2)_
=2 — 5 — = s
Ay = {1,2,4) 21,1 2’1,; + (—2201 — 222 — 24.1)
<I>{_112 5 “R® 5 R3 22,1. 222 — 24,1
" | 2291 — 29,2 +sin(—2221 — 222 — 24,1) |
—— = 5 T
Ay =1{1,2,3} 21,1 221.2 + (2231 + 2322)
ity RO R #3.1 23,2
= _—22’2’1 —Z22 + sm(223,1 + 2’3}2)_

®: X - R in (5.2.4) and (5.3.2)) is computed by

[ hi(x) | -ZL‘1 + w9 — 23 — sinwy + 1'3_ -21,1_
_(I)l(x)- Lyhy(x) 271 —I—Si? acg—acg—i—Qx%—xg 21,2
Do) ha(x) z1 +sinzy — a:% — 23 221
O(x) = D) = |L¢ho(x)| = | =221 —sinzy + 203 + a3 | = |222| =1 2
B4 () hs(x) —z1 + 23 + 72 23,1
- - Lyhs(x) 211 — 9 — 2x§’ 232
| ha(z) |~z —sinzpta3 | | 241 |

where additional zeros in are excluded for simplicity. Accordingly, the
notation in this simulation section is slightly abused by eliminating the additional
zeros. It can be seen that each ®; transforms the system into uniformly observable
subsystem with respect to %;, and the stack of all observable parts z remains in
the set Z := {2 € R7 : ||z|lc0 < 2}. One can also ensure that the above system is
2-redundant observable by verifying that ®z. is an injective immersion for every
|A| = 2.

Since the system is 2-redundant observable, resilient state estimation is pos-

sible under up to 1-sparse attack. Therefore, let us suppose an attack scenario
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5.5. Simulation Results: Numerical Example 123

depicted in Fig. 5.1} A square wave ag is injected to the second sensor at t = 4sec.
Partial observers for individual uniformly observable subsystems are designed with
6, = 16 for i € [4], which yields vmax(t) = 168e~#. For the recovery of state x, we
choose four left inverse functions @Xil for each i = 1,---,4, where A; = [4] — {i},
as in Table[5.1] With these functions, as in (5.3.4) and (5.3.5), Lipschitz-extended

left inverse of ®,, is obtained by

g RN X
A sat(@Xil(sat(zA‘, 2)), 0.5)

A

for each i, where 2™ is a stacked vector of zj)’s for all j € A; and N; is the

Ni ig less than

dimension of z%. It is noted that the Lipschitz constant of U on R
or equal to the Lipschitz constant of (IDXil on Zh = [N € RN |28 < 2}
due to the two saturation functions, and the Lipschitz constant of ® is greater
than or equal to the Lipschitz constant of ®,,. Hence, for simplicity, we take a
conservative bound for the right hand side of the condition as
Tip (idgv, — @, 0 A7) < 1+ Lip(®) x ma {Fp(@XiI\ZAi)} <147 x 770.

By this simplification, the upper bound of the estimation error in Theorem [5.4.3]is
increased, but it will be seen in the simulations that this does not sacrifice much
after a sufficiently long time because the exponential term in v,y dominantly
converges to zero. For the simulation, Umax(t) is used instead of vpax(t) with
§ = 0.05 due to the presence of measurement noise (see Remark [5.4.1]).

An attack signal is illustrated in Fig. [5.1], which depicts that adversaries inject
the attack at ¢ = 4sec so that the second sensor is compromised. Therefore, the
switching signal o(t) jumps from 1 to 2 at ¢ = 4sec, that is, it changes the selected
index set from Ay = {1,2,3} to A2 = {1,3,4} immediately after the attack is
detected. As a result, Figures and show state trajectories z1(t),
x9(t), z3(t), and their estimates. They demonstrate the attack-resilient property
of our estimation algorithm. For a short period of time after the adversaries start
to attack, the state estimates have sharp peak by the attack vector, but it is

restored soon by the proposed observation scheme.
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Figure 5.1: Plot of attack as(t).
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Figure 5.4: Plot of state x3(¢) and its estimate Z3(t).
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Chapter 6

Conclusion

This chapter summarizes the main results of this dissertation that have been

addressed so far, and provides the future issues.

6.1 Summary

This dissertation is concerned with security of control systems under sensor
attacks. Specifically, for linear systems, the notion of redundant detectability (or,
asymptotic redundant observability) is introduced that explains in a unified man-
ner existing security notions such as dynamic security index, attack detectability,
and observability under attacks when only disruptive sensor attacks are taken into
account. Indeed, equivalent conditions between the redundant detectability and
the existing security related notions are derived and presented. Then, by utilizing
a bank of partial observers based on Kalman detectability decomposition and a
decoder exploiting the redundant detectability, a practical and efficient estimator
design algorithm is proposed to enhance the resilience of control systems in the
presence of sensor attacks as well as process disturbances and measurement noises.
The main assumption on the attack signal is g-sparsity while both of bounded
and Gaussian distributed disturbances/noises are considered: A Luenberger ob-
server is used for the bounded case; A Kalman filter is designed for the Gaussian
distributed case. The proposed state estimation scheme substantially improves
computational efficiency with much less required memory compared to those of
the existing results. In addition, the linear resilient state estimation algorithm

T !
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126 Chap. 6. Conclusion

is also generalized for a class of nonlinear systems called uniformly observable
nonlinear systems. Partial observers are designed by a high gain observer and a

nonlinear error correcting problem is solved.

A theoretical analysis to examine the security problems on CPSs under sen-
sor attacks, is conducted in Chapter [3] It has been shown that the measurement
redundancy for the left invertibility of the observability matrix determines the
redundant observability of a given LTI system. Furthermore, the redundant de-
tectability, which is a weaker notion than the redundant observability, is intro-
duced and it is closely related to the security problems of control systems under
disruptive sensor attacks, i.e., when the attack signal which does not converge to
zero, is considered, the redundant detectability plays a key role in security related
problems. To summarize, 2g-redundant detectability implies that the numbers of
detectable and correctable sensor attacks are 2q and q, respectively. In addition,
the dynamic security index, the minimum number of sensor attacks to remain un-
detectable, is 29+ 1 and a simple method to compute the index utilizing unstable

eigenvectors only, is also suggested.

In Chapter [4] assuming that the measurement data injection attack is g-sparse
and the disturbances/noises are bounded (or, Gaussian distributed), an attack-
resilient and robust (or, suboptimal) state estimation scheme based on a bank
of partial observers has been proposed under 2g-redundant detectability. By re-
ducing the search space to a finite set in the optimization process and combining
the attack monitoring mechanism to the error correction algorithm, we can miti-
gate the NP-hardness of £y minimization problem in terms of time computational
complexity. Furthermore, with the help of the Kalman detectability decomposi-
tion used to construct the partial observers, the proposed estimator is scalable
in terms of memory space complexity. For bounded disturbances/noises, a Lu-
enburger observer is designed for the partial observer, and the estimation error
bound is explicitly given by the bounds on disturbances/noises, which guarantees
the robustness of the proposed estimator. Lastly, the estimator equipped with the
Kalman filter based information fusion scheme, identifies the attack-free sensors
based-on the maximum likelihood decision rule and computes the minimum vari-

ance unbiased estimator so that the final estimate turns out to be suboptimal.
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In Chapter [5] we have proposed a solution to the resilient state estimation
problem for uniformly observable nonlinear systems with redundant sensors. A
switching algorithm that makes use of the detection algorithm of sensor attacks, is
designed to search for a combination of uncompromised sensors successfully and to
generate correct estimates which are insensitive to sparse malicious attacks. The
uniform observability decomposition which is an analogous concept of Kalman
observability decomposition for linear systems, is utilized to design a high gain
observer for each single output and it estimates the observable portion of system
state. Then, a nonlinear error correcting problem is solved by collecting all the
information from those partial observers and by exploiting redundancy. Finally,
a computationally efficient on-line monitoring scheme is presented for attack de-
tection, and an algorithm for resilient state estimation is provided based on the

attack detection scheme.

6.2 Future Works

One of the key future research related to the study of this dissertation is
to develop a distributed attack-resilient estimator. Due to the universal use of
sensor networks, there is an increasing need to estimate the state of dynamical
systems through geographically dispersed sensors. Distributed estimation is to
estimate the state of dynamical systems via information exchange with its neigh-
bors [34138,52,61,/65]. Each sensor node assumes no information about the global
structure and measurement data, but can access its own measurements and lo-
cal information through its neighbors. Assuming that there is no centralized de-
vice to monitor the measurement data of all sensors, a distributed state estima-
tion scheme needs to be developed when some of sensors are corrupted by adver-
saries. Related results include [85] and [66], but they assume that all nodes re-
quire some global information, such as complete knowledge of the network topol-
ogy. One of the main assumptions of the centralized resilient estimation algo-
rithm is redundancy of measurements called 2g-redundant observability. The re-
dundancy concept extends to the notion of network robustness for arbitrary di-
rected graphs [41,/99,100]. That is, network robustness is a fundamental property
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>
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: ] }/K ~p
u ;lyp xr
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Figure 6.1: Configuration of the distributed sensor network and attack sce-
nario.

for formulating the redundancy concept of direct information exchange between
nodes in a network and for analyzing the behavior of distributed algorithms that
use only local information.

The configuration of the distributed state estimation problem is depicted in
Fig. [6.1] Note that sensor nodes labeled s;’s, which measure the sensing outputs
yi’s, are geographically dispersed and connected to nearby nodes through network
communication characterized by the graph G = (¥, E) where ¥ = [p]. In addition
to sensing, these sensor nodes are equipped with computing devices that can
implement data fusion protocols. In this situation, an iterative algorithm based
on robust graphs which updates the state estimate and the unobservable subspace
at each time step relying solely on information obtained from neighbors, needs to

be developed and it is an interesting research direction.
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