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Abstract

EMISSION SECURITY LIMITS FOR
COMPROMISING EMANATIONS
AND ITS RECONSTRUCTION

LEE HEE-KYUNG
Department of Electrical Engineering and Computeer@e

The Graduate School

Seoul National University

In this dissertation, reconstruction of electrometgn emanation security
(EMSEC)-channel information for video display uniend printer are
reconstructed using the averaging technique anpopesl adaptive deringing
filter. Also, emission security limits are propodsased on the analysis of the
indoor EMSEC-channel. An emitted waveform from @guent which
manages the important information can be deteatddrestored intentionally
using the sensitive antenna and high performanueiver. These documents
related to the EMSEC have classified by high carftdhlity so that these are
prohibited to publish by military organization. Faris reason, reasonable
emission security limits for various electronic aeg dealing with significant

information are necessary.
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Firstly, we try to identify the exact a signal cheteristics and the
frequency components to measure and analyze thectrigmpe of
electromagnetic waves which are contained inforomabin personal computer
(PC) and printer. The target devices are the dpskaptop and laser printer
which is generally used in the domestic officesthis study. The printer
processed a large amount of information for a sheriod of time, there may
be leaked the information in this process. To verihe leakage of
electromagnetic spectrum that contains informatve®,measure and analyze
the whole spectrum from 100 MHz to 1000 MHz.

Secondly, we represent how to build the EMSEC-sysiad to restore the
signal leakage of electromagnetic waves on the sbadi the signal
characteristics of the electromagnetic wave leakafygrinter and video
display unit (VDU) of PC. The parameters that aapriove the performance
of signal recovery of the leakage electromagnetivayit can be given antenna
sensitivity, resolution bandwidth (RBW) of the re@, and signal processing
gain. To adjust the signal processing gain, antemh&h have the high
antenna gain, and the use of wider RBW on receireimproved hardware of
EMSEC system. Whereas image restoration algoritmEMSEC system as
post-processing is a portion corresponding to tifievare of EMSEC system.

Techniques for increasing signal strength and naisduction are
particularly important when trying to measure coompising emanations
because the magnitude of these signals can benmtyresmall. Averaging
technique find to achieve maximum cross correlati@tween recorded

electromagnetic leaked signals. That method isaatioal, highly effective



and widely used technique for increasing the sigmatoise ratio $NR of a
periodic signal, such as that generated by the énnafyesh circuitry in a
video display system. But, the printer and facsngkhibit aperiodicity in
their EMSEC-channel information during their operatstate unlike video
display systems. Since the aperiodic EMSEC-chann&rmation of
equipments such as printers and faxes is not iedoim processing gain, the
differences between periodic- and aperiodic comsimm emanations need
to be considered in order to establish emissionrggdimits. In addition to,
we propose the adaptive deringing filter to recatstthe EMSEC- channel
information from PC and printer. We can obtain thia minimum peak
signal-to-noise ratio RSNR enhancement is 2 and maximuPSNR
enhancement is 10 compared with the original recocted image.

Next, we perform the EMSEC-channel measuremerttsiri00-1000 MHz
frequency bands. Second, we analyze the pathl@saatkristics of the indoor
EMSEC-channel based on these measurements. We tlimdfrequency
correlation pathloss characteristics of comprorgigmanations to determine
the reasonable total radio attenuation (TRA). Atke,pathloss exponent value
have a range from 1.06 to 2.94 depending on fregubéand and the CMs,
which in turn differed with propagation environmgnt

Through this EMSEC-channel analysis, we affirm it TRA, which is
one of the key parameters for determining the #gdimits for compromising
emanations, follows the Rician distribution. Howev@evious work assumed
that radio attenuations would have constant valés.found that the TRA

does not show significant differences dependinghenfrequency bands and



has the following range depending on the envirorin2®-41dB at CM2, a
42-57 dB at CM3, a 47-57 dB at CM4, and 24-29 abCM addition to,
CM3 and CM4 have greater TRA than CM2 and CM5.

Based on the experimental results of this studypuweg@ose security limits
on periodic as well as aperiodic EMSEC-channelrmftdion. The proposed
security limits on compromising emanations are gifesgl into two levels
according to the TRA and the level of required aieritiality. Periodic
emission security limits for class A is 24, 28,d%\//min the 100-400 MHz,
400-900 MHz and 900-1000 MHz, respectively. Andigadic emission
security limits for class B is 4, 1, 3,dBuV/min the 100-200 MHz, 200-600
MHz, 600-700 MHz and 700-1000 MHz, respectively.

Aperiodic emission security limits are weaker tth@ processing gaiG,,
23 dBi than periodic emission security limits owing te tlredundancy caused
by repetitive signals. So, that the periodic EMSE@nnel information is
easily leaked and reconstructed, which results potntial risk. Thus, the
periodic emission security limits must be stronthan the aperiodic emission
security limits. We can then compare our secuiityit$ with other security
limits and existing civil and military EMC standard

Future works may include characterization and rstaotion of FAX,
smartcard and other electronics. And it is neeEMSEC-channel analysis in
more complex environments.

Keywords: Compromising emanation (CE), Electromagntc Emanation
security (EMSEC), Channel analysis, Rician distribtion
Student Number: 2006-30856
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Chapter 1. Introduction

The use of information and communication devices fased over the
years as accelerating the information age. Elewtratevices has the
convenient that can be handled quickly and eazibg has the risk of leakage
by electromagnetic radiation which occurs whendhta communication at
the same time.

Such phenomena are referred to as compromising aimoas (CEs) or
electromagnetic emanation security (EMSEC) [1]oinfation leakage from
electronic equipment is achieved through the faihgwvpath. Electronic
equipment includes complex electronic circuitryidies Within these circuits,
electronic components such as central processiiig(@RU), memory, and
oscillator component, and each part is built aranested by wires. The
exchange of information between the wires, it isovalm that the
electromagnetic leakage occurs in this processkdgea of electromagnetic
waves that are generated by the baseband signas tbaused by a short rise
time and falling time of the transients and harrma@umponents will have the
same frequency components of the original signiagrafore, electromagnetic
waves were collected by a high-sensitivity receiwehich is also able to
reconstruct the original signal using a simple aigorocessing process. In
addition, the larger the size of the signal and férethe radiation of the
electromagnetic. It is important to prevent equiptn¢hat is handling

confidential information from emitting such unintemal electromagnetic



radiation.

We assumed that the location between the targetniadtion technology
(IT) device and the antenna for eavesdroppingcenamunication channel [2],
it is defined by EMSEC-channel. In addition, weaeted that the EMSEC-
channel analysis to mean the analysis of the el@eignetic leakage signals
from the electronic devices and EMSEC-channel kttes any attack based
on information gained intentionally due to unintenal electromagnetic
radiation particularly in equipment that is handlimportant information. All
electronic devices unintentionally radiate inforibatbearing electromagnetic
waves, which is called EMSEC-channel information.

While important documents related to these compsmmiemanations have
been withheld from the public by military organisais, basic information
about these emanations has been declassified ati@nal Security Agency
(NSA) [3]. However, information on the actual segutimits and the test
procedures used to determine those limits have beetted from published
versions, and some declassified documents citeg niminology and the
widely known electromagnetic compatibility (EMC)std4, 5]. In addition,
there exist differences in test procedures, thes tgp detector used, and
frequency ranges between the civilian and milit&fyiC standards and
security limits for compromising emanations [6]. €éféfore, civilian and
military EMC standards related to IT devices aresuitable for emission
security purposes [6, 7]. For this reason, readenamission security limits
for various electronic devices dealing with sigrafit information are

necessary.



In order to take countermeasures to prevent infoomadeakage due to
electromagnetic information leakage will be precktyg a study about what
frequency bands are weak at eavesdropping and soteat the level of
information leakage. That is, to raise reasonablentermeasures on the based
on the information about the leaked electromagrfetiguency range and the
size of the signal leakage. Therefore, we measued analyzed the
electromagnetic spectrum of general IT and comnaiime devices to

identify the common characteristics of the leakiagkation leakage.

1.1 Historic background and previous work

Since at least the early 1960s, it has been knownilitary organizations
that computer generate electromagnetic radiatianribt only interferes with
radio reception, but also leaks information abbet data being processed. It
has known as compromising emanations or TransikatieMagnetic Pluse
STandard (TEMPEST) radiation, the unintentionattetenagnetic broadcast
of data has been a significant concern in sensitilgary and diplomatic
computer applications. TEMPEST, referred originatlya classified by US
government program aimed at such EMSEC problemsdeteloping
protection standards. It has since then becomenangyn for compromising
emanations.

National compromising emanations test standardsGHA’ and “FS22” is
defined firstly by the US government in the 195@d 4960s [8]. “National

Communications Security Information Memorandum 510@mpromising



Emanations Laboratory Test Standard, Electromaggieis revised in 1970
and a later version. “NACSIM 5100A” was definedli®81. The names of the
standards keep changing. “NSTISSAM TEMPEST/1-92pess to be the
current incarnation, of which extracts were dedfeskin 1999 [3]. However,
the released parts reveal mostly only material tlaat also be found in the
open computing, security, and EMC literature whie actual emanation
limits, test procedures, and even definitions ohederms remain classified
as military secrets.NATO equivalent “AMSG 720B”, still classified
documents and were therefore not accessible tauther [9, 10].

Electromagnetic radiation as a computer securiy was mentioned in the
open literature as early as 1966 [11, 12]. Butghsrany kind of technical
details on specific risks and eavesdropping teclasq The concept was
brought to the attention of the broader public by9&5 paper [12] and a 5-
minute TV demonstration on the BBC program, in wWhigan Eck
demonstrated that the screen content of a vidggagisinit (VDU) could be
recovered at a distance using low cost home baulipenent.

The most popular form of portable cryptographic meds the smartcard
[13], a credit-card is shaped plastic card with edd®d microcontroller. The
type interfaces are either five electrical surfaoatacts for power supply,
reset, ground, clock, and a bi-directional seriaftpr an induction loop.
Research interest in compromising emanations framarteards increased
significantly when Kocher, Jaffe, and Jun [14] destoated the power
analysis of high-frequency current fluctuationshnaryptanalytic techniques

on block ciphers. In their Differential Power Ansily attack, they



demonstrated the reconstruction of DES sub-keyrbieely from access to a
number of known plain or cipher texts, the corregfiog power-line current
curves and knowledge of the cipher algorithm beised. They showed that it
is feasible to evaluate power-line information with prior reverse
engineering of the low-level design of the executeftware and that it is
instead sufficient to look for correlations withnglie bits in intermediate
results of the executed algorithm. The correlatpocess takes care of
locating the specific machine instructions thaklds compromising energy.
A number of improvements of the attack, attacksotimer algorithms and
countermeasure methods have been published siang[1b, 16], including
variants that measure magnetic-field fluctuatiobsve the chip surface [17-
20], as well as an attack on an SSL acceleratoutaddside a closed server
from 5 m distance [21].

Several researchers have reported on electromagmetnpromising
emanations from video displays [7], computer keytdsd22], and printers
[23]. Sun [24] simulated the simple channel trandienction (CTF) of
compromising emanations with a commonly used twoRayleigh fading
model. However, this model is too simple to reflactealistically complex
environment, and may give rise to some discrepanbetween simulation
results and real measurements. ITU-T SG5 [1] regodn the test methods
and provided a guideline against information le#tiugh unintentional
electromagnetic emissions. Kuhn [7] discussed #gdimit on video signals
as compromising emanation. Although radio atteounatiuctuates according

to the environment and distance between the tratesnii X) and the receiver



(RX), these previous works [1, 7, 24, 25] assunted the radio attenuations

are constant in order to obtain security limit gdte test method.

1.2 Motivation and scope

In our study, we focused on establishing the emissecurity limits for the

compromising emanations in indoor environments.egdwesearchers have

been reported the dominant leakage frequency bBordgarious electronic

devices [2, 7, 22, 23, 25]. Table 1 shows thatleh&age frequencies have the

range from 105 MHz to 950 MHz for several typeslgfctronic equipment.

Accordingly, we selected from 100 MHz to 1000 MHizdll the frequency

bands because the compromising frequency bandgliieeent from the

confidential signals and the hidden antennas ifcdev

Table 1. Leaked frequencies of various electrenigipment types

Frequency (MHz) Equipment Reference
105-165 PS/2, USB and Wireless Keyboard [22]
328.3 Laser printer [23]

285, 324, 350, 648

Toshiba440 laptop

292, 480, 700, 740

Dell D1025HE monitor

[7]

310-340, 440475,

775-810, 910-950

SONY VAIO PCG

personal computer

[2]

We find the frequency correlation pathloss char&ttes of compromising

emanations to determine the reasonable total mtkauation (TRA). TRA is

defined as the sum of all types of radio attenwmatisuch as free space loss



and additional radiation pathloss in the environin€he expected noise level
and attenuation values are random variables th#éiei absence of better data,
have to be modelled as being normally distributeth véome mean and
variance determined from the statistical evaluatodna large number of
measurements in various indoor environments [7].

Techniques for increasing signal strength and naisduction are
particularly important when trying to measure coampising emanations
because the magnitude of these signals can bemetyresmall. Averaging
technique find to achieve maximum cross correlatimtween recorded
electromagnetic leaked signals. That method isaatigal, highly effective
and widely used technique for increasing the sigmaloise ratio $NR of a
periodic signal, such as that generated by the esnafyesh circuitry in a
video display system [2, 7, 25].

But, the printer and facsimile exhibit aperiodicitytheir EMSEC-channel
information during their operation state unlike aaddisplay systems. Since
the aperiodic EMSEC-channel information of equiptaesuch as printers and
faxes is not involved in processing gain, the diffeces between periodic- and
aperiodic-compromising emanations need to be cersid in order to
establish emission security limits. Based on theegmental results of this
study, we propose security limits on periodic adl ae aperiodic EMSEC-
channel information. The proposed seculity limit®y @ompromising
emanations are classified into two levels accordmthe TRA and the level
of required confidentiality. We can then compare security limits with other

security limits and existing civil and military EM§andards.



This dissertation is organized as follows: In Cleat, we investigate the
characteristics EMSEC-channel information and adtéte EMSEC leaked
freugency band from VDUs and printer. In Chapterd8tected EMSEC-
channel information is reconstructed using the agyeg technique and
proposed the adpative deringing filter. In Chaptemwe present the indoor
EMSEC-channel measurement for compromising emamatio 100—-1000
MHz. Also, we analyze the pathloss characterisifaadoor EMSEC-channel
on the basis of experimental data. In Chapter 5, find the random
distribution of TRA and propose periodic and apditoemission security
limits based on the 90 % TRA confidence level. ey we show the
comparison between the proposed emission securiits land other security

limits and EMC standards. Finally, in Section 6, present our conclusions.



Chapter 2. Detection of Compromising

Emanations

2.1 Introduction

The PC and Printer are the most frequently usedeMices around us. It is
well known that the risk of information leakage hthe leakage
electromagnetic wave emitted from the VDU of PQmiany researches. In
case of PC, it is urgently needed to countermeastnieh is possible for
detection and reconstruction of important informatirom PC a long distance
particularly.

We try to identify the exact a signal charactessstand the frequency
components to measure and analyze the spectruneafcaemagnetic waves
which are contained information on PC. The targaticks are the desktop
and laptop which is generally used in the domesfices in this study.

The printer processed a large amount of informatiwra short period of
time, there may be leaked the information in thiscpss. To verify the
leakage of electromagnetic spectrum that contaif@mation, we measure
and analyze the whole spectrum.

In this study, only the first laser printer, to tharallel communication in
the most widely used. Printer can be divided by phage printer and line
printer depending on the printing method. The pageter refers to a laser

printer to print the data you want to print a pagepage. On the other hand,
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line printers are dot matrix printers and inkjeinpers to print line-by-line.

According how to communicate with a PC, printer bardivided into parallel
communication printer and serial communication tgnntoo. In this paper,

the laser printer which are most widely used thealfgl communication were

included.

2.2 Compromising Emanations from Video Display Units

Firstly, we identify the basic theory of the VDWysal transmission arising
from internal and external to infer the charactess of electromagnetic

waves caused by the leakage before measuring élkade electromagnetic

spectrum that occurs on PC.

2.2.1.Property of Video Display Units

A. VDU signal process

Figure 2.1 is shown on the process which VDU sigeagjenerated the

display by a PC monitor.

Application

—>
I/C Bus

PC 3Man board

Vadeo RAM

>,

RaM DAC

REL

GREEN

5
BLUE

ANP

Drisplay

Idonitor

Figure 2.1 VDU Signal Process
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(1) Signal process of PC
(O The video data is generated by an application pragr
(2 Generated video data is converted in the form déwioutput to the
monitor via video card.
(3 Red, green, blue color data with the synchronimatignal will be

sent to the monitor at the same time.

(2) Signal process of monitor
(1 Received analog signal from the PC is changed ag#piand sent to
the cathode ray tube (CRT) via the Main Board.
(2 Analog data is transmitted to the three electronsgat the rear of the

CRT via main Board.

B. Characteristics of transmission signal
It is expected to occur mainly electromagnetic éepkin the process signal
amplification to fit inside the CRT and emissionrtpaf the PC and the

monitor connection.

2.2.2. Leakage path of Video Display Units

A. Signal leakage causes

Leakage electromagnetic waveform occurs in PC cluskillator, Digital
ICs, switching power, and the electromagnetic wdkias occur on the inside
of the unit flows through the input/output (I/O)bbas, power lines, or PCB.

Conducted signal is radiated into free space throB@B that acts as an
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antenna or power line cable, I/O signal. It maitalges place radiation where
the change in impedance such as the power line€C8, P/ O cable and the

junction of the wires or connections.

B. Signal leakage path
Leakage electromagnetic waveform from the PC, morand peripheral
devices conducted and radiated directly or indiyeekternal signal lines,

ground or power lines, etc.

(1) Desktop

Desktop is connected to longer cable and more neatyes comparing
Laptop. Whereas liquid crystal display (LCD) usks tharacteristics of the
electric field along the direction of the changethie molecular arrangement
of liquid crystal using low voltage signal, CRT agnplified by the large
voltage causing the electron beam from the electgom emitting a
fluorescent screen. Therefore, electromagnetic svaweitted from CRT will

appear larger than the LCD monitor.

—~> Radiated noise

Powersupply  Mouse Keyboard Display
cable

Figure 2.2 Desktop signal leakage paths
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(2) Laptop

Electromagnetic waveform from the body of the |lgpsmd the cables is
radiated and the cable between the LCD panel anthfitop body are emitted.
The laptop operates as a high-speed signal. Bedhesease is made of
plastic, it does not have the shielding effect andadiated a high level of
electromagnetic waveform from the computer generall

Many cable is connected, so it is occurred thetelemgnetic radiation

from the cable.

Q\ ? ? Cenhector eable inside LCD panel

= - Conducted noise

—IF> - Radiated noise

Figure 2.3 Laptop signal leakage path

2.2.3. Measurement system

We carried the measurement at International Rauierference (CISPR)
Special Committee recommended 3x3 m standard efeagnetic anechoic
chamber (Semi-Anechoic Chamber) in National RadésdRrch Laboratory.

Height of antenna is 1 meter and the distance latvantenna and target
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device is 1.5 meter. VDU has the ‘H’-pattern whishcommonly used for

electromagnetic interference (EMI) experiment.

Figure 2.4 Equipment installation for VDU in chambe

EMI Test Receiver (Rohde & Schwarz, ESI 40) is used Biconical
Antenna (EMCO, 3109) is scanning up to 100 MHz nkd®0 MHz to 1 GHz
scanning is used for log periodic (LP) Antenna (R®& Schwarz, HL223).

In order to analyze the characteristics of elecapmetic radiation in the
signal transmission cable, electrical analysis vpesformed about the

transmitted signal.

Table 2.1 Parameter setting of EMI receiver for VDU

Center frequency Detected EMSEC-channel information
Frequency span 1 MHz or Zero Span
Resolution Bandwidth 100 kHz or 120 kHz
Video Bandwidth 3 kHz
Sweep Time 100 ms
; 18 A2l



Figure 2.4 shows the measurement installation ofUMB semi-anechoic
chamber and Table 2.1 explained the parameterMbféteiver for detecting

VDU leaked signal

2.2.4. Measurement result

In order to distinguish the leakage electromagnsignals and other
electromagnetic signals, we have to select the guifyn electromagnetic
leaked frequency. The methods of measuring frequeme followed this
process. In order to check the leakage of electyoetic signals by the
monitor signal, we used the frequency domain sifpoeh spectrum analysis
device.

In general, the video signal is sent 60, 75 oriB&g$ per second to the

monitor. To configure each screen, the video sigmahlled a frame. Silence
the (BLANK Time) between the frame and the framepresented and
accounted for the entire time frame of usually &$8% to 7.2%. This part
is no signal, regardless of the content of thewisignal.
If you scroll on the screen that displays the ‘&ttgrn can properly adjust the
settings of the spectrum analyzer to determineléhkage electromagnetic
waveform of video signal. Figure 2.5 shows the &gk of electromagnetic
waves, this pattern is 1024 x 768 @ 60Hz video melewn in the

waveform.
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(b) SPAN = 1 MHz

Figure 2.5. Leakage electromagnetic waveform frdbiV

As shown in Figure 2.5, the leakage electromagnsgtioals show two
properties. The empty spaces appear in the middibeofirst signal caused
BLANK Time between frames. Approximately every 18 for each cavity
appears in Figure 2.5, the full width (SWT is 10pntke video signal has a
refresh rate of 60Hz (i.e., the frame is repeatsztye1/60s = 17 ms). This
feature is more evident when the receiver's SPABIMHz in Figure 2.5 (a).
This feature is one of the most obvious charadteribat distinguish the
leakage electromagnetic signals. Figure 2.6 shawexperiment of a spectral
analysis of EMSEC-channel information at 71 MHzteerfrequency from a
desktop computer (Samsung Magicstation DM700) hlathe ‘H’-pattern

video screen (a) and clear mode video screenf(H)elscreen is changed, it
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may be changed the compromising emanation spectumah.we search for

leakage electromagnetic frequency and record amdyrthe measurement

frequency 100 MHz to 1 GHz.

IEMSE(] signal /\

-HMHMMNHHNHNHMHNHMHNHN

" ; i \

HHH

H
HEHHHHHHHHHHHHEHHEHHHHHHHH

500 kmz/ span & 1z

(a) Radiated electromagnetic wavefornHit pattern

4

Conter 71 wmz LLLIRS $9 span 8 MEx

(b) Radiated electromagnetic waveform at clear mode

Figure 2.6 Measurement of radiated electromartiDU
2.3 Compromising Emanations from Printer

2.3.1 Property of Printer

It is shown that the execution of print commandifrthe PC to the printer
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and the print data process in Figure 2.7.

LASER BEAM FPRINTER

HOST
PRINTING ENGHE

gec || | meur PU sl FOM

INTERFACE | | Burrer | [ “FY FROG MECHANISM

(Serial,

Parallel. :

Apple ¥ ,_-rlm EHGINE

ROM i
Talk...) el [ PAGE " controLLER

VIDED INTERFACE

Figure 2.7 Printer data transmitting process

The detailed process was categorized dependin@esubiject to process

the data into process in PC and process in prirgspectively.

A.Process in PC

(@ The print command from your PC

(@ The printer driver converts the document to pagscdption language
(PDL).

(@ The created data is sent to the printer contrtfiesugh communication

cable.

B. Process in Printer

(D Data received from the computer is stored in tipeii buffer in printer.

(2 The data received in the input buffer is analygdhe emulator in the
program read only memory (PROM).

(® According to the analyzed data, data of the aataatents for print are
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stored in the page memory.
@ After confirming the ability of engine to printath send to the engine.
(® Engine controller operates the engine mechanishreceived data from

the printing controller prints.

C.Characteristics of the transmitted signal

In case of internal signal of PC, The document lhy internal printer
drivers is converted to PDL, and this data is stoma the hard disk drive
(HDD). The data stored in the input buffer analyaed sent to the engine for

print.

2.3.2 Leakage path of printer

The circuit inside the printer is divided into datantroller that is
responsible for processing and the print engind. Wontrol unit printed
circuit board (PCB) is built-in device, such asgassor, memory and rashes,
many types of devices.

Electromagnetic leakage occurs at the junction. ddvaection cable also
helps to act as an antenna, so that the transmsigedl is radiated into space.
In other words, the longer the length of the walectromagnetic occurs more.

The connector that is connected with a PC and inptihe engine can be
estimated that the source of the leakage of elmetgmetic waves emitted
from the printer as shown Figure 2.8. Because @sduot exceed the 5V, it

seems unlikely far enough to radiate like the V2dKed signals.
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Printer body
(plastic housing) Main board

%\ Metal plate

‘f Printer cable =4 Conducted noise
== Radiated noise

To personal computer

Figure 2.8 Leakage path of printer

2.3.3 Measurement system

We carried the measurement at International Rauierference (CISPR)
Special Committee recommended 3x3 m standard efeagnetic anechoic
chamber (Semi-Anechoic Chamber) in National Radésdarch Laboratory.
Height of antenna is 1 meter and the distance latvantenna and target
device is 1.5 meter. VDU has the ‘H’-pattern whishcommonly used for
EMI experiment.

EMI Test Receiver (Rohde & Schwarz, ESI 40) is used Biconical
Antenna (EMCO, 3109) is scanning up to 200 MHz.nF200 MHz to 500
MHz scanning is used for LP Antenna (Rohde & Sclawdl 223).

In order to analyze the characteristics of elecagmetic radiation in the
printer, we measured the HP 2100 laser printer, F2880 (Brother laser
printer), LAZETT ML-5000A (Samsung laser printenydaGLP 860 (LG laser

printer). Table 2.2 explained the parameters of Edtleiver for detecting
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printer leaked signal

As a result, the specific signals did not occurrate 500 MHz frequency
band the measurement of the entire spectrum fromto2@000 MHz.
Therefore, the measurement frequency range bel®@wWi8z, and 25 MHz

intervals were measured precisely.

Table 2.2 Parameter setting EMI receiver for printe

Reference Level -30 dBm
SPAN 30 MHz
RBW 100 kHz
VBW 3 kHz
SWT 100 ms

2.3.4 Measurement result

As described above, the printer is connected irallghrcommunication
with PC. Parallel communication is a method of $raitting separately the
lines of eight numbers of ways to send 1- Bytenmi@tion different from the
serial communication. Therefore, it is expectedpear in the mixed form of
frequency components are mixed, when analyzing digmal from the
frequency domain.

In order to measure the electromagnetic radiati@megated during
operation of the printer, we used a digital osstlope for measuring and

analyzed the frequency components by measuringpétiern of the time
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domain of the printer. Also we have used the ‘Hitgan which is used in
EMI test in general.

Figure 2.9 represents the frequency components dgsuaning the pattern
of the time domain of the printer by fast fouriertsform (FFT) using digital
oscilloscope. Printed image is 12 font ‘H’-pattasnlike the monitor case and
waveform voltage is about 2.5 V. When we printed thlI-pattern, the
number of vertical pixel is same as the numbeigia bearing waveform. It
is determined that printed image can be recovertahiestore the signal using
a measure EMSEC waveform from printer. Figure 2(a) shows the
fundamental frequency is 7.3 MHz EMSEC waveform bhe lines means
no printer signal. Also, it found that the electamgnetic emanation from
printer is detected by multiplying frequencies leé fundamental frequency in

Figure 2.10 (b).

LLLLLCELCEEELEL] LIS
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Figure 2.9 Printer radiated spectrum using thelloscope
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(a) Center frequency : 7.3 MHz (b) 7.3, 14.4, and 2Hz (Maxhold)

Figure 2.10 Printer radiated spectrum using the Edévier

2.4 Conclusions

In order to establish a emission security limitpaftection against leakage
of information, it must be preceded to accurateBasure the frequency and
level of the signal of the radio wave signal by prenter and the monitor.
Also, it should be most advanced in order to meashe EMSEC-channel
information from monitor and it must accuratelyatgtthe radiated EMSEC-
channel information.

When radiated EMSEC-channel information is recgyin is difficult to
find a signal directly based on the only spectt@racteristics. So that we
measure the pattern in the time domain of the EMS8E&hnel information
from monitor firstly, and then analyzed the freqeyeenomponents. Frequency
component of EMSEC-channel information from the nwn have a

frequency component of harmonic waves of the furedaal frequency.

: (25 A& o8t

L



Changing the 5BMHz, 25MHz, and 50MHz SPAN of receiteeexplore the
radiated EMSEC-channel information from the monitaie detected by
determining the presence or absence of the signééruthe display ‘H'-
pattern and white pattern. Detected the EMSEC-obdlamiormation from
monitor shaped the characteristics Vertical Blanknel of (VBT) and
Horizontal Blank Time (HBT). The finer vertical krrepresents the HBT and
the envelope of wider line means the VBT.

A measurement result of the radiation electromagregiectrum from the
printer, it was found to exhibit properties engjrelifferent form of radiation
electromagnetic spectrum in the VDU. The main redso this difference in
leakage electromagnetic spectrum characteristegligplayed, it is different
for transmitting method of signal.

Since the VDU signal is also sent in three linesGRand B, the signal is a
synchronized and has the same frequency comporiecas be interpreted as
one signal component. It is because must undergihefu a process of
separating the signal eight different electromagneadiation one was
collected. As a result, reconstruction and recgjivgtectromagnetic radiation
of parallel communication signals will become mooeplex than processing
a VDU signal described earlier.

The measured bandwidth of radiated electromagseectrum is about 7.3
MHz and frequency band is from 5 to 300 MHz. Sigemeral form of the
information bearing spectrum is also displayed inoand semicircular by
showing a bandwidth, it is possible that informaties contained this

frequency band.
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Chapter 3. Reconstruction of Compromising

Emanations

3.1 Introduction

In this chapter, you will learn how to restore #ystem configuration and
to restore the signal leakage of electromagnetigces/eon the basis of the
signal characteristics of the electromagnetic wWaakage of printer and PC
monitors that you saw in Chapter 2.

The parameters that can improve the performansgoal recovery of the
leakage electromagnetic wave, it can be given aatexensitivity, RBW of
the receiver, and signal processing gain. To adjessignal processing gain,
antenna which have the high antenna gain, and skeoti wider RBW on
receiver are improved hardware of EMSEC system. rédse image
restoration algorithm for EMSEC system as post-@ssing is corresponded
to the software of EMSEC-system.

That is, the signal processing gain means thabtaim a betteGNRof the
signal by utilizing a variety of a digital signalgeessing (DSP) processes the
digital signals that after digitized via convertaralog to digital (AD) signal
of electromagnetic radiation that is received tiaiteceiver.

The signal processing gain can be obtained thrdilighing, correlation,
and character recognition algorithms and averatgolgnique, generated from

the information such as a computer monitor, theesaignal with a constant
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cycle to illustrate the form of periodic signals e repeated. Averaging
technique is presented in the most efficient method to receive repeated
signals of multiple periods continuously.

In this chapter, we introduce how to restore theSH@ signal from video

display system and printer using the image process.

3.2. EMSEC system for Reconstruction

In this study, the data were processed using thieeoAgilent vector signal
analyzer vector signal analysis (VSA) for receivBnat has the 36 MByte
RBW. LP antenna is used for compromising electrara#ig for video signal
reconstruction and LP antenna is used for compiogislectromagnetic for
printer signal reconstruction, respectively. Coltgrois used for NI-5412
which has the 50~200 MSamples/sec sampling ratglitaie resolution is
12 bit, and data storage memory is 512 Mbyte. Aleatical synchronization
board is used for NI-5124 arbitrary waveform getwmravhich has the 100
MSamples/sec sampling raje;z resolution. Signal processing and analysis

tools are implemented by Labview 7.0 as shown Ei@ut.

3.3 Reconstruction of Compromising Emanations from
Video Display Units

3.3.1 Characteristics of EMSEC-channel information

from VDUs
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Target

:I: Antenna v
| Nicelvar — NI- AlD Boan_ﬂ
[200MS/sac,. 12 bit, 512 ME)
|_I>... (VSA) l— s
ILF.BW:36 M _‘ NI-W.G. Board

Image Processing S/W
Display
Labview

PXl-Controller

Figure 3.1 Reconstruction of EMSEC-system

Monitor signal which are commonly used refers t@aalog monitor signal,
and there are the three signals: Red, Green, Blokzontal and vertical sync
signals. In the paper, three different video digad is directly related to the
information that is displayed on the monitor.

Generally, a color monitor in each of the threeewidsignals can be
displayed with up to 256 levels. As a result, altof 16,777,216 (256 x 256
x 256) different color are represented. In otherdspthe number of colors
used by Windows when set to 24-bit True color oreneach of the R, G, B

signal is a signal with a level of 256.

- White Level (0.7V)

— [ Black Level (0,3V)
.‘.._..._.._..._..._-.

-eeeeeee-- Blank Lewel (0,0V)

Figure 3.2 Video signal voltage waveform
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Figure 3.2 shows the physical waveform of the videgmnal. If you are
using a 24-bit true color video signal from 0.3V @07V, 0.4V evenly
divisible by 256 levels and the video level is sanitted at each voltage level.
This level represents the saturation of each cplsasuration signal 256
having the highest saturation signal is set to d). éxample, a pure red to
represent color saturation of 200 of each of th&RB signal should be sent
as follows.

Serial form of a monitor signal is sent to the monithe transmitted signal
consists of interlaced video, such as in Figure Btigrefore, each line of the

video signal being sent is sent sequentially.

Figure 3.3 Interlaced video display

Vertical blank time is moving time from the endtbé line for the first time
at the end of the next line. And Horizontal blanke is moving time
physically from last line of the first line of theext row and need time to
move to the first line of the row. During this tihe data will not be sent.
Thus, the video signal is sent through the cabie the form as in Figure 3.3
[26].

The data in the Figure 3.4 represents one linBeftonitor image from the
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mainly used in monitor mode 1024 x 768 resolutitimese lines are
configured into 768 lines of 1024 pixels. Thussthata is different depending

on your monitor resolution indicates the numbepigéls.

| “Active™ Video | Blanking |
Video | | | | [
Back | Top/Lefi | "Adldressable” Video Bottom/Right | Front | Back
Svne | Porch Border [ Addr Time) Border Parch | Sync| Porch
Hsyne [ | 1
VSime _I_l
Blank Start |  Blank Time |
Sy Starl I I_‘\". I'IL'J
| Time]

Figure 3.4 Form of video signal

As a result, the frame signal consists of 786,43824 x 768) pixels and
58,982,400 (786,432 x 75) per second to transmtads using 75Hz refresh
can be converted to a frequency of about 59 MHns@@ring the horizontal
and vertical blank time, the actual transmissiagfiency of the signal is
higher than previously calculated value.

To predict the leakage electromagnetic radiati@yudency of the video
signal, the frequency of characters to be repregeah the actual monitor,

depending on the number of pixdfs, (3.1).

__ Pixelsof clock  _ Fy (3.1)
Numberof character N '

v
char

When video mode is 1024 x 768 at 60 Hz using thepditern, fundamental
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frequency can be estimated by

£ = 25.175MHz

\

=3.19VIHz / pixel
8 pixel P (3.2)

We can estimate the leaked frequencies from VDUgué8.1) and it can be
estimated to detect harmonic frequencies of funddéahdrequency. Also the
harmonic signal amplitude is usually smaller thae size of the center
frequency generally. For this reason, it can betdidhto 1GHz or less from

the 100 MHz frequency band to be measured.

3.3.2 Reconstruction result

To improve the performance of leakage electromagnetignals
reconstruction, RBW of receiver, signal processiggin, and antenna
sensitivity are major elements. High RBW receivehigh gain antenna are
approaching the hardware part to enhance the peafure of reconstruction
system. On the other hand, post processing foreastng the signal
processing gain is software part of the leakagect@magnetic signal
recovery system. In other words, signal procesgdig is to improve th&NR
of the signal using a variety of DSP processingeradging technique find to
achieve maximum cross correlation between recoetistiromagnetic leaked
signals having independt noise. That method isa&tigal, highly effective

and widely used technique for increasing #Rof a periodic signal, such as
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that generated by the image-refresh circuitry wdao display system [2, 7].
Signal processing gain can be obtained througterifiigg, correlation,
averaging technique, and character recognition rigtgo. Averaging
technique presented in the most efficient way bseathe leakage
electromagnetic signals from a VDUs have the fofra periodic signal, the
same signal repeated with regular intervals. Figuseshows the experimental

results on the real-time signal using the averatgognique.

Figure 3.5 Reconstruction image using averagingriecie

3.4 Reconstruction of Compromising Emanations from
Printer

3.4.1 Characteristics of EMSEC-channel information
from Printer

The photosensitive part of laser printer formed thtent image by

generating a photo current in the drum by scantiireglaser beam on the
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drum. It is displayed as the difference of voltafjee semiconductor laser can
be turned ON / OFF by modulating the input curré&@miconductor lasers
are commonly used as a light source [23].

In this paper, it is recognized as part semicoratutipde optical section as
shown Figure 3.6 the cause of the major leakagetreteagnetic wave
leakage in laser printer. In order to measure tket®magnetic radiation
generated during operation of the printer, we usetigital oscilloscope for
measuring and analyzed the frequency componentedasuring the pattern
of the time domain of the printer. Also we haveduiee ‘H’-pattern which is

used in EMI test in general.

Figure 3.6 Optical part of the laser printer

Because it is transmitted serially in laser printee laser printer can be
detected and recovery in a similar manner as viisplay units. However
head driver chip is built in the head in inkjetrpper (HP Photo 948C), signal
can not be detected. In addition to, signal whictransmitted to the nozzle is
sent in parallel . It is impossible to restore theeiving the signals. In this

reason, we focus on the laser printer for detecmgjreconsturction.



We measure the magnetic field range round 5 MHz#ab12 to reconstruct
the leakage of electromagnetic radiation signattpri A current probe and
loop antenna are used for detecting the EMSEC-&Hainformation from
printer as shown Figure 3.7. And Table 3.1 sumredrithe equipment
parameters for printer measurement. Figure 3.8 shbes EMSEC-system'’s
GUI and reconstruction results of spectral measangsnof the time-domain

electromagnetic radiation printer.

(a) Using the current probe (b) Using thepl antenna

Fig 3.7 Measurement for EMSEC signal from lasentpri

Table 3.1 Target equipment property for laser printeasurement

Equipment | Resolution Writing speed Color/Monochrome

Printer 1 | 600 dpf 8 ppm™* Monochrome
Printer 2 600 dpi 16 ppm Color
Printer 3 600 dpi 4 ppm Color

* dpi : dots per inch 7 ppm : page per minute
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3.4.2. Reconstruction Result

Based on the experimental results, we can seethlibatesolution of the
reconstructed image are affected by distance betargenna and printer and
sampling rate. Figure 3.9 (a) and (b) shows theticeiship between sampling
rate and the restored image.

Incremented sampling rate by 5 MSamples/sec in rdregge from 5
MSamples/sec to 50 MSamples/sec, the resolutiomhefrestored image
enhanced. But an area of the restored image iceddbecause AD board
memory is limited. We found that there is no prableith the recognition
even low Sampling rate of about 5 ~ 10 MSamples/sec

Figure 3.9 (c) and (d) are restored at the 100 mcth300 mm separation
distance between antenna and target printer, ridgplgc When restored by
detecting the magnetic field components, it is isgdole to reconstruct the
signal with a distance of about 300 mm less thaoutblrhese experimental
results can be expected to utilize in order tohtista the security level and
measurement method. In future work, it can be bakigsearch to prevent

from leaked signal for the various other electrategices.
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Figure 3.8. EMSEC system

(b) 10 MSa/sec

(a) 5 MSa/sec

(b) 300 mm

(a) 100 mm

Figure 3.9. EMSEC signal reconstruction from printe
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3.5 Adaptive Deringing Filter for Reconstruction

MPEG-1/-2/-4 and H.26x are processed by block-bhasedere
transformation is done by a Discrete Cosine Transo(DCT) on blocks of
8 x 8 pixels [27]. Two of the main artifacts from thaasptization of the DCT
are blocking and ringing. The blocking artifact seen as an unnatural
discontinuity between pixel values of neighboridgcks. The ringing artifact
is seen as high frequency irregularities aroundinteege edges. In brief, the
blocking artifacts are generated due to the blodde&ing processed
independently and the ringing artifacts due to ¢barse quantization of the
high frequency components [28]. Deblocking filterto reduce the blocking
ringing and deringing filter is to remove the ringj respectively.

We propose an adaptive deringing filter for imagstoration of EMSEC-
channel information focusing on deringing filtegalithm that is used in post-
processing method in MPEG-4. When we reconstruittedEMSEC-channel
informaiton without any other image processing, llogizontal signal is lost
easily comparing the vertical signal. That is thason why EMSEC-channel
information can be detected easily at high risindatling edge. The Figure
3.10 shows the EMSEC-channel information reconstmcresult without
image processing. We can see the many horizontalspin reconstructed
image can't recover from the original image. To pemsate for the recovery
of EMSEC-channel information property, we propdse &daptive deranging

filter for image restoration of EMSEC-channel infation.
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Figure 3.10 Reconstructed image without post-piogs

We process the windowing with %616, 8x 8 or 4x 4 macro blocks to

calculate the sum of difference®). TheSDis calculated as follows :

B-1 B-!

SD(u,V) =3 > X(i+u,j+V) (3.2)

j=0 i=0

LN

where,B is the size of macro blocks such as 16, 8 anX & the
reconstructed image not using the image proces§jjpis the spatial location
within the reconstructed image andg, §) is the candidate motion vector. If
final SD value is over threshold obtained by experimerat thacro blocks is
replaced by 255 and the macro block is replace byh@rwise as shown by
Figure 3.11
When we used the window size 16 for calculating 8izz resolution of

reconstructed image is not good but process timfagss by reducing the
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complexity. The size of the macro block is redudke, operation speed is
slower but it is more accurate restoration imagemfrEMSEC-channel
information.

Figure 3.12 shows the reconstructed image usingattaptive deranging
filter which filter size is 4« 4. We can recognize more accurate than the

reconstructed image without any other image praogss

Calculation of SD in the macro-block

SD > Threshold

YES

Replace the 0 in the
macro-block

Figure 3.11 Algorithm flow of adaptive deringindiér for EMSEC-

Replace the 255 in
the macro-block

channel information

sisisisislsislslsls

HHHAHHHEHH
HHHHHHHHHH

<

Figure 3.12 Reconstructed image using the adagévenging filter
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Also, we used four different target characterschtare Korean, Chinese,
English characters and Arabic numeral. When we saegu the adaptive
deranging filter as the post- image processing, cae obtain that the
minimum peak signal-to-noise rati®$NR enhancement of reconstructed
images using the adaptive deranging filter is 2 amdximum PSNR
enhancement is 10 comparing the original recon&dugmage in this
experiments.PSNR is most commonly used to measure the quality of
reconstruction image. The signal in this caseésafiginal data, and the noise
is the error introduced by reconstruction from tEMSEC-channel
information.PSNRis most easily defined via the mean squared €M&E).
Given amxn monochrome original imagé and its noisy reconstruction

imageK, MSEis defined as :

LSS0 -Ka )P

MSE=
mm =0 1=0 (33)

ThePSNRis defined as :

AX MAX,
: )_ O glO(\/—E) (34)

PSNR= 10Ioglo(

Here, MAX is the maximum possible pixel value of the imagéhen the
pixels are represented using 8 bit per sample,igh2®5. Figure 3.13 showes

the PSNR comparison between the reconstructed image withoost-
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processing and the reconstructed image using thatiad dering filter whose
filter size is 4. And chinsese character is moffécdit to reconstruct the image

comparing other characters due to the many stafki®e chinese charcter.

(a) Reconstructed image without image processiRSNR :
58.55)

AL Ha : *1 J ! féf

(b) Reconstructed image using the adaptlve flmmR 68.34)

.—-"Jq'??-‘-'-.
".Lﬁz

T.

Figure 3.13 Comparison 8iSNREnhancement filter
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3.6 Conclusion

In this study, configure your system and build ksakage electromagnetic
signal reconstruction algorithm in order to imprave performance of the
system by applying a averaging technique as aposkssing algorithm to
reconstruction of the VDUs and printer.

By applying the post-processing algorithm, the nstacted image with
improved SNR the noise is removed from the histogram equatizat
algorithm and a combination of multi-threshold dgtm computation
algorithms, the experimental results and the mdgghical algorithm can be
obtained. It is easier to find the frequency of ¢lectromagnetic wave leakage
of the advantages of real-time processing anditgsiction. In this experiment,
for real-time processing with optimal speed andedent SNR at 100
MSamples/sec, respectively, 50, 100, 150, 200 M$E=sfgec, results of
experiments done to restore the signal was posgiblestore the video. In
addition to, we propose the adaptive deringingeffilto reconstruct the
EMSEC-channel information from PC and printer. Whea adjusted our
proposal algorithm as post-image processing for EfISystem, we can
obtain that the minimunPSNRenhancement of reconstructed images using
the adaptive deranging filter is 2 and maximi®8NRenhancement is 10
comparing the original reconstructed image.

We can see that the resolution of the reconstructedje is affected by

distance between antenna and printer and samphtg increasing the
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sampling rate, the resolution of the restored imag®nced. But an area of the

restored image is reduced because AD board memdirgiied. We found that
there is no problem with the recognition even lcampling rate of about 5 ~
10 MSa/sec. Also, it is impossible to reconstriet signal with a distance of
about 300 mm less than about. These experimersaltsecan be expected to
utilize in order to establish the security levedameasurement method. In

future work, it can be basis of research to prewemh leaked signal for the

various other electronic devices.
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Chapter 4 Characteristic of Frequency
Correlation EMSEC Channel in indoor

environments

4.1 Introduction

Many researchers have investigated the EMSEC chamogel and signal
attenuation related to the channel environmentvi®us model is too simple
to reflect a realistically complex environment, amdy give rise to some
discrepancies between simulation results and resdsarements. Although
radio attenuation fluctuates according to the emwitent and distance between
the transmitter (TX) and the receiver (RX), thesevus works [1, 7, 24, 25]
assumed that the radio attenuations are constaotder to obtain security
limit and guide test method.

We find the frequency correlation pathloss charesttes of compromising
emanations to determine the reasonable TRA. TRigfimed as the sum of all
types of radio attenuations such as free spacedndsadditional radiation
pathloss in the environment. The expected noisel land attenuation values
are random variables that, in the absence of hdditar, have to be modelled as
being normally distributed with some mean and vexgadetermined from the
statistical evaluation of a large number of measerdgs in various indoor

environments [7]. We analyzed the pathloss chatatitss of an indoor

© ALY

P
P ]

L

iTA



EMSEC-channel under various environments on this lodshe measurements.
For each environment, we obtained the TRA usingritdability distribution

to overcome the drawbacks of the previous work3 [24, 25].
4.2Channel Measurement

4.2.1 Measurement System

To analyze the characteristics of the compromisemganations, we
performed frequency-domain measurements using wvewttwork analyzer
(VNA) and a pair of biconical and broadband LP antes (Schwarzbeck
VULB9161) from 100 MHz to 1000 MHz. Our measuremsydgtem yielded,
S,; the forward transmission coefficient between thé dhd RX antennas.
For each frequency setup, a known sinusoidal sigraaltransmitted, and the
magnitude and phase of the received signal werair@d. During the CTF
measurements, the VNA was set to transmit 160liraomis-wave tones
uniformly distributed over the frequency bandstiea 100 MHz to 1000 MHz
range with a maximum frequency resolution at adesgy step of 0.56 MHz.
This frequency resolution yielded a maximum exaiday of approximately

1.7 us and a maximum distance range of approximatelyrb33

4.2.2 Measurement Scenarios and Environment

If the eavesdropper is located in an open areafrée-space loss will be
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the dominant attenuation. Because residential dinckareas are easily and
secretly targeted by EMSEC-channel attacks, caionleof the TRA with
regard to these environments is necessary. Measuatesoenarios were set up
by considering the property of the compromising eat@ns. Accordingly,
the TX antenna was fixed in 10 different positiomhereas the RX antenna
was moved along 50 positions at intervals of 0.9 he distance between the
TX and the RX antennas ranged from 1 m to 10 maichechannel model
(CM). Figure 4.1 shows the locations of the TX &l antennas and the
channel environment. Because the frequency speatfutine compromising
emanations from a target device is widely spreadl i intensity is very
weak, we set the transmit power to 1 mW.

To reflect the characteristics of the compromisénganation, we pay more
attention to the non-line-of-site (NLOS) case thtiza line-of-site (LOS) case.
The measurements were carried out in a moderneoffigilding having

concrete walls, metal doors, wood doors, and glasdows.

Table 4.1 Description of indoor EMSEC-channel nied€MSs)

Channel Model Type Material LOS/NLOS
CM1 Free space Air LOS
CMm2 Twin door Wood NLOS
CM3 Single door Metal NLOS
CMm4 Window Glass/Metal NLOS
CM5 Wall to wall Concrete NLOS
45 =
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Table 4.1 summarises the scenarios in which fivgrenments composed

of various materials, LOS/NLOS cases, and strusturere selected to study

the propagation of compromising emanation underinfleence of various

materials, structure, sizes, and layouts.
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(c)Environment 3 and 4

Figure 4.1 Channel environments

4.3 Analysis of Indoor EMSEC-Channel for
Compromising Emanations

For the conventional channel-characteristic amglylse root-mean-square
delay spread and the mean-excess delay are essmrameters. However,
the EMSEC-channel analysis is generally used ttuat@the electromagnetic
field strength of the target equipment. Becausectirapromising emanation
from target equipment in buildings are generaltgratated with the walls of
the buildings and the distance between the tam@pment and the receiver,
the received electromagnetic field strength is gy \mportant parameter in
the determination of the emission security limitdoreover, the delay
parameters are compensated for by the horizontebeartical synchronization
parameters using the number of lines and frameiéecy when the EMSEC-
channel information is reconstructed [7]. Thereforee focused on the
attenuation of the received signals with respedlistance, frequency band,

and channel environment instead of the delay paeme
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Setting target frequency
bands

Selected representative
frequencies

'

Pathloss analysis of
indoor EMSEC-channel

Modeling of total radio
attenuation

Figure 4.2 Outline description of our proposed apph

Figure 4.2 illustrates the procedure we used tggse the emission
security limits. First, we set the target frequebeynds from 100 MHz to 1000
MHz. Next, frequency correlation coefficients aralcolated to find the
representative frequencies at target frequency Handanalysis pathloss
characteristics on EMSEC-channel. We evaluated B considering target

frequency band and channel environment.

4.3.1 Frequency Correlation Property on Indoor EMSEC
Channel

For considering the frequency correlation of théoior EMSEC-channel,
we used the EMSEC-channel measurements from 100 tdH00 MHz
frequency bands in Subsection 4.2. We can obtagn diannel impulse
response (CIR) of EMSEC-channel based on theseumaasents. Figure 4.3
showes examples of channel impulse responses at &@d4CM5. Usually,

for the LOS data, the first arrival path dependdistance. While for the
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NLOS data, first arrival path is depend on distamcel CMs, has very
differentiation each CMs.

From the convolution between our measured lealgrthband the continus
wave (CW) from VNA in the frequency domain, we obéal the envelope of
the measured leaked signal which are applied tireakattenuation due to the
channel environment. Because, the attenuation eoftrdemitted signal from
the VNA is reflected in the attenuation of EMSEGwhel information
related to the channel environment. Figure 4.4 shitv example of envelope

of measured EMSEC-channel information at CM2 asthdice 7 meter.

g S |11

120

(a)CM4 at distance d = 5 meter

E . TTTI@ITTWW 1]

a0

(b)CM5 at distance d = 10 meter
Figure 4.3 Examples of channel impulse responsésfd and CM5
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Figure 4.4 Example of envelope of measured lealgthl at CM2

For the characterization of the frequency corretaproperties from the
100 MHz to 1000 MHz frequency bands, the crossetation coefficient was
used to represent the correlation level of the ivece signal amplitudes

between frequency tones. This process was presienfad].

C.(f, f +Af)

JC.(f, £)C,(f +Af, f +Af) (4.1)

p.(0f) =

whereC,(f1,f)=E[{a(f )-mu(f)Ha(f2)-mu(f)}] , a(f,) is the amplitude of the
channel gain at frequency tomg my(f;) is the mean of(f;) and Af is a

frequency interval. The frquency interval increafesn 1 MHz to interval
bandwidth (BW) 100 MHz by multiples of the frequgrstep 0.5625 MHz in
Section 2. We selected the interval BW is 100 Mbizcause a multiple of

BW = 50 MHz is needed for practical compromising feadable video
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signals [7]. pa(4f) is the average cross-correlation coefficient at fieas

shown Figure 4.5. Because the eavesdropper is elbcat cluttered
environments except free space practically, wendidconsider the CM1. We
simulated the frequency correlation coefficientsiraseasing the frequency
interval to find the all frequency correlationsraerval BW.

The cross-correlation coefficients become smaketha frequency interval
wider generally. But it is shown that the crossreation among the
frequency tones is high from 0.6 to 0.9. Fig. 416v8s an examples of the
correlation coefficients at a distance of 3 m om #00-500 MHz and a
distance of 9 m on the 800-900 MHz using (2) orctiennel environments.

The calculated cross-correlation coefficients is gtudy are listed in Table
4.2. On the basis of these results, we represahiechine representative
frequencies {;) as 200 MHz, 300 MHz, 400 MHz, 500 MHz, 600 MHB207
MHz, 800 MHz and 900 MHz for our target frequen@nls to analyze the

pathloss characteristics on the indoor EMSEC-cHanne

Table 4.2 Frequency correlaiton coefficients @bor EMSEC-channel models

Frequency CM2 CM3 CM4 CM5

(MHz) Min | Max | Min | Max | Min | Max | Min | Max

(100,200)| 0.60 | 0.97 | 0.88 | 0.99 | 0.72 | 0.98 | 0.85 | 0.99

(200,300)| 0.65 | 0.99 | 0.78 | 0.98 | 0.77 | 0.99 | 0.77 | 0.98

(300,400)| 0.71 | 099 | 0.83 | 099 | 0.82 | 0.99 | 0.87 | 0.99

(400,500)| 0.72 | 099 | 0.81 | 099 | 0.73 | 0.98 | 0.71 | 0.99
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(500,600)

0.65

0.97

0.88

0.99

0.72

0.98

0.85

0.99

(600,700)

0.68

0.99

0.78

0.98

0.77

0.99

0.77

0.98

(700,800)

0.75

0.99

0.65

0.99

0.78

0.99

0.65

0.99

(800,900)

0.64

0.99

0.73

0.99

0.59

0.98

0.74

0.99

(900,1000

0.64

0.99

0.81

0.99

0.78

0.98

0.71

0.98

Figure 4.5 Examples of frequency correlation doefts
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4.3.2 Pathloss Characteristics on the Indoor EMSEC-
Channel

To develop an efficient EMSEC system, pathlossperites must be
evaluated with respect to the possible noise lamdl TRA. Pathloss modeling
can be simplified by assuming that the frequeng@eddence and the distance
dependence can be treated independently of eaeh [8®]. We can find the
pathloss equation of the frequency-correlation andeMSEC-channel with
the frequency and the distandédetween TX and RX using the logarithmic

equation [31]

PL(d, f ) =20llog,, f +10[log,,k —10[nllog,,d, 4.2)

Wheren is the pathloss exponent akds the received power amplitude.
We find n andk using least-squares (LS) curve fitting based amatian in
the measured received power with distance for iffe CMs and frequency
bands.

We summarized the detailed parameters of pathigsatien in Table 4.3.
The root-mean-square error (RMSE) between measpegdmeters and
estimated parameters is obtained using LS-curiaditFigure 4.6 shows the
measured received power and LS-fitted curves repted by black solid
lines for each CM.

CM3 and CM4 had a metal door and metal window fréneeveen the TX

" AT



and RX, respectively, in which the EMSEC-channeforiimation was
effectively shielded. We conjecture that CM3 and4_Chad relatively higher
power attenuation than CM2 and CM5, which were cosed of wood and
concrete, respectively. In other words, owing te kbwer power attenuation
of CM2 and CM5, they were more vulnerable to umititmal compromising
emanation compared to CM3 and CM4. If the singtaigty limit is typically
applied for various indoor environments and freqyeoands, signal leakage
IS a concern. The emission security limits are thesessary for considering
the influcence of channel environment in order totgct leakage important

signal from eavesdropping.

Table 4.3 Estimation parameters of indoor EMSE&ndiel models

Representative frequencyf, CMs k n RMSE

CM2 0.012 2.30 0.0004

f, =100 MHz CM3 0.016 2.84 0.0003

r

(100-200 MHz) CM4 0.002 2.29 0.0001

CM5 0.015 1.17 0.0092

CM2 0.066 2.29 0.0016

f, =200 MHz CM3 0.031 2.83 0.0003

r

(200-300 MHz) CM4 0.002 2.29 0.0001

CM5 0.027 1.06 0.0103

f, =300 MHz CM2 0.089 2.33 0.0019
(300-400 MHZ) CM3 | 0018 | 2.82 | 0.0004
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CM4 0.002 2.32 0.0003

CM5 0.054 1.36 0.0075

CM2 0.089 2.37 0.0009

f, =400 MHz CM3 0.014 2.92 0.0003
(400-500 MHz) CM4 0.002 2.40 0.0001
CM5 0.029 1.20 0.0035

CM2 0.108 2.41 0.0019

f, =500 MHz CM3 0.054 2.93 0.0001
(500-600 MHz) CM4 0.007 2.33 0.0001
CM5 0.032 1.14 0.0066

CM2 0.080 2.40 0.0039

f, =600 MHz CM3 0.005 2.90 0.0001
(600-700 MHz) CM4 0.008 2.33 0.0001
CM5 0.024 1.20 0.0042

CM2 0.109 2.38 0.0011

f, =700 MHz CM3 0.025 2.88 0.0001
(700-800 MHz) CM4 0.009 2.32 0.0001
CM5 0.021 1.32 0.0042

CM2 0.153 2.34 0.0041

f, =800 MHz CM3 0.024 2.92 0.0001
(800-900 MHz) CM4 0.007 2.41 0.0001
CM5 0.019 1.26 0.0043

f, =900 MHz CM2 0.050 2.32 0.0009
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(900-1000 MHz) CM3 0.002 2.94 0.0001
CM4 0.001 2.50 0.0001
CM5 0.016 1.14 0.0062
’?26‘, n=117, RMSE=00013 ,m\k:ﬂﬂ&i n=233 RMSE=0007% ;:Exg

= 0072, n=230, RMSE = 0.0007

Received power (dBm)
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Figure 4.6 Example of LS-curve fitting on receiyemver

Some researchers adopted the two-ray Rayleighdadivdel to represent

the digital channel for compromising emanation, vihich the pathloss

exponent n was a constant value of 2 [7, 24]. Otheearchers took the value

of nas 2 at 900 MHz and 2.2 at frequencies from 1.2 @HzGHz [25].

However, we calculated the pathloss exponent us#wgurve fitting with
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the measured value of 500 points each CMs anddrexyubands respectively.
And then, we found that the pathloss exponent vialnged from 1.06 to 2.94
depending on frequency band and the CMs, whichum differed with

propagation environments, such as an empty officepncrete wall, a wood

or metal door, or a glass window.

4.4 Conclusion

To propose the emission security limits, we setténget frequency bands
from 100 MHz to 1000 MHz, firstly. Next, frequencygrrelation coefficients
are calculated to find the representative frequenat target frequency band
for analysis pathloss characteristics on EMSEC+sbhT he cross-correlation
among the frequency tones is a little bit high fro® to 0.9. We represented
the nine representative frequencies as 200 MHz, N3Biaz, 400 MHz, 500
MHz, 600 MHz, 700 MHz, 800 MHz and 900 MHz on thasis of these
results.

We find the frequency correlation pathloss charésttes of compromising
emanations to determine the reasonable TRA. TRdefsed as the sum of
all types of radio attenuations such as free sfEseand additional radiation
pathloss in the environment.

We calculated the pathloss exponent using LS-cdittimg with the
measured value of 500 points each CMs and frequbaogls respectively.
And then, we found that the pathloss exponent vialnged from 1.06 to 2.94
depending on frequency band and the CMs, whichun differed with
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propagation environments, such as an empty offioepncrete wall, a wood
or metal door, or a glass window. CM3 and CM4 hadegal door and metal
window frame between the TX and RX, respectivatlywhich the EMSEC-
channel information was effectively shielded. Wenjeoture that CM3 and
CM4 had relatively higher power attenuation thanZamd CM5, which were

composed of wood and concrete, respectively.
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Chapter 5 Emission Security Limits for

Compromising Emanations

5.1 Introduction

In this chapter, we present a periodic and aperiediission security limits
using the measurement and analysis of electromiageatission security
channel in chapter 4. Based on investigation abatently known security
limits, suitable and actual security limits are pwesed. These emission
security limits can be used as the basis of thetddanthe leakage

electromagnetic radiation of information appliadle¥ices for authentication.

5.2 Parameters for Security Limits

In this section, we propose security limits on coongising emanation
based on the measurement and analysis of the fregumrrelation indoor
EMSEC-channels, as described in Chapter 4.

Figure 5.1 shows the EMSEC system configurationeath stage for
determination of emission security limits. EMSEC stgyn’ SNR is
proportional to system gains such as antenna gairsignal processing gain,
and inversely proportional to total radio attenomatin the radiation path and

environmental noise strength [7, 25]. TBRRIs defined as
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E [G, G
SNR= ™2 B (dB) (5.1)
|:En,B |:fn

otal

where, Ena= maximum field strength that the test standaradnjisr

B = the impulse bandwidth used in the test

aota— IS defined by total radio attenuation(TRA) suchfiee space
pathloss and additional radiation pathloss by thilimg walls

G.= the gain of the best directional antenna th&asible for
use by the eavesdropper

Gp,= the processing gain that can be achieved withnigoes
such as periodic averaging

E.g= the field strength of natural and man-made radise at
the location of the eavesdropping antenna wittbarsdwidth B

f,.= the noise factor of the eavesdropper’s receiver

(5.1) can be expressed by the logarithm (dB) deviahg (5.2)

SNR=E, ., +G,+G, -a,, ~E,z — f,, (dB) (5.2)

Antenna f
o

Receiver Processor

alL}ld!
E‘ﬂaxv Ga- ENJiS-S S/N~ GIJ
Waveform Generator

for synchonization

Figure 5.1 EMSEC'’s system configuration
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This method consider that the minimal backgroundsenothat the
eavesdropper faces even under good receiving comslitthe gain from
antenna types that can be used covertly, and ihefrgan the use of suitable
detection and signal processing methods for theasigf interest the closest
distance between antenna and target device forhwtiotection is needed.
They achieved the signal-to-noise ratio that acdidiquency eavesdropper
under these conditions using (5.2).

Finally, we can obtain the emission limits leveldi&rive each parameter to
obtain the best signal-to-noise ratio from (5.20b&ection 5.2.1~5.2.6 are

presented the details of each parameter.

5.2.1. Total radio attenuation

The valueaygy, is defined by TRAs such as free space pathloss and
additional radiation pathloss by the building walle assumed the maximum
distance to be 10 m since the EMSEC system would@aloser than 10 m
in indoor environments. Therefore, the TRA. is defined at a
representative frequency,, receiver power amplitud&k, and pathloss

exponenn which are depends on channel environments as

8a = PL(10,f,) =2000g,, f, +100og,k~10th. (dB) (g o
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A comparison of the available literature on outdramtio noise shows that
rather limited data is available on indoor radignsil attenuations caused by
building materials [7]. Previous work [1, 7, 24,]2&ssumed that radio
attenuations would have constant values. They meadi that indoor ratio
signal attenuation by building materials clear datafar less. They adjusted
that the survey publications [32, 33] provide datathe frequency range of
900 MHz to 100 GHz, which is of particular interéstdesigners of mobile
personal communicaiton systems and wireless netagrépplications [7].
However, this data shows only a few trends and Ijnodbcuments a
significant variability between buildings. The seyv[33] lists a number of
alternative models that have been used to desattrauation in buildings.
Example values from published measurements memtiong33] include 1.4
dB for a cloth-covered office, 3 dB for wood andthrsliding, 7 dB for a 200
mm concrete block wall, 13 dB for another concregdl, and 12 and 16 dB
for floors in different buildings, where at 900 MHm addition to free sapce
loss, attenuations of 10~25 dB have been repoRedthe VHF frequency
range, they found a study [34], which looked ab&8 150 MHz signals from
a far away station and found that signal levelglmsuildings are in the order
of 20~25 dB lower than outside in the street arad the building attenuation
was in the range 5~45 dB in about 90 % of all mesmants made with a
sightly lower attenuation for 150 MHz. They wantdosure protection even
for rooms whose attenuation by building materialdocated in the lowest
decile of the available statisics and thereforetosa radio attenuation is 15

dB at 10 meter.
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However, the radio attenuations have to be modededeing normally
distributed with a mean and variance determinealidjin statistical evaluation
of a large number of measurements in various enmsnts. Accordingly, we
measure and analyze the frequency correlation mBMSEC-channel under
indoor environments. Based on these results, wedftluat the TRA in dB can
be modelled as a random process that follows aaRidistribution at each
channel. The cumulative distribution function (QDé&f the total radio
attenuation with Rician fitting at CM2 at 400-50C0H& and CM4 at 900—
1000 MHz is shown in Figure 5.2. The empirical C&fows good agreement
with the CDF of the Rician distribution.

Let s denote the direct-waves peak amplitude anddenote the standard
deviation of the overall total radio attenuat@g,, then the Riciak-factor is

given as

k= : (5.4)

The Rician CDF is calculated as follows

J@)mlm(atotalﬂ)

— atotal2 .
C ice( otal ) - exﬂ_(k + )] (
R at I 20-2 mz:() atotal g (55)

andl() is a modified m-th order Bessel function of thstfkind [31]. And

Table 5.1 summarises tlseand g values of measured channels, the RMSE
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of the measured results with Rician fitting resahd the 90% probability of

TRA for each CM and frequency band.

Table 5.1 Rician CDF parameters of indoor EMSE@&rciel model

Frequencyy CMs S o RMSE TRA (dB)

100 CM2 0.77 1.18 0.06 41

- CM3 0.84 1.25 0.02 43
200 CM4 2 2.17 0.05 48
MHz CM5 2.6 2.44 0.04 29
200 CM2 0.03 1.05 0.06 33

- CM3 0.51 1.09 0.17 42
300 CM4 1.64 0.90 0.03 48
MHz CM5 0.66 1.30 0.04 24
300 CM2 0.40 1 0.06 32

- CM3 0.70 1.20 0.03 42
400 CM4 1.86 2.07 0.05 47
MHz CM5 1 0.87 0.03 24
400 CM2 0.23 0.71 0.02 31

- CM3 2.73 1.59 0.06 45
500 CM4 1.46 0.86 0.05 50
MHz CM5 0.39 0.67 0.04 25
500 CM2 0.94 1.53 0.049 30

- CM3 2.36 1.21 0.024 51
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600 CM4 0.78 1.30 0.018 51
MHz CM5 0.59 0.70 0.021 24
600 CM2 3.47 2.79 0.042 36

- CM3 1.69 1.09 0.030 49
700 CM4 3.01 1.89 0.063 51
MHz CM5 1.20 0.56 0.036 26
700 CM2 0.18 0.70 0.019 31

- CM3 0.99 1.89 0.032 51
800 CM4 3.22 1.08 0.031 51
MHz CM5 0.66 1.08 0.032 29
800 CM2 1.92 1.03 0.063 29

- CM3 3.90 1.02 0.020 57
900 CM4 2.05 2.02 0.016 52
MHz CM5 1.13 1.19 0.024 28
900 CM2 11 1.01 0.03 34

- CM3 1 1.6 0.06 57
1000 CM4 0.99 1.05 0.02 57
MHz CM5 1.77 0.98 0.004 27

We found that the TRA does not show significantedénces depending on
the frequency bands and has the following rangeemidipg on the

environment : 29-41dB at CM2, a 42-57 dB at CM3,/ab7 dB at CM4,
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and 24-29 at CM5. In addition to, CM3 and CM4 hgveater TRA than
CM2 and CMS5.

a | . . \ . \ . . \
55 s 57 53 &3 B0 Bl B2 63 B4 65
Tatal radio attenuation (45}

(a)CM2 at 400-500 MHz (s = 0.237 =0.71)
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55 s 57 53 59 60 Bl 62 63 64 65
Total radio attenuation (45}

(b)CM4 at 900-1000 MHz¢ =0.99, 0 = 1.05)

Figure 5.2 Rician CDF fitting of total radio atteation
5.2.2. Radio noise

A standard survey-data reference for the noiseldet@ be expected in

various environments throughout the radio spectexists in the form of
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ITU-R Recommendation P.372 [35], which summarizee tesults from
numerous noise intensity measurements and categdhigir origin.
Environmental noise was the radio noise aroundwtineless information
devices and eavesdroppers, and derived expregsieasnted in the ITU-R
Recommendation P.372 [35]. Radio noise to the enuient based on the

recommendation of the noise can be expressedlawol

E,,(dBV) = F,(dB) +20log f,,,,, +10l0gB,,,, — 368,  (dB) (5.6)

where,F, is external noise figurdyy, is frequency andyu,is receiver's
BW. F, is presented equation (5.7). External noise is shioyvthe following

equation (5.7) on the recommendations

F,=c-dlog(f) (dB) (5.7)

where,c andd are constant values which are different by regiad the
value is categorized by commercial area, resideartéa, rural areas, not rural
and cosmic noise in the from 0.3 MHz to 250MHz freqcy band in Table
5.2 and Figure 5.3.

Table 5.2 Parametecsandd

Environment C d
Commertial area 76.8 27.7
67 !
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Residential area 72.5 27.7
Rural areas 67.2 27.7
Not rural 53.6 28.6
Cosmic noise 52.0 23.0
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A:commertial area, B: residential area, C: rurakar D: not rural, E: cosmic noise

Figure 5.3 External noise figure correspondingram®nment

5.2.3. Antenna gain

In the commercial market, the highest antenna gathe 100-1000 MHz
frequency band is commonly 1Bi [36]; hence, we adopt an antenna gain,
G,, of 17 dBi for our target frequency bands to obtain rigorensission

security limits.
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5.2.4. Signal processing gain

The advantage of signal processing, using vario8® [b processes the
digital signals that after digitized via AD conwartsignal of electromagnetic
radiation that is received via the receiver shdvesadvantage to get through a
method for improving th&NRof the signal.

The advantage of the signal processing, the sighatlectromagnetic
radiation that can be obtained through filteringyri€lation, and character
recognition algorithms and averaging, generatednfrthe information
equipment such as a computer monitor, the samelsigth a constant cycle
to illustrate the form of periodic signals to b@eated. Averaging techniques
is the most efficient method how to receive repdatimnals of multiple
periods continuously.

Received waveforms are mixed up noise componensigmel component.
Let us consider the case to match the phase o$igmal to match with a
plurality of cycles these received waveforms. Beeathhe signal component is
applied to the same phase, the voltage of the Isigitde doubled. However,
because it has a random phase to each other wiseassumed to be random
noise, synthesis, noise component shows the effgmwer is double the two
signals having different phases. As a result, tigpas voltage increased,
power is increased, in the case of noise.

Thus, the advantages of the signal processing bgetimethods can be

generalized as follows. We adopted an averaginginique as a post

© @ Aey s

iiin

L

iTA



processing method for image in order to improveSN&of the reconstructed
EMSEC-channel information. This method is a pradtibighly effective, and
widely used technique for increasing tBRIRof a periodic signal, such as a
signal generated by the image-refresh circuitryBUs [2, 7]. We used the
common video resolution mode of 1280024 at 75 Hz, which is composed

of 1,799,408 pixels [26]5; is defined as (5.8) [7]

G, =10(log,,M,  (dB) (5.8)

whereM indicates the number of the periodic signal applaethe correct
phase. Sinct is related to the available acquisition memoryhie receiver
as (5.9), we used high performance acquisitioragi&rwhich has a maximum
memory of 512 MB and 12 bit resoultion, 2 byte sed for store. The

maximumM is 213 and5, is calculated about 23 dB using Equation (5.8).

: 6
_ 512x12bit x10 _213

= = 5.9
1799408x16bit (5.9)

As a result, the number of signal period which barapplied to the exact
phase, is a primary parameter, the advantagesgoélsprocessing can be
obtained by averaging technique method, when it netsapplied to the
correct phase in the course of the treatment is,fgbssible to take advantage

of the signal processing lower than this.

" AT



5.2.5. Minimum SNR for reconstruction

The final output of the reconstructed image affglying signal processing
methods has been changed to a digital signal #iféesignal received by the
antenna and receiver will have a certain amour8MR but if they will be
recognized as the information.

Figure 5.4 shows the characteristics of the reBtoraimage that is
presented in the paper [7]. Vertical axis showsSh&value, shown in 5 dB
increments. In this example, must havBNRof 10 dB or more, at least it is
believed to be possible to recognize a correctatitar, and when you want to
use a larger font and using such detection algardhd character recognition
than this is judged possible to character recagmith the signal loweBNR

The paper of MarkusSNRof the restored image has been suggested that
can be recognized as an information unless you @rdBiore at least when

you take into account the effect of improving aiefyrof multiple.

5.2.6 Receiver noise factor

A noise figure of receiver is the ratio betweeNRat output andSNRat
input on receiver. It is an index showing the dffgicthe noise by the receiver
and a receiver having the lower noise figure isdoet

We assume the attacker uses a receiver with a figise off, = 10 dB
given for the Dynamic Sciences R-1250 and an ingpbndwidth of B = 50

MHz for same condition Kuhn’s receiver noise fig{ifg
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Figure 5.4 Video signal with varyinfgNR

5.2.7. Calculation of Emission Security Limit

Video display images are easily recovered by thiogie property of their
EMSEC-channel information, whereas printer andifaages, which exhibit
aperiodicity in their EMSEC-channel informationgaeproduced by a single
operation. From this point of view, the periodicigsion security limit is
considered to be the processing g&, when using the averaging image
processing technique. However, it is difficult fot@in the processing gain for
an aperiodic emission security limit. Hence, welp@p processing gain in
order to divide periodic and aperiodic emissionusigg limits. Emission

security limits can be classified into confideritiatlasses A and B. Class B
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is for confidential equipment handling sensitivaagiaherefore, it requires
stronger protection than class A [1].

Table 5.1 lists the TRAa(,,) from 100 MHz to 1000 MHz for each CM.
oz has a range from 24 dB at CM5 to 57 dB at CM3 ah4. We
calculated the emission security limits for classufing (5). Enaxis 21
dB 1 V/m for class B at 200-300 MHz when tB&IRis O dB, the receiver’ s
BW is 50 MHz, and the distance is 10 m. From (5i2)s found that the

emission security limits for class A are 45 dB/m on the same frequency

band.

5.3 Proposed Emission Security Limits

In this subsection 5.2. .« is 21 dBu V/m for class B at 200—300 MHz
when theSNRis 0 dB, the receiver’s BW is 50 MHz, and theafige is 10 m.
From (5.2), it is found that the emission seculityits for class A are 45
dB 1 V/m on same frequency band. Because the generelrgpeanalyzers
allow a maximum impulse BW of either 1 MHz or 5 MHneasurements
with a BW of 50 MHz are not possible using the camiy used spectrum
analyzers. Therefore, the corresponding limit isdBlower at a BW of 5
MHz [2]. We can therefore obtain the emission siéglimit for BW 5 MHz
as 1 dBu V/m for class B and 25 dB V/m for class A at 200—300 MHz .

Table 5.3 presents our calculated emission seclirijts using the
frequency correlation indoor EMSEC-channel analgsidistanced of 10 m,

a BW of 50 MHz and 5 MHz, respectively. We can ignohe + 1 dB
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interval of the calculated security limits to fadto several groups. For stricter
emission security limits against eavesdropping, seected a more rigid

emission security limit by grouping.

Table 5.3 Calculated periodic emission securityth (unit :dBuV/m)

Frequency BW = 50 MHz BW =5 MHz
(MHz) Class A Class B Class A Class B
100-200 45 24 24 4
200-300 45 21 25 1
300-400 44 21 24 1
400-500 47 22 27 2
500-600 49 21 29 1
600-700 48 23 28 3
700-800 48 26 28 6
800-900 49 25 29 5
900-1000 55 25 35 5

Table 5.4 Proposed emission security limits (udBuV/m)

Aperiodic EMSEC-channel| Periodic EMSEC-channel
Frequency (MHz) information information

Class A Class B Class A Class B
100-200 47 27 24 4
200-400 47 24 24 1
400-600 51 24 28 1
600-700 51 26 28 3
700-900 51 28 28 5
900-1000 58 28 35 5
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The periodic emission security limits for BW 5 MHze 1, 1, 2, and 1
dBuV/mfor class B in the 200-600 MHz, these can be gedugs 1dBuV/m
In addition, the periodic emission security linfiis BW 5 MHz are 27, 29, 28,

28, and 29dBuV/m for class A in the 400-900 MHz range, these can be

grouped as 28BuV/m Similarly, the periodic emission security classitis
for BW 5 MHz can be grouped 2#BuV/mfor class A in the 100~400 MHz.
Aperiodic emission security limits are weaker thia@ processing gaiG,, 23
dBi than periodic emission security limits owing te ttedundancy caused by
repetitive signals. So, that the periodic EMSECreted information is easily
leaked and reconstructed, which results in a piatersk. Thus, the periodic
emission security limits must be stronger thanaperiodic emission security
limits.

Finally, we present our proposed periodic and ap@riemission security
limits in the target frequency bands using the deagpy correlation indoor
EMSEC-channel analysis at a BW of 5 MHz and distahof 10 m in Table
5.4. In general, with existing EMC standards [4,cd¥éss B has a strict value
10 dB higher than class A without consideration \afrious channel
environments. Class A and class B for the prop@seigsion security limits
are influenced by the TRA, which is affected by freguency and channel
environment. Therefore, the difference in the eimissecurity limits between
class A and class B implies the difference betw#em maximum and
minimum values of the TRA, which are affected bg thannel environment

and frequency band.
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5.4 Comparison with Public Standards and Other
Security Limits

5.4.1 CISPR22 and MIL-STD-461E

For comparison, we selected the CISPR22 class latd [4], which is
used globally as a radiated emission standardlfequipment in commercial
EMC standards, and the United States military EM&hdard MIL-STD-
461E/R102 [5] for mobile army and navy equipmendiaton. EXisting
security limits [7, 25] and the civilian [4] and litary [5] EMC standards are
tunned to the same measurement conditions suchVésoB5 MHz and
distanced of 10 m, and VHF and UHF bands with the proposeclListy
limits to prove their reliability and practicalityVe have to take into account
the different BW and antenna distances. To incréssanpulse BW from 120
kHz for other EMC standards to 5 MHz for the pragb&mission security
limits, we have to raise the permitted field stibenigy 32 dB, in order to keep
the equivalent spectral density constant. The dirhdve to be raised further
by 20 dB to convert the measurement distance freéonlD m [7].

The emission limits under the CISPR22 class B dasiscA standards are
62 dBuV/mand 72dBuV/m, respectively, from 30 MHz to 230 MHz. For the
CISPR22 class B and class A standards, the lim&s68 dBuV/m and 79
dBuV/mfrom 230 MHz to 1000 MHz, respectively. The MILISH61E class
B standard is 241BuV/m at 100 MHz, which linearly increases up to 32
dBuV/mat 1000 MHz. The MIL-STD-461E class A standard4siBuV/m at
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100 MHz, which linearly increases up to 8BuV/m at 1000 MHz at a
distance of 10 m and a BW of 5 MHz.

Other measurement parameters of the compared ks as the antenna
gain, signal processing gain, both natural and made radio noise, and
noise factor are used to determine ®MR for EMSEC system Eq. (4).
Because the civil and military EMC standards [4¢&jsider the unintentional
generation, propagation and reception of electromtg energy with
reference to the unwanted effects to other IT amyigeneral EMC standards
did not applied for these the measurement parambtsrause it does not take
into account theSsNR In addition, other security limits [1, 7, 25] aapplied
by ITU-R P.372 [31] for natural and man-made ndigetor as like the
proposed security limits to consider tBBIRand these security limits same as
noise figure as our security limits.

Previous works and published EMC standards usedahe security limit
for all kinds of equipment in various environmertfwever, we proposed
the emission security limits based on measuremedt analysis of the
EMSEC-channel in various real indoor environmeiite proposed emission
security limits are considered as the level of mmrftiality and TRA based on

the channel environment and frequency bands.

5.4.2 Security limits for Markus G. Kuhn

Most foreign countries classified for the leakadeceomagnetic shielding
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standards and criteria without disclosing. Howeuter,present the related
research in the field of academic methods and atdsdare often derived the
leakage electromagnetic shielding standards. Usityeof Cambridge, UK,
Markus G. Kuhn presented these method his doctioesis and ITU-T K.84
is generated the test methods and guide agairmtrmiafion leaks through
unintentional EM emissions. In this section, thesisting two security limits
are explained

Markus method is presented by deriving the eavepdnts the signal-to-
noise ratio SNR that. Therefore, that method is to calculate $iINRof the
obtained signal gain and the noise component frarmadrget devices passing
through antenna, receiver and signal processingeev

To define stricter emission security limits thae tBMC standards, for the
worst case scenario we assumed that3NRis less than 0 dB because of
unreadable text for reconstruction [7], the receiseBW is 50 MHz, and the
distance is 10 m. To protect the equipment againgMSEC-channel attack,
we calculated the maximum field strendi,qxWhich is the emission security
limit, to satisfySNR < 0 dB using the logarithmic equation (4).

In (5.2), Enoise andf, are set to 27 dg V/m and 10 dB, respectively, as
given in [2]. In the commercial market, the highaatenna gain in the 100
MHz to 1000 MHz frequency bands is commonly dBi [33]; hence, we
adopt an antenna gafb, of 17 dBi for our target frequency bands to obtain
rigorous emission security limits. When in settthg standards for the Worst
Case was mentioned represent the effect of 45 dBdB attenuation due to

buildings in front of the building by at least 5 dBenuation can be applied.
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(5.2) assigned to each of these parameters wasnpeglsin front of the
signal to restore requires at least 0 @IBRfinal, you can get the upper level
of electromagnetic radiation in Worst Case condgidor the protection of
information leakage.

As a result, if the conditions set out above, thakhge electromagnetic
wave generated by the information device to beasgld into the @iBuV/mor
less, is the conclusion that can be protected agaformation leaks. The
Kuhn’ s security limit [7] is 1dBuV/m, assuming a constant radio attenuation
at a distance of 10 m and a receiver BW of 5 MHthenVHF and UHF bands.
In addition to, [25] proposes the security limiaths 49.5dBuV/m from 100
MHz to 500, 50. dBuV/mfrom 500 MHz to 1000 MHz, and 56dBu:V/m at
1000 MHz. Because constant radio attenuation wds coasidered the
influence of channel environment, the Kuhn’ s emissecurity limit did not
reflect the pathloss characteristics of the comsmm emanation in a real

environment.

5.4.3. ITU-T K.84 Guideline

A. The guiding concept

Whereas proposed method by Markus our is laid thendation for
computing thesNRwith an emphasis on noise component that appemirsgd
signal transmission system, the provided methogiged by NTT represents
the shape of deriving a base shield on the bagtseafinimum input level of

the receiver. Also in this method, the parametetstlse same system as
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Figure 5.1, is considered are minimum receiver tinpoltage level and

minimum SNRrequired to restore the signal.

B. Antenna factor
Antenna factor is a parameter showing the electgmetc field generated

around the antenna and is expressed by the folipedgiation.
A (dB) = HdBuV) - \( dix Y (5.10)

If the input impedance of the antenna is matcheBf®, with the gain of
the antennas, the antenna factor may be calculated as Equdfi@h in

general.
A, =200og,, (f [MHz])- G—29.79 (5.11)

The most ideal antenna factor has a value of O¢clwis a mode in which
the output signal is generated by an electromagfietd around without any

loss. The antenna having the small antenna fabtaws the high performance.

C. Minimum input voltage level
This parameter represents the sensitivity of theeiver and shows a
minimum signal voltage level can be processed at rdceiver. If the

bandwidth is wider, the minimum input voltage leirelreases as fallen to its
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characteristics sensitivity. The input voltage legk the signal has a form

such as (5.12).

Emin :Vmin + SNRF 'fA‘ (5-12)

Here,SNRis the strength ration between the signal requivedignal

reproduction and noise. In other words, performaigaeduced to

increase in noise so that a recognized signal rnisisecreased by the

characteristic in response to the increase in batdw

D. Minimum SNRfor restoration

The NTT data has been presented classified ineettypes: a used receiver,

is shown by dividing th&NRvalue that is required for signal recovery when

using the receiver, respectively. Table 5.5 shdwes requiredSNR for the

each receiver.

Table 5.5 Examples of receiver and requis®tR

Receiver Classification of Receiver Minimum SNR
Receiver | Amateur receiver 20 dB
Receiver Il General-purpose EMC receiver 15dB
Receiver I Special receiver for TEMPEST 0dB
o o A&t
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E. Maximum distance for restoration EMSEC signal
NTT document derived the maximum distance that loanrestored the
EMSEC signal.
(1) Antenna factor
They have selected the lowest antenna factor bgsiigating the Yagi
antenna amateur radio for VHF bands. The selectehaas have the antenna

factor from 2.2 dB at 144 MHz to 19.0 dB at 2.4 GHz

(2) Minimum input voltage level
Checking the specifications of the receiver, mimminput voltage level
was presented to -13 ¢BV of 120 kHz receiver bandwidth in general. The
reception bandwidth required at least 3 MHz to vecanformation from the
received signal. The minimum input voltage levethrs receiver is calculated

(5.13).
-13+10log, (3¢ 16 /1.2 10F 0.98BuV  (5.13)

(3) Calculation of limit level
Using the TEMPEST equipment, it is possible to aestthe leak
electromagnetic waves onlyNRof 0 dB or more. It is assigned to derive
equation (5.13) by obtained parameters , a limlaakl is obtained 3.18
dBuV at 144 MHz, 13.28 d@/ V at 1.2 GHz
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Compared with the class B and class A of VCCI,
certification standards, the level is derivedhd& EMSEC signal is radiated in

a space surrounded by the reinforced wall, TEMPESEIiver as shown in

padase EMI

Figure 5.5 it is determined that it is possibledstore and reception of signals

up to about

Leaking electromagnetic wave str7*lgth of VCCI class A products (free radiation)

60

Leaking elec

50
m
[
Q

= 40
I
@
o

0 30
)
>
Q

= 20

=X
o
<

= 10
3

0

-10
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19-31 dB stricter than the MIL-STD-461E class Bndtad and 57-68 dB
stricter than the CISPR22 class B standard. Thpgsexr periodic emission
security limit for class A is 9—28 dB stricter thtdre MIL-STD-461E class A
standard and 37-55 dB stricter than the CISPR23 dastandard. In addition,
the proposed aperiodic emission security limit étass B is similar to the
MIL-STD-461E class B but differed slightly by 0-58d The proposed
aperiodic emission security limit for class A isngar to the MIL-STD-461E
class A, with a difference of 0—6 dB. Further, fiteposed periodic emission
security limit for class B is the same as the Kukrémission security limit
from 200 MHz to 600 MHz. And differenciation betvmeaperiodic emission
security limit for class A and security limit ofgRis from 0.3 dB to 7.3 dB.
However, Kuhn used the mimimum constant radio atifon values to

propose the security limits using the three sud@guments [32,33, 34].

an : ! T T | [=—Psichss B
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70 : : : : : || m— S| Class A
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Figure 5.6 Comparison between our proposed sedumitg and other security

limits and EMC standards
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5.5 Conclusion

In this chapterwe present our proposed periodic and aperiodission security
limits in the target frequency bands using the demty correlation indoor EMSEC-
channel analysis In chapter 4, we measure and analyze the freguenc
correlation indoor EMSEC-channel under indoor emwvinents. Based on
these results, we found that the TRA in dB can loelefled as a random
process that follows a Rician distribution at eabannel. We found that the
TRA does not show significant differences dependinghe frequency bands
and has the following range depending on the enmient: 29-41dB at CM2,
a 42-57 dB at CM3, 47-57 dB at CM4, and 24-29 abCM

Emission security limits class A and class B afeé@mced by TRA which is
affected by frequency and channel environment.oB&riemission security
limits for class A is 24, 28, 38BuV/min the 100-400 MHz, 400-900 MHz
and 900-1000 MHz, respectively. And periodic enaisssecurity limits for
class B is 4, 1, 3, 8BuV/min the 100-200 MHz, 200-600 MHz, 600-700
MHz and 900-1000 MHz, respectively. The differemgth emission security
limits of class A and class B implies the differefdmetween the maximum and
minimum values of the TRA which are affected byrokel environments and
frequency band. In addition, the differences witle PECI and AECI of
emission security limits have the processing g&8,dBi owing to the

redundancy caused by repetitive signals. So, tleaPECI is easily leaked and
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reconstructed, which results in a potential riskug, the periodic emission
security limits must be stronger than the aperiediission security limits.

For our proposed security limit's reliability andapticality, we compared
the existing security limits, including the civifiaand military EMC standards
as same measurement conditions such as BW of 5andalistance d of 10
m, and VHF and UHF bands with the proposed seclinitigs. The proposed
periodic emission security limit for class B is B3-dB stricter than the MIL-
STD-461E class B standard and 57-68 dB strictar tha CISPR22 class B
standard. The proposed periodic emission secumiiy flor class A is 9-28 dB
stricter than the MIL-STD-461E class A standard 8@e55 dB stricter than
the CISPR22 class A standard. In addition, the ggegd aperiodic emission
security limit for class B is similar to the MIL-®F461E class B but differed
slightly by 2-5 dB. The proposed aperiodic emissieaurity limit for class A
is similar to the MIL-STD-461E class A, with a difence of 0—6 dB only.
Further, the proposed periodic emission securityt Ifor class B is the same
as the Kuhn’ s emission security limit from 200 Miz 600 MHz. And
differenciation between aperiodic emission seculiyit for class A and
security limit of [6] is from 0.3 dB to 7.3 dB. Hawer, Kuhn used the
mimimum constant radio attenuation values to prepthge security limits

using the three survey documents [32,33, 34].
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Chapter 6. Summary and further study

Radio wave is unintentionally emitted from inforioat technology
equipment. The important information can be repceduby these received
electromagnetic waves using the high sensitive nmateand receiver
intentionally. This phenomenon is referred tacaspromising emanations (CEs)
or Electromagnetic emanation security (EMSEC).

While important documents related to these compimmiemanations have
been withheld from the public by military organipats. In addition, existing
general EMC standards and security limits for campsing emanations are
unsuitable for emission security purposes. Forrgason, reasonable emission
security limits for various electronic devices degl with significant
information are necessary. In our study, we focusedestablishing the
security limits for the compromising emanationgitioor environments.

Secondly, we represent how to build the EMSEC-sysiad to restore the
signal leakage of electromagnetic waves on the sbadi the signal
characteristics of the electromagnetic wave leakdgeinter and PC monitors
that you saw in Chapter 2. The parameters thaingarove the performance of
signal recovery of the leakage electromagnetic wawean be given antenna
sensitivity, RBW of the receiver, and signal pr@teg gain. To adjust the
signal processing gain, antenna which have the &idgdnna gain, and the use

of wider RBW on receiver are improved hardware dMIEC system.
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Whereas, post-processing image restoration algotitt a EMSEC system is
a portion corresponding to the software of EMSE&ew.

Techniques for increasing signal strength and naisduction are
particularly important when trying to measure coampising emanations
because the magnitude of these signals can benwtyresmall. Averaging
technique find to achieve maximum cross correlatimiween recorded
electromagnetic leaked signals. That method isaatioal, highly effective
and widely used technique for increasing the sigmaloise ratio $NR of a
periodic signal, such as that generated by the émnafyesh circuitry in a
video display system. But, the printer and facsngkhibit aperiodicity in
their EMSEC-channel information during their operatstate unlike video
display systems. Since the aperiodic EMSEC-chann&rmation of
equipments such as printers and faxes is not iedoim processing gain, the
differences between periodic- and aperiodic-comfsimg emanations need
to be considered in order to establish emissionurdgc limits. We
reconstructed the EMSEC-channel information fromDélAnd printer using
the averaging technique and proposed the adaptimegihg filter.

Next, we perform the electromagnetic emanationr#gdiEMSEC)-channel
measurements in the 100-1000 MHz frequency baret®ar, we analyze the
pathloss characteristics of the indoor EMSEC-charibesed on these
measurements. We find the frequency correlatiohlpsd characteristics of
compromising emanations to determine the reasonatdéradio attenuation

(TRA). Also, the pathloss exponent value have ggeaffom 1.06 to 2.94
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depending on frequency band and the CMs, whichum differed with
propagation environments.

Through this EMSEC-channel analysis, we affirm tiia¢ total radio
attenuation, which is one of the key parametersdiiermining the security
limits for compromising emanations, follows the iRt distribution. However,
previous work assumed that radio attenuations wale constant values. We
found that the TRA does not show significant degfezes depending on the
frequency bands and has the following range depgnaoin the environment,
29-41dB at CM2, a 42-57 dB at CM3, a 47-57 dB a#Cand 24-29 at CM5.
In addition to, CM3 and CM4 have greater TRA than2Cand CM5.

With these results, we propose that periodic amiiagic emission security
limits can be classified into two levels dependimgthe total radio attenuation
and the extent of required confidentiality. Pergoeimission security limits for
class A is 24, 28, 38BuV/min the 100-400 MHz, 400-900 MHz and 900-
1000 MHz, respectively. Similarly, periodic emigsisecurity limits for class
Bis 4,1, 3, 5IBuV/min the 100-200 MHz, 200-600 MHz, 600-700 MHz and
700-1000 MHz, respectively.

Aperiodic emission security limits are weaker ttila@ processing gaiG,,
23 dBi than periodic emission security limits owing te ttedundancy caused
by repetitive signals. So, that the periodic EMS&E@nnel information is
easily leaked and reconstructed, which results potential risk. Thus, the
periodic emission security limits must be stronidpan the aperiodic emission

security limits.
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The proposed security limits are compared with ro#ezurity limits and
existing civil and military EMC standards as sameasurement conditions
such as BW of 5 MHz and distance d of 10 m, and \dH& UHF bands with
the proposed security limits. The proposed periednission security limit for
class B is 19-31 dB stricter than the MIL-STD-4G1&ss B standard and 57-
68 dB stricter than the CISPR22 class B standah& proposed periodic
emission security limit for class A is 9-28 dB dtier than the MIL-STD-461E
class A standard and 37-55 dB stricter than thé®RE2 class A standard. In
addition, the proposed aperiodic emission seclintig for class B is similar to
the MIL-STD-461E class B but differed slightly by-2 dB. The proposed
aperiodic emission security limit for class A isngdar to the MIL-STD-461E
class A, with a difference of 0-6 dB only. Furth#re proposed periodic
emission security limit for class B is the sameh&sKuhn’ s emission security
limit from 200 MHz to 600 MHz. And differenciatiobetween aperiodic
emission security limit for class A and securityili of [25] is from 0.3 dB to
7.3 dB.

Future works may include characterization and retrantion of FAX, inkjet
printer and other electronics. And it is need to EMC-channel analysis in

more complex environments.
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Abstract

EMISSION SECURITY LIMITS FOR
COMPROMISING EMANATIONS
AND ITS RECONSTRUCTION

LEE HEE-KYUNG
Department of Electrical Engineering and Computeer@e

The Graduate School

Seoul National University

In this dissertation, reconstruction of electrometgn emanation security
(EMSEC)-channel information for video display uniend printer are
reconstructed using the averaging technique anpopesl adaptive deringing
filter. Also, emission security limits are propodsased on the analysis of the
indoor EMSEC-channel. An emitted waveform from @guent which
manages the important information can be deteatddrestored intentionally
using the sensitive antenna and high performanueiver. These documents
related to the EMSEC have classified by high carftdhlity so that these are
prohibited to publish by military organization. Faris reason, reasonable
emission security limits for various electronic aeg dealing with significant

information are necessary.
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Firstly, we try to identify the exact a signal cheteristics and the
frequency components to measure and analyze thectrigmpe of
electromagnetic waves which are contained inforomabin personal computer
(PC) and printer. The target devices are the dpskaptop and laser printer
which is generally used in the domestic officesthis study. The printer
processed a large amount of information for a sheriod of time, there may
be leaked the information in this process. To verihe leakage of
electromagnetic spectrum that contains informatve®,measure and analyze
the whole spectrum from 100 MHz to 1000 MHz.

Secondly, we represent how to build the EMSEC-sysiad to restore the
signal leakage of electromagnetic waves on the sbadi the signal
characteristics of the electromagnetic wave leakafygrinter and video
display unit (VDU) of PC. The parameters that aapriove the performance
of signal recovery of the leakage electromagnetivayit can be given antenna
sensitivity, resolution bandwidth (RBW) of the re@, and signal processing
gain. To adjust the signal processing gain, antemh&h have the high
antenna gain, and the use of wider RBW on receireimproved hardware of
EMSEC system. Whereas image restoration algoritmEMSEC system as
post-processing is a portion corresponding to tifievare of EMSEC system.

Techniques for increasing signal strength and naisduction are
particularly important when trying to measure coompising emanations
because the magnitude of these signals can benmtyresmall. Averaging
technique find to achieve maximum cross correlati@tween recorded

electromagnetic leaked signals. That method isaatioal, highly effective



and widely used technique for increasing the sigmatoise ratio $NR of a
periodic signal, such as that generated by the énnafyesh circuitry in a
video display system. But, the printer and facsngkhibit aperiodicity in
their EMSEC-channel information during their operatstate unlike video
display systems. Since the aperiodic EMSEC-chann&rmation of
equipments such as printers and faxes is not iedoim processing gain, the
differences between periodic- and aperiodic comsimm emanations need
to be considered in order to establish emissionrggdimits. In addition to,
we propose the adaptive deringing filter to recatstthe EMSEC- channel
information from PC and printer. We can obtain thia minimum peak
signal-to-noise ratio RSNR enhancement is 2 and maximuPSNR
enhancement is 10 compared with the original recocted image.

Next, we perform the EMSEC-channel measuremerttsiri00-1000 MHz
frequency bands. Second, we analyze the pathl@saatkristics of the indoor
EMSEC-channel based on these measurements. We tlimdfrequency
correlation pathloss characteristics of comprorgigmanations to determine
the reasonable total radio attenuation (TRA). Atke,pathloss exponent value
have a range from 1.06 to 2.94 depending on fregubéand and the CMs,
which in turn differed with propagation environmgnt

Through this EMSEC-channel analysis, we affirm it TRA, which is
one of the key parameters for determining the #gdimits for compromising
emanations, follows the Rician distribution. Howev@evious work assumed
that radio attenuations would have constant valés.found that the TRA

does not show significant differences dependinghenfrequency bands and



has the following range depending on the envirorin2®-41dB at CM2, a
42-57 dB at CM3, a 47-57 dB at CM4, and 24-29 abCM addition to,
CM3 and CM4 have greater TRA than CM2 and CM5.

Based on the experimental results of this studypuweg@ose security limits
on periodic as well as aperiodic EMSEC-channelrmftdion. The proposed
security limits on compromising emanations are gifesgl into two levels
according to the TRA and the level of required aieritiality. Periodic
emission security limits for class A is 24, 28,d%\//min the 100-400 MHz,
400-900 MHz and 900-1000 MHz, respectively. Andigadic emission
security limits for class B is 4, 1, 3,dBuV/min the 100-200 MHz, 200-600
MHz, 600-700 MHz and 700-1000 MHz, respectively.

Aperiodic emission security limits are weaker tth@ processing gaiG,,
23 dBi than periodic emission security limits owing te tlredundancy caused
by repetitive signals. So, that the periodic EMSE@nnel information is
easily leaked and reconstructed, which results potntial risk. Thus, the
periodic emission security limits must be stronthan the aperiodic emission
security limits. We can then compare our secuiityit$ with other security
limits and existing civil and military EMC standard

Future works may include characterization and rstaotion of FAX,
smartcard and other electronics. And it is neeEMSEC-channel analysis in
more complex environments.

Keywords: Compromising emanation (CE), Electromagntc Emanation
security (EMSEC), Channel analysis, Rician distribtion
Student Number: 2006-30856
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Chapter 1. Introduction

The use of information and communication devices fased over the
years as accelerating the information age. Elewtratevices has the
convenient that can be handled quickly and eazibg has the risk of leakage
by electromagnetic radiation which occurs whendhta communication at
the same time.

Such phenomena are referred to as compromising aimoas (CEs) or
electromagnetic emanation security (EMSEC) [1]oinfation leakage from
electronic equipment is achieved through the faihgwvpath. Electronic
equipment includes complex electronic circuitryidies Within these circuits,
electronic components such as central processiiig(@RU), memory, and
oscillator component, and each part is built aranested by wires. The
exchange of information between the wires, it isovalm that the
electromagnetic leakage occurs in this processkdgea of electromagnetic
waves that are generated by the baseband signas tbaused by a short rise
time and falling time of the transients and harrma@umponents will have the
same frequency components of the original signiagrafore, electromagnetic
waves were collected by a high-sensitivity receiwehich is also able to
reconstruct the original signal using a simple aigorocessing process. In
addition, the larger the size of the signal and férethe radiation of the
electromagnetic. It is important to prevent equiptn¢hat is handling

confidential information from emitting such unintemal electromagnetic



radiation.

We assumed that the location between the targetniadtion technology
(IT) device and the antenna for eavesdroppingcenamunication channel [2],
it is defined by EMSEC-channel. In addition, weaeted that the EMSEC-
channel analysis to mean the analysis of the el@eignetic leakage signals
from the electronic devices and EMSEC-channel kttes any attack based
on information gained intentionally due to unintenal electromagnetic
radiation particularly in equipment that is handlimportant information. All
electronic devices unintentionally radiate inforibatbearing electromagnetic
waves, which is called EMSEC-channel information.

While important documents related to these compsmmiemanations have
been withheld from the public by military organisais, basic information
about these emanations has been declassified ati@nal Security Agency
(NSA) [3]. However, information on the actual segutimits and the test
procedures used to determine those limits have beetted from published
versions, and some declassified documents citeg niminology and the
widely known electromagnetic compatibility (EMC)std4, 5]. In addition,
there exist differences in test procedures, thes tgp detector used, and
frequency ranges between the civilian and milit&fyiC standards and
security limits for compromising emanations [6]. €éféfore, civilian and
military EMC standards related to IT devices aresuitable for emission
security purposes [6, 7]. For this reason, readenamission security limits
for various electronic devices dealing with sigrafit information are

necessary.



In order to take countermeasures to prevent infoomadeakage due to
electromagnetic information leakage will be precktyg a study about what
frequency bands are weak at eavesdropping and soteat the level of
information leakage. That is, to raise reasonablentermeasures on the based
on the information about the leaked electromagrfetiguency range and the
size of the signal leakage. Therefore, we measued analyzed the
electromagnetic spectrum of general IT and comnaiime devices to

identify the common characteristics of the leakiagkation leakage.

1.1 Historic background and previous work

Since at least the early 1960s, it has been knownilitary organizations
that computer generate electromagnetic radiatianribt only interferes with
radio reception, but also leaks information abbet data being processed. It
has known as compromising emanations or TransikatieMagnetic Pluse
STandard (TEMPEST) radiation, the unintentionattetenagnetic broadcast
of data has been a significant concern in sensitilgary and diplomatic
computer applications. TEMPEST, referred originatlya classified by US
government program aimed at such EMSEC problemsdeteloping
protection standards. It has since then becomenangyn for compromising
emanations.

National compromising emanations test standardsGHA’ and “FS22” is
defined firstly by the US government in the 195@d 4960s [8]. “National

Communications Security Information Memorandum 510@mpromising



Emanations Laboratory Test Standard, Electromaggieis revised in 1970
and a later version. “NACSIM 5100A” was definedli®81. The names of the
standards keep changing. “NSTISSAM TEMPEST/1-92pess to be the
current incarnation, of which extracts were dedfeskin 1999 [3]. However,
the released parts reveal mostly only material tlaat also be found in the
open computing, security, and EMC literature whie actual emanation
limits, test procedures, and even definitions ohederms remain classified
as military secrets.NATO equivalent “AMSG 720B”, still classified
documents and were therefore not accessible tauther [9, 10].

Electromagnetic radiation as a computer securiy was mentioned in the
open literature as early as 1966 [11, 12]. Butghsrany kind of technical
details on specific risks and eavesdropping teclasq The concept was
brought to the attention of the broader public by9&5 paper [12] and a 5-
minute TV demonstration on the BBC program, in wWhigan Eck
demonstrated that the screen content of a vidggagisinit (VDU) could be
recovered at a distance using low cost home baulipenent.

The most popular form of portable cryptographic meds the smartcard
[13], a credit-card is shaped plastic card with edd®d microcontroller. The
type interfaces are either five electrical surfaoatacts for power supply,
reset, ground, clock, and a bi-directional seriaftpr an induction loop.
Research interest in compromising emanations framarteards increased
significantly when Kocher, Jaffe, and Jun [14] destoated the power
analysis of high-frequency current fluctuationshnaryptanalytic techniques

on block ciphers. In their Differential Power Ansily attack, they



demonstrated the reconstruction of DES sub-keyrbieely from access to a
number of known plain or cipher texts, the corregfiog power-line current
curves and knowledge of the cipher algorithm beised. They showed that it
is feasible to evaluate power-line information with prior reverse
engineering of the low-level design of the executeftware and that it is
instead sufficient to look for correlations withnglie bits in intermediate
results of the executed algorithm. The correlatpocess takes care of
locating the specific machine instructions thaklds compromising energy.
A number of improvements of the attack, attacksotimer algorithms and
countermeasure methods have been published siang[1b, 16], including
variants that measure magnetic-field fluctuatiobsve the chip surface [17-
20], as well as an attack on an SSL acceleratoutaddside a closed server
from 5 m distance [21].

Several researchers have reported on electromagmetnpromising
emanations from video displays [7], computer keytdsd22], and printers
[23]. Sun [24] simulated the simple channel trandienction (CTF) of
compromising emanations with a commonly used twoRayleigh fading
model. However, this model is too simple to reflactealistically complex
environment, and may give rise to some discrepanbetween simulation
results and real measurements. ITU-T SG5 [1] regodn the test methods
and provided a guideline against information le#tiugh unintentional
electromagnetic emissions. Kuhn [7] discussed #gdimit on video signals
as compromising emanation. Although radio atteounatiuctuates according

to the environment and distance between the tratesnii X) and the receiver



(RX), these previous works [1, 7, 24, 25] assunted the radio attenuations

are constant in order to obtain security limit gdte test method.

1.2 Motivation and scope

In our study, we focused on establishing the emissecurity limits for the
compromising emanations in indoor environments.egdwesearchers have
been reported the dominant leakage frequency bBordgarious electronic
devices [2, 7, 22, 23, 25]. Table 1 shows thatleh&age frequencies have the
range from 105 MHz to 950 MHz for several typeslgfctronic equipment.
Accordingly, we selected from 100 MHz to 1000 MHizdll the frequency
bands because the compromising frequency bandgliieeent from the

confidential signals and the hidden antennas ifcdev

Table 1. Leaked frequencies of various electrenigipment types

Frequency (MHz) Equipment Reference
105-165 PS/2, USB and Wireless Keyboard [22]
328.3 Laser printer [23]
285, 324, 350, 648 Toshiba440 laptop 7]
292, 480, 700, 740 Dell D1025HE monitor
310-340, 440475, SONY VAIO PCG 2]
775-810, 910-950 personal computer

We find the frequency correlation pathloss char&ttes of compromising
emanations to determine the reasonable total mtkauation (TRA). TRA is

defined as the sum of all types of radio attenwmatisuch as free space loss



and additional radiation pathloss in the environin€he expected noise level
and attenuation values are random variables th#éiei absence of better data,
have to be modelled as being normally distributeth véome mean and
variance determined from the statistical evaluatodna large number of
measurements in various indoor environments [7].

Techniques for increasing signal strength and naisduction are
particularly important when trying to measure coampising emanations
because the magnitude of these signals can bemetyresmall. Averaging
technique find to achieve maximum cross correlatimtween recorded
electromagnetic leaked signals. That method isaatigal, highly effective
and widely used technique for increasing the sigmaloise ratio $NR of a
periodic signal, such as that generated by the esnafyesh circuitry in a
video display system [2, 7, 25].

But, the printer and facsimile exhibit aperiodicitytheir EMSEC-channel
information during their operation state unlike aaddisplay systems. Since
the aperiodic EMSEC-channel information of equiptaesuch as printers and
faxes is not involved in processing gain, the diffeces between periodic- and
aperiodic-compromising emanations need to be cersid in order to
establish emission security limits. Based on theegmental results of this
study, we propose security limits on periodic adl ae aperiodic EMSEC-
channel information. The proposed seculity limit®y @ompromising
emanations are classified into two levels accordmthe TRA and the level
of required confidentiality. We can then compare security limits with other

security limits and existing civil and military EM§andards.



This dissertation is organized as follows: In Cleat, we investigate the
characteristics EMSEC-channel information and adtéte EMSEC leaked
freugency band from VDUs and printer. In Chapterd8tected EMSEC-
channel information is reconstructed using the agieg technique and
proposed the adpative deringing filter. In Chaptemwe present the indoor
EMSEC-channel measurement for compromising emamatio 100—-1000
MHz. Also, we analyze the pathloss characterisifaadoor EMSEC-channel
on the basis of experimental data. In Chapter 5, find the random
distribution of TRA and propose periodic and apditoemission security
limits based on the 90 % TRA confidence level. ey we show the
comparison between the proposed emission seciritts land other security

limits and EMC standards. Finally, in Section 6, present our conclusions.



Chapter 2. Detection of Compromising

Emanations

2.1 Introduction

The PC and Printer are the most frequently usedeMices around us. It is
well known that the risk of information leakage hthe leakage
electromagnetic wave emitted from the VDU of PQmiany researches. In
case of PC, it is urgently needed to countermeastnieh is possible for
detection and reconstruction of important informatirom PC a long distance
particularly.

We try to identify the exact a signal charactessstand the frequency
components to measure and analyze the spectruneafcaemagnetic waves
which are contained information on PC. The targaticks are the desktop
and laptop which is generally used in the domesfices in this study.

The printer processed a large amount of informatiwra short period of
time, there may be leaked the information in thiscpss. To verify the
leakage of electromagnetic spectrum that contaif@mation, we measure
and analyze the whole spectrum.

In this study, only the first laser printer, to tharallel communication in
the most widely used. Printer can be divided by phage printer and line
printer depending on the printing method. The pageter refers to a laser

printer to print the data you want to print a pagepage. On the other hand,



line printers are dot matrix printers and inkjeinpers to print line-by-line.
According how to communicate with a PC, printer bardivided into parallel
communication printer and serial communication fgrnntoo. In this paper,
the laser printer which are most widely used thealfgl communication were

included.

2.2 Compromising Emanations from Video Display Units

Firstly, we identify the basic theory of the VDWysal transmission arising
from internal and external to infer the charactess of electromagnetic
waves caused by the leakage before measuring élkade electromagnetic

spectrum that occurs on PC.

2.2.1.Property of Video Display Units
A. VDU signal process

Figure 2.1 is shown on the process which VDU sigeaflenerated the

display by a PC monitor.

REL

Appheahas —> Video RAM [ RaM DAC GREEN ANF > Drisplay
I/C Bus

5
BLUE

PC 3Man board

Idonitor

Figure 2.1 VDU Signal Process
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(1) Signal process of PC
(O The video data is generated by an application pragr
(2 Generated video data is converted in the form déwioutput to the
monitor via video card.
(3 Red, green, blue color data with the synchronimatignal will be

sent to the monitor at the same time.

(2) Signal process of monitor
(1 Received analog signal from the PC is changed ag#piand sent to
the cathode ray tube (CRT) via the Main Board.
(2 Analog data is transmitted to the three electronsgat the rear of the

CRT via main Board.

B. Characteristics of transmission signal
It is expected to occur mainly electromagnetic éepkin the process signal
amplification to fit inside the CRT and emissionrtpaf the PC and the

monitor connection.

2.2.2. Leakage path of Video Display Units

A. Signal leakage causes

Leakage electromagnetic waveform occurs in PC cluskillator, Digital
ICs, switching power, and the electromagnetic wdkias occur on the inside
of the unit flows through the input/output (I/O)bbas, power lines, or PCB.

Conducted signal is radiated into free space throB@B that acts as an

11 .



antenna or power line cable, I/O signal. It maitalges place radiation where
the change in impedance such as the power line€C8, P/ O cable and the

junction of the wires or connections.

B. Signal leakage path
Leakage electromagnetic waveform from the PC, morand peripheral
devices conducted and radiated directly or indiyeekternal signal lines,

ground or power lines, etc.

(1) Desktop

Desktop is connected to longer cable and more neatyes comparing
Laptop. Whereas liquid crystal display (LCD) usks tharacteristics of the
electric field along the direction of the changethie molecular arrangement
of liquid crystal using low voltage signal, CRT agnplified by the large
voltage causing the electron beam from the electgom emitting a
fluorescent screen. Therefore, electromagnetic svaweitted from CRT will

appear larger than the LCD monitor.

—~> Radiated noise

Powersupply  Mouse  Keyboard Display
cable

Figure 2.2 Desktop signal leakage paths
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(2) Laptop

Electromagnetic waveform from the body of the |lgpsmd the cables is
radiated and the cable between the LCD panel anthfitop body are emitted.
The laptop operates as a high-speed signal. Bedhesease is made of
plastic, it does not have the shielding effect andadiated a high level of
electromagnetic waveform from the computer generall

Many cable is connected, so it is occurred thetelemgnetic radiation

from the cable.

Q\ ? ? Cenhector eable inside LCD panel

= - Conducted noise

—IF> - Radiated noise

Figure 2.3 Laptop signal leakage path

2.2.3. Measurement system

We carried the measurement at International Rauierference (CISPR)
Special Committee recommended 3x3 m standard efeagnetic anechoic
chamber (Semi-Anechoic Chamber) in National RadésdRrch Laboratory.

Height of antenna is 1 meter and the distance latvantenna and target

13 2] ©_ 1



device is 1.5 meter. VDU has the ‘H’-pattern whishcommonly used for

electromagnetic interference (EMI) experiment.

4 p'“l...-.. f

Figure 2.4 Equipment installation for VDU in chambe

EMI Test Receiver (Rohde & Schwarz, ESI 40) is used Biconical
Antenna (EMCO, 3109) is scanning up to 100 MHz nkd®0 MHz to 1 GHz
scanning is used for log periodic (LP) Antenna (R®& Schwarz, HL223).

In order to analyze the characteristics of elecapmetic radiation in the
signal transmission cable, electrical analysis vpesformed about the

transmitted signal.

Table 2.1 Parameter setting of EMI receiver for VDU

Center frequency Detected EMSEC-channel information
Frequency span 1 MHz or Zero Span
Resolution Bandwidth 100 kHz or 120 kHz
Video Bandwidth 3 kHz
Sweep Time 100 ms
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Figure 2.4 shows the measurement installation ofUMB semi-anechoic
chamber and Table 2.1 explained the parameterMbféteiver for detecting

VDU leaked signal

2.2.4. Measurement result

In order to distinguish the leakage electromagnsignals and other
electromagnetic signals, we have to select the guifyn electromagnetic
leaked frequency. The methods of measuring frequeme followed this
process. In order to check the leakage of electyoetic signals by the
monitor signal, we used the frequency domain sifpoeh spectrum analysis
device.

In general, the video signal is sent 60, 75 oriB&g$ per second to the

monitor. To configure each screen, the video sigmahlled a frame. Silence
the (BLANK Time) between the frame and the framepresented and
accounted for the entire time frame of usually &$8% to 7.2%. This part
is no signal, regardless of the content of thewisignal.
If you scroll on the screen that displays the ‘&ttgrn can properly adjust the
settings of the spectrum analyzer to determineléhkage electromagnetic
waveform of video signal. Figure 2.5 shows the &gk of electromagnetic
waves, this pattern is 1024 x 768 @ 60Hz video melewn in the

waveform.

15 .



(b) SPAN = 1 MHz

Figure 2.5. Leakage electromagnetic waveform frdbiV

As shown in Figure 2.5, the leakage electromagnsgtioals show two
properties. The empty spaces appear in the middibeofirst signal caused
BLANK Time between frames. Approximately every 18 for each cavity
appears in Figure 2.5, the full width (SWT is 10pntke video signal has a
refresh rate of 60Hz (i.e., the frame is repeatsztye1/60s = 17 ms). This
feature is more evident when the receiver's SPABIMHz in Figure 2.5 (a).
This feature is one of the most obvious charadteribat distinguish the
leakage electromagnetic signals. Figure 2.6 shawexperiment of a spectral
analysis of EMSEC-channel information at 71 MHzteerfrequency from a
desktop computer (Samsung Magicstation DM700) hlathe ‘H’-pattern

video screen (a) and clear mode video screenf(H)elscreen is changed, it

16



may be changed the compromising emanation spectumah.we search for

leakage electromagnetic frequency and record amdyrthe measurement

frequency 100 MHz to 1 GHz.

[EMSE(] signal

span & ¥z

500 xmz/

(a) Radiated electromagnetic wavefornHit pattern

4

BBO ke span & MEx

(b) Radiated electromagnetic waveform at clear mode

Figure 2.6 Measurement of radiated electromartiDU
2.3 Compromising Emanations from Printer

2.3.1 Property of Printer

It is shown that the execution of print commandifrthe PC to the printer

i 5 42T



and the print data process in Figure 2.7.

HOST

PC

INTERFACE

(Serial,
Parallel.
Apple

Talk..}

LASER BEAM

PRINTER

PRINTING

ENGINE

INPUT
BUFFER

—

CPU —n

RCi
PROG MECHANISM

v

ROM
FONT

—

Frasd
FAGE

EHGINE

“—* conTROLLER

VIDED INTERFACE

Figure 2.7 Printer data transmitting process

The detailed process was categorized dependin@esubiject to process

the data into process in PC and process in prirgspectively.

A.Process in PC

(@ The print command from your PC

(@ The printer driver converts the document to pagscdption language

(PDL).

(@ The created data is sent to the printer contrtfiesugh communication

cable.

B.Process in Printer

(D Data received from the computer is stored in tipeii buffer in printer.

(2 The data received in the input buffer is analygdhe emulator in the

program read only memory (PROM).

(® According to the analyzed data, data of the aataatents for print are

18



stored in the page memory.
@ After confirming the ability of engine to printath send to the engine.
(® Engine controller operates the engine mechanishreceived data from

the printing controller prints.

C.Characteristics of the transmitted signal

In case of internal signal of PC, The document lhy internal printer
drivers is converted to PDL, and this data is stoma the hard disk drive
(HDD). The data stored in the input buffer analyaed sent to the engine for

print.

2.3.2 Leakage path of printer

The circuit inside the printer is divided into datantroller that is
responsible for processing and the print engind. Wontrol unit printed
circuit board (PCB) is built-in device, such asgassor, memory and rashes,
many types of devices.

Electromagnetic leakage occurs at the junction. ddvaection cable also
helps to act as an antenna, so that the transmsigedl is radiated into space.
In other words, the longer the length of the walectromagnetic occurs more.

The connector that is connected with a PC and inptihe engine can be
estimated that the source of the leakage of elmetgmetic waves emitted
from the printer as shown Figure 2.8. Because @sduot exceed the 5V, it

seems unlikely far enough to radiate like the V2dKed signals.

19 :._.:



Printer body
(plastic housing) Main board

%\ Metal plate

‘f Printer cable =4 Conducted noise
== Radiated noise

To personal computer

Figure 2.8 Leakage path of printer

2.3.3 Measurement system

We carried the measurement at International Rauierference (CISPR)
Special Committee recommended 3x3 m standard efeagnetic anechoic
chamber (Semi-Anechoic Chamber) in National RadésdRrch Laboratory.
Height of antenna is 1 meter and the distance latvantenna and target
device is 1.5 meter. VDU has the ‘H’-pattern whishcommonly used for
EMI experiment.

EMI Test Receiver (Rohde & Schwarz, ESI 40) is used Biconical
Antenna (EMCO, 3109) is scanning up to 200 MHz.nF200 MHz to 500
MHz scanning is used for LP Antenna (Rohde & Sclawdl 223).

In order to analyze the characteristics of elecagmetic radiation in the
printer, we measured the HP 2100 laser printer, F2880 (Brother laser
printer), LAZETT ML-5000A (Samsung laser printenydaGLP 860 (LG laser

printer). Table 2.2 explained the parameters of Edtleiver for detecting
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printer leaked signal

As a result, the specific signals did not occurrate 500 MHz frequency
band the measurement of the entire spectrum fromto2@000 MHz.
Therefore, the measurement frequency range bel®@vwWi8z, and 25 MHz

intervals were measured precisely.

Table 2.2 Parameter setting EMI receiver for printe

Reference Level -30 dBm
SPAN 30 MHz
RBW 100 kHz
VBW 3 kHz
SWT 100 ms

2.3.4 Measurement result

As described above, the printer is connected irallghrcommunication
with PC. Parallel communication is a method of $raitting separately the
lines of eight numbers of ways to send 1- Bytenmi@tion different from the
serial communication. Therefore, it is expectedpear in the mixed form of
frequency components are mixed, when analyzing digmal from the
frequency domain.

In order to measure the electromagnetic radiati@megated during
operation of the printer, we used a digital osstlope for measuring and

analyzed the frequency components by measuringpétiern of the time
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domain of the printer. Also we have used the ‘Hitgan which is used in
EMI test in general.

Figure 2.9 represents the frequency components dgsuaning the pattern
of the time domain of the printer by fast fouriertsform (FFT) using digital
oscilloscope. Printed image is 12 font ‘H’-pattasnlike the monitor case and
waveform voltage is about 2.5 V. When we printed thlI-pattern, the
number of vertical pixel is same as the numbeigia bearing waveform. It
is determined that printed image can be recovertahiestore the signal using
a measure EMSEC waveform from printer. Figure 2(a) shows the
fundamental frequency is 7.3 MHz EMSEC waveform bhe lines means
no printer signal. Also, it found that the electamgnetic emanation from
printer is detected by multiplying frequencies leé fundamental frequency in

Figure 2.10 (b).

LLLLLCELCEEELEL] LIS

o B BOOET

Figure 2.9 Printer radiated spectrum using thelloscope
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(a) Center frequency : 7.3 MHz (b) 7.3, 14.4, and 2Hz (Maxhold)

Figure 2.10 Printer radiated spectrum using the Edévier

2.4 Conclusions

In order to establish a emission security limitpaftection against leakage
of information, it must be preceded to accurateBasure the frequency and
level of the signal of the radio wave signal by prenter and the monitor.
Also, it should be most advanced in order to meashe EMSEC-channel
information from monitor and it must accuratelyatgtthe radiated EMSEC-
channel information.

When radiated EMSEC-channel information is recgyin is difficult to
find a signal directly based on the only spectt@racteristics. So that we
measure the pattern in the time domain of the EMS8E&hnel information
from monitor firstly, and then analyzed the freqeyeenomponents. Frequency
component of EMSEC-channel information from the nwn have a

frequency component of harmonic waves of the furedaal frequency.
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Changing the 5BMHz, 25MHz, and 50MHz SPAN of receiteeexplore the
radiated EMSEC-channel information from the monitaie detected by
determining the presence or absence of the signééruthe display ‘H'-
pattern and white pattern. Detected the EMSEC-obdlamiormation from
monitor shaped the characteristics Vertical Blanknel of (VBT) and
Horizontal Blank Time (HBT). The finer vertical krrepresents the HBT and
the envelope of wider line means the VBT.

A measurement result of the radiation electromagregiectrum from the
printer, it was found to exhibit properties engjrelifferent form of radiation
electromagnetic spectrum in the VDU. The main redso this difference in
leakage electromagnetic spectrum characteristegligplayed, it is different
for transmitting method of signal.

Since the VDU signal is also sent in three linesGRand B, the signal is a
synchronized and has the same frequency comporiecas be interpreted as
one signal component. It is because must undergihefu a process of
separating the signal eight different electromagneadiation one was
collected. As a result, reconstruction and recgjivgtectromagnetic radiation
of parallel communication signals will become mooeplex than processing
a VDU signal described earlier.

The measured bandwidth of radiated electromagseectrum is about 7.3
MHz and frequency band is from 5 to 300 MHz. Sigemeral form of the
information bearing spectrum is also displayed inoand semicircular by
showing a bandwidth, it is possible that informaties contained this

frequency band.
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Chapter 3. Reconstruction of Compromising

Emanations

3.1 Introduction

In this chapter, you will learn how to restore #ystem configuration and
to restore the signal leakage of electromagnetigces/eon the basis of the
signal characteristics of the electromagnetic wWaakage of printer and PC
monitors that you saw in Chapter 2.

The parameters that can improve the performansgoal recovery of the
leakage electromagnetic wave, it can be given aatexensitivity, RBW of
the receiver, and signal processing gain. To adjessignal processing gain,
antenna which have the high antenna gain, and skeoti wider RBW on
receiver are improved hardware of EMSEC system. rédse image
restoration algorithm for EMSEC system as post-@ssing is corresponded
to the software of EMSEC-system.

That is, the signal processing gain means thabtaim a betteGNRof the
signal by utilizing a variety of a digital signalgeessing (DSP) processes the
digital signals that after digitized via convertaralog to digital (AD) signal
of electromagnetic radiation that is received tiaiteceiver.

The signal processing gain can be obtained thrdilighing, correlation,
and character recognition algorithms and averatgolgnique, generated from

the information such as a computer monitor, theesaignal with a constant
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cycle to illustrate the form of periodic signals e repeated. Averaging
technique is presented in the most efficient method to receive repeated
signals of multiple periods continuously.

In this chapter, we introduce how to restore theSH@ signal from video

display system and printer using the image process.

3.2. EMSEC system for Reconstruction

In this study, the data were processed using thieeoAgilent vector signal
analyzer vector signal analysis (VSA) for receivBnat has the 36 MByte
RBW. LP antenna is used for compromising electrara#ig for video signal
reconstruction and LP antenna is used for compiogislectromagnetic for
printer signal reconstruction, respectively. Coltgrois used for NI-5412
which has the 50~200 MSamples/sec sampling ratglitaie resolution is
12 bit, and data storage memory is 512 Mbyte. Aleatical synchronization
board is used for NI-5124 arbitrary waveform getwmravhich has the 100
MSamples/sec sampling raje;z resolution. Signal processing and analysis

tools are implemented by Labview 7.0 as shown Ei@ut.

3.3 Reconstruction of Compromising Emanations from
Video Display Units

3.3.1 Characteristics of EMSEC-channel information

from VDUs
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PXl-Controller

Figure 3.1 Reconstruction of EMSEC-system

Monitor signal which are commonly used refers t@aalog monitor signal,
and there are the three signals: Red, Green, Blokzontal and vertical sync
signals. In the paper, three different video digad is directly related to the
information that is displayed on the monitor.

Generally, a color monitor in each of the threeewidsignals can be
displayed with up to 256 levels. As a result, altof 16,777,216 (256 x 256
x 256) different color are represented. In otherdspthe number of colors
used by Windows when set to 24-bit True color oreneach of the R, G, B

signal is a signal with a level of 256.

- White Level (01.7%)

— [ Black Level (0,3V)
.‘ ..................................

Elank Lewvel (0.0V)

Figure 3.2 Video signal voltage waveform
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Figure 3.2 shows the physical waveform of the videgmnal. If you are
using a 24-bit true color video signal from 0.3V @07V, 0.4V evenly
divisible by 256 levels and the video level is sanitted at each voltage level.
This level represents the saturation of each cplsasuration signal 256
having the highest saturation signal is set to d). éxample, a pure red to
represent color saturation of 200 of each of th&RB signal should be sent
as follows.

Serial form of a monitor signal is sent to the monithe transmitted signal
consists of interlaced video, such as in Figure Btigrefore, each line of the

video signal being sent is sent sequentially.

Figure 3.3 Interlaced video display

Vertical blank time is moving time from the endtbé line for the first time
at the end of the next line. And Horizontal blanke is moving time
physically from last line of the first line of theext row and need time to
move to the first line of the row. During this tihe data will not be sent.
Thus, the video signal is sent through the cabie the form as in Figure 3.3
[26].

The data in the Figure 3.4 represents one linBeftonitor image from the
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mainly used in monitor mode 1024 x 768 resolutitimese lines are
configured into 768 lines of 1024 pixels. Thussthata is different depending

on your monitor resolution indicates the numbepigéls.

| “Active™ Video | Blanking |

Video | | | | [_
Back | Top/Leh "Addressable” Video Bottom Right | Front Back
Svne | Porch Border [ Addr Time) Border Parch | Sync| Porch
Syme I I I I
VSime _I_l
Blank Start |  Blank Time |
Sy Starl I I_‘\". I'IL'J
| Time]

Figure 3.4 Form of video signal

As a result, the frame signal consists of 786,43824 x 768) pixels and
58,982,400 (786,432 x 75) per second to transmtads using 75Hz refresh
can be converted to a frequency of about 59 MHns@@ring the horizontal
and vertical blank time, the actual transmissiagfiency of the signal is
higher than previously calculated value.

To predict the leakage electromagnetic radiati@yudency of the video
signal, the frequency of characters to be repregeah the actual monitor,

depending on the number of pixdfs, (3.1).

__ Pixelsof clock  _ Fy (3.1)
Numberof character N '

v
char

When video mode is 1024 x 768 at 60 Hz using thepditern, fundamental
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frequency can be estimated by

£ = 25.175MHz

\

=3.19VIHz / pixel
8 pixel P (3.2)

We can estimate the leaked frequencies from VDUgué8.1) and it can be
estimated to detect harmonic frequencies of funddéahdrequency. Also the
harmonic signal amplitude is usually smaller thae size of the center
frequency generally. For this reason, it can betdidhto 1GHz or less from

the 100 MHz frequency band to be measured.

3.3.2 Reconstruction result

To improve the performance of leakage electromagnetignals
reconstruction, RBW of receiver, signal processiggin, and antenna
sensitivity are major elements. High RBW receivehigh gain antenna are
approaching the hardware part to enhance the peafure of reconstruction
system. On the other hand, post processing foreastng the signal
processing gain is software part of the leakaget@magnetic signal
recovery system. In other words, signal procesgdig is to improve th&NR
of the signal using a variety of DSP processingeradging technique find to
achieve maximum cross correlation between recoetistiromagnetic leaked
signals having independt noise. That method isa&tigal, highly effective

and widely used technique for increasing #Rof a periodic signal, such as
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that generated by the image-refresh circuitry wdao display system [2, 7].
Signal processing gain can be obtained througterifiigg, correlation,
averaging technique, and character recognition rigtgo. Averaging
technique presented in the most efficient way bseathe leakage
electromagnetic signals from a VDUs have the fofra periodic signal, the
same signal repeated with regular intervals. Figuseshows the experimental

results on the real-time signal using the averatggognique.

Figure 3.5 Reconstruction image using averagingriecie

3.4 Reconstruction of Compromising Emanations from
Printer

3.4.1 Characteristics of EMSEC-channel information
from Printer

The photosensitive part of laser printer formed thtent image by

generating a photo current in the drum by scantiireglaser beam on the
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drum. It is displayed as the difference of voltafjee semiconductor laser can
be turned ON / OFF by modulating the input curré&@miconductor lasers
are commonly used as a light source [23].

In this paper, it is recognized as part semicoratutipde optical section as
shown Figure 3.6 the cause of the major leakagetreteagnetic wave
leakage in laser printer. In order to measure tket®magnetic radiation
generated during operation of the printer, we usetigital oscilloscope for
measuring and analyzed the frequency componentedasuring the pattern
of the time domain of the printer. Also we haveduiee ‘H’-pattern which is

used in EMI test in general.

Figure 3.6 Optical part of the laser printer

Because it is transmitted serially in laser printee laser printer can be
detected and recovery in a similar manner as viisplay units. However
head driver chip is built in the head in inkjetrpper (HP Photo 948C), signal
can not be detected. In addition to, signal whictransmitted to the nozzle is
sent in parallel . It is impossible to restore theeiving the signals. In this

reason, we focus on the laser printer for detecmgjreconsturction.
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We measure the magnetic field range round 5 MHz#ab12 to reconstruct

the leakage of electromagnetic radiation signattpri A current probe and

loop antenna are used for detecting the EMSEC-&Hainformation from

printer as shown Figure 3.7. And Table 3.1 sumredrithe equipment

parameters for printer measurement. Figure 3.8 shbes EMSEC-system'’s

GUI and reconstruction results of spectral measangsnof the time-domain

electromagnetic radiation printer.

(@) Using the current probe

(b) Using thapl antenna

Fig 3.7 Measurement for EMSEC signal from lasentpri

Table 3.1 Target equipment property for laser printeasurement

Equipment | Resolution Writing speed Color/Monochrome
Printer 1 | 600 dpf 8 ppm™* Monochrome
Printer 2 600 dpi 16 ppm Color
Printer 3 600 dpi 4 ppm Color

* dpi : dots per inch 7 ppm : page per minute
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3.4.2. Reconstruction Result

Based on the experimental results, we can seethlibatesolution of the
reconstructed image are affected by distance betargenna and printer and
sampling rate. Figure 3.9 (a) and (b) shows theticeiship between sampling
rate and the restored image.

Incremented sampling rate by 5 MSamples/sec in rdregge from 5
MSamples/sec to 50 MSamples/sec, the resolutiomhefrestored image
enhanced. But an area of the restored image iceddbecause AD board
memory is limited. We found that there is no prableith the recognition
even low Sampling rate of about 5 ~ 10 MSamples/sec

Figure 3.9 (c) and (d) are restored at the 100 mcth300 mm separation
distance between antenna and target printer, ridgplgc When restored by
detecting the magnetic field components, it is isgdole to reconstruct the
signal with a distance of about 300 mm less thaoutblrhese experimental
results can be expected to utilize in order tohtista the security level and
measurement method. In future work, it can be bakigsearch to prevent

from leaked signal for the various other electrategices.
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Figure 3.8. EMSEC system

(b) 10 MSa/sec

(a) 5 MSa/sec

(b) 300 mm

(a) 100 mm

EMSEC signal reconstruction from printe

9

Figure 3
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3.5 Adaptive Deringing Filter for Reconstruction

MPEG-1/-2/-4 and H.26x are processed by block-bhasedere
transformation is done by a Discrete Cosine Transo(DCT) on blocks of
8 x 8 pixels [27]. Two of the main artifacts from thaasptization of the DCT
are blocking and ringing. The blocking artifact seen as an unnatural
discontinuity between pixel values of neighboridgcks. The ringing artifact
is seen as high frequency irregularities aroundinteege edges. In brief, the
blocking artifacts are generated due to the blodde&ing processed
independently and the ringing artifacts due to ¢barse quantization of the
high frequency components [28]. Deblocking filterto reduce the blocking
ringing and deringing filter is to remove the ringj respectively.

We propose an adaptive deringing filter for imagstoration of EMSEC-
channel information focusing on deringing filtegalithm that is used in post-
processing method in MPEG-4. When we reconstruittedEMSEC-channel
informaiton without any other image processing, llogizontal signal is lost
easily comparing the vertical signal. That is thason why EMSEC-channel
information can be detected easily at high risindatling edge. The Figure
3.10 shows the EMSEC-channel information reconstmcresult without
image processing. We can see the many horizontalspin reconstructed
image can't recover from the original image. To pemsate for the recovery
of EMSEC-channel information property, we propdse &daptive deranging

filter for image restoration of EMSEC-channel infation.
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Figure 3.10 Reconstructed image without post-piogs

We process the windowing with %616, 8x 8 or 4x 4 macro blocks to

calculate the sum of difference®). TheSDis calculated as follows :

B-1 B-!

SD(u,V) =3 > X(i+u,j+V) (3.2)

j=0 i=0

LN

where,B is the size of macro blocks such as 16, 8 anX & the
reconstructed image not using the image proces§jjpis the spatial location
within the reconstructed image andg, §) is the candidate motion vector. If
final SD value is over threshold obtained by experimerat thacro blocks is
replaced by 255 and the macro block is replace byh@rwise as shown by
Figure 3.11
When we used the window size 16 for calculating 8izz resolution of

reconstructed image is not good but process timfagss by reducing the
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complexity. The size of the macro block is redudke, operation speed is
slower but it is more accurate restoration imagemfrEMSEC-channel
information.

Figure 3.12 shows the reconstructed image usingattaptive deranging
filter which filter size is 4« 4. We can recognize more accurate than the

reconstructed image without any other image praogss

Calculation of SD in the macro-block

SD > Threshold

YES

Replace the 0 in the
macro-block

Figure 3.11 Algorithm flow of adaptive deringindiér for EMSEC-

Replace the 255 in
the macro-block

channel information

sisisisislsislslsls

HHHAHHHEHH
HHHHHHHHHH

<

Figure 3.12 Reconstructed image using the adagévenging filter
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Also, we used four different target characterschtare Korean, Chinese,
English characters and Arabic numeral. When we steijli the adaptive
deranging filter as the post- image processing, cae obtain that the
minimum peak signal-to-noise rati®$NR enhancement of reconstructed
images using the adaptive deranging filter is 2 amdximum PSNR
enhancement is 10 comparing the original reconsduémage in this
experiments.PSNR is most commonly used to measure the quality of
reconstruction image. The signal in this caseésafiginal data, and the noise
is the error introduced by reconstruction from tEMSEC-channel
information. PSNRis most easily defined via the mean squared éM&B).
Given amxn monochrome original imagé and its noisy reconstruction

imageK, MSEis defined as :

LSS0 -Ka )P

MSE=
mm =0 1=0 (33)

ThePSNRis defined as :

AX MAX,
: )_ O glO(\/—E) (34)

PSNR= 10Ioglo(

Here, MAX is the maximum possible pixel value of the imagéhen the
pixels are represented using 8 bit per sample,igh2®5. Figure 3.13 showes

the PSNR comparison between the reconstructed image withoost-
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processing and the reconstructed image using thatiad dering filter whose
filter size is 4. And chinsese character is moffécdit to reconstruct the image

comparing other characters due to the many stafki®e chinese charcter.

(a) Reconstructed image without image processiRSNR :

58.55)

(b) Reconstructed image using the adaptlve flmr@R 68.34)

Figure 3.13 Comparison 8iSNREnhancement filter
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3.6 Conclusion

In this study, configure your system and build ksakage electromagnetic
signal reconstruction algorithm in order to imprave performance of the
system by applying a averaging technique as aposkssing algorithm to
reconstruction of the VDUs and printer.

By applying the post-processing algorithm, the nstacted image with
improved SNR the noise is removed from the histogram equatizat
algorithm and a combination of multi-threshold dgtm computation
algorithms, the experimental results and the mdgghical algorithm can be
obtained. It is easier to find the frequency of ¢lectromagnetic wave leakage
of the advantages of real-time processing anditgsiction. In this experiment,
for real-time processing with optimal speed andedent SNR at 100
MSamples/sec, respectively, 50, 100, 150, 200 M$E=sfgec, results of
experiments done to restore the signal was posgiblestore the video. In
addition to, we propose the adaptive deringingeffilto reconstruct the
EMSEC-channel information from PC and printer. Whea adjusted our
proposal algorithm as post-image processing for EfISystem, we can
obtain that the minimunPSNRenhancement of reconstructed images using
the adaptive deranging filter is 2 and maximi®8NRenhancement is 10
comparing the original reconstructed image.

We can see that the resolution of the reconstructedje is affected by

distance between antenna and printer and samphtg increasing the
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sampling rate, the resolution of the restored imag®nced. But an area of the
restored image is reduced because AD board memdirgiied. We found that
there is no problem with the recognition even loampling rate of about 5 ~
10 MSa/sec. Also, it is impossible to reconstriet signal with a distance of
about 300 mm less than about. These experimersaltsecan be expected to
utilize in order to establish the security levedameasurement method. In

future work, it can be basis of research to prewem leaked signal for the

various other electronic devices.
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Chapter 4 Characteristic of Frequency
Correlation EMSEC Channel in indoor

environments

4.1 Introduction

Many researchers have investigated the EMSEC chamogel and signal
attenuation related to the channel environmentvi®us model is too simple
to reflect a realistically complex environment, amdy give rise to some
discrepancies between simulation results and resdsarements. Although
radio attenuation fluctuates according to the emwitent and distance between
the transmitter (TX) and the receiver (RX), thesevus works [1, 7, 24, 25]
assumed that the radio attenuations are constaotder to obtain security
limit and guide test method.

We find the frequency correlation pathloss charésttes of compromising
emanations to determine the reasonable TRA. TRigfimed as the sum of all
types of radio attenuations such as free spacedndsadditional radiation
pathloss in the environment. The expected noisel land attenuation values
are random variables that, in the absence of hdditar, have to be modelled as
being normally distributed with some mean and vexgadetermined from the
statistical evaluation of a large number of measerdgs in various indoor

environments [7]. We analyzed the pathloss chatatitss of an indoor
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EMSEC-channel under various environments on this lodshe measurements.
For each environment, we obtained the TRA usingritdability distribution

to overcome the drawbacks of the previous work3 [24, 25].
4.2Channel Measurement

4.2.1 Measurement System

To analyze the characteristics of the compromisemganations, we
performed frequency-domain measurements using wvewttwork analyzer
(VNA) and a pair of biconical and broadband LP antes (Schwarzbeck
VULB9161) from 100 MHz to 1000 MHz. Our measuremsydgtem yielded,
S,; the forward transmission coefficient between thé dhd RX antennas.
For each frequency setup, a known sinusoidal sigraaltransmitted, and the
magnitude and phase of the received signal werair@d. During the CTF
measurements, the VNA was set to transmit 160liraomis-wave tones
uniformly distributed over the frequency bandstiea 100 MHz to 1000 MHz
range with a maximum frequency resolution at adesgy step of 0.56 MHz.
This frequency resolution yielded a maximum exaiday of approximately

1.7 us and a maximum distance range of approximatelyrb33
4.2.2 Measurement Scenarios and Environment
If the eavesdropper is located in an open areafrée-space loss will be
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the dominant attenuation. Because residential dinckareas are easily and
secretly targeted by EMSEC-channel attacks, caionleof the TRA with
regard to these environments is necessary. Measuatesoenarios were set up
by considering the property of the compromising eat@ns. Accordingly,
the TX antenna was fixed in 10 different positiomhereas the RX antenna
was moved along 50 positions at intervals of 0.9 he distance between the
TX and the RX antennas ranged from 1 m to 10 maichechannel model
(CM). Figure 4.1 shows the locations of the TX & antennas and the
channel environment. Because the frequency speatfutine compromising
emanations from a target device is widely spreadl i intensity is very
weak, we set the transmit power to 1 mW.

To reflect the characteristics of the compromisénganation, we pay more
attention to the non-line-of-site (NLOS) case thtiza line-of-site (LOS) case.
The measurements were carried out in a moderneoffigilding having

concrete walls, metal doors, wood doors, and glasdows.

Table 4.1 Description of indoor EMSEC-channel nied€MSs)

Channel Model Type Material LOS/NLOS
CM1 Free space Air LOS
CMm2 Twin door Wood NLOS
CM3 Single door Metal NLOS
CMm4 Window Glass/Metal NLOS
CM5 Wall to wall Concrete NLOS

45 ¥ 7



Table 4.1 summarises the scenarios in

which fisgrenments composed

of various materials, LOS/NLOS cases, and strusturere selected to study

the propagation of compromising emanation underinfleence of various

materials, structure, sizes, and layouts.
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(c)Environment 3 and 4

Figure 4.1 Channel environments

4.3 Analysis of Indoor EMSEC-Channel for
Compromising Emanations

For the conventional channel-characteristic amglylse root-mean-square
delay spread and the mean-excess delay are essmrameters. However,
the EMSEC-channel analysis is generally used ttuat@the electromagnetic
field strength of the target equipment. Becausectirapromising emanation
from target equipment in buildings are generaltgratated with the walls of
the buildings and the distance between the tam@pment and the receiver,
the received electromagnetic field strength is gy \mportant parameter in
the determination of the emission security limitdoreover, the delay
parameters are compensated for by the horizontebeartical synchronization
parameters using the number of lines and frameiéecy when the EMSEC-
channel information is reconstructed [7]. Thereforee focused on the
attenuation of the received signals with respedlistance, frequency band,

and channel environment instead of the delay passie
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Setting target frequency
bands

Selected representative
frequencies

'

Pathloss analysis of
indoor EMSEC-channel

Modeling of total radio
attenuation

Figure 4.2 Outline description of our proposed apph

Figure 4.2 illustrates the procedure we used tggse the emission
security limits. First, we set the target frequebeynds from 100 MHz to 1000
MHz. Next, frequency correlation coefficients aralcolated to find the
representative frequencies at target frequency Handanalysis pathloss
characteristics on EMSEC-channel. We evaluated B considering target

frequency band and channel environment.

4.3.1 Frequency Correlation Property on Indoor EMSEC
Channel

For considering the frequency correlation of théoior EMSEC-channel,
we used the EMSEC-channel measurements from 100 tdH00 MHz
frequency bands in Subsection 4.2. We can obtag diannel impulse
response (CIR) of EMSEC-channel based on theseumaasents. Figure 4.3
showes examples of channel impulse responses at &@d4CM5. Usually,

for the LOS data, the first arrival path dependdistance. While for the
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NLOS data, first arrival path is depend on distamcel CMs, has very
differentiation each CMs.

From the convolution between our measured lealgrthband the continus
wave (CW) from VNA in the frequency domain, we obéal the envelope of
the measured leaked signal which are applied tireakattenuation due to the
channel environment. Because, the attenuation eoftrdemitted signal from
the VNA is reflected in the attenuation of EMSEGwhel information
related to the channel environment. Figure 4.4 shitv example of envelope

of measured EMSEC-channel information at CM2 asthdice 7 meter.

g S |11

120

(a)CM4 at distance d = 5 meter

E . TTTI@ITTWW 1]

a0

(b)CM5 at distance d = 10 meter
Figure 4.3 Examples of channel impulse responsésfd and CM5
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Figure 4.4 Example of envelope of measured lealgthl at CM2

For the characterization of the frequency corretaproperties from the
100 MHz to 1000 MHz frequency bands, the crossetation coefficient was
used to represent the correlation level of the ivece signal amplitudes

between frequency tones. This process was presienfad].

C.(f, f +Af)

JC.(f, £)C,(f +Af, f +Af) (4.1)

p.(0f) =

whereC,(f1,f)=E[{a(f )-mu(f)Ha(f2)-mu(f)}] , a(f,) is the amplitude of the
channel gain at frequency tomg my(f;) is the mean of(f;) and Af is a

frequency interval. The frquency interval increafesn 1 MHz to interval
bandwidth (BW) 100 MHz by multiples of the frequgrstep 0.5625 MHz in
Section 2. We selected the interval BW is 100 Mbizcause a multiple of

BW = 50 MHz is needed for practical compromising feadable video
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signals [7]. pa(4f) is the average cross-correlation coefficient at fieas

shown Figure 4.5. Because the eavesdropper is elbcat cluttered
environments except free space practically, wendidconsider the CM1. We
simulated the frequency correlation coefficientsiraseasing the frequency
interval to find the all frequency correlationsraerval BW.

The cross-correlation coefficients become smaketha frequency interval
wider generally. But it is shown that the crossreation among the
frequency tones is high from 0.6 to 0.9. Fig. 416v8s an examples of the
correlation coefficients at a distance of 3 m om #00-500 MHz and a
distance of 9 m on the 800-900 MHz using (2) orctiennel environments.

The calculated cross-correlation coefficients is gtudy are listed in Table
4.2. On the basis of these results, we represahiechine representative
frequencies {;) as 200 MHz, 300 MHz, 400 MHz, 500 MHz, 600 MHB207
MHz, 800 MHz and 900 MHz for our target frequen@nls to analyze the

pathloss characteristics on the indoor EMSEC-cHanne

Table 4.2 Frequency correlaiton coefficients @bor EMSEC-channel models

Frequency CM2 CM3 CM4 CM5

(MHz) Min | Max | Min | Max | Min | Max | Min | Max

(100,200)| 0.60 | 0.97 | 0.88 | 0.99 | 0.72 | 0.98 | 0.85 | 0.99

(200,300)| 0.65 | 0.99 | 0.78 | 0.98 | 0.77 | 0.99 | 0.77 | 0.98

(300,400)| 0.71 | 099 | 0.83 | 099 | 0.82 | 0.99 | 0.87 | 0.99

(400,500)| 0.72 | 099 | 0.81 | 099 | 0.73 | 0.98 | 0.71 | 0.99
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(500,600)

0.65

0.97

0.88

0.99

0.72

0.98

0.85

0.99

(600,700)

0.68

0.99

0.78

0.98

0.77

0.99

0.77

0.98

(700,800)

0.75

0.99

0.65

0.99

0.78

0.99

0.65

0.99

(800,900)

0.64

0.99

0.73

0.99

0.59

0.98

0.74

0.99

(900,1000

0.64

0.99

0.81

0.99

0.78

0.98

0.71

0.98

Figure 4.5 Examples of frequency correlation doefts
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4.3.2 Pathloss Characteristics on the Indoor EMSEC-
Channel

To develop an efficient EMSEC system, pathlossperites must be
evaluated with respect to the possible noise lamdl TRA. Pathloss modeling
can be simplified by assuming that the frequeng@eddence and the distance
dependence can be treated independently of eaeh [8®]. We can find the
pathloss equation of the frequency-correlation andeMSEC-channel with
the frequency and the distandédetween TX and RX using the logarithmic

equation [31]

PL(d, f ) =20llog,, f +10[log,,k —10[nllog,,d, 4.2)

Wheren is the pathloss exponent akds the received power amplitude.
We find n andk using least-squares (LS) curve fitting based amatian in
the measured received power with distance for iffe CMs and frequency
bands.

We summarized the detailed parameters of pathigsatien in Table 4.3.
The root-mean-square error (RMSE) between measpegdmeters and
estimated parameters is obtained using LS-curiaditFigure 4.6 shows the
measured received power and LS-fitted curves repted by black solid
lines for each CM.

CM3 and CM4 had a metal door and metal window fréneeveen the TX
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and RX, respectively, in which the EMSEC-channeforiimation was
effectively shielded. We conjecture that CM3 and4_Chad relatively higher
power attenuation than CM2 and CM5, which were cosed of wood and
concrete, respectively. In other words, owing te kbwer power attenuation
of CM2 and CM5, they were more vulnerable to umititmal compromising
emanation compared to CM3 and CM4. If the singtaigty limit is typically
applied for various indoor environments and freqyeoands, signal leakage
IS a concern. The emission security limits are thesessary for considering
the influcence of channel environment in order totgct leakage important

signal from eavesdropping.

Table 4.3 Estimation parameters of indoor EMSE&ndiel models

Representative frequencyf, CMs k n RMSE

CM2 0.012 2.30 0.0004

f, =100 MHz CM3 0.016 2.84 0.0003

r

(100-200 MHz) CM4 0.002 2.29 0.0001

CM5 0.015 1.17 0.0092

CM2 0.066 2.29 0.0016

f, =200 MHz CM3 0.031 2.83 0.0003

r

(200-300 MHz) CM4 0.002 2.29 0.0001

CM5 0.027 1.06 0.0103

f, =300 MHz CMm2 0.089 2.33 0.0019

r

(300—400 MHz) CM3 0.018 2.82 0.0004
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CM4 0.002 2.32 0.0003

CM5 0.054 1.36 0.0075

CMm2 0.089 2.37 0.0009

f, =400 MHz CM3 0.014 2.92 0.0003
(400-500 MHz) CM4 0.002 2.40 0.0001
CM5 0.029 1.20 0.0035

Cm2 0.108 241 0.0019

f, =500 MHz CM3 0.054 2.93 0.0001
(500-600 MHz) CM4 0.007 2.33 0.0001
CM5 0.032 1.14 0.0066

CM2 0.080 2.40 0.0039

f, =600 MHz CM3 0.005 2.90 0.0001
(600—700 MHz) CM4 0.008 2.33 0.0001
CM5 0.024 1.20 0.0042

CMm2 0.109 2.38 0.0011

f, =700 MHz CM3 0.025 2.88 0.0001
(700-800 MHz) CM4 0.009 2.32 0.0001
CM5 0.021 1.32 0.0042

CMm2 0.153 2.34 0.0041

f, =800 MHz CM3 0.024 2.92 0.0001
(800-900 MHz) CMm4 0.007 241 0.0001
CM5 0.019 1.26 0.0043

f, =900 MHz CMm2 0.050 2.32 0.0009
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(900-1000 MHz) CM3 0.002 2.94 0.0001
CM4 0.001 2.50 0.0001
CM5 0.016 1.14 0.0062
’?26‘, n=117, RMSE=00013 ,m\k:ﬂﬂ&i n=233 RMSE=0007% ;:Exg

= 0072, n=230, RMSE = 0.0007
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Figure 4.6 Example of LS-curve fitting on receiyemver

Some researchers adopted the two-ray Rayleighdadivdel to represent

the digital channel for compromising emanation, vihich the pathloss

exponent n was a constant value of 2 [7, 24]. Otheearchers took the value

of nas 2 at 900 MHz and 2.2 at frequencies from 1.2 @HzGHz [25].

However, we calculated the pathloss exponent us#wgurve fitting with
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the measured value of 500 points each CMs anddrexyubands respectively.
And then, we found that the pathloss exponent vialnged from 1.06 to 2.94
depending on frequency band and the CMs, whichum differed with

propagation environments, such as an empty officepncrete wall, a wood

or metal door, or a glass window.

4.4 Conclusion

To propose the emission security limits, we setténget frequency bands
from 100 MHz to 1000 MHz, firstly. Next, frequencygrrelation coefficients
are calculated to find the representative frequenat target frequency band
for analysis pathloss characteristics on EMSEC+sbhT he cross-correlation
among the frequency tones is a little bit high fro® to 0.9. We represented
the nine representative frequencies as 200 MHz, N3Biaz, 400 MHz, 500
MHz, 600 MHz, 700 MHz, 800 MHz and 900 MHz on thasis of these
results.

We find the frequency correlation pathloss charésttes of compromising
emanations to determine the reasonable TRA. TRdefsed as the sum of
all types of radio attenuations such as free sfEseand additional radiation
pathloss in the environment.

We calculated the pathloss exponent using LS-cdittimg with the
measured value of 500 points each CMs and frequbaogls respectively.
And then, we found that the pathloss exponent vialnged from 1.06 to 2.94

depending on frequency band and the CMs, whichun differed with
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propagation environments, such as an empty officepncrete wall, a wood
or metal door, or a glass window. CM3 and CM4 hadegal door and metal
window frame between the TX and RX, respectivatlywhich the EMSEC-
channel information was effectively shielded. Wenjeoture that CM3 and
CM4 had relatively higher power attenuation thanZamd CM5, which were

composed of wood and concrete, respectively.
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Chapter 5 Emission Security Limits for

Compromising Emanations

5.1 Introduction

In this chapter, we present a periodic and aperiediission security limits
using the measurement and analysis of electromiageatission security
channel in chapter 4. Based on investigation abatently known security
limits, suitable and actual security limits are pwesed. These emission
security limits can be used as the basis of thetddanthe leakage

electromagnetic radiation of information appliadle¥ices for authentication.

5.2 Parameters for Security Limits

In this section, we propose security limits on coongising emanation
based on the measurement and analysis of the fregumrrelation indoor
EMSEC-channels, as described in Chapter 4.

Figure 5.1 shows the EMSEC system configurationeath stage for
determination of emission security limits. EMSEC stgyn’ SNR is
proportional to system gains such as antenna gairsignal processing gain,
and inversely proportional to total radio attenomatin the radiation path and

environmental noise strength [7, 25]. TBRRIs defined as
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E [G, G
SNR= ™2 B (dB) (5.1)
|:En,B |:fn

otal

where, Ena= maximum field strength that the test standaradnjisr

B = the impulse bandwidth used in the test

aota— IS defined by total radio attenuation(TRA) suchfiee space
pathloss and additional radiation pathloss by thilimg walls

G.= the gain of the best directional antenna th&asible for
use by the eavesdropper

Gp,= the processing gain that can be achieved withnigoes
such as periodic averaging

E.g= the field strength of natural and man-made radise at
the location of the eavesdropping antenna wittbarsdwidth B

f,.= the noise factor of the eavesdropper’s receiver

(5.1) can be expressed by the logarithm (dB) deviahg (5.2)

SNR=E, ., +G,+G, -a,, ~E,z — f,, (dB) (5.2)

Antenna f
o

—— D:Ij— Receiver Processor
Biptal
E‘nax. GEI- Emise S/N~ GIJ
Waveform Generator

for synchonization

Figure 5.1 EMSEC'’s system configuration
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This method consider that the minimal backgroundsenothat the
eavesdropper faces even under good receiving comslitthe gain from
antenna types that can be used covertly, and ihefrgan the use of suitable
detection and signal processing methods for theasigf interest the closest
distance between antenna and target device forhwtiotection is needed.
They achieved the signal-to-noise ratio that acdidiquency eavesdropper
under these conditions using (5.2).

Finally, we can obtain the emission limits leveldi&rive each parameter to
obtain the best signal-to-noise ratio from (5.20b&ection 5.2.1~5.2.6 are

presented the details of each parameter.

5.2.1. Total radio attenuation

The valueaygy, is defined by TRAs such as free space pathloss and
additional radiation pathloss by the building walle assumed the maximum
distance to be 10 m since the EMSEC system would@aloser than 10 m
in indoor environments. Therefore, the TRA. is defined at a
representative frequency,, receiver power amplitud&k, and pathloss

exponenn which are depends on channel environments as

8a = PL(10,f,) =2000g,, f, +100og,k~10th. (dB) (g o
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A comparison of the available literature on outdramtio noise shows that
rather limited data is available on indoor radignsil attenuations caused by
building materials [7]. Previous work [1, 7, 24,]2&ssumed that radio
attenuations would have constant values. They meadi that indoor ratio
signal attenuation by building materials clear datafar less. They adjusted
that the survey publications [32, 33] provide datathe frequency range of
900 MHz to 100 GHz, which is of particular interéstdesigners of mobile
personal communicaiton systems and wireless netagrépplications [7].
However, this data shows only a few trends and Ijnodbcuments a
significant variability between buildings. The seyv[33] lists a number of
alternative models that have been used to desattrauation in buildings.
Example values from published measurements memtiong33] include 1.4
dB for a cloth-covered office, 3 dB for wood andthrsliding, 7 dB for a 200
mm concrete block wall, 13 dB for another concregdl, and 12 and 16 dB
for floors in different buildings, where at 900 MHm addition to free sapce
loss, attenuations of 10~25 dB have been repoRedthe VHF frequency
range, they found a study [34], which looked ab&8 150 MHz signals from
a far away station and found that signal levelglmsuildings are in the order
of 20~25 dB lower than outside in the street arad the building attenuation
was in the range 5~45 dB in about 90 % of all mesmants made with a
sightly lower attenuation for 150 MHz. They wantdosure protection even
for rooms whose attenuation by building materialdocated in the lowest
decile of the available statisics and thereforetosa radio attenuation is 15

dB at 10 meter.
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However, the radio attenuations have to be modededeing normally
distributed with a mean and variance determinealidjin statistical evaluation
of a large number of measurements in various enrisnts. Accordingly, we
measure and analyze the frequency correlation mBMSEC-channel under
indoor environments. Based on these results, wedftluat the TRA in dB can
be modelled as a random process that follows aaRidistribution at each
channel. The cumulative distribution function (QD&f the total radio
attenuation with Rician fitting at CM2 at 400-50CH& and CM4 at 900—
1000 MHz is shown in Figure 5.2. The empirical C&fows good agreement
with the CDF of the Rician distribution.

Let s denote the direct-waves peak amplitude anddenote the standard
deviation of the overall total radio attenuatiag,, then the Riciak-factor is

given as

k= : (5.4)

The Rician CDF is calculated as follows

J@)mlm(atotalﬂ)

— atotal2 .
C ice( otal ) - exﬂ_(k + )] (
R at I 202 mz:O atotal g (55)

andl() is a modified m-th order Bessel function of thstfkind [31]. And

Table 5.1 summarises tlseand g values of measured channels, the RMSE

63 ;



of the measured results with Rician fitting resahd the 90% probability of

TRA for each CM and frequency band.

Table 5.1 Rician CDF parameters of indoor EMSE@&rciel model

Frequencyy CMs S o RMSE TRA (dB)

100 CM2 0.77 1.18 0.06 41

- CM3 0.84 1.25 0.02 43
200 CM4 2 2.17 0.05 48
MHz CM5 2.6 2.44 0.04 29
200 CM2 0.03 1.05 0.06 33

- CM3 0.51 1.09 0.17 42
300 CM4 1.64 0.90 0.03 48
MHz CM5 0.66 1.30 0.04 24
300 CM2 0.40 1 0.06 32

- CM3 0.70 1.20 0.03 42
400 CM4 1.86 2.07 0.05 47
MHz CM5 1 0.87 0.03 24
400 CM2 0.23 0.71 0.02 31

- CM3 2.73 1.59 0.06 45
500 CM4 1.46 0.86 0.05 50
MHz CM5 0.39 0.67 0.04 25
500 CM2 0.94 1.53 0.049 30

- CM3 2.36 1.21 0.024 51
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600 CM4 0.78 1.30 0.018 51
MHz CM5 0.59 0.70 0.021 24
600 CM2 3.47 2.79 0.042 36

- CM3 1.69 1.09 0.030 49
700 CM4 3.01 1.89 0.063 51
MHz CM5 1.20 0.56 0.036 26
700 CM2 0.18 0.70 0.019 31

- CM3 0.99 1.89 0.032 51
800 CM4 3.22 1.08 0.031 51
MHz CM5 0.66 1.08 0.032 29
800 CM2 1.92 1.03 0.063 29

- CM3 3.90 1.02 0.020 57
900 CM4 2.05 2.02 0.016 52
MHz CM5 1.13 1.19 0.024 28
900 CM2 11 1.01 0.03 34

- CM3 1 1.6 0.06 57
1000 CM4 0.99 1.05 0.02 57
MHz CM5 1.77 0.98 0.004 27

We found that the TRA does not show significantedénces depending on
the frequency bands and has the following rangeemidipg on the

environment : 29-41dB at CM2, a 42-57 dB at CM3,/ab7 dB at CM4,

65



and 24-29 at CM5. In addition to, CM3 and CM4 hgveater TRA than
CM2 and CMS5.

a | . . \ . \ . . \
55 s 57 53 &3 B0 Bl B2 63 B4 65
Tatal radio attenuation (45}

(a)CM2 at 400-500 MHz (s = 0.237 =0.71)

k=)

08

o7

06

CDF

05

0.4

03

02

01

55 s 57 53 59 60 Bl 62 63 64 65
Total radio attenuation (45}

(b)CM4 at 900-1000 MHz¢ =0.99, 0 = 1.05)

Figure 5.2 Rician CDF fitting of total radio atteation
5.2.2. Radio noise

A standard survey-data reference for the noiseldet@ be expected in

various environments throughout the radio spectaxists in the form of
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ITU-R Recommendation P.372 [35], which summarizee tesults from
numerous noise intensity measurements and categdhigir origin.
Environmental noise was the radio noise aroundwtineless information
devices and eavesdroppers, and derived expregsieasnted in the ITU-R
Recommendation P.372 [35]. Radio noise to the enuient based on the

recommendation of the noise can be expressedlawol

E,,(dBV) = F,(dB) +20log f,,,,, +10l0gB,,,, — 368,  (dB) (5.6)

where,F, is external noise figurdyy, is frequency andyu,is receiver's
BW. F, is presented equation (5.7). External noise is shioyvthe following

equation (5.7) on the recommendations

F,=c-dlog(f) (dB) (5.7)

where,c andd are constant values which are different by regiad the
value is categorized by commercial area, resideartéa, rural areas, not rural
and cosmic noise in the from 0.3 MHz to 250MHz freqcy band in Table
5.2 and Figure 5.3.

Table 5.2 Parametecsandd

Environment C d
Commertial area 76.8 27.7
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Residential area 72.5 27.7
Rural areas 67.2 27.7
Not rural 53.6 28.6
Cosmic noise 52.0 23.0
100
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A:commertial area, B: residential area, C: rurakar D: not rural, E: cosmic noise

Figure 5.3 External noise figure correspondingram®nment

5.2.3. Antenna gain

In the commercial market, the highest antenna gathe 100-1000 MHz
frequency band is commonly 1Bi [36]; hence, we adopt an antenna gain,
G,, of 17 dBi for our target frequency bands to obtain rigorensission

security limits.
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5.2.4. Signal processing gain

The advantage of signal processing, using vario8® [b processes the
digital signals that after digitized via AD conwartsignal of electromagnetic
radiation that is received via the receiver shdvesadvantage to get through a
method for improving th&NRof the signal.

The advantage of the signal processing, the sighatlectromagnetic
radiation that can be obtained through filteringyri€lation, and character
recognition algorithms and averaging, generatednfrthe information
equipment such as a computer monitor, the samelsigth a constant cycle
to illustrate the form of periodic signals to b@eated. Averaging techniques
is the most efficient method how to receive repdatimnals of multiple
periods continuously.

Received waveforms are mixed up noise componensigmel component.
Let us consider the case to match the phase o$igmal to match with a
plurality of cycles these received waveforms. Beeathhe signal component is
applied to the same phase, the voltage of the Isigitde doubled. However,
because it has a random phase to each other wiseassumed to be random
noise, synthesis, noise component shows the effgmwer is double the two
signals having different phases. As a result, tigpas voltage increased,
power is increased, in the case of noise.

Thus, the advantages of the signal processing bgetimethods can be

generalized as follows. We adopted an averaginginique as a post
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processing method for image in order to improveSN&of the reconstructed
EMSEC-channel information. This method is a pradtibighly effective, and
widely used technique for increasing tBRIRof a periodic signal, such as a
signal generated by the image-refresh circuitryBUs [2, 7]. We used the
common video resolution mode of 1280024 at 75 Hz, which is composed

of 1,799,408 pixels [26]5; is defined as (5.8) [7]

G, =10(log,,M,  (dB) (5.8)

whereM indicates the number of the periodic signal applaethe correct
phase. Sinct is related to the available acquisition memoryhie receiver
as (5.9), we used high performance acquisitioragi&rwhich has a maximum
memory of 512 MB and 12 bit resoultion, 2 byte sed for store. The

maximumM is 213 and5, is calculated about 23 dB using Equation (5.8).

: 6
_ 512x12bit x10 _213

= = 5.9
1799408x16bit (5.9)

As a result, the number of signal period which barapplied to the exact
phase, is a primary parameter, the advantagesgoélsprocessing can be
obtained by averaging technique method, when it netsapplied to the
correct phase in the course of the treatment is,fgbssible to take advantage

of the signal processing lower than this.

70 3



5.2.5. Minimum SNR for reconstruction

The final output of the reconstructed image affglying signal processing
methods has been changed to a digital signal #iféesignal received by the
antenna and receiver will have a certain amour8MR but if they will be
recognized as the information.

Figure 5.4 shows the characteristics of the reBtoraimage that is
presented in the paper [7]. Vertical axis showsSh&value, shown in 5 dB
increments. In this example, must havBNRof 10 dB or more, at least it is
believed to be possible to recognize a correctatitar, and when you want to
use a larger font and using such detection algardhd character recognition
than this is judged possible to character recagmith the signal loweBNR

The paper of MarkusSNRof the restored image has been suggested that
can be recognized as an information unless you @rdBiore at least when

you take into account the effect of improving aiefyrof multiple.

5.2.6 Receiver noise factor

A noise figure of receiver is the ratio betweeNRat output andSNRat
input on receiver. It is an index showing the dffgicthe noise by the receiver
and a receiver having the lower noise figure isdoet

We assume the attacker uses a receiver with a figise off, = 10 dB
given for the Dynamic Sciences R-1250 and an ingpbndwidth of B = 50

MHz for same condition Kuhn’s receiver noise fig{ifg
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Figure 5.4 Video signal with varyinfgNR

5.2.7. Calculation of Emission Security Limit

Video display images are easily recovered by thiogie property of their
EMSEC-channel information, whereas printer andifaages, which exhibit
aperiodicity in their EMSEC-channel informationgaeproduced by a single
operation. From this point of view, the periodicigsion security limit is
considered to be the processing g&, when using the averaging image
processing technique. However, it is difficult fot@in the processing gain for
an aperiodic emission security limit. Hence, welp@p processing gain in
order to divide periodic and aperiodic emissionusigg limits. Emission

security limits can be classified into confideritiatlasses A and B. Class B
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is for confidential equipment handling sensitivaagiaherefore, it requires
stronger protection than class A [1].

Table 5.1 lists the TRAa(,,) from 100 MHz to 1000 MHz for each CM.
oz has a range from 24 dB at CM5 to 57 dB at CM3 ah4. We
calculated the emission security limits for classufing (5). Enaxis 21
dB 1 V/m for class B at 200-300 MHz when tB&IRis O dB, the receiver’ s
BW is 50 MHz, and the distance is 10 m. From (5i2)s found that the

emission security limits for class A are 45 dB/m on the same frequency

band.

5.3 Proposed Emission Security Limits

In this subsection 5.2. .« is 21 dBu V/m for class B at 200—300 MHz
when theSNRis 0 dB, the receiver’s BW is 50 MHz, and theafige is 10 m.
From (5.2), it is found that the emission seculityits for class A are 45
dB 1 V/m on same frequency band. Because the generelrgpeanalyzers
allow a maximum impulse BW of either 1 MHz or 5 MHneasurements
with a BW of 50 MHz are not possible using the camiy used spectrum
analyzers. Therefore, the corresponding limit isdBlower at a BW of 5
MHz [2]. We can therefore obtain the emission siéglimit for BW 5 MHz
as 1 dBu V/m for class B and 25 dB V/m for class A at 200—300 MHz .

Table 5.3 presents our calculated emission seclirijts using the
frequency correlation indoor EMSEC-channel analgsidistanced of 10 m,

a BW of 50 MHz and 5 MHz, respectively. We can ignohe + 1 dB
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interval of the calculated security limits to fadto several groups. For stricter
emission security limits against eavesdropping, seected a more rigid

emission security limit by grouping.

Table 5.3 Calculated periodic emission securityth (unit :dBuV/m)

Frequency BW = 50 MHz BW =5 MHz
(MHz) Class A Class B Class A Class B
100-200 45 24 24 4
200-300 45 21 25 1
300-400 44 21 24 1
400-500 47 22 27 2
500-600 49 21 29 1
600-700 48 23 28 3
700-800 48 26 28 6
800-900 49 25 29 5
900-1000 55 25 35 5

Table 5.4 Proposed emission security limits (udBuV/m)

Aperiodic EMSEC-channel| Periodic EMSEC-channel
Frequency (MHz) information information
Class A Class B Class A Class B
100-200 47 27 24 4
200-400 47 24 24 1
400-600 51 24 28 1
600-700 51 26 28 3
700-900 51 28 28 5
900-1000 58 28 35 5
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The periodic emission security limits for BW 5 MHze 1, 1, 2, and 1
dBuV/mfor class B in the 200-600 MHz, these can be gedugs 1dBuV/m
In addition, the periodic emission security linfiis BW 5 MHz are 27, 29, 28,
28, and 29dBuV/m for class A in the 400-900 MHz range, these can be
grouped as 28BuV/m Similarly, the periodic emission security classitis
for BW 5 MHz can be grouped 2#BuV/mfor class A in the 100~400 MHz.
Aperiodic emission security limits are weaker thia@ processing gaiG,, 23
dBi than periodic emission security limits owing te ttedundancy caused by
repetitive signals. So, that the periodic EMSECreted information is easily
leaked and reconstructed, which results in a piatersk. Thus, the periodic
emission security limits must be stronger thanaperiodic emission security
limits.

Finally, we present our proposed periodic and ap@riemission security
limits in the target frequency bands using the deagpy correlation indoor
EMSEC-channel analysis at a BW of 5 MHz and distahof 10 m in Table
5.4. In general, with existing EMC standards [4,cd¥éss B has a strict value
10 dB higher than class A without consideration \afrious channel
environments. Class A and class B for the prop@seigsion security limits
are influenced by the TRA, which is affected by freguency and channel
environment. Therefore, the difference in the eimissecurity limits between
class A and class B implies the difference betw#em maximum and
minimum values of the TRA, which are affected bg thannel environment

and frequency band.
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5.4 Comparison with Public Standards and Other
Security Limits

5.4.1 CISPR22 and MIL-STD-461E

For comparison, we selected the CISPR22 class latd [4], which is
used globally as a radiated emission standardlfequipment in commercial
EMC standards, and the United States military EM&hdard MIL-STD-
461E/R102 [5] for mobile army and navy equipmendiaton. EXisting
security limits [7, 25] and the civilian [4] and litary [5] EMC standards are
tunned to the same measurement conditions suchVésoB5 MHz and
distanced of 10 m, and VHF and UHF bands with the proposeclListy
limits to prove their reliability and practicalityVe have to take into account
the different BW and antenna distances. To incréssanpulse BW from 120
kHz for other EMC standards to 5 MHz for the pragb&mission security
limits, we have to raise the permitted field stibenigy 32 dB, in order to keep
the equivalent spectral density constant. The dirhdve to be raised further
by 20 dB to convert the measurement distance freéonlD m [7].

The emission limits under the CISPR22 class B dasiscA standards are
62 dBuV/mand 72dBuV/m, respectively, from 30 MHz to 230 MHz. For the
CISPR22 class B and class A standards, the lim&s68 dBuV/m and 79
dBuV/mfrom 230 MHz to 1000 MHz, respectively. The MILISH61E class
B standard is 241BuV/m at 100 MHz, which linearly increases up to 32
dBuV/mat 1000 MHz. The MIL-STD-461E class A standard4siBuV/m at
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100 MHz, which linearly increases up to 8BuV/m at 1000 MHz at a
distance of 10 m and a BW of 5 MHz.

Other measurement parameters of the compared ks as the antenna
gain, signal processing gain, both natural and made radio noise, and
noise factor are used to determine ®MR for EMSEC system Eq. (4).
Because the civil and military EMC standards [4¢&jsider the unintentional
generation, propagation and reception of electromtg energy with
reference to the unwanted effects to other IT amyigeneral EMC standards
did not applied for these the measurement parambtsrause it does not take
into account theSsNR In addition, other security limits [1, 7, 25] aapplied
by ITU-R P.372 [31] for natural and man-made ndigetor as like the
proposed security limits to consider tBBIRand these security limits same as
noise figure as our security limits.

Previous works and published EMC standards usedahe security limit
for all kinds of equipment in various environmertfwever, we proposed
the emission security limits based on measuremedt analysis of the
EMSEC-channel in various real indoor environmeiite proposed emission
security limits are considered as the level of mmrftiality and TRA based on

the channel environment and frequency bands.

5.4.2 Security limits for Markus G. Kuhn

Most foreign countries classified for the leakadeceomagnetic shielding
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standards and criteria without disclosing. Howeuter,present the related
research in the field of academic methods and atdsdare often derived the
leakage electromagnetic shielding standards. Usityeof Cambridge, UK,
Markus G. Kuhn presented these method his doctioesis and ITU-T K.84
is generated the test methods and guide agairmtrmiafion leaks through
unintentional EM emissions. In this section, thesisting two security limits
are explained

Markus method is presented by deriving the eavepdnts the signal-to-
noise ratio SNR that. Therefore, that method is to calculate $iINRof the
obtained signal gain and the noise component frarmadrget devices passing
through antenna, receiver and signal processingeev

To define stricter emission security limits thae tBMC standards, for the
worst case scenario we assumed that3NRis less than 0 dB because of
unreadable text for reconstruction [7], the receiseBW is 50 MHz, and the
distance is 10 m. To protect the equipment againgMSEC-channel attack,
we calculated the maximum field strendi,qxWhich is the emission security
limit, to satisfySNR < 0 dB using the logarithmic equation (4).

In (5.2), Enoise andf, are set to 27 dg V/m and 10 dB, respectively, as
given in [2]. In the commercial market, the highaatenna gain in the 100
MHz to 1000 MHz frequency bands is commonly dBi [33]; hence, we
adopt an antenna gafb, of 17 dBi for our target frequency bands to obtain
rigorous emission security limits. When in settthg standards for the Worst
Case was mentioned represent the effect of 45 dBdB attenuation due to

buildings in front of the building by at least 5 dBenuation can be applied.
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(5.2) assigned to each of these parameters wasnpeglsin front of the
signal to restore requires at least 0 @IBRfinal, you can get the upper level
of electromagnetic radiation in Worst Case condgidor the protection of
information leakage.

As a result, if the conditions set out above, thakhge electromagnetic
wave generated by the information device to beasgld into the @iBuV/mor
less, is the conclusion that can be protected agaformation leaks. The
Kuhn’ s security limit [7] is 1dBuV/m, assuming a constant radio attenuation
at a distance of 10 m and a receiver BW of 5 MHthenVHF and UHF bands.
In addition to, [25] proposes the security limiaths 49.5dBuV/m from 100
MHz to 500, 50. dBuV/mfrom 500 MHz to 1000 MHz, and 56dBu:V/m at
1000 MHz. Because constant radio attenuation wds coasidered the
influence of channel environment, the Kuhn’ s emissecurity limit did not
reflect the pathloss characteristics of the comsmm emanation in a real

environment.

5.4.3. ITU-T K.84 Guideline

A. The guiding concept

Whereas proposed method by Markus our is laid thendation for
computing thesNRwith an emphasis on noise component that appemirsgd
signal transmission system, the provided methogiged by NTT represents
the shape of deriving a base shield on the bagtseafinimum input level of

the receiver. Also in this method, the parametetstlse same system as
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Figure 5.1, is considered are minimum receiver tinpoltage level and

minimum SNRrequired to restore the signal.

B. Antenna factor
Antenna factor is a parameter showing the electgmetc field generated

around the antenna and is expressed by the folipedgiation.

A (dB) = E(dBuV) - \ di& Y (5.10)

If the input impedance of the antenna is matcheBf®, with the gain of
the antennas, the antenna factor may be calculated as Equdfi@h in

general.

A, =200og,, (f [MHz]) - G- 29.79 (5.11)

The most ideal antenna factor has a value of O¢clwis a mode in which
the output signal is generated by an electromagfietd around without any

loss. The antenna having the small antenna fabtaws the high performance.

C. Minimum input voltage level
This parameter represents the sensitivity of theeiver and shows a
minimum signal voltage level can be processed at rdceiver. If the

bandwidth is wider, the minimum input voltage leirelreases as fallen to its
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characteristics sensitivity. The input voltage legk the signal has a form

such as (5.12).

Emin :Vmin + SNRF 'fA‘ (5-12)

Here,SNRis the strength ration between the signal requivedignal

reproduction and noise. In other words, performaigaeduced to

increase in noise so that a recognized signal rnisisecreased by the

characteristic in response to the increase in batdw

D. Minimum SNRfor restoration

The NTT data has been presented classified ingettypes: a used receiver,

is shown by dividing th&NRvalue that is required for signal recovery when

using the receiver, respectively. Table 5.5 shdwes requiredSNR for the

each receiver.

Table 5.5 Examples of receiver and requis®tR

Receiver Classification of Receiver Minimum SNR
Receiver | Amateur receiver 20 dB
Receiver Il General-purpose EMC receiver 15dB
Receiver I Special receiver for TEMPEST 0dB
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E. Maximum distance for restoration EMSEC signal
NTT document derived the maximum distance that loanrestored the
EMSEC signal.
(1) Antenna factor
They have selected the lowest antenna factor bgsiigating the Yagi
antenna amateur radio for VHF bands. The selectehaas have the antenna

factor from 2.2 dB at 144 MHz to 19.0 dB at 2.4 GHz

(2) Minimum input voltage level
Checking the specifications of the receiver, mimminput voltage level
was presented to -13 ¢BV of 120 kHz receiver bandwidth in general. The
reception bandwidth required at least 3 MHz to vecanformation from the
received signal. The minimum input voltage leveth# receiver is calculated

(5.13).

-13+10log, (3¢ 16 /1.2 10F 0.98BuV  (5.13)

(3) Calculation of limit level
Using the TEMPEST equipment, it is possible to aestthe leak
electromagnetic waves onlyNRof 0 dB or more. It is assigned to derive
equation (5.13) by obtained parameters , a limlaakl is obtained 3.18
dBuV at 144 MHz, 13.28 d@/ V at 1.2 GHz
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Compared with the class B and class A of VCCI, padase EMI
certification standards, the level is derivedhd& EMSEC signal is radiated in
a space surrounded by the reinforced wall, TEMPESEIiver as shown in
Figure 5.5 it is determined that it is possibledstore and reception of signals

up to about the 105 meter.

Leaking electromagnetic wave str7*lgth of VCCI class A products (free radiation)

60
Leaking elecfromagneti¢ waveﬁ/trength of VCCI class B products (free radiation)
L]
L
50 * N
m ! )
o) Leaking e Ctromagnetl: ave strength of VCCI class A products
2. | (reinforced s
= 40 ~ ‘(
s
@ eaking e agnenc ve strength of VCCI class B
S 4 preducts (re ed.wall) /
)
o Detection limit 0 ecelve Ts
g \ MEY
= 20 I' Detection-imit of iverll -
% [~ Yl
c § N
< 10 & Al
3 ) . . Bt *
= Detection limit of recdiver III .. 3
Q
0 Sy y
L |
-10
1 1l g m 1000

Distance [m]

Figure 5.5 Relationship between possible elecieid strength and
distance for EMSEC

Fig. 5.6 shows the comparison between our propssegrity limits and the

other standards. The proposed periodic emissioarisedimit for class B is

83 1



19-31 dB stricter than the MIL-STD-461E class Bndtad and 57-68 dB
stricter than the CISPR22 class B standard. Thpgsexr periodic emission
security limit for class A is 9—28 dB stricter thtdre MIL-STD-461E class A
standard and 37-55 dB stricter than the CISPR23 dastandard. In addition,
the proposed aperiodic emission security limit étass B is similar to the
MIL-STD-461E class B but differed slightly by 0-58d The proposed
aperiodic emission security limit for class A isngar to the MIL-STD-461E
class A, with a difference of 0—6 dB. Further, fiteposed periodic emission
security limit for class B is the same as the Kukrémission security limit
from 200 MHz to 600 MHz. And differenciation betvmeaperiodic emission
security limit for class A and security limit ofgRis from 0.3 dB to 7.3 dB.
However, Kuhn used the mimimum constant radio atifon values to

propose the security limits using the three sudeguments [32,33, 34].

an : ! T T | [=—Psichss B
: : : -G Class B
70 : : : : : || m— S| Class A
: H : - Class A
- ; R T T CISPR2? Class B
= : : i—- CISPRZ2 Class A
% 0 : o o ; z MIL-STD-461E Class B
] T 4 . : MIL-STD-461E Class A
E’ 0 : : : | | =% ~ Security limit of [2]
£ : : : : — Security limit of [B]
= : : I
E W0 i o ]
g [l : == :
E;I"_l e e — - ' :
20 : : <

i i i i L i i H
100 200 300 400 500 OO 700 800 9S00 1000
Frequency (MHz)

Figure 5.6 Comparison between our proposed sedumitg and other security

limits and EMC standards
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5.5 Conclusion

In this chapterwe present our proposed periodic and aperiodission security
limits in the target frequency bands using the demty correlation indoor EMSEC-
channel analysis In chapter 4, we measure and analyze the freguenc
correlation indoor EMSEC-channel under indoor emwvinents. Based on
these results, we found that the TRA in dB can loelefled as a random
process that follows a Rician distribution at eabannel. We found that the
TRA does not show significant differences dependinghe frequency bands
and has the following range depending on the enmient: 29-41dB at CM2,
a 42-57 dB at CM3, 47-57 dB at CM4, and 24-29 abCM

Emission security limits class A and class B afeé@mced by TRA which is
affected by frequency and channel environment.oB&riemission security
limits for class A is 24, 28, 38BuV/min the 100-400 MHz, 400-900 MHz
and 900-1000 MHz, respectively. And periodic enaisssecurity limits for
class B is 4, 1, 3, 8BuV/min the 100-200 MHz, 200-600 MHz, 600-700
MHz and 900-1000 MHz, respectively. The differemgth emission security
limits of class A and class B implies the differefdmetween the maximum and
minimum values of the TRA which are affected byrokel environments and
frequency band. In addition, the differences witle PECI and AECI of
emission security limits have the processing g&8,dBi owing to the

redundancy caused by repetitive signals. So, tleaPECI is easily leaked and
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reconstructed, which results in a potential riskug, the periodic emission
security limits must be stronger than the aperiediission security limits.

For our proposed security limit's reliability andapticality, we compared
the existing security limits, including the civifiaand military EMC standards
as same measurement conditions such as BW of 5andalistance d of 10
m, and VHF and UHF bands with the proposed seclinitigs. The proposed
periodic emission security limit for class B is B3-dB stricter than the MIL-
STD-461E class B standard and 57-68 dB strictar tha CISPR22 class B
standard. The proposed periodic emission secumiiy flor class A is 9-28 dB
stricter than the MIL-STD-461E class A standard 8@e55 dB stricter than
the CISPR22 class A standard. In addition, the ggegd aperiodic emission
security limit for class B is similar to the MIL-®F461E class B but differed
slightly by 2-5 dB. The proposed aperiodic emissieaurity limit for class A
is similar to the MIL-STD-461E class A, with a difence of 0—6 dB only.
Further, the proposed periodic emission securityt Ifor class B is the same
as the Kuhn’ s emission security limit from 200 Miz 600 MHz. And
differenciation between aperiodic emission seculiyit for class A and
security limit of [6] is from 0.3 dB to 7.3 dB. Hawer, Kuhn used the
mimimum constant radio attenuation values to prepthge security limits

using the three survey documents [32,33, 34].
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Chapter 6. Summary and further study

Radio wave is unintentionally emitted from inforioat technology
equipment. The important information can be repceduby these received
electromagnetic waves using the high sensitive nmateand receiver
intentionally. This phenomenon is referred tacaspromising emanations (CEs)
or Electromagnetic emanation security (EMSEC).

While important documents related to these comsimgiemanations have
been withheld from the public by military organipats. In addition, existing
general EMC standards and security limits for campsing emanations are
unsuitable for emission security purposes. Forrgason, reasonable emission
security limits for various electronic devices degl with significant
information are necessary. In our study, we focusedestablishing the
security limits for the compromising emanationgitioor environments.

Secondly, we represent how to build the EMSEC-sysiad to restore the
signal leakage of electromagnetic waves on the sbadi the signal
characteristics of the electromagnetic wave leakdgeinter and PC monitors
that you saw in Chapter 2. The parameters thaingarove the performance of
signal recovery of the leakage electromagnetic wawean be given antenna
sensitivity, RBW of the receiver, and signal pr@teg gain. To adjust the
signal processing gain, antenna which have the &idgdnna gain, and the use

of wider RBW on receiver are improved hardware dMIEC system.
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Whereas, post-processing image restoration algotitt a EMSEC system is
a portion corresponding to the software of EMSE&ew.

Techniques for increasing signal strength and naisduction are
particularly important when trying to measure coampising emanations
because the magnitude of these signals can benwtyresmall. Averaging
technique find to achieve maximum cross correlatimiween recorded
electromagnetic leaked signals. That method isaatioal, highly effective
and widely used technique for increasing the sigmaloise ratio $NR of a
periodic signal, such as that generated by the énanafyesh circuitry in a
video display system. But, the printer and facsngkhibit aperiodicity in
their EMSEC-channel information during their operatstate unlike video
display systems. Since the aperiodic EMSEC-chann&rmation of
equipments such as printers and faxes is not iedoim processing gain, the
differences between periodic- and aperiodic-comfsimg emanations need
to be considered in order to establish emissionurdgc limits. We
reconstructed the EMSEC-channel information fromDélAnd printer using
the averaging technique and proposed the adaptimegihg filter.

Next, we perform the electromagnetic emanationr#gdiEMSEC)-channel
measurements in the 100-1000 MHz frequency baret®ar, we analyze the
pathloss characteristics of the indoor EMSEC-charibesed on these
measurements. We find the frequency correlatiohlpsd characteristics of
compromising emanations to determine the reasonatdéradio attenuation

(TRA). Also, the pathloss exponent value have ggeaffom 1.06 to 2.94
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depending on frequency band and the CMs, whichum differed with
propagation environments.

Through this EMSEC-channel analysis, we affirm tiia¢ total radio
attenuation, which is one of the key parametersdiiermining the security
limits for compromising emanations, follows the iRt distribution. However,
previous work assumed that radio attenuations wale constant values. We
found that the TRA does not show significant degfezes depending on the
frequency bands and has the following range depgnaoin the environment,
29-41dB at CM2, a 42-57 dB at CM3, a 47-57 dB a#Cand 24-29 at CM5.
In addition to, CM3 and CM4 have greater TRA than2Cand CM5.

With these results, we propose that periodic amdliagic emission security
limits can be classified into two levels dependimgthe total radio attenuation
and the extent of required confidentiality. Pergoeimission security limits for
class A is 24, 28, 38BuV/min the 100-400 MHz, 400-900 MHz and 900-
1000 MHz, respectively. Similarly, periodic emigsisecurity limits for class
Bis 4,1, 3, 5IBuV/min the 100-200 MHz, 200-600 MHz, 600-700 MHz and
700-1000 MHz, respectively.

Aperiodic emission security limits are weaker ttila@ processing gaiG,,
23 dBi than periodic emission security limits owing te ttedundancy caused
by repetitive signals. So, that the periodic EMS&E@nnel information is
easily leaked and reconstructed, which results potential risk. Thus, the
periodic emission security limits must be stronthen the aperiodic emission

security limits.
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The proposed security limits are compared with ro#ezurity limits and
existing civil and military EMC standards as sameasurement conditions
such as BW of 5 MHz and distance d of 10 m, and \dH& UHF bands with
the proposed security limits. The proposed periednission security limit for
class B is 19-31 dB stricter than the MIL-STD-4G1&ss B standard and 57-
68 dB stricter than the CISPR22 class B standah& proposed periodic
emission security limit for class A is 9-28 dB dtier than the MIL-STD-461E
class A standard and 37-55 dB stricter than thé®RE2 class A standard. In
addition, the proposed aperiodic emission seclintig for class B is similar to
the MIL-STD-461E class B but differed slightly by-2 dB. The proposed
aperiodic emission security limit for class A isngdar to the MIL-STD-461E
class A, with a difference of 0-6 dB only. Furth#re proposed periodic
emission security limit for class B is the sameh&sKuhn’ s emission security
limit from 200 MHz to 600 MHz. And differenciatiobetween aperiodic
emission security limit for class A and securityili of [25] is from 0.3 dB to
7.3 dB.

Future works may include characterization and retrantion of FAX, inkjet
printer and other electronics. And it is need to S\-channel analysis in

more complex environments.
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