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%Ej": 44/\3%77 or u/\E]S—LHn

1: ARl mZ logyw HIE @91 & Us m =mymsa...my,

2 AZA ¢ =Y (w—1-my) A

3: A3A cE logyw WE FAZ UF c=ciea...cp,

4 BEie{1,2,..., Li}ol tisll fot-mi(sigs) oy S WAL

5 BE i e{1,2,..., Lo} oll 3l f 1% (sig(p,14) 2 Y, +0) = VI
6: 919 F Ay, BF 22 o]l oW “Ayr, 23R ko “Af”
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23 2.3 WAA] m = 101010100...111 ¥ w] Merkle-Winternitz 243]-& A9
7199 MY A AL B2} 19 2.39A4] Winternitz "7] H4 w 7} 8]t
logyw = 30]BE WA m< 3 HIE @& UHeTh o] B¢ HAIA m& A A

A BIE my o] e 10124 o] g o]AFR SA43HE 57 FHBR f5(xy) o] Aol

ZdEth PRIZHAIR WAIA] me] F HA Al HIE me o] 2 010224 o] g
o) AR S A 27} HER [ (x) o] Aol E3ETE Y A] AR MESE
2 yer AYe A4k AA WY 7] (21, 22, .., 2r) Tl (21, 22, ...,
rr,) = FolA A3l uket o] WARE H8] Hel ARE L, YA (vr,41,
T2, - 5 o) < AT BHEH7] A8l AHEEAH

o] 71 A W= 52 gl (a family of pseudo random functions) &
e} HA] 2] FZ (adaptive chosen-message attack) ol T3]

ZAA $1ZE 7} (existentially unforgeable) ¥ o] S = 21t} [BDE'11].
Merkle-Winternitz 93]-2 X% 7] oA Winternitz "j7] W4 ws= A9 A

3 A% w83 AY 37) Aele] Edlol= 23 (trade-off) & 7Fs3HA Bk w gkl

AXE A B4 AT H8L oA A A7]E S0l sHAT A7 w

r

N,
]
N
ko)
K
>
>
fri
1
oy
o,
=2
>,
iz
o
N,
=
of.
[
N,
rlr

[Merso] 7 AsHe Wil 971 SHAR, of 39 A FAROR ARe] 7hsH

18



2

5 4 7
101 010 100 ... 111

H A A m logw B1 E &9 2 U
(101010100...111) > [ m | mg | My

////

I TS I
R G IS LS S &

e R SIS CRLS IS

f2(x,) f2(x,) f2(x5) f2(x1) 2% 141) f1(x.)
0 0 0 0 0 0
fix) 1) fix) fix) %) fi(x)
0 0 0 0 0 0
Xy X5 X3 X 1 X 1+1 X
AT F5(xy) f2(xy) fAxg) oo TIXL) X gep) e TO2(X)

29 2.3: Merkle-Winternitz €3] A4 7]He A1 A A

19



2.2.3 BiBa

Perrig-2 BiBa (Bins and Balls) 2} 2]+ E&49 43]§8 A9 7|HS Aldstith
3

il
)
ofo
:(I)L_L
N
rin
lo
ies
ot
ofo

>

[Per01]. BiBa+= A ¥ 3252 (birthday paradox)

7=l Hiel 843 HMde Ednh

BiBaollA $A2= t709] W ghe Skl ol & HE 712 shal, Zhzke] wid

)

7)o Aok 7k (commitment) 24 AWF P4 fE A3 o2 A A= Bk,
A AN 2 7] ghe v mel whet AEE A 845 Gy el ) 0%
n—1 Afole] @ Foll thgE T, 1 F kA o4 MR e W 7] ghol A

4 G ol o5l 22 Zholl TSR o) W 7] k5ol Al Bk,

BiBaolAl $AA= t71] vE 7] S 7ML Jeng Ad sHsaE o

i A8 g7 BT 5 AR FAA= 7HAA Y= vd 7] gho] Joemm
M-S ARE717F 9A vk gaglE 2.7, 2.8, 2.9& BiBa9] 7] A4, A A4
A AS S 47 7lestt
d78]E 2.7 7] A4 (BiBa)

g Ht ujrf WSt
29 1d 7] (s1,82,...,5), &M 7] (v1,v2,...,0)

1 RE e {1,2,...,t} ol thall TheF} Zo) B4 A4 s  {0,1}
2. BRE e {1,2,...,t} ol sl v; = f(si)

20



delE 2.8 Al 4 (BiBa)
U WAIA] m, B]E 7] (s1,82,...,5)
=9: A9 (¢, sigr, siga, .-, Sigk)

1: ¢=0
2 THe} o] S @ A4 h = H(mlc)
3 Al T4 AWe] GRIE hE AL St A B G2 A
4 BE i e {1,2,....t} sl Gin(s;) & ARSI, 22 Gi(si) @<

Aol 2 The 5 7F EASEA Bl

(Say 7 Say £+ # Sy, ©13L Gi(Sa,) = Gr(sa,) = - = Gp(sa,) ©1o1°F )

5: A, ZE j e {1,2,...,k} ol 3l sig; = sa,
6: TABHA 4o, cE 1 S7HA71AL 2 o7 okt

o

dst= k

rir

Adv2)E 2.9 A4 A3 (BiBa)

A WAIA m, A9 (e, sigr, siga, ..., sigk), 5N 7] (v1,v2,...,0;)

£Y: “AF7 or “As”

1 Tt 2ol siAl gh= AL h = H(m|c)

o A 4 e G2 RE hE ASHA e Al B Gy B AE

3: Wef p #£ g o]l sig, = sigg X pok ¢ 7F EASHE (p,q € {1,2,...,k}), “AI)”

4 BE je{1,2,....k}oll ol f(sigy) & 2& 7L 7HA v 7Fi € {1,2,...,t} 0
A=A &Rl sttt glod “As)”

5 BE € (L2 kol oSl Gulsig) B AASIL BE 28 gho] Lho A
91, BF 22 grol oW “4F", 18 oW A

21



0 1 2 3 4 5 6 .. n-2n-1

a3 2.4: BiBao] A A #4 (k=3Y u))

a9 24+ k=3%9 o] BiBad] AW A4 JAS HAETE A71A 51, 59, ...,
se= HE 7] grEeln, ZH uid 7] 3k wAIA mol wet AEE A g G ol
o3 0FE n—1 Abe]9] gk ol tf-SHTh 19 2.49] B9, 50, 53, 56 ©] Z2 Fholl
g0l HER o] FgtEol AFe] Hrt

BiBat= 7]€9] 438 AW 7IHEl vl AW 2717 #a A Aaksre] 22
Holt}, AT A S A=t Ui 23l Az B8 3k, AlA UE T A

gl B 719 2719} Aol 2717 S Re) At

2.2.4 HORS

Reizin2 HORS (Hash to Obtain Random Subset) 2} B&]+= 2829 43§ A1

71%-€ A5kt [(RR0Z. HORS:= ¢719] 448 7HA= ule 7] Agol A 253t

X

A B4 HE Aga WA gt Az 0 ke A48 e ol A

2N LTS 210, 211, 212 HORSE] 7] A4, A% A4, A 4% 3

22



2.10 7] 7374 (HORS)

HI il

‘1.“ o wi W1t
=9: ¥2E 7] (s1,82,..
L BEEie{l,2...

2

Eie{l,2,...

. 8t), &M 71 (vi,v2,...,0¢)
ol Thel che s ol W A4 s ¢ {0.1)
tholl thall vy = f(s4)

dveE 2.11 A% A4 (HORS)
A wIAA m, ¥ 7] (s1,52,...,5¢)
EY: X9 (sigy,sigo, ..., sigr)
1 O3 o] sl ghg Al h = H(m)
2: h5 Z+Zre] 27}o] log, t H]E7]- HEE kMY 27402 B h=hihy...hs
3 BE je{1,2,... . k}ol Osl b & A5 i; =S4
4 BEje{l,2,...,k}l d 3]1 sig; = si
dveE 2.12 A% A5 (HORS)
A : WAIA m, A (sig, siga, ..., sigr), 7N 7] (v1,v2,..., ;)
29 “A4F7 or “AIf”
1 TR} o] siA] gh& Al h = H(m)
2: h& Zt7¥e] 27bo] logyt MIEZ} 2% k7)) 2Zt02 B3l h = hihy... hy
3 RS je{1,2,... kol theh by S A% i; 2 A
4 BE je{L,2,....k}oll thall f(sig;) & vy, & ¥, BF 2 ko] oW «

37, 28 od ‘A

23



H(m)
H A A m > i iy I

fs) -

td @% .

1% 2.5: HORS 9 A9 A 3A

29 255 HORSY AY A4 HAL HodZrh o714 AR me gEats
A Fs HE B3l e A28 A D 7] AF {s1,50,..., s oA A &
7o) 0 71 A AEe Adshed AR ET

HORS9IM9] M1 f1z 52 2] Lot} aejmea e Hol $204 ¢
(B 7 23k g (A8 27)S A0 29 S5 Aok 43304 BAA
HORS: @A) AA V== S04 AHgabrlel 48a 37 7] 2719 A =27)

£ = v AlestAlE et

24



A 3 A BHITI|AE Q=

o

A% &2

U3]E A 71

2 oA HORSICo|g} £2& FA4 AAM U EYIAH HIREINAE AFTS 9

St 2849 438 A9g 7S A ¢St [LKCT12]. HORSICS 7|24 o2 224
Aol 4] 43 HORS [RR02] 9] EHgo|th, HORSE ¢ /]9 94 7HAle wd 7]

g A 58t SA] g H & AR A W3taz) sk wAAof whet A2 o2
A kMo 94aE MEste] o2 Ao £&A]7Ith HORSICE HORSS} Z2&
Ol F=E g5 std A &5 H & ARR-3IA T vl 7] ZAlE A gol 28A7]& Al

E e 4B A 35 G 9 AWAL B4 O B B AU B4 S Agstus)

3.148o| A= HORSICIA A" B4 ASe 9sl 288 ste drees 29
st} shue] wA AT A 718 HORSIC2 32" 0| AW3lal, 3.3 A o] &
o] HAIAIE AR E ¢ S SR vpA e g 3.4 oA HORSIC O] 53}

Hge FAAQ et A ATt

o

25



3.1 o H¥

HORSIC2 A ™9 B A5 A HS G 183 G, 2= T8 AFSS
Hot uf7) W4 ¢ 9 k 22|al zo sl H : {0,1}* — {0,1}Fle2 e} G2 {0,1}* —
[0, (Zj))—‘& A eekE 29 (random oracle model) [BR93] o] 7]¥ks 4&sHA 5

Al 34 (cryptographic hash function) 0131, Cy .+ 0 < g < (ij) 9l g = Jyor

Hhol otgl] 4] 3.19] g A & &Y= WA T4 (bijective function) ] T,

k
2= a;, a; e 18T 2AY 2 A (3.1)
=1

A7 9ol 4 319 sle) AFE 2 & B k7)) REO2 rs F9
24 ol A (7)) °lth [And98]. A& Eol k = 301 z = 58} A 4]

a1+az+as = 5 okel 4] 3.29 ol 6749 HE AT (7)) = (571) = (5) =6).

C35(0) =(1,1,3)
C35(1) =(1,2,2)
C35(2) =(1,3,1)
C35(3) =1(2,1,2)
C35(4) =(2,2,1)

Cs5(5) = (3,1,1)

26
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o) -(a) (G =+ (23)

4 339 Aol Qe (1)) A 319 AA s AsE vEpATh 4 339
el e () Ea =14 4319 319 Ao, () Ea =291 4
3.19] 3le] Aot 4] 3.10] #E 7HA7] I81A ar o] M S Y& @ 1HE

z—k+17kA01B= A 332 4] 3.19] HA| 9] HTE a1 Fholl wet Vet

91o] 4 332 niEew duEE 319 52 AL AN AvEd oo
2t oar =19 o A 3.19) 319 Mg ((23) ol2®, Wekg gho] (513) Kok e
a1 =12 ARSI A 318 2~ 1 =31 ;2 v | U= FES AAHe=
ARrat, whok g o] (72 Kok 2AY 2od theo® g go] (272) + (373 Bt
Zox) Fogte), woF o o = 22 ARy oA} v A= 4] 3.1S
z—2=YF a2 v § UynA FELS AAZoE AT UuA FSol=

2o e Agsid A,

L 2]= 3194 23 AAF (combinatorial operation) 2 3= 3 42] =53}
27 (loose upper bound) &= O(kz) o|th, wata] d1E]E 3.1 §gFoz 73
s,

27



% 31 AW I Cra(g) ] & 72

d ]S
AY: k<zol0<g< (;2) A kzg
&9

((11,(127 ,ak)
1 8:0
2 T:k

3- fori=1to k—2do
4: forj=1toz—r+1do

> if g < s+ (*,'57) then
6: 4= j

7: 1

8: PR

9: break
10: end if
i s=s+ (5
12: end for
13: end for

14: ak_lzg_8+1

15: ap = 2 — Qg_1

(I
it
b

28



3.2 s} wAAE 93 HORSIC

rl
2
X
rlr
o
o
ok
L
1o
=)
>

d
-,
>
)
TL
ol
s
@)
=
n
—
Q
il

S A9gsit) o] AL o
L 33494 tE Zleolt}. HORSICL 7]

1o

=
>
)
]
>
o,
ok
b
30
ki
B[
ot
o
ok
rlr
MY,

2 MEAAE BE o e 1RE 2 - k17449 S8 A 5 9onE shiel

WA A S 918 HORSICO] A$ w F& 2 —k+12 139}

d312)F 3.2 7] A (3he] wWAIAE $18 HORSIC)

d: Hok v WS 1t

E: 0 7] (s, f(s0), s 7N () (RE € {1,2,..0,83), 370 7] (v, 0m, .., )
L REE e {1,2,...,t} ol thaf oS ol I AA s + {0,1)

2: Zk2be] s; ol hall do] weol A A A 55— flsi) = - — fU(s1)

7_]
3 REic{1,2,...,t}ol thal v; = fU(sy)

29



3.2.2 A4 AA

HORSIC2 A% 4= 98l 3.1200A A3 H 9 G 283l O . TTE ARSI
P A A 5 H 2 {0,1}F — {0,1}F% F= t 7] A4E 7HAE HY 7] A9

oA AR sl WA Ao meh Am T k) A4E Agsiet AT,

= ThE 4B A B4 G {0.1)7 - [0, (01) 9 AVA B4 Ot 2o A
g5o] WA me 29 k- A5 B (ar,an,...,ar) G NEALLEA, A

e
ki
1
T\
CO
OO
rlo
ot
AW
Lo
=
L

£ 913 HORSICO M™ 374 3Ae HolErh
A7NM FHEH cE BE i 7 AR EES BAS] H6) AHgdh

adva]Z 3.3 A AA (31 HAIAE 3 HORSIC)

&
Q2 AAA m, 112 7] (s F(s0), M) (BE i€ {12, 1))
=9: A9 (c, sigr, siga, .- -, Sigr)

1. g=G(m)

2: (a1, a2, ...,ax) = C,5(9)

33¢=0

4: h = H(m|c)

5. hg ZtZke] z7ko] logyt HIEZL H =% k7He] 274402 Bl h = hihy... Iy
Sjef{,2,... kol sl h; & B iy = 1A

°Fp# qolaliy =g A pek g7k SASE (p,q € {1,2,...,k}), cE 1 574
a1 4HOF

8 BE je{l1,2,... k}oll sl sig; = [ "% (sy,)
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H(m|c)

HAA m

v

C.(G(m))

fis) ..o s o Ys) e s - FYU(S)

0 0 0 1 ﬂ 1
fwi(s) (s fvi(sy fi(s,) fi(s)

q 0 4 A 4
f2(sy) fv2(s,) fw2(sy) f2(s)

N ? t t
fr3(s)) f3(s)

fi(s) fi(s)
i) ?
* Sy S

19 3.1: HORSICY] A% A 34

a7 3.12 HORSICY M™ A4 A& 2Hoz 8T Aotk HAIA m

rlo

7heH cot A G A e HE B9l t7le] 9aE 7HAE HdE 7] A9

51,89,...,5: A AZ T k79 9471 AdE &

R
il
H
ke
v
ru
0o
fof
)
2
:(|>L_,4
>

B4 GO A B O B B9 29 k-RE A5 2o (ar,az,...,ap) 9 TS
Ho2H B4 HE o) A9 koo AaSolA AN et A2 e A5

DY P47t A §H =S B

5

7

-

5
&
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QIE)E 3.4% Fhie] VA4S A3 HORSICE] AW 25 24L& HelZch HOR-
SIC AW AZE A A% BN 2L olRE H G 183 O, BFE
AT, B5 HE B9 ARE 221 5 o o5 A 848 A 93T B30t
w—a; ¥ AT AP A% A DIF G547 e, W A8, A9 YT AFol

delE 3.4 A AT (shte] HAIAE $1% HORSIC)

e : WX A m, A (c, sig, siga, ..., sigr), N 7] (vi,v2,...,0)

£ “437 or “Af”

1. g=G(m)

2 (a1,a2,...,a;) = Ci.(9)

3: h = H(m|c)

4: hE Z42te] 27to] logyt HIEZF H =5 k7l 27408 #8 h = hihy... by
5 BEje{l,2,....k}ol O3l h; & HF i 2 A

6 WFp£ g O T iy = ig 9 pSh g7k ZASFE (pq € {1,2,..., k}), “Ash’
RSk U (sigy) # v, 2 € (1,2, K} 7h EASE Ao

8: “AF7
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HAIAIE A = A== AT 7S AT ol A= dollA et npiriA =z 7]
a

L1E]Z 3.55 o HAIRES 8 HORSIC?] 7] A4 AAS HojErh ¢4

tNS 1 BIE G5 (s1,50,...,5) 2 A8, 2+2He] 50 sl 498 &4 fFE w
H AL do] we] YT AAL AT (55 — f(si) = -+ = [¥(si)). I

HAAE A2 HORSICY] 7] A4S 713 &arelE 3.29 t& A2 w #kel 124
2

SJof 914 @ w7 WA Foltks A ol
O]—‘jﬂz 3501]}\-1 H [{81 f(sl) "7fwjl(81)}7 {327f(82)7"'7fW71(82)}7
st f(se)y oo, fU (s} olek SR B A)E (s1,82,...,5) 2 BA EY

S Gtk A o] A9l ]9 2717 Fol =t A A A4 Gl S5
2]

o}, o] FAloll Bl A= 4.1.4- A AAB] AFE Aol

A72)% 3.5 7] B4 (T2 AAASES 918 HORSIC)

A Bt wiv) W Ltw
29 0 7] (s, f(s0), =, O N (s0) (B i€ {1,2,...,t}), &M 7] (v1,v2, ..., v)

BEie{L,2,...,t} ol i3l r/]r%ﬂr Zo) W AA s« {0,1}
2. Z¥7+e] ;o s do]l wel & A AA s — fsi) = — FO(sy)
£ (s

ie{l1,2,. t}OHEHoHvl— i)

33



U3]g Mol S f8f o W =ejd 7] il AR 7} gloh whekA
o] mIAIAES $18 HORSICS] Z-9 &tuhe] wAIAw A 7153 HORSIC
= oh2A S A4 AR MBS ASsHe AR 28 af9 YR
e AEE FASoF gttt v Coll A $22= 7] 37
24 (key boundary index) 2} 2]+ R A H4E AR, AR A 34
7] (current public key) 2} £ WF e M4E ARSIt 7] AA A5E A

s IF AL 7S S veRda, A 3 71 7P F 2ol =it 4

o
2
>
R
il
o
1o
r [
o
o

¢

Q1% 367} 3.72 thre] WAAE 918 HORSICS $AA8E 2414 273
HAE Az BelEnh SAAE 7] AA A% e BE 002 271353, S

A 7 7] e Aol FoA A 7] ez 273,

Fe1% 3.6 A 2715 (059 WAAEE 18 HORSIO)
LH_I?— /}D]-EH ‘iﬂ'}'li: 7] 737:]] z]'{lv\_ (blaan"'abt)

1: 7] 7617:]] X]_/F% 3—7]33'?_]:} E—{__—:ZE {1727at}0ﬂ EH‘EH bz =0

A1) F 3.7 AR 27]3) (th9] WA A S-S 915 HORSIC)
u)

L dAA TN 71E 27188 BE e {1,2,..., t} ol Sl u; =,
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3.3.2 A4 AA

LDE|ZE 382 T WAASE 98 HORSICE] AW A4 34€ wojzth, o
9] WAAEE 918 HORSICS] B9ol= shte] HAA|% 43 753k HORSIC
3} 2L olRE HS G 9T G, F4E AT SuIE 358 F3) A4
DY A e A AR APL As) 0 SejubE o o AHgE o)A
el m FAAE S QUG A gE e ARE FANof Bk, ol F 93

A = A A e AAeE vehle 7] A AsE ARst, 7] BA

0_1.4
(i

rl

daeEE 38% T WHH= ABE B MA 228 JPESkAL A Ytk
SHAIRE 7] FA A e Aol ZRAIFHLZH A =227t QlHjeks A A5l
7Fedtes & 5 9t} [Per01]. 3HARE o] B9 37l 220 s A& vl A<

2717 F748eh
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% 3.8 AW AA (t=2] WAASS AT H

i
rok
o
=
=
a

oz

e W 7] BA A (b, ba, -, b)

: WAL m, B 7] (i, f(s0), =, fUNsy) (RE e {1,2,...,t})
: A9 (e, sigr, siga, . .-, Sigk)

1. g=G(m)

¢ g o) R

v o S |nd

5 hE Z4Zye] 27}H0] log, t MIEZ HES ke 27402 B3| h = hihy... hg
Ge{L,2,.. kol tis) h; 2 A% i; 2 A

p#qolili, =i, pet g7t EAE (pg € {1,2,....k}), cE 1 F7}HA
4

G{l,Q,...,k}oﬂ o sH bij :bij—kaj
€ {1,2,... .k}l thal sig; = £ " (sy,)

36



3.3.3 Ay A=

AR A AFS A9 7P F20l Sed 9F A9 g K3 gl

o2 g3 A B 712 AT, o] G W Y Fof ulol= Ak,

d38F 3.9 A AT (Y WA ES 8 HORSIC)
LH_I?— /}D]‘EH Eﬂ'}'li: fﬂ_x %7]1 7] (ulaUQa"'aut)

E: WAIA m, AY (c, sigy, sigo, .- ., Sigk)

%‘—E}: (t/\é]_‘g_” or u/%']_—ﬁﬁﬂ

.[\.) —
-
i
2
2

ai, az, ... )ak) = Ck,z(g)

3: h = H(m|c)

4 hg 247 27Yo] logyt MIEZE H &5 k7S] 2Z40R F6l h=hihy... hg
50 B je{1,2,...,k}oll thell h; & B i; = oA

6: W p £ qolilip, =iy pek g7 EASHE (p,q € {1,2,...,k}), “A7}”

7. WF fU(sigy) # u, 5 € {1,2,....k} 7} 2R )

8 BE je{l,2,... .k}l th3l u;, = sig;

9: “4F7
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3.4 HORSICY] %7 ¢

& Zolx= HORSICY] &2 A= FA A ook A dvgeiet. Het iz =
gr=ol okl A 3.429 21, = Ao HIAIA my 3 me 7t SAUE A HEHE BF

PR

=
=

[ =80
t=38
w =6 (3.4)
k=3
Z2=29
SAA= WA 8712 80 HIE W (s1,52,...,88) = AT 7, I7 32004}

2ol 2Azte] ;0 vhsl Bol 69 WYF AAS APk A A& (1), f(s2),

38
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SN 7

f6(51)

f6(52)

f6(53)

f 6(54)

f6(55)

f 6(%)

f6(57)

f6(58)

IR

T
fs(sl)
*
f4(51)
*
fg(sl)
*
fz(sl)
*
fl(sl)
1}

51

£
S
S0
S
S

5

1% 3.2: HORSICS] F2t o] - 7] A &

Sf2(s9)
S
S369)
S
S169)

53

SGs)
Ss)
SGs)
Ss)
S

4

39

S2Gs5)
SGs)
S26)
S26s)
S169)

Sg

Sf7Ge)
S*Go)
S3Go)
S7G)
S1Go)

S6

£
S
S
S

f1(57)

S7Gs)
SHGs)
S
S7Gs)

fl(ss)



3.4 3 s WA m ol tig A AT B

A A HAA my T BAH GBI HA G HY G2 A4S A} oty
A 3,59} Zrha B4,

H(my |0) =101 001 110
(3.5)

FIAIAl my ol i S A7) Al S A fel 4 358 At
stoh, WAIAl my o] A c=0¢ uf iy = 5(101), iy = 1(001), i3 = 6 (110) =
B i # iy # i3S WEAZY, 7129 7] A X457 (0, 0, 0, 0, 0, 0, 0, 0) ©]
3 Cs5(G(my)) = C35(5) = (3,1,1) o] 22 AR my ol thdk A2 (0, f3(ss),
fP(s1), f(s6)) ©] H a1, 7] AA A 29 3.39 Aale] Yep&= vke}l 2ol (1, 0,

0,0,3,1,0,0)°] Atk

WA my ol BRZE AT (0, f2(s5), fO(s1), f2(s6)) & AT W= FAlA= 4
9] Al 355 AABILH FARE JA] iy = 5 (101), ip = 1 (001), i3 = 6 (110) &2
i1 # iy # i3 E TFALS & 5 A, C35(G(m1)) = C35(5) = (3,1,1) Y A=
& 4 drk 7128 A B3 A17F (fO(s1), fO(s2), fO(s3)s fO(sa)s fO(s5), fO(s6),
Fos7), fO(s8)) 1L f2(f2(s5)) = [O(s5), [1(f7(s1)) = fO(s1), F1(f7(s6)) = [ (s6)

OEE SAAE W Aol FEFS & 4 AT, BA B/ 71 1Y 3.39 A4l

dr
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ST [0 [ f) S o) o) ) [

i B S s s s i T SE S . e
f5(51> f5(32) fs(sa) f5(54) f5(55) f5(56) f5(57) fS(Ss)
i} t ? 1} 1 i} 1 *
S ) ) S | S | S ) i)
* t 1 ? ? 1} i ?
fg(sl) fs(sz) f3(53) f3(54) fs(ss) fﬂ(sa) f3(57) fg(sx)
* t ? 1} i} t 1 *
fz(sl) fZ(SQ) f2(53) f2(54) fz(ss) fz(sa) f2(57) fz(sx)
* t 1 1} 1 t 1 *
S Sl [l 16 fl6) flG) [l [
1} t 1} 1} 1} 1} 1 1}

51 5 53 54 Sg S6 S7 S8

9 3.3: HORSIC2] 52} o - 3 WA WAIA my AW =
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3.4.2 % W) BlAA) my ol Tid AW AYH 2Z

= A BAA mo o} Beel GBI A T Hek GE A8 A} ol
4] 3,63 20T BA),

H(mgy | 0) =001 111 000
(3.6)

FIAIAl map ol e M-S A7) Al S A fel 4 3.6 At
ok, WAIA] me o A c =04 o i3 = 1(001), ip = 7 (111), i3 = 8 (000) &
2 i # iy # i3 F VRN 712 7] AA AL (1,0, 0,0, 3, 1, 0, 0) ]
3 C35(G(mg)) = C35(3) = (2,1,2) o]B& HAIA] myoll that A2 (0, f3(sy1),
FP(s7), fA(sg)) o] H a1, 7] AA A 29 3.49 Aale] Yep= uke}l 2ol (3,0,

0,0,3,1,1, 2)°] Ht},

FF
o
2

HIAIA ma ol 3 AT (0, f3(s1), fO(s7), f(s8)) & ST W= A
9] Al 3.6 AABITE FAAE FA] iy = 1(001), ip = 7 (111), i3 = 8 (000) &2
i1 # i # i3 s WAL & 5 A3, C35(G(ma)) = C35(3) = (2,1,2) 9 A=
& 5 Ak 7129 A B A17F (f2(s1), fO(s2), fO(s3)s fO(sa)s 2(s5), f(s6),
FOs7), fO(ss)) o1aL f2(f2(s1)) = f2(s1), f1(f7(s7)) = fO(s7), F2(fH(s8)) = [O(ss)

R SAAL W Aol FEFS & 4 AT, BA B 71t 1Y 349 A4l

dr
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f5(51> f5(32) fs(sa) f5(54) f5(55)

NACYIN IVACYRRY A CYRRIY ACYIN BVA(CY:

fg(sl) fs(sz) f3(53) f3(54) fs(ss)

fz(sl) fZ(SQ) f2(53) f2(54) fz(ss)

NS I A CYRY A CYREY A YR A

1% 3.4: HORSICS] F2} o] - = WA AR mgy A

od
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H FoAl= HORSICS 2847 HotA e AAqA £33t} 4.1 204 HORSIC

B7bstaL, 4.2 04 HORSICE] H Mg EAskH, upA|2te g 4.3 0| A

1o
oX,
olr
mlo

HORSICS] A5} Rt e 7o) ke 48l AW 71857 wzdt),

® Ao 4 HORSICY 452 F7keteh, HORSICY 7] A4, A% 44 2 A%

AT v82 AU ot A e TF S VIEo R ANE A

s
@)
=
N
@)
Lo
N
o
%,
i)
o,

o
N
)
rol
4
]
)
]
W
ot
it
14

w7 S A e g s

£ AL A4 5o DPF §5 fE wAH AU} T8 B2 HORSICL 7]

4.1.2 A4 A4 n&

oo Al 13 A 28 B3 gaels 3.8904 AW A4S S Al g H 7L

BEAOR ol s W 529 S & 5 ATt [PC06, LO1L. E# 8)A] F4 G =



tk

A e s B W 5SS B, HORSICE) AW 44 nge ot ot

oltt.

A8 1 5 A0y, do, 0, i BT 22 FEE Y skt Y g A=

oIxFY 7 EZ (discrete uniform distribution) & WECFY & ul, iy, io, =, i 7}
= 5 t(t—1)...(t—k+1

EEAZ g g W=k o)

TRLCE

k7S] B8 W% Zhzbol 7H S Qe A9e) S tolnR A A S
th otk I3 iy, iy, -, i 7} BF AR

IBBZ 4y, g, -, i 7 BF AR OE BES W olt},



3 4.1 0g 719 Z7)9F A B HlE ] Edole 2

[t

v 7] =27 A A7 vl
k
712 thw D T L
H]‘?—:]_ 7]E (81,...,815)‘%‘ /\]‘% tl m—l—k(w—l)—i—l

414 37 7, 02 7] 2 Age 27)

HORSICYS] 7] AA HFAL 7|<3 <1z

A, HE 719 7] tlw BlECIH, o]ek o] HORSIC2 A 7|7} tiw HIERQ] B

il

355 Hwl 37 719 A7)t HEo]

=

715 7l wek o] 277 AAl AA MEY A FA oM AREBH7]o Wi Zthar
A=A vE 718 (s1,82,...,5) & 8o HHIER &Y = ok tiA vjd 7]
£ (s1,52,-..,8) 2 St A7 374 W-&e] A7 (upper bound) 7} ttl)tﬁ +

k(w—1)+ 12 Soldth uld 7)) 279 A9 44 vg 5 o 444 29 4

+ R A [CJ03]. o] WS ARESHE vE 719 27+ tllogw HIEZ} H 11

M A IS e ey R log(w— 1)+ 17} ek & 412 ol @ wd 7))

2719 A AA Bg 7] Edolt @2 E Ve

Lae]F 3.8°NA co] P2 (BN T Hol TS 3l - 1) 0B ¢ HT #H2
e — Lotk 2B AW} A7) ki+ | = kl+Hogs (-t — 1)
0l = 91, log, (s ey — 1) @0l kol wish 93] Some Al 271 o)

ekl v Ega & 5 T
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4.1.5 A% 7153 WA]Rx 9 5

7 AR BAeIA AR wehe AW A % AAFT, Aol Aol A
Quper A9l ghe EejulmE HORSICO] AW 4 9 XA 49 A7 (upper
bound) &= 2t of o}, SA T B Aol wrhe] ke A Fhol YL, T We) AW
Bal & $1A004 Heh 2 — k+ 1719 LI A o] Eeld 4 gonz, H ool
A9 —w o 7ho) vAAE AY e S5 ) webs] HORSICe] AW 4 9l
wlAIA o) e g Aol o 2ol WA 7 AAT o @A Mskshuitel we
Ha el A ) L) Apel= 2HHT,

I8 412 we t7F A A k7H6, 7,8, 9, 1024 wf 2] W3lo] wE
AT 7hs et WAlA] o] WEE yehith I8 4.19] a2z TtE 52 2 3e
UetaL, Az 52 AT 7Fs e WA A & YEH, 7] 719 279 #dd
Heb miZ) e t= 10242, 7] B4 HE 9 AY 7 AR ok AhE

Hob w7 4w 100022 1A AT, T3 AW 7153 HAIX

o
_l
i
O:
J

or 7| g18] Z71e) k) = ol el ARL 10094 S 1 BEe Te)zol
ERR ST

29 4.19) T zeA 2 ghel Aol Wk 49 Asw AR 47 Bolui
AL Bl 4 9t} 2 gol AR W v AW Wit Sehe DU A @l

7t WobA 7] wiEoll vhe E vzl M ghsel dAsitd A Ths Rt WA A9

ok

S ZolE 4 ol girh 2L - ghol Tial oF7He] Apolol7l SHAT k ghol
2 5% AW ST AAY 7 Solus ZE BAT 5 Ak k gol AYSE

_/;\_
oAy Yo BAkEo] Y= A8 A< 7kSo] 12 A E#}r] wjFo|th, HORSIC

oM AAZ AW 75 WAA 2 £ 2 ol 15 e 7se o) 3ol Lo oF
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7 4.1 28] W3] e A Ths Rt mAIA] o] s}

86 % Ol AIR, z ghol S7hedell wet o] WlEk AsHA 2 gho] 100wl °oF

62 % =7} Ak

a9 42t 27 A QAL k7H6, 7, 8,9, 1094 wf wo] W3lo] wE
AT 7hs e HAIAl o] WSS vEbdn 9 4.29] T zoA Ve H2 w #HE
UetaL, Az 52 AT 7Fs e WA A 8 yEH, 7] 719 2719 #dd
Heb iz R t= 10242, AT A= FE H AW 7T fAAY o 383
Heb vi7f W 2= 5022 uAH T I AW THsd vIAAY 5 A9
Lot 7] Al 2tz k&b w gholl tish 232 1004 s3star 1 P2 Lefazo
e ST

a7 4.29] T zol A w el ARl Wt A 7hs e mAIAY] s HolkAlE

AL A 5 9ok 7] AN BN AR wihe] A A e WA
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70000

60000

50000

40000

30000

20000
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100 400 700 1000 1300 1600 1900 2200 2500 2800
W

wEol w gol AN AW AL ol AT 5 e DBF A gto] WolA
N sd WAA ) 2% S8 whEolth, EE o) 18 419) Tefzol s
AR R 2 w gtel thal o] Aojol 7l SAT k gho] 2 = AW Fsd
WAL 57} ol A% FAUE

2~ 9lt}. HORSIC A AA = A 7=31 wA]
A8 5 w kol 1009 W= 7 ek Heh ghel F o] oF 215~ 31.5 % FEOIA W, w

g
o
h

5 7Fgl Wt o] vlex F7HsHEA w Fho] 3000 wi= oF 79 ~ 84 % HE7}

AH B8 AL S Aol ohd 4] 42 A 7 4 YIrk HOR-

SICe] AW A4 AL BAS 22 3.1004] 2 4 QIThA| 5], HORSICS H(mle) 2

53 1A 5,5 F kRS 5 52 HAAC) me A chedl 2as Adac, ne

A @ Aol ool wutek 2t7ke] 5 7k A BES b} 53, Aol nil
&

o) 2ol e W A7) 5; 7} A

A4S el = &8 B3 = 0]8 2% (binomial



distribution) B(n, %)% =},

2-g W4 (random variable) G 7} 7+ [0, (i71)) ol Al &5 23 (uniform distri-
bution) & w2t 3424, o] wl A z =Yk 4 (e, = 1HT ALY 22 A5 9 ¢
AR S FATHE 2 a; FES S5 AL X 2 UelY, X o] A3 88 Bx s
A1 3390 o3 o3} 2ol 3Rt

z—2
Pr(X =1)= (Izc:i) _ k:i
o) 2
z—3
E—1 —k
Pr(X:2):E’;_§;:Z_1Xz_2
k-1
_ _(Z:g)_k—l 22—k z—k-—1
PT(X—B)—(;_i)_Z_1XZ_2 —
(4.1)
P(X_4)_(z:g)_k—1><2—k z—k—1 z—-k-2
R I z—3 z—4
k—2
k=1 z2-k 2z-k-1 1
s EZT;:Z_lxz—Q zz—3 R -
k—1

Shck. whebd] AS 795 3] A A 418 0§ REZ IAE] o B(z. 1)
2 vehhginh. ot k1S A7 SR ui 9oE Adstel 32 Yt 4L oW
cAsAe W 279 gl Bolzk B ASE e 4 413 w5 BES
7,

_[

ol A] o]of7) g wlel o] Aol n¥l o FoFE uf ZH7te] 5,7 AEE 4
£ Uehls 88 22t oY B2 B(n. k)& gex, 24719 57 495 9S o

NEE 719 MeE Uede &8 B2s 0% B2 B(z, 1) & WE WA



HORSICOA A% 7158 wAAg 52 A= 599 /]9 45 BaSe) mE

= -1 5 = = 5
A 2z Nz, 20Dy 9 w2 u), o] HF W4Se BE wE g S FEo
0.5HT} A5 E 3= 714 2 n gholt} o] 7]
= Y 32 U= &E H5e] 4 B3 ¥4 (cumulative distribution function)

Finaz(y) = S 2ol AMtdh

>
i
flo
M
Fl
il
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Ir
3
Lo
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2
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i

Fmar(y) = Fx (y)t (4-2)

25 1S A o] ol wE JA| obof SFEE Fa,(y) = 0.52) Sk,

ol A de} wlwstr] #Jsl ¢ = 10242} 8H Fx(y) & th=3t 2] Axtdd.

(4.3)
Fx(y) = 0.999323
AT Bz moA & B3I 4 Zho] 0.9993230] @l T2 A S oy
oF 3.20|t}, webA] t = 1024 ¥ off thaa} 22 Ao Ayt
t—1
w:"tz+3.2><”z() (4.4)
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o710 t = 10242 st A Aelshe Thew) 2ok,

nz + 102.35y/nz — 1024w = 0 (4.5)

MAToE o) 4L Juzel Thak 23 AR A n ke T

~ —102.35 + v/102.352 + 4x 1024w

vVnz
2 (4.6)
—102.35 + /4096w + 10475.5
N 2
4096w + 10475.5 4+ 10475.5 — 204.7+/4096w + 10475.5
nz —
4 (4.7)
= 1024w + 5237.75 — 51.175v/4096w + 10475.5
1024w + 5237.75 — 51.1751/4096w + 10475.5

z

I3 4.337 28 4.49] gz 4 488 E3] AAFE HORSICOA AW 71538t
mAIA ] £5 zbzb a7 413 39 4.29] Tef=¢} vlwd Aolth, 4 488 E3
AL Al A T Fel AUt B w2 o AE Hole S ¢ 5 =,
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H Ao M= T A7) v A-32 WAIA] F4 (non-adaptive message attack) & 433
22

A WA A BANNE FAA AN B G, HOe TASA AN A5

ok
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o WS AW 9% FEES AEO R HORSICH HOHYS #4937

jud)

14

oo

¢

2

Tof tist A4S a1, o] & 7|9 E A2 WA Ao thet A S Al =St
FAAE AT 5 e o AES F4A J-324 A= WA F4 (adaptive chosen
message attack) 2 7|2 =&5 ([Per01, MP02, RR02, PC06, LC11]) oA} u}ztr}

A8 B =RAL 1a]stA] eFotrh,

o

AR GEE AT (¢, sigr, siga, ..., sigy) & 7HAZ YTk 744344, HORSIC

J
NM BE FET A2 AW A ov] =i dUF A & (FA 370 71) oA 2

ok

el Alze L A

FE

e 27k2 =eath 474 FAAA € {1,2,...,k} Q)
ofm 3t joll Thal sig; ThA fi(sig) & M2e ABL A=t Agstast sria
A7} (1714 it 1RTF 3AY 2L B5olt). o] A fi(sig) & Bal el
QU A Q) ZHE sig; L wo] wlal i 7} B Zol S, meha) The SiA duka
A FHS o o Btk o2 fAlAE fo AT Atelok sen o)t
Qua 0] Aolol sl BrFs s, meb BARE AR {sig, sige, ..., sige}
o RAET LA NP Sz of s,

FAA= A7 {siq, sige, ..., sigrt S 8A4AEE AR UE TAZ w3 k!
N HEe s 5 ok FAR7F H(mle) = hihohs. .. hy, 013 Cy.(G(m)) =
(a1,a2,0a3,...,a5) & FIXA moll that &3 AW (c, sigr, siga, sigs, -, Sig)

£ 7HAZ dokar 7R SR vkeF H(m!|d) = hohihs ... hy 013l Cy.(G(m')) =

(QQ)al)QS)"'aak)?l U‘]]/\]Z] m, O] %—Xﬂ‘&}?}, (C/, SiQQ, Sigl) 8i937 veey Slgk)}f Uﬂ
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32 gk hol Ahsl Him'|d) = h D BEE by = ger = & 01, AR g
goll B3l G(m') = g 8L Ly = LG olek webA] HORSICH|A 2] 43
k—1
Az Lkl x f x Ll BEE 7 g,
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A W ke A AR GBS o B0 AEE AgetEA Thsd @ Hasig.

60
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Abstract

Broadcast authentication is a basic and important security primitive in wireless
sensor networks. To provide broadcast authentication in wireless sensor networks,
several approaches have been proposed so far. However, most of them are not suitable
for wireless sensor networks. For example, to use digital signature schemes based on
public key cryptography is considered to be too computation intensive for resource
constrained sensor nodes. yTESLA requires loose time synchronization between the

nodes and causes an authentication delay.

Broadcast authentication can be achieved using one-time signature schemes.
Since one-time signature schemes are based on one-way functions without trapdoors,
one-time signature schemes are very efficient in computations. However, one-time
signature schemes require a large amount of storage space and have a large signature

size resulting in a high communication overhead.

This dissertation proposes HORSIC, an efficient one-time signature scheme for
wireless sensor networks. HORSIC is basically an extension of HORS. HORS uses
only a cryptographic hash function H to make it infeasible to find two distinct
messages that will result in the same k-element subset. HORSIC decreases the prob-
ability of forgery by using another cryptographic hash function G and a bijective

function C}, , as well as H to make it infeasible to find two distinct messages that
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will result in the same k-part integer composition as well as the same k-element

subset.

For all one-time signature schemes except HORSIC, the probability of forgery
is determined only by the public key size and the signature size. Thus, in this case,
both the public key size and the signature size cannot be decreased simultaneously.
However, HORSIC can reduce the public key size and the signature size simultane-
ously by sacrificing key generation and verification costs; HORSIC iteratively applies
a one-way permutation on secret values, while the number of iterations depends on
the message signed. Even though the verification cost of HORSIC is higher than
that of other OTS schemes, the computation energy consumption caused by the
increased verification cost can be more than compensated for by the communication

energy consumption caused by the reduced signature size.

While designed primarily for providing broadcast authentication in wireless sen-
sor networks, HORSIC can also be used for other networks, such as a smart grid

consisting of nodes with limited resources.

Keywords: Wireless Sensor Networks, Cryptography, Authentication, Broad-

cast Authentication, One-time Signature

Student Number: 2007-30237
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Life is 10 percent what you make it, and 90 percent how you take it.

— Irving Berlin
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