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Motivation Checkm files

Checkm files are used as a simple file manifest format, see example below. This provides a record of
Climate and Earth Observation sciences rely on consistent large data sets. The Centre for archive state and can be compared to the previous audit.

Environmental Data Analysis (CEDA) has an archive of over 3PB of data, the bulk of which is the

output from climate models and numerical weather prediction systems, and earth observation , _
# scaning path /datacentre/archvol/pan2/archive/urgent Storage path scanned

datasets. 4 audit id: 24387

# generated 2016-04-02 07:28:00.252514

It is important to make sure they these data are fixity checked because: # Filename|Algorithm|Digest|Length|ModTime EXISIENCE Of GIFECIONES SNd
. . ) . . # DIR /datacentre/archvol/pan2/archive/urgent/data symbolic links captured as
e Corruption can disrupt of bulk processing or services that rely on data consistency. # DIR /datacentre/archvol/pan2/archive/urgent/data/gaspol comments :
° Ch k : tlﬁ bl ft t : t t data/gaspol/.summary |md5|8e557787fead4al0l1fc6100b2f74e656b|475|2010-11-08T07:16:417 Metadatafoneﬁle
€CKs glves a qlidntinabie measure OF trUst I repPosItory Systems. data/gaspol/00README |md5 | 3b74a0bfb6ebfe329de6dbl6e90c39a4 [227]2003-02-13T17:02:20% per line.
* Auditing provides traceability for data results, for example proving a file was the same 3 years data/gaspol/Data Summary.html|md5|b38faSbc4c0d768e01f24ffb5e8dffde|132(2003-02-14T14:22:41%
data/gaspol/bham-city pmch-pmcp-release 000802.na|md5|1e376£3d01c6e3e886£f5bf6645fff1bf|5609|2003-02-13T17
ago. data/gaspol/bham-city pmch-pmcp 000802.na|md5|4d0cad5034b8221ad3372b22614£85fe|12542(2003-02-13T17:03: 032
data/gaspol/bham-city pmch-release 000201.na|md5|2a%al8c2549b399cfbb0ef39fedad098|2868|2003-02-13T17:03:03Z
data/gaspol/bham-city pmch-release 990701.na|md5|042£5048265447aa6cblcc664335e341|2470|2003-02-13T17:03:03Z
.. . data/gaspol/bham-city pmch 000201.na|md5|d0ead636df3e27b0bcf29d373521£f1b6|6230|12003-02-13T17:03:03%
Fixity - the state of being data/gaspol/bham-city pmch 990701.na|md5|ale252301fbf£3b350b3533317deae72|4346|2003-02213T17:03:03Z
[ ] . -
Flle SEtS UnChCInglng or permanent cchvol/pan2/archive/urgent/g
The CEDA archive is divided into file sets for the purpose data/phytox/ y s imeb |97
data/phytox/ 7Imd5 | 29%9a8fd C!
of file management operations, such as backup, media data/phytox/ZO0TCONUE P UOIEHERE | md5 | 03 £7550ZCHEFCITOACTICONC2 £8:
. . . L. . . data/phytox/2001-04-27/car pmlO-instillation 010430.na|md5|4b4 8e -02
migration and file fixity checking. File sets are non- data/phytox/2001-04-27/car pmlO-instillation 010430.pdf|md5|799b70736 0
: . : P : data/phytox/2001-04-27/car pml0O-toxicity 010430.na|md5|685523916de702aebc07df197fab651a|6468|2003-02-22
overlapping; every file is in one and only one file set. To data/phytox/2001-04-27/car rat-weight 010427.na|md5|098e5e4f6edeef006794d2fbT7ede5a63|1816]2003-02-22T22:
ensure praCtical management each file set is limited to no data/phytox/00README |md5|cl9%ece966db83465cf1441886315aa11]318|2003-02-21T22:51:477Z

more than 40TB in size and no more than around 3
million files. File sets going over these limits are split into
small units.

o o & CEDA database administration Welcome, Sam. Change password / Log out
° Flle Set and aUdlt database CEDAinfoDB | UserDB| CEDA Team Trac| Security Database
AUdItS These screen shots from the CEDA database Home
An auditis a complete read operation of all the files in a show how information from audits is recorded Audit report for /badc/cmip5/data/cmip5/outputl/MOHC/HadGEM2-A/amip
file set. We aim to audit all file sets every 3 months. The and analysed. Audited fileset

Storage  /datacentre/archvol/pan4l/archive/spot-247

audit provides a record of what is in the archive, a check path
f ﬁl ti d ﬂ ﬁl .th th bl f @ CEDA database administration Fileset /badc/cmip5/data/cmip5 /outputl/MOHC/HadGEM2-A/amip
O r e CO rru p O n a n ags es WI O e r p ro e m S’ O r CEDAinfoDB | UserDB | CEDA Team Trac Fileset Allocated partition /disks/firl (24 Tb free) (2011-05-05 10:52:29.990030) Reduced allocation after consultation with Met Office. Ag
. . . : notes Stephens (2012-01-19) Migrated /disks/firl (19 Tb free) -> /datacentre/archvol/pan41 (0 Tb free) (2012-09-24 15:09:18.698475)
exam ple bad pe rmission attrl butes. Home > Cedainfoapp [do_audit=False] Audit 20202 flagged corruption. This was resolved and the audit flag cleared on 20160413-0820. Replaced corrupt

. file from backup.
Select audit to change

Partition /datacentre/archvol/pan4l (7 Tb free)
Q Search

Storage- True (last done:Fileset: spot-2472-06 Processing completed: 201606201004 )

The audit cycle e Pe °

Fileset Auditstate Starttime Total files Corrupted file

oy . . ey 25673  /badc/cmip5/data/cmip5/outputl/NOAA-GFDL/GFDL- analysed  16-May-2016 12:25 494 0 Audit comparision
Every hour an audit is submitted to the queue. For each audit: CM2p1/ decadal2010
. . . . 25672  /badc/cmip5/data/cmip5/outputl/NOAA-GFDL/GFDL- analysed 16-May-2016 11:24 494 0 This Audit Last Audit
1. The file set with the least up to date audit is found. CMzp1decadal 1990 Audit number 20202 17828
25671 /badc/cmip5/data/cmip5/outputl/NOAA-GFDL/GFDL- analysed 16-May-2016 10:24 494 0
R £ £ £ 2 a £ £ CM2pl/d dal2009 Stat | d | d
2. The file set is divided into file lists so that no list has more than P/decads ate analyse anlyse
25670  /badc/cmip5/data/cmip5/outputl/NCAR/CCSM4/amip4xCO?2 analysed 16-May-2016 09:24 60 0 Total files 7084 7084
100000 ﬁles Or |S blgger than 1OOG B. 25669 /badc/cmip5/data/cmip5/outputl/MOHC/HadCM3/decadal1997 analysed 16-May-2016 08:24 1540 0 Total volume 3877396398772 3877396398772
N n n R o . . 25668 /badc/cmip5/data/cmip5/outputl/MOHC/HadCM3/decadal1994 analysed 14-May-2016 14:24 1540 0 .
New files 0 0
3. Eachfile list is used as input for a job constructing a portion of the 25667 | Ibdcjcmipsdatajcmips outputl MORC/HadHSdecad1693 sy | L-vr-2015 1324 13900 - 0
CheCkm ﬁ |e. 25666 /badc/cmip5/data/cmip5/outputl/MOHC/HadCM3/decadal1992 analysed 14-May-2016 12:24 1540 0 Modified files 0 0
25665 /badc/cmip5/data/cmip5/outputl/CCCma/CanAM4/amipFuture analysed 14-May-2016 11:24 158 0
H s s e e Unch d fil 7083 7084
4. A compilation process stiches together the final checkm file and 25664 bade/cmip/data/cmipS Joutput] /MOHC /HadCM3/decadal 1991 analysed  14-May-2016 1024 1540 0 nchanged files
25663 /badc/cmip5/data/cmip5/outputl/BCC/bcc-csml-1/rcp26 analysed 14-May-2016 09:24 860 0 Stark time 05702015 15:23  215Jun-2015 23:41
SmeItS It to the aUdIt database' 25662 /badc/cmip5/data/cmip5/outputl/MOHC/HadCM3/decadal1989 analysed 14-May-2016 08:24 1540 0 End time 03-Oct-2015 15:49 22-Jun-2015 03:14
5 The results are Compa red to the |ast audlt notl ng numbers Of new 25661 /badc/cmip5/data/cmip5/outputl/MOHC/HadCM3/decadal1988 analysed = 14-May-2016 07:24 1540 0 Corrupt files 1 0
e V4 V4
25660 /badc/cmip5/data/cmip5/outputl/NOAA-NCEP/CFSv2- analysed 14-May-2016 06:24 443 0 fil
T = 2 2011/d dal2005
modified, deleted and corrupt files. ccadal200 corrupt files
A dailv di . iled h hi d . . el el LS LS h s CIEWECEL | DR Sl i (oo ¢ 6hr/atmos/6hrPlev/r5i3p1/files/ua_20110630/ua_6hrPlev_HadGEM2-A_amip_r5i3p1_2007120106-
ally digest Is emalled to the archive manager drawing attention to 25658 | tbade/cmins data/cmios foutoutL/CCCa/CanAMA amin maveed | 1oy 20160624 | 1528 |0 2008120100.nc|md5 |c4a73f8dfeb8d7b0cSecbd7571f787dd|477786188]2011-06-30T14:10:052
T _—_—
problems.
® OO0 '\ Data Plot

Unified Model Output {(Vn 6.4). ¥ COMPONENT OF GRAVITY WAWVE STRESS (N m-2)
¥ longitude (degrees_east)
y: latitude {degrees_north)

Resu Its z: hybrid_ht 20.001838654082031 (level) P

t date / t 2008/07/23:12.00 / 0.500000 {days since 2008-07-23 00:00:00)

In 2014, 13 corrupt files were detected, and in 2015, 10 corrupt files were 83812 Ut (¥ 6.4): Y COMPONENT OF GRAVITY WAVE STRESS (N m-2)
detected among the 180 million files in the archive. It is hard to pinpoint the )

. ) 838684082031 (level)
causes of the corruption. In the past year several corruption events have Er 3:06.00 / 0.250000 (days since 2008-07-23 00:00:00)

shown a 2k block of bad data suggesting a systematic problem. It is still
relatively rare, and easily recoverable from backups.

17.962

The images shown here are an example of how the corruption can manifest in y Tiny area of crazy

a single area of a single field in file. -17.963

-53.668

Conclusions

i Next field along is fine.

* Itisimportant not to simply rely on the internal integrity By - - uaze | 2158 - L
checking mechanisms in hardware systems. These systems are
fallible like everythlng else. -2.9361e+38 -2.2766e+38 | -1.6172e+38 -9.5771e+37 -2.9826e+37 288 878 o15 68 L LI
 Corruption is rare on the current JASMIN storage system. I -
* Future systems need to be monitored closely if we are to have 92boBexdf - -eBOBIerd8 oy S Tefrderds  tez7dfersr - 8.1470e+36 53613 30358 0.28952 36149
confidence in their fixity. — . . _
| oisniss| - Scale coping with extreme values | 0240 -4,5986 -1.3732 1.9522 5.2776

Dismiss | Save | |

Hardware Used Further Information

* JASMIN data analysis facility: http://jasmin.ac.uk/
* JASMIN offers petascale storage, batch compute and cloud computing e CEDA: http://www.ceda.ac.uk/

for big data challenges in environmental science, hosted at STFC .
Rutherford Appleton Laboratory in the UK. .

Sam.pepler@stfc.ac.uk

, . _ . Checkm spec: J. Kunza, S Abrams, D Loy, Chechm: a checksum-based
e Lotus is the batch compute service provided JASMIN, with around manifest format (v0.7), 2010, http://www.cdlib.org/services/uc3/

3000 cores available. docs/checkmspec.html
 The CEDA archive uses the Panasas petascale parallel storage as the

primary storage for is archive.
 The CEDA info database is hosted on a virtual machine hosted on
JASMIN
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