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Introduction

Cyber Security MOE & DIGI Policy
\EIEVYSE \EIEVYSE Formulation

e Toward a e Collaborative e Need to
safer and initiative know cyber
more secure e CSR safety issues
cyberspace for policy

formulation



Cyber Security Issues

DIGI

CyberSAFE

The National Survey Report 2015

Growing Digital Resilience among Malaysian
Schoolchildren on Staying Safe Online

e Research Consultants: Dr. Kuldip Kaur (LeapEd) & Dr. Soon Seng
Thah (OUM)

e Reports for Malaysia, Thailand & Bangladesh and One
Comparative Report 4



How does Malaysia fare in Cyber Security internationally?
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Singapore, Malaysia US among top
. . Experience revolutionary
10 cybersecurity countries Wl — N\

commands daring, defies

convention and embraces

technology

Malaysia — Top 10 rank in CyberSecurity — UN International
Telecommunication Union (ITU) as report in the Star Online, 6

July 2017



UN Survey reported by Reuters on 6 July 2017

Malaysia, Singapore top in cybersecurity, says UN
survey

¥ cybersecuriy % hacking

3 comments [ Reutsrs Published 6 Jul 2007, 9:05 am  Updated 6 Jul 2017, 9:11 am

Malaysia, Singapore and United States are the three countries most committed to
cybersecurity, according to a United Nations survey.

Malaysia scores 0.89 in the Global Cybersecurity Index (GCI), and is ranked no 3
behind Singapore (0.92) and United States (0.91).

m
g Building
0.92 0.95 0.96 0.88 0.87

Singapore ) 0.97

United States 0.91 | 0.96 0,92 | 0.73
Malaysia 0.85% 0.87 0.96 0.77 1 087
Oman 0.87 0.98 0.82 0.85 0.95 0.75
Estonia 0.84 0.99 0.82 0.85 0.94 0.64
Mauritius 0.82 0.85 0.96 0.74 0.91 0.70
Australia 0.82 054 0.96 0.86 0.94 0.44
Georgia 0.81 0.91 0.77 0.82 0.90 0.70

France 0.81 0.94 0.96 0.60 | 061



The Research Problem

Cyber Safety

_ Intl. Comparison
School children’s

surfing behaviour Malaysia

Threats Thailand Mediation
Peer influence Bangladesh Relationship
Factors

New risks




Research Questions

¢ Problematic
situations

¢ Negative
experiences

e Children's
awareness of
risk and harm

- * Coping

strategies

¢ Problem-solving
strategles

( -

e Mediational
strategies used
by children and
adults

*What more
needs to be
done?

*Who needs to

get involved?

Exploring existence, relationships, differences and dominant contributory factors




Sampling

e Zoning of 14 e Proportional e Selection of
states in sampling by children
Malaysia population within a
using e Stratification zone
Jabatan by zone and
Perangkaan gender
Malaysia

data



Sample by State
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7.5%

79%

9.6%

Perlis

Melaka

Terengganu

Kedah

Megeri Sembilan

Perak

Pulau Pinang

sarawalk

Pahang

Kelantan

Selangor

10.4%

Wilayah Persekutuan Kuala Lumpur / Putrajaya

11.9%

Johor

12.9%

sabah/ Labuan

Location

Atotal of 18,279 students from 216 secondary
schools from all 14 states in Malaysia
participated in the survey. The distribution of

respondents for each state isshownin Figure 2.

The largest number of respondents was from
Sabah(2,354;12.9%) and the smallest numbet
of respondents was from Perlis (429; 2.3%),



Sample by Gender Distribution

Figure 3: Distribution of respondents by states and gender (n=18,279) ng dgr

The distribution of respondents by state and
gender is shown in Figure 3. The number of
female respondents was slightly higher than
malerespondentsasindicated by 57.2%(10,461)
females compared to 42.8% (7,818) males.
Thereweremore female than male respondents
in 9 of the 14 states, i.e. Kedah, Pulau Pinang,
Selangor, Johor, Kelantan, Terengganu, Pahang,
Sabah and Sarawak.
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Constructs in Questionnaire

009

Existence of Peer Parent-Child
problematic Pressure Gap
situations &

negative

experiences

Sexting Cyberbullying Dealing with New Risks
negative
experience/Use
of mediational
strategies




Data Analysis using SPSS Statistics

Exploratory Descriptive Inferential
Data Analysis Statistics Statistics

e Reliability of
constructs

e Assumption
checking

e Frequencies

e Measures of
central
tendency

e Graphical
representations

o T-test

e Oneway
ANOVA

e Correlation

e Multiple
Regression

e Factor Analysis

13



Findings




Internet Use by Gender

The survey revealed that 96.5% (17,640) of the respondents
use the internet, with 58% of them indicating that they use the
internet frequently.

Amore detailed analysis of these results revealed that a majority
of the respondents, i.e. 39% (7,084), use the internet everyday
while 19.3% (3,523) of them use it 3 to 5 times a week. The rest
of the respondents indicated that they seldom use the internet,
.e. less than 3 times aweek.

The pattern of internet use was similar for males and females, as
shownin Figure 5 and Figure b.




Frequency of Internet Use by Gender

42%  42%
38% 39%
II i 19%

Almost everyday 3to5timesaweek Lessthan 3times
a week



Children who use internet by state
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Parent-Child Relations

Parent-Child Relations

The study found that Malaysian school children express positive  [twasalso revealed onascaleof 1to 5, itis unlikely that children:
family values in relation to the use of the internet (Figure 8).

Onascaleofto 5, thereis a high likelihood that these children:
A. Follow the rules about intermet usew hich are setby their parents;

A. Lie to their parents about what they do on the internet;
B.Visit online chat rooms if their parents disallow it;

C. Hide their mobile devices from their parents; and

B. Help their siblings when they are bullied through the internet; and D. Prevent their parents from seeing what they are doing online.

C. Have parents who will help them if they are bullied through
theintemet.

| lie to my parents about what

| follow the rules my parent set 383 . IR e

about internet use

| visit online chat rooms even though
my parents don't allow it

| help my brothers/ sisters

if they are bullied on the internet 398

| hide my computer/ smartphone from my parents because
| do not want my parents 1o see what I'm doing online
If | am bullied on the internet,

my parents will help me 399 If my parents don’t like what I'm doing online,

Il hide it from my parents

Figure 8: Parent-child relations



Influence & Perceptions of Friends

@ Influence And Perception Of Friends

There appears to be a perception among Malaysian school  children have friendswho encourage peers to:
children that their peers are addicted to the internet, and that A Use bad language;

a number of them use inappropriate language on the internet
(Figure 9). However, on a scale of 1to 5, it is unlikely that these

B. Do negative things; and
C. Look at sexual images on theinternet.

My friends use vulgar | have friends who ask me to be rude
or use bad language on the internet

language when they 2.42
are on the internet
| don't want to do negative things on the

internet, but | do it because
my friends ask me to

My friends are addicted to the internet  3.45 | look at sexual images on the
internet because my friends
ask me to




Cyber Bullying

.
Cyber-Bullying

The study revealed that it is highly likely that Malaysian school
children are uncomfortable about cyber-bullying (Figure 10}, It
isalsolikely that they have received hate mail or nasty messages.
The resultsindicate too thatif children are bullied on the internet,
there is a likelihood that they will keep guiet and hope bullying
will stop.

However, onascaleof1to 5, there isahigh likelihood that children
know they can get help for cyber-bullying from their school
counsellors or a help centre.

Onthe other hand, itwas found thatthereis a low likelihood that
children have actually :

A, Experienced some form of cyber-bullying;
B. Had their personal information posted without permission
C. Experienced online and offline bullying by the same person; and

0. Felt that they can bully others because of online anonymity.



Likelihood of Cyber Bullying

| feel uncomfortable with cyber-bullying

Our school has special counsellors to help
children who have been bullied on the internet

If | am bullied online,
| can seek help from a help centre

If 1 am bullied on the internet! should
just keep quiet, and hope it will stop

| have received hate
mails or nasty messages

3.91

3.67

3.66

2.33

2.18

| have been bullied or disturbed by others
onthe internet

The person who has bullied me on the internet
also bullies me offline (e.g. in school)

ersonal information has been taken and
d on the internet without my permission

| can bully others on the internet
because no one knows who | am

Figure 10: Cyber-bullying



Reaction to Negative Experience

Reaction To Negative Experience

Thesurvey results demonstrate thatwhen it comes to problematic - witharange of solutions. However, onascaleof1to 5, itis highly
online situations, children are generally equipped with the right  unlikely that childrenwould forward a negative experience to a
mediational strategies, and are likely to address online problems  peer for fun or humour (Figure 11).

Change my privacy settings

or block the person 3.99

Tell my teacher 3.72

Tell the person on the internet 68
not to contact me again 3.

Report it to the authority m : :
(e.g. the police) 3.65 Forward it to a friend for fun

Ignore It 3.65

Ask for a friend's help 3.61

Give false information 2,95



Sexual Experience

Sexual Experience

Most children appear to be uncomfortable about seeing sexual A, Subjected to sexual harassment on the internet;

images on the intemet (Figure 12). Onascaleof1to5, itishighly B, Asked for intimate photographs orvideos of themselves; or
unlikely that children have been: C. Sentsuch photographs orvideos to someone overtheintemet.

| feel uncomfortable when | have been a uvictim of sexual harassment
seeing sexual images 3.72 through the internet
on the internet

| have been asked to upload intimate photos
or videos of myself on the internet

| have sent intimate photos or videos

to someone onthe internet




New Risks

This study also examined how Malaysian school children are
exposed to new risks over the internet, namely, accessing
undesirable sites or engaging in undesirable behaviour (Figure 13).

| have accessed weapons sites
on the internet

| have accessed pormography sites
on the internet

| have accessed hate sites
on the internet

| have accessed self-harm sites
on the internet (e.g.torture, cut myself)

| have accessed drug sites
on the internet

| have accessed suicide sites

On a scale of 1to 5, it was found that it is highly unlikely that
children have been exposed to such risks, or that they have
responded poorly to such problematic situations.

| downloaded things from the
internet illegally (e.g. music, mouvies)

My account has been hacked before
(e.g. email, facebook)

| have agreed to meet a person whom
| first made contact through the internet

| hauve been asked to give my personal
information to someone | don't know

an the internet

an the internet



Capacity to address problem situations

Figure 14: Comparison between experience with and capacity to address problematic situations based on age
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Gender & Experience with Problems

Figure 17: Experience with different problematic situations based on gender
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Mediation Trends

Children’s responses demonstrate that
the higher their capacity to mediate
negative or problematic situations,

The lower the number of
experiences with problematic
situations are reported.




Correlation between Peer Pressure & Cyber Bullying

Figure 19

There also appears to be a strong carralation
between peer pressure and cyber-bullying.
Respondents who gave a high rating to
experience with paer prassure did the same to
cyber-bullying.




Factor 1 - Help from Significant Others

Figure 20

FACTOR 4: Help from significant others when problems arise
If | am bullied on the internet, my parents will help me §
| help my brothers/ sisters if they are bullied on the internet ?'::

3.84

My teachers have taught me how to auoid sexual harassment on the internet

Tellmy teacher §
My school has special counsellors to help children who have been bullied on the internet E
If | am bullied online, | can seek help from a help centre E
Report it to an authority (e.g. the police) *E




Factor 2 - Avoidance of Negative Things

Figure 21
FACTOR 2: Avoidance of negative things while using the Internet

1.97

| have agreed to meet a person whom | first made contact through the internet

1.95

| have a friend who ask me to be rude or use bad language on the internet

1.92

| don’t want to do negative things on the internet, but | do because my freinds ask me to

| have accessed pornography on the internet ;E_
| can bully others on the internet because no one knows who | am %
Forward it to a friend for fun %

| look at sexual images on the internet because my friends ask me to E

1.45

| hauve been asked to upload intimate photos or videos of myself on the intermet

o
| have sent intimate photos or videos to someone on the internet ™
-




Factor 3 — Self-Control is a Necessity

Figure 22
FACTOR 3: 5elf control is necessary to access potentially risky sites

pro-anerozic sites (e.g. how to be skinny, weight loss)

1.73

weapons sites

hate sites E
drug sites @
self harm sites "‘cj

suicide sites

1.37

2.16



Recommendations & Conclusions

Dedicated policy and a structured curriculum
on child online protection in schools

1. Itis essential to create and incorporate a dedicated policy
on child online protection to safeguard and build resilience
among children.

2. Internet safety and digital education has to be part of a
structured curriculum aimed at instilling fundamental
principles of good online conduct and digital citizenship.

3. Key enablers such as policy makers, educators and support
networks should be consistently equipped with best practice
standards, and know-how in engaging children positively on
the subject. s




Recommendations & Conclusions

Role of parents and educators as advocators
of good digital citizenship

1. It is recommended that proper guidance on good cyber
behavior is imparted by parents and educators as children
are introduced to the internet.

2. The advice and education about online risks should go hand-
in-hand with advice and education about offline risks.

3. Use of real-life examples create relevance and provides

authenticcontextsinconvincing children onthe needto keep
themselves safe online.



Recommendations & Conclusions

Responsibility of children to nurture
their digital resilience

1. Opento acquire knowledge on the rapid development
of online technology, and social media platforms, and
their embedded safety features.

2. Develop the necessary skills to evaluate and minimize
risks, and toreach out to appropriate reporting channels
for mediation and mitigation.

3. Encourage children to maximize the full potential
of being connected by actively contributing towards
knowledge sharing, innovation and social progress.
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Email: soon@oum.edu.my



