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Abstract—In this paper we scrutinize the security properties 

of an RFID authentication protocol conforming to the EPC 

Class-1 Generation-2 standard. The protocol is suitable for Gen-

2 passive tags and requires simple computations. The authors 

claim that the scheme provides privacy protection and 

authentication and offers resistant against commonly assumed 

attacks. We propose a de-synchronization and an impersonation 

attack in which the disclosing of the secret information (i.e. secret 

key and static identifier) shared between the tag and the reader is 

unnecessary to success in these attacks.   

Keywords—  

1. INTRODUCTION  

Radio Frequency IDentification (RFID) is a technology 
highly demanded in numerous applications and domains and 
therefore is under a continuous and rapid development [1-4]. 
Securing RFID tags against security threats is considered the 
main obstacle facing the widespread adoption of RFID 
technology [5-8], where hundreds of RFID protocols have been 
proposed and focused on providing a secure contact between 
readers and tags over the insecure radio channel. Nevertheless, 
due to the limitations of tags in terms of circuitry (gate 
equivalents), storage and power consumption, the design of an 
efficient and secure mutual authentication protocol presents an 
immense challenge.  It is even more challenging for low-cost 
technologies such as lightweight RFID security protocols in 
which tags possesses stronger limitations. Among the set of 
risks linked to RFID technology, privacy and de-
synchronization are the most challenging as the majority of 
designed protocols fail to offer protection against these two 
threats.  

 

Yeh et al.’s protocol [9] aims to secure EPC Class-1 
Generation-2 standard. Similar to many previously proposed 

protocols, it can be categorized under the class of lightweight 
mutual authentication protocol following the classification 
proposed in [10]. In this category, it is assumed that tags can 
generate a random number but they do not have the 
computational resources to support on-board  hash function. 
On the other hand and similar to other lightweight RFID 
authentication protocols, Yeh et al.’s scheme is designed with a 
new parameter representing a database index value. 

The rest of the paper is organized as follows,   Section 2 
presents a short review of lightweight mutual authentication 
protocols .  After that, a full review of Yeh et al.’s protocol and 
its functionality is described in Section 3. Section 4 elaborates 
on the vulnerability analysis of the protocol and its 
assumptions.   A de-synchronization attack is proposed in Sub-
Section 4.1 and  an impersonation attack is presented in Sub-
Section4.2.  Finally,   conclusions are given in Section 5. 

 

2. REVIEW OF LIGHTWEIGHT MUTUAL AUTHENTICATION 

PROTOCOLS 

RFID tags compliant with EPC Class-1 Generation-2 (Gen-
2 in shorts) are based on transponders with limited functulities; 
e.g. 16-bit pseudo-random number generator (PRNG),  16-bit 
cyclic redundancy check code (CRC), and bitwise operations 
such as XOR, AND, and OR [11].  

Several protocols were proposed with the aim of securing 
Gen-2 tags. Unfortunately the majority of these protocols failed 
either to fulfill Gen-2 requirements or to satisfy the claimed 
security properties. For instance, [12] presented a protocol 
using a PIN password to secure the communication, however,  
it is shown to be volnurable to several attacks [13]   [14];  First, 
it is vulnerable to a de-synchronization attack as a consequence 
of the weak updating mechanism of the secret keys and the 
shared values. Secondly, it does not offer protection against 
replay attacks and a passive attacker can reuse tokens from 
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previous sessions. Thirdly, it is susceptible to a traceability 
attack since tags respond with the same value every time – in 
this last one, the attacker has to intercept the updating message 
and the tag would respond with a constant value.  

2.1. Yeh et al.’s Protocol 

This protocol was initially designed to overcome security 
weaknesses of a previous protocol proposed by Chien and 
Chen’s protocol [15]. In particular, the authors addressed DoS 
attacks, privacy concerns, and database computation overload.  
As its predecessor, the protocol avoids the usage of CRC 
functions due to its linearity. The tag stores Ki, Pi, Ci, EPCs and 
the database keeps copy of the Kold, Pold, Cold, Knew, Pnew, Cnew, 
RID, EPCs and DATA values, and finally the reader stores into 
its memory the reader identification, named as RID (see Fig.1 
for details). 

The protocol is divided into two phases: initialization phase 
and authentication phase.   

 

 

Initialization phase 

For each tag, the server randomly generates an initial 

authentication key (K0), initial access key (P0), and database 

index (C0). It sets these values for the records stored in the tag 

(i.e., Ki=K0, Pi=P0, Ci=C0) and the corresponding records 

stored on the database (i.e., Kold= K0, Knew=K0, Pold= P0, Pnew= 

P0, Cold=C0 and Cnew=C0). 

 

 (i + 1)
th

 authentication phase  

1. R Tagx: NR 

The reader generates a nonce NR and sends it to the tag as a 
challenge. Upon receiving NR, the tag generates another 
random number NT and uses both random values along with 
the values stored into its memory (Ki, Pi, Ci, EPCs) to compute 
the values (M1, D, Ci, E) using the following formulas: 

M1= PRNG(EPCSNR)Ki 

D = NTKi 

E = NTPRNG(CiKi) 

 
 Fig.1. Yeh et al’s Proposal 

 
2. Tag R: M1, D, Ci, E 

The tag forwards the values (M1, D, Ci, E) in one message 
to the reader. 

3. R  DB: V, M1, D, Ci, E, NR 

The reader computes value V using the formula 

V=H(RIDNR), then forwards it together with the contents of 
Message 1 (NR) and Message 2 (M1, D, Ci, E) to the database. 
Once received, the database performs the following operations: 

The database iteratively picks up each stored RID and 

computes H(RIDNR) for that record to authenticate the reader 
based on received value V. If a match is found, the reader will 
be authenticated and the procedure will continue. Otherwise, 
the session will be terminated. 

After the reader is authenticated, the database examines the 
value of Ci. If Ci=0, then this is a first time access. The 
database picks up every record sequentially, and computes 

three values (Iold, Inew, and PRNG(EPCS)NR) based on the 
received values M1, NR, and the stored ones (Kold, Knew, EPCS), 

where Iold= M1Kold and Inew=M1Knew. When a match  is 

found, where PRNG(EPCS)NR=Inew or 

PRNG(EPCS)NR=Iold, the database sets X as “new” for the 
first case, and “old” for the second case. Otherwise, if Ci< >0, 
then Ci is used as an index to look up the corresponding record 
in the database. The database checks the received value of Ci 
against the stored values for the corresponding record, where, 
if Ci=Cold then the database marks X in Kx as “old”. Contrarily, 
if Ci=Cnew, then the database marks X in Kx as “new”. The 
database subsequently recalculates M1 based on Kx value.    

The database uses the formula NT=DKX to retrieve the 
value of NT from the sub-message D. It then computes output 

value from the formula NTPRNG(CXKX) and compares this 
value with the sub-message E, which was received from the 
tag. If they do not match, the reader aborts the protocol and 
ends the session. Otherwise, the following applies: 

4. DB  R: M2, Info 
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The database computes the value of sub-message M2 using 

the formula M2=PRNG(EPCSNT)PX and the sub-message 

Info using the formula Info=(DATARID). Subsequently, it 
forwards these two values (M2, Info) to the reader. The 
database then updates the record’s values (Cold, Cnew, Kold, Knew, 
Pold, Pnew) based on the identified X’s value, where if X=old 

then Cnew=PRNG(NTNR) and the rest of the values remain 
unchanged. Otherwise, if X=new, then the record’s values 
labeled as new in the current session (Cnew, Knew, Pnew) becomes 
the old values for the next session (Cold, Kold, Pold) where 
Kold=Knew, Pold=Pnew, and Cold=Cnew. Values labeled as new are 
computed for the next session using the following formulas: 
Knew=PRNG(Knew), Pnew=PRNG(Pnew), and 

Cnew=PRNG(NTNR) 

When the reader receives the message, it obtains DATA 

from the info field by inversing the formula DATA=infoRID 
using the RID stored in it. After that, it forwards M2 to the tag. 

5. R Tag: M2 

When M2 is delivered, the tag computes PRNG(EPCSNT) 

from its data and computes M2Pi from the received M2 and 
stored Pi. If they are equal, its values must be updated by 
Ki+1=PRNG(Ki), Pi+1=PRNG(Pi) from its stored values of Ki 

and Pi, respectively, and Ci+1=PRNG(NTNR) by the NR it 
received from the reader and NT it generated at the beginning 
of the session. It then concludes the session. Otherwise, the 
protocol is aborted and old values are preserved. 

 

 

3. VULNERABILITY OF YEH ET AL.’S PROTOCOL 

In this paper we present a de-synchronization and 

impersonation attacks against Yeh et al.’s protocol.  These 

attacks complement the ones (integrity and forward security 

problems) presented in [16].  

 

3.1. De-synchronization attack 

Yeh et al.’s protocol was designed using two sets of 
authentication and access keys to combat DoS attack, which 
causes a de-synchronization state between the tag and the 
server. The authors criticized the fact that its predecessor 
scheme (i.e., Chien and Chen’s protocol [15]) updated the key 
values (Kold and Pold) on every successful mutual authentication 
session at the database side.  Motivated by this, Yeh et al. 
proposed to add a validation criterion for this updating 
mechanism to solve the de-synchronization attack, which 
Chien and Chen’s protocol suffers from, and is based on the 
usage of the new values D, E, and Ci. Nevertheless, despite 
these validation tokens, we show how replay attacks can de-
synchronize the protocol. The used adversary (malicious 
reader) has to be able to interrupt and forward messages only, 
and it does not need to have the capability to communicate 
with the database. This adversary will execute two session 
procedures in one session. That is, both communication 

sessions are executed almost in parallel but with only a slight 
difference in time:  

In the (i+1)
th
 authentication session, the malicious reader 

will intercept the last message from the database and throw 
away M2 message to keep the tag using the same index value 
Ci+1. At the same time, the database will update its local 
parameters, specifically Cold would be Cnew, and Ci+1, and its 
Cnew would be Ci+2. 

In a slightly posterior session (almost a parallel session), 
the malicious reader will resend a new Message 3. However, 
instead of containing (V, M1, D, Ci, E, NR), it will send (V, 

M1, DRND, Ci, ERND, NR), which will allow the database 
to understand that it is a new session. These values (i.e., V, M1, 

DRND, Ci, ERND, NR) will facilitate the tag to be 
authenticated by the database because NR continues to 
represent the same values from the eavesdropped session. NT 

will become NTRND, which is used correctly   in D and E 
messages. Due to modified Message 3 sent by the reader, the 
database will update its Cnew value based on the Cx (in this 
case, X=old) from Ci+2 to Ci+3. At the same time, the malicious 
reader will forward the stored M2 message to the tag, causing 
the tag to update its values from (Ki+1, Pi+1 and Ci+1) to (Ki+2, 
Pi+2 and Ci+2).  

At this step the tag will store Ci+2 as index value, and the 
database will keep the values Ci+1 and Ci+3.   Therefore, the tag 
and the database lost its synchronization and this is permanent. 
In fact, the tag can never be identified because the search index 
stored into its memory is different from the two index (old and 
new) values stored in the database. 

 

3.2. Impersonation attack 

In this section, we introduce tag impersonation attack 
conducted by a dishonest reader. The key points of this attack 
are based on the use of NT nonce in both D and E tokens and 
the abusive use of the bitwise XOR operations.  Bitwise 
operations like XOR are linear functions, which are vulnerable 
to active and passive attacks. The proposed attack is sketched 
below:  

 

(i + 1)
th

 authentication phase  

 

(1) R    Tagx: NR 

(2) Tag  R: M1, D, Ci, E 

 M1= PRNG (EPCSNR)Ki 

 D = NTKi 

 E = NTPRNG(CiKi) 

(3) R   DB: V, M1, D, Ci, E, NR 

(4) DB  R: M2, Info 

(5) R   Tagx: Attack 

 

The attack can be performed using two methods.   First   by 
preventing the reader from forwarding any messages to the tag. 
Alternatively, the adversary can interrupt the last message and 
send a fraudulent message containing an incorrect value of M2. 
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At this point, the targeted tag is isolated and the malicious 
reader can replace and impersonate the original tag by 
computing simple bitwise XOR operations as described in the 
following.  

- (i + n)
th

 authentication phase (n>2) 

Basically the fraudulent reader simulates that the tag 
always incorrectly receives the message M2. Therefore, the 
updating phase is not run in the tag and previous M1 message 
is valid.  

In detail, M1, D, E, NR, and V are the picked values of a 
previous legitimate session.   After the reception of M2, the 
reader block this message and simulates the tag incorrectly 

received M2. After that, the fraudulent reader sends M1, 

DRND, ERND, NR, V, where RND represents an 

arbitrary random value. The tag is authenticated since M1 is 
legitimate. The random number NT' associated to this session 
is the bitwise XOR between NT and RND. We sketch the 
process below:   

DBR: M2, Info Fake R DB: M1, DRND, 

ERND, NR, V 

The proposed attack can be executed indefinitely as the 
original scheme does not assume any threshold for the number 
of times the M2 message can be interrupted, altered, or 
incorrectly received. 

4. CONCLUSION 

We scrutinize the security of Yeh et al.’s protocol for RFID 
Gen-2 tags. The security properties claimed by the authors in 
the original protocol have been refuted by proposing attacks 
against the authentication scheme.  We show how the protocol 
is vulnerable against de-synchronization and impersonation 
attacks.  The attacks can be conducted by a malicious reader, 
which mainly forwards message and does simple modifications 
exploiting the weaknesses of the bitwise XOR operations.  
Complementary to the attacks presented in this paper, in [16] 
Yoon showed how the scheme suffers from integrity and 
forward secrecy problems.    

The design of secure RFID authentication protocols 
compliant with Gen2 standard is still an open-challenge.  New 
proposals have to be presented together with a rigorous 
security analysis to avoid such   trivial security pitfalls.  
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