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Abstract— Digital Document Management System (DDMS) is a system adopted by the Malaysian Public sector for managing
documents and records. Despite giving many benefits, the adoption of the system is still below satisfaction. A guideline should be in
place to accelerate the adoption rate of such a system. Accordingly, a guideline for DDMS implementation is proposed as was
suggested in a previous study involving 439 DDMS users by the same authors. The proposed guidelines consist of 6 main factors
which are: system capability; implementation policy; security, training; awareness programs, and top management/team members
(colleague) supports. This paper aims to verify the content of the proposed guidelines in order to seek for its suitability in the
Malaysian public sector context. Data was collected via a face-to-face interview with four panels of experts (practitioners) who have
vast experience in DDMS implementation. The finding thence confirmed and verified the content of the proposed guidelines. The
proposed guidelines is expected to assist the DDMS implementation team especially the three leading agencies such as the Malaysian
Administrative Modernization and Management Planning Unit (MAMPU), Chief Government Security Office (CGSO) and the
National Archives of Malaysia (NAM) in coordinating and planning for the implementation of DDMS initiative at the agencies level
vis-a-vis increase the level of user adoption. This guideline also can be used as a reference to develop a detailed DDMS
implementation policy by the committee and the project team.

Keywords— electronic document and records management system; DDMS implementation; public sector; information system.

electronic records management, improve services, reduce
|. INTRODUCTION storage space and integrate or eliminate duplication of work

The Digital Document Management System (DDMS) is in government offices. The system is protected with the

one of the initiatives of the Malaysian government for government’ ICT security protocols to ensure th"’.‘t
projects under the e-Government Entry Points Projectsgovernments documents and records are preserved. In line

(EPP), which is striving for a paperless environment [1]. The with the government's desire to provide readily available and

project is being implemented in stages beginning in the yeareﬁ'c'em access to public records, t.he system. is expected to
2013. The project was executed to enhance the delivery 0]be further extended to all agencies in the public sector by the
services and record-keeping and improve the transparency eaDrDzl\aéo.h anifi : h f
government via the use of Information Communication and ) as a significant impact on the management o
Technology (ICT) [2]. DDMS caters for document and public electronic records. Unlike the conventional
records management services based on the concept dfnvironments (generally limited to filing activities)
electronic records life cycle from creation, through storage, electromc environment becomes the r_espor_15|p|llty of each
maintenance, and disposal. The development of DDMS haétaff irrespective of hierarchy. Concerning this, involvement

also complied with the electronic records managementat the user-level is essential to ensure the success of DDMS

criteria set forth bMS 1SO 16175-2: 2012 Information and MmPlémentation. Thus, a good implementation strategy needs

Documentation - Principles and functional requirements for to be carr(]a_furllly rﬁ)laTcr;ed tE ;]ncrggsehus%r a_drc])ptlol_n of tr(;e
records in electronic office environmentius making the system which should work hand In hand with policy an
system meets the international standard. guidelines. The implementation of DDMS involves a long

DDMS offers a wide range of benefits. These are and complicated process that influence the way of working
reduced paper usage, speed up public records access, avo all levels. Therefore, change management should be

loss of records, and facilitate the transfer of records tomcorporated.

archive [3]. DDMS implementation also provides potential In an earlier preliminary_ survey by the_se auth(_)rs reveal_ed
solutions to enhance the efficiency of public sector that DDMS performance in the Malaysian public sector is
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stil embracing hurdles in terms of low usage. The The DDMS implementation guidelines developed in this
implementation was also without coordination [4] where paper are a result of previous research conducted earlier by
most agencies fond of writing their policy and guidelines [5]. these authors [6] which examined the intention to adopt
Given this, there is a need to develop DDMS implementationDDMS among 439 users from 27 agencies in the public
guidelines for the Malaysian public sector which can be sector. The analysis from the earlier study showed that 4
applied and coordinated to all implementing agencies. Thefactors were adapted from the Unified Theory of Acceptance
proposed guidelines are expected to serve as a guide foand Use of Technology (UTAUT) theory, while another 3
implementing the DDMS effectively and increase the from external factors. All these 7 factors were significant
adoption rate of the system among the user in the Malaysiarwith the intention to adopt DDMS in the Malaysian public
public sector. sector (analyzed using the Structural Equation Modelling
(SEM) approach). The factors are as listed in Table 1.
[I. MATERIAL AND METHOD

A. Guidelines Development

TABLE |
FACTORSINFLUENCING DDMS ADOPTION

Factors | Definition

Factors from UTAUT

Performance Expectancy
[7]-[16]

“Involves the situation in which the system’s users believe that DDMS can improve their job
performance.”

Effort Expectancy
[71-[15], [17]

“Involves the situation in which the system’s users believe that DDMS is easy to use.”

Social Influence
[71-{12], [14], [15], [18], [19]

“Individuals can be influenced by the attitudes and behaviors of other individuals and vice versal’

Facilitating Condition
[7]-{14], [20]{22]

“The role of technical infrastructure and organization to support the DDMS implementation
(infrastructure, training, and technical support)”

External Factors

Perceive Value of Records “Involves the situation in which the system’s users believe that document and records are valugable and

[23], [24] are worthy to be stored”

Policy “Involves the situation in which the system'’s users believe that policy can provide a way of agtion to
[8], [15], [20], [25]-{27] guide and determine current and future decisions.”

Security “Involves the situation in which the system’s users believe that the use of technology can ensure the

[15], [23], [28]-[32] safety of documents and records.”

Such a finding indicates that there is a need that warrants Digital Document Management Digital Document Management

the development of DDMS implementation guidelines based ~ System (PDMS) Adoption Sysicm (UOMB).
. ip L L Model Implementation Guideline

on the identified and significant seven factors. This is in line
with research conducted by [33] and [34]. The proposed ' Performance Expectancy } I
guidelines can serve as an essential guide to the DDMS R
implementation team to address the problem of user
rejection, thus, increase the adoption rate of the application. Social Influence
The proposed guidelines are also developed to provide
solutions for the issues and challenges that have been raise
by the various implementing agencies.

The development of DDMS implementation guidelines
has considered two criteria which are, the significant factors Policy
and existing standards or procedures.

Top Manangement and Team
Members (Colleague)

Supports
Facilitating Condition Training

Perceived Value of Records Awareness Programmes

Implementation Policy

Security Security

Hiil

1) The Significant Factors:The proposed guidelines

incorporate terms that are easy to understand. Although thé&i9: 1: Mapping between research findings on DDMS Adoption and DDMS

original 7 significant factors are mapped to an easy_to_lmplementatlon guidelines in the Malaysian public sector

understand factor (following this, only 6 factors are 2) Existing Standards and Procedures: The

considered as the result of two factors are combined), but thémplementation of DDMS involves various roles and various

definitions and features of those factors are preserved. Fig. brganizations; therefore, the development also takes into

depicts the mapping between the factors influencing DDMS account the Malaysian public sector project management

adoption and the proposed guidelines of DDMS standards and procedures to cater to the needs and

implementation for the Malaysian public sector. requirements. The development also refers to existing
standards, procedures, and guidelines of other countries
[35]-[39].
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B. Guidelines Contents TABLE Il

. . . . . EXPERTSCRITERIA
The proposed DDMS implementation guidelines consist — .

f 6 new main factors as shown in Fig. 2 which are i) systen Position Experience,_Agency
0 . ) . g N y ""E1] Information Management Expert (Top 35years| MAMPU
capability; ii) implementation policy; iii) security iv) training; management)
v) awareness program and vi) top management and teafa2| Information Management Expert (Senior | 12 years| MAMPU
members (colleague) supports. A detailed description of | management)

each factor is discussed in the findings and analysis section|E3 I(rgorme?ion I’\)/lanagement Expert 12years| CGSO
perationa
E4| National Archives of Malaysia Expert 20 years NAM
(Management)
‘ System o The second step was the development and preparation of
pr \ Capabiliv_ expert review form that was used to gather feedback data
Top \\// ¢ k and to confirm the content of the guidelines eventually.
e e Experts were asked to respond based on three questions. (1)
| (Colleague) _ammmm \ 4 ,, Does the Government have any existing DDMS
. Buppat // N A //' implementation guidelines to increase the adoption in the
N\ # . . . . .
S / —— Malaysian public sector?; (2) Do the DDMS implementation
| EDRMS guidelines are required by the Government (in general) and
L I“‘Iéfl‘i‘(‘fe'l‘i‘;‘:“’“ the DDMS implementation team (in particular) to improve
- \ ; e the existing implementation thus ensuring the successful
\ \.\ / v : implementation of this application?; (3) Do the
i < e ‘ reco_mmgndatl_ons or proposed gwdellnes_ on empirical
Programmes ‘ studies involving DDMS users are appropriate in the real
/) s \ / environment?
N / ! \, . .
NS / \\J/ Lastly, in the third step, the complete proposed
T Training guidelines attached to the expert review form were presented
/ to the panel of experts in a face-to-face approach session.
K S The experts were requested to verify the format, flow,
— content of the document and its suitability with the
Fig. 2: Factors in DDMS Implementation Guidelines Malaysian public sector context. All comments and opinions
C. Research Method were taken into account and corrected before being

) . presented again during the second session. Besides the six

The purpose of the expert review was to get constructivetaciors, the implementation governance was advised to be
comments, opinions and to verify whether the proposed qqed as part of the guideline’s content by E1, and E3
guideline meets the standard requirement and suitable for th%upported the opinion. Finally, all the panel experts were

context of_ study which_ is the Malaysian public sector. The_unanimously agreed and endorsed the updated version of
expert review was carried out based on 4 steps, as shown ifp\s implementation guidelines (after all corrections and

Fig.3. improvements are made).
Ill. RESULTS ANDDISCUSSION
Selection of Development ) . This section discusses the result of the study, which is
Review Guideline . .

Féa”e'nof Rof,EXpi'TS Sessions Endorsement the contents of the updated DDMS implementation
sRels Sl | guidelines that have been approved and endorsed by the
experts. The final guidelines are produced after considering
the comments and suggestions from the experts during the

Fig. 3: Steps in Experts Review review session.

The first step was the selection of a panel of experts. TheA' Implementation Governance
selection was based on three criteria such as 1) involvement The proposed governance structure of DDMS
in the strategic planning and policy development of DDMS; implementation consists of the Project Steering Committee,
2) knowledgeable and have vast experience concerninirolea Technical Committee, Project owner, Subject Matter
DDMS implementation in the public sector and 3) the EXPerts (SME) and Implementation Team (at agencies level).
readiness to participate in the research. A total of four Each committee/project team needs to understand their roles
experts (2 from MAMPU, 1 from NAM and 1 from CGSO) @and responsibiliies to ensure that the DDMS
were able to participate in this expert review. These threeimplementation ~works smoothly and effectively. Al
agencies were selected based on their role as the leading9gencies are encouraged to set up a DDMS governance
agencies in executing the implementation of DDMS. The Structure at the agency level to ensure that all functions are
expert's criteria are as depicted in Table 2. aligned and well implemented. The description of each
committee and working team with the scope of the task is as
set out in Table 3.
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TABLE llI
ROLE AND JOB SCOPE OFMPLEMENTATION TEAM

Role Job Scope

Project Steering Committee » Determine the direction and implementation strategy of the project;

* Monitor the overall project implementation status;

« Monitor and coordinate project financial flows equivalent to project progress;

« Approving project payment;

« Consider and approving proposed contract enforcement terms such as penalties, an extension of ftime, anc
contract termination;

» Solve project-related policy issues;

e Consider and approve the proposal for any project-related issues to be addressed by the Project [Technica
Committee;

e Approving and verifying each stage of the project implementation;

e Approving the project submission; and

» Reporting project progress status to Government IT and Internet Committee

Project Technical Committee | « Monitor and ensure project execution meets the scope and timetable of the project;

« Reviewing and selecting project submissions meeting the requirements set forth;

« Review the policy issues during the implementation of the project and certify the proposed solution to the Project
Steering Committee for approval;

« Review and acknowledge the terms of the enforcement of contract terms to the Project Steering Committee;

» Provide solutions to technical issues during project implementation;

* Review a project submission to the Project Steering Committee for approval; and

» Report the progress of the project to the Project Steering Committee

Project Owner

Design and prepare direction and strategy project;

Identify project activities and implementation schedules in detail;
Implement projects following the scope and timetable;

Require the enforcement of contract terms (if applicable) to the Project Team, Project Technical Commijttee and
Project Steering Committee;

Identify issues and problems of project implementation and solution proposals;

Monitor the progress of project implementation based on agreed contract and schedule; and
Reviewing and selecting project submissions through a quality assurance process and specified standards.

Subject Matter Expert (SME) Involved in system requirements and specification studies as well as testing sessions (UAT, PAT, and FAT);
for Physical Protection « Involved in the implementation of the system as a pioneering agency;

Security, Document, Personnel, « providing advice on the management of records, laws, and regulations in force; and
and ICT Security Management . coordinate consultancy services activities and implement departmental record management programs and
activities such as record management training/briefing, file classification workshop, and record disposal

workshop.
Implementation Team * Manage the implementation of DDMS in agencies level involving: user training, implementation programs, and
(Agencies Level) awareness/ change management programs;

« Preparing Progress Report (monthly usage);
« Report the problem of using the system.
« Recommendations from time to time regarding systems improvement:

o C. Implementation Policy
B. System Capability

System users always look forward to a user-friendly and : ! . .
easy-to-use system to improve their routine task coordinated, and _enforced by_all implementing agencies to
performance [40]. Among the system criteria to be ensure smooth implementation [41]-[43]. Inputs from

considered by developers and system administrators fronMAM_PU’ NAM, C_:GSO and agency representatives (to
time to time are as set out in Table 4. identify best practices) are required to produce a complete

and accurate implementation policy. The proposed policy

TABLE IV implementation is as set out in Table 5.
SYSTEM CRITERIA

DDMS implementation policies need to be developed,

TABLE V
Item Criteria IMPLEMENTATION POLICY CRITERIA
Benefits of | « Completing routine tasks more easily and _
Completing quickly; ltem Criteria _ _
the daily « Improved performance; and DDMS _ To develop written policies/procedures
task « Supporting task requirements Implementation | regarding the implementation of DDMS. The
Policy policy should include the following features

Easy to Use *Able to reduce or remove workloads;

e Provide a user-friendly system interface
(clear and easy to understand); and

« Easy to understand and learn (included w
user manuals).

Language The language used should be of quality|and

free from grammatical and spelling errors.

e complies with legal and regulatony
requirements;

« incorporating DDMS guidelines in detalil;

« adjustable based on agency environment
and requirement;

» Easy to understand; and

» Easy to implement

ith
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Existing Policy

» Update existing policies that are st

relevant and usable

Policy
Distribution and
Enforcement

Distribute usage instructions signed by t
Minister and include attachment
instructions from MAMPU (signed by th
head director of MAMPU);

Upload relevant policies within ageng

websites or DDMS announcement space;

Enforce the use of established policies
ensure compliance with these policies; a
Monitor policy adoption by implementin

agencies

D. Security

Security is a frequent issue that had been raised by the
system’s users [15],[23],[31]. The adoption of the system
will increase if the user's confidence in system security is

E. Training

User training is one of the essential factors that should be
emphasized by the implementing agency [15],[44]. DDMS
application should be implemented consistently to increase
the efficiency and utilization skills. Training should be
carried out based on user criteria because the fundamental
approach is different. Training should also be carried out
continuously to meet the needs of new users that are
increasing from time to time. Table 7 shows the proposed

training implementation

TABLE VII

PROPOSEDTRAINING IMPLEMENTATION

high. Among the items to be emphasized are as set out in Management

Table 6.
TABLE VI
PROPOSEDSECURITY IMPLEMENTATION
Item Activities
System ¢ Ensuring development of the system meets
Development| the security controls as contained in the
Characteristic| Safety Directive; and
* Meeting electronic records management
requirements and guidelines released | by

NAM:
National Archive Act 2003 [Act 629]
MS ISO 16175-2:2012

File Access | o
Limit

Creates security control and access
physical files and records ni DDMS
applications at all levels (individualg

working groups and organizations);

Record access should be updated from f
to time (in the event of a change of role d
Divisions/Ministries

to transfer to other

service expiring, pensionable or otherwise)
Make sure personal files are not included

the DDMS application; and

Access to project files in certain Division
Sections may be restricted depending on
consideration of the value of the recor

especially in terms of security.

5,

me

Py

n

s/
the
s,

Disaster .
Recovery
Plan *

Keep records safe in the event of
undesirable disaster

Formulate a disaster recovery plan for e

involved agency;

an

ch

Backups should be made to applications,
systems and all categories of informatipn
according to the suitability of the operatign.
This is to ensure the system or information
recovery in the event of loss of data, disaster

or interference; and

Duplication of applications, software, a
equipment should be made to maint
information availability and ensure continui

of service in the event of disruption
damage to any equipment or system.

d
ain
ty
or

Advisory .

Provide advisory services on
systems, laws and regulations that
enforceable. Provide advisory services

security systems, laws and regulations f

are enforceable.

Secur

ty

are
on
hat
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Type of Training | Implementation
Training for Top | « One-to-one session in the officer's room
with the presence of the personal assistant
(PA) as a facilitator;
+ Exercise 'hands-on’;
¢ Involving certain modules only (which
corresponds to positions and scope | of
work) other modules are managed by the
personal assistant; and
e Duration: 1 to 2 hours per session
Training for « Implemented in stages and persistently.
Record Managerg ~ Agency-level training plans shouldel
provided,;
Training for » Implemented in a well-equipped training
System Managers room with computers and internet
networks;
_ « Executed in groups (range between |20
Training for and 30 participants);
Information « Exercise 'hands-on’;
Officers « Training Manual -Guided by manual
_ system usage procedures based on lser
User Tralnlng Categories;
« Exercises for each category are
implemented separately;
¢ Duration: 2 days (8 am to 5 pm); and
¢ Assessment of training should be carried
out to determine the effectiveness of the
training.
Repeated « Implemented based on user demand;
Training (as « Engage only certain modules; and
requested by the | « Executed in groups
users)
Help Desk ¢ Creating online helpdesk at each agency;
(Technical ¢ Provide technical assiance online
Supports) (immediate assistance);
* Record user complaints;
« Extend complaints to the responsible
division; and
* Monitor the actions taken.

F. Awareness Program

Awareness programs need to be carefully planned to
increase the adoption of the system [44] and acknowledge
the users on the benefits earned by using DDMS. The
programs should also be able to attract users to use the
system consistently and continuously. Among the proposed
programs that can be implemented to increase awareness and
consumer adoption of DDMS areas listed in Table 8.



However, the programmes depend on the needs and goals of » involve directly or indirectly with

each implementing agency. programs/activities related to DDMS
implementation;
TABLE VI ¢ allocate adequate financial and human
PROPOSEDAWARENESSPROGRAMMES resources for the DDMS implementation;
— ¢ issue and distribute the instruction letter
Programmes/Activities signed by MAMPU’s Head Director/Chigf
Briefing on the introduction of DDMS concepts that include: Secretary; o
« records management process and lifecycle; * promoting usage by prioritizing the
« the role of system users (based on user categories); implementation of DDMS; _
« the importance of preserving and storing documents |and | DDMS | Monitoring and progress acknowledgment| is
records into the system; and Implementation| implemented by:
« Benefits of using DDMS. Progress ¢ reporting Committee chaired by MAMPU[s
Meeting or engagement session with the involved implement|ng Repo_rt . top mana_gement, . . .
(Monitoring) * presentation of project progress in meetings

agencies (especially those with a low percentage of use):
» Conducting field sessions to identify problems encountered;
« Provide briefings on actions that can be taken to resolve the

problem; and Team Members
< Monitor the status of the agency from time to time

chaired by the chief secretary; and
« monthly performance reporting reports.

Senior Officers | » Senior officers should encourage thei

=

DDMS Open Day and Sub- officers to use DDMS in their daily tasks by
DDMS implementation workshop involving all representatives of | coordinates using DDMS to:
implementing agencies a. Store and distribute daily tasks;

b. Prepare and distribute Division / Unit

Regular and continuous user training meeting minutes;

Awarded in the form of consolation prizes and certificate of ¢. Monitor the status of the assignment.
appreciation based on the following categories (every three + Conducting knowledge-sharing sessions|on
months): regular DDMS use at their respective
< Ministries that demonstrate good and consistent performance; DIVISIOHS / UnleS; and

« Section / Unit with active and consistent usage; and * Rewarding officers who perform well and
+ Most active users consistent.

Poster and brochure distribution:

» Poster and brochure related to DDMS are printed |and IV. CONCLUSIONS

distributed to all implementing agencies (Ministries and
Departments / Agencies);
« Pasting posters at:

From the review session, all the experts unanimously
agreed and verified thatCurrently there are no proper

a. Focus areas such as the lobby, agency lifts, and cafes; guidelines for the DDMS implementation in the Malaysian
b. Training room; and public sector; it is important to have guidelines to ensure the
c. All departments involved success of DDMS implementation in the Malaysian public

sector; the content of the proposed guidelines is appropriate

G. Top Management and Team Members(colleague)applicable and can be used as a basic guide for developing
Support more comprehensive guidelines and synchronized to all

The involvement and support of top management are oné®?PMS implementing agencies; and the proposed guidelines
of the main factors contributing to the success of DDMS aré appropriate and suitable to be imposed in the Malaysian
implementation [15],[44]. Top management plays an pubhc sector in assisting the_ execution of_ DI_DMS_
essential role in managing the organizations especially in thdmplementation. Nonetheless, this proposed guideline is
first phase of DDMS implementation. Good leadership can subject to revision and amendment as time pass to cater the
support and control the project at all levels ranging from the @dvancement of technology, applications, procedures, and
ground up to the highest level. Support between teaml@Wws. Also, this guideline should be used in a
members is also essential to ensure that DDMS is usedfomplementary manner with other government-related
extensively. Table 9 shows a proposed activity to increaseduidelines.
the support of top management and team members.
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