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Abstract. The increasing trend towards delegating complex tasks to autono-
mous artificial agents in safety-critical socio-technical systems makes agent be-
havior monitoring of paramount importance. In this work, a probabilistic ap-
proach for on-line monitoring using optimal action selection and twin Gaussian
processes (TGP) is proposed. A Kullback-Leibklr)(based metric is proposed

to characterize the deviation of an agent behavior (modeled as a controlled sto-
chastic process) to its specification. The optimal behavior specification is ob-
tained using Linearly Solvable Markov Decision Processes (LSMDP) whereby
the Bellman equation is made linear through an exponential transformation such
that the optimal control policy is obtained in an explicit form.

Keywords: Agent monitoring, Gaussian processes, optimal action selection.

1 I ntroduction

Safety-critical systems increasingly integrate autonomous software agents in an in-
creasing number of applications which requires new monitoring tools. As an example,
consider the case of collision avoidance in driving systems [1] where the monitoring
task involves a number of autonomous vehicles interacting with each other in a high-
speed highway. Any monitoring system aimed to warn or prevent collisions and dan-
gerous circumstances must contemplate the expected behavior of nearby cars to detect
quickly a collision scenario. Also, automating the task of gazing in video surveillance
to find suspicious behaviors [2] highlights the importance of agent behavior monitor-
ing. Detecting dangerous objects and intruders is essential for safety in crowded envi-
ronments, but monitoring human behaviors and reporting about potential threats is a
complex task to be automated.

The novelty and relevance of information contained in a data stream, can be corre-
lated with the effect such data has on the observer (monitor) [3]. The amount of in-
formation can be measured in a natural way by the Kullback-Leibler (KL) distance -or
relative entropy- between the prior and posterior distributions in the monitor beliefs,
i.e. regarding the available space of hypotheses about the state of a controlled system.
In this work, the novelty of information in a data stream regarding deviations from the
specified agent behavior is measured using twin Gaussian Processes [4]. For behavior
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specification, optimal choice of actions under uncertainty is used here to characterize
the desired behavior of an intelligent agent.

2 Optimal Action Selection

To characterize the expected behavior of an agent, the novel approach of LSMDP is
used [5]. This is a class of optimal control problems in which the Bellman’s equation
can be converted into a linear equation by an exponential transformation of the state
value function. Consider an agent that by perceiving an environmentak §iagé ,
chooses the scalar actiaridRY , Which causes the system to evolve to the state
X,,; and receives an immediate cefs{tx,u) . The state transition function obey to a
controlled Ito’s diffusion process of the form

dx =a(x)dt + B(x)(udt + cdw) Q)

where wOR™ (same space as actions) amddenote Brownian noise and its scaling
parameter, respectively. The tewmnfx ) describes the so called passive dynamics and
B(x) is the input-gain matrix. The passive dynamics represents the behavior of the
stochastic dynamics in absence of control actions, it is defined as a diffusion process
in continuous domains [5]. To put it in a more convenient formhibiep transition
probability for the uncontrolled dynamics is expressed as

P (en %) = N (Xq %, +ha()+ hB(x) hoB ) B ) )

In turn, the controlled diffusion is approximated as a deterministic function ex-
pressed as a Gaussian distribution with mean and covariance given as

P (X 1%,) = N (X |%, +h(a()+hB ) hoB () BK)) @3)

The controller shifts the probability mass from one region of the state space to an-
other by acting on the system dynamics. A control pofi€¥) is thus defined as a
probability of selecting the actioq, at stateX, . For any optimal control application,
the main objective is to find an optimal control poliiﬂ(x) which minimizes the
expected cumulative cost functiofix) as

v'(x) = muin{f(x,n(x))+EX.WU(.M[V(X')]} (4)

where x' denotes the next state for a given actionThe minimum cumulative cost

for starting at stateX and acting optimally thereafter enables greedy computation of
optimal actions. Eq. (4) is fundamental to optimal control theory and is called the
Bellman fundamental equation. The Bellman equation can be simplified by assuming
the immediate cost function is given as
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(x,u) :hq(x)+KL(p“(x‘ [X) [Ip° & k j (5)

The state cost(x) is an arbitrary function encoding how (un)desirable different
states are, andL is the Kullback—Leibler divergence that measures the distance from
the optimally-controlled dynamics to the passive one. The distance can be understood
as the price to pay for the optimal shift of the passive dynamics by actidime KL
divergence between the above Gaussians can be proverhf@doeu’ which is the
quadratic energy cost accumulated over intetvaDefining a desirability function as

z(x) = exp(-v' (x)) (6)
the Bellman equation can be now expressed linearly as
z(x) = exp(~ha(x)) gl 2] (x) @
where Gl Z](x)is an integral operator given by
gl t1(x) = [ P°0x Ix) 6 Yk ®)
The optimal control policy is computed analytically and expressed as

u' (x)=-0*B(x)" v, (x) 9

Case study: Car-on-a-hill

The car-on-a-hill continuous control problem illustrated in Fig. 1 and details fol-
lows. The admissible range of forces is not sufficient to drive up the car greedily from
the initial state. The state vectors=[x, X,] , where x, and x, denote horizontal
position and the tangential velocity of the car, respectively. The dynamics is given by

dx, = x,cos{ atarfs ¥ ))dt

dx, = -g X, sgn(x,)sin atafs % ))dt— Bx,dt +udt +daw (10)
where s'(x) = 2x, exp(—xf/j is the slope over the horizontal plages 9.8 is the
gravitational constant an@ = 0.5 is the damping coefficient. The goal states for the
driving agent are all states such that+4 2.5| < 0.2 andX, | < 0.5. The cost model
thus encodes the task of parking the car at the horizontal position 2.5 in minimal time
and with minimal control energy. This is a first-exit setting, since costs are accumu-
lated from time O to infinity but accumulation stops when the system reaches a termi-
nal state. Error tolerance is needed because the dynamics is stochastic.

As the continuous problem is in the form given in Eqg. (1) it can be approximated
with a LSMDP. The approximation is constructed by choosing a set of élq}es
and adjusting the matrik, .., of transition probabilities fronx, to X.,, given by the
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passive dynamicdescribe in Eq. (2). Defining the vector with elementsz(xn)
and the matrix Q with elemer exp(~hg(x,)) on its main diagonal Eq.become

Az=QPz (11

where A is aneigenvalu; Eq. (11) is solved by an iteration methadexponentiate:
form. Theapproximation uss a state space discretization: a 101tB¢-grid spannin
X, € [-3, +3], x, € [-9, +9] The passive dynamids constructed by discretizing t|
time axis (with time stejh = 0.05) and definingprobabilistic transitions amongs-
crete states so that the mean and variance of the continuoudynamic arepre-
served. The noise distribution is discretized at 9 points spanning +3 standza-
tions in thex, directionand using a noise scale param«=0.1. This parametera-
tion corresponds to thegentdynamics used as the specification, thee manner th
agentis expected to beha when it is optimally controlledOnce the desirability
function was optimized using the estimated passive dynamics, the control policy
was subsequently derived from the obtained desirability function. The results
are shown in Fig. 1, where b) corresponds to the state cost function q(x) of the
first exit cost formulation; c) is the optimal cost-to-go function obtained. Solid
lines show stochastic trajectories resulting from the optimal behavior with dif-
ferent scales of noise and initial states; d) is the obtained optimal control policy
used as the specification for agent behavior monitoring. In all plots blue corre-
spond to smaller values and red to larger values.
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Fig. 1. The car moves along a curved road in the presence of (.
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3 Behavior Monitoring

3.1 Learning Transition Probabilities

A Gaussian process (GP) is a collection of random variables, any finite number of
which has a joint Gaussian distribution. For GP regression (GPR), random variables
represent the value of the functidn(x) for inputs x . GPR assumes (x) is a zero

mean stationary GP with covariance functiloflxi X ) encoding correlations be-
tween pairs of random variables

k(Xi,Xj):eXF(_yr "Xi'xj ||2)+Ard] (12)

with )4 =0 the kernel width parameter) 20 the noise variance and; the

Kronecker delta function, which is 1ifj, and 0 otherwise. This prior for the kernel

function constrains input samples that are nearby to have highly correlated outputs.
Short-term transition dynamics are modeled based on interactions between the

agent and its environment [6]. Given a state veiter separate GP model is trained

for each state dimensioK, in such a way the effect of uncertainty about its change

due to a control action is modeled statistically as

Ax, ~ GP(m, k) (13)

wherem is the mean function ankl is the covariance function. The training inputs

to the Gaussian mod@&@P are the states, whereas the targets are the differences be-
tween the successor state and the state in which the action is applied. For aq,input
the predictive distributionp(x,.; | Xx) is Gaussian distributed. We can build the
optimal transition probabilityp” (Xy.1 | X ) as aGP" model which describes the
stochastic specification of the agent behavior. The superscript indicates the transition
probability is shifted by the optimal control polioy (x) . On the other handzP?
describes the observed agent behavior modeled as the transition probability
p? (Xks1 | Xk ) which may deviate from optimal action selection. Noteworthy, the
GP? model that characterize the current system functioning requires to be updated
on-line to accommodate the arriving data stream.

3.2  Twin Gaussian Processes

Agent behavior monitoring must quantify how observing new data affects the in-
ternal beliefs that the agent may have over a set of hypotheses or #ibdafishe
world. Since the agent acts over an uncertain environment, the monitoring approach
should be probabilistic using distributions to capture subjective expectations or beliefs
over the current space. Agent’s beliefs must be updated on-line, as data is acquired,
transforming prior belief distribution®(M) into posterior onesP(M |D) and
computing the distance between them, which is best done usiKd tiigergence
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4P (MID)
P(M)

To provide a sensitive on-line estimation of the divergence from optimal behavior
with small samples TGP are used. TGP can be described as a structured prediction
method that employs GPs to estimate outputs, by minimizinglitgistance between
a given system implementation and its specification. Both processes are modeled as
normal distributions over a finite set bftraining examples [4]. Through TGP, we
obtain a powerful monitoring tool by comparing the two GPs.

Suppose a particular set containing a sequence of th&Viasthte differences
X9 ={Ax} ';_W for the stochastic process that results from applying an arbitrary
control policy 77°. Then, the joint distribution of observed state differences can be
modeled using a zero mean multivariate Gaussian distribution as

(x9)" ~N9[0,[F_a$ riD (15)

fi r

KL(P(MID)|P(M))=[ P(MP)Io dom (14)

whose covariancék ¢ is given by the kernel matrik3; :k(MQ,N?), the kernel

vector r; = k(Ax?,ax? ) and the kernel value :k(AxE,AxE) . For the given
Gaussian dynamicare (o, x9) of a sampled sequence of state transitions, the offset

or distance to a specified distributioyr (0, k") is key to calculate a robust measure

of the twinned Kullback-Leibler divergencd| ). Considering th&L divergence as

a measure of the alignment between two kernels, the divergence between Gaussian
(stochastic) processes is defined as

TKL(Ng”N*):_ (16)

N 1 1 y1] .1 .

?—Elog\I{QMETr{Kg (k") }+§Iog\K
The KL divergence is non-negative and zero if and only if the two multivariate

Gaussian distributions have the same covariance. In Fig, 2s used to compute the

performance of the controlled dynami@? against the specified dynami&PP
for the optimal agent behavior. Notice that instead of computingKthelistance

| N>
OO Iy
l\L/ l\'[._'

Fig. 2. The data ordinates axeandGP are the GP distributions for the implemented and the
specification. The horizontal black lines indicate fully-connected sets.
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pointwise (green rectanglesfor each new estimationAx, , TGP uses sequence (
observed state transitiofax} t_, over a finite horizon (red rectanglayhich gives
a more robust desctipn of ¢ deviant behavior.

Case study (Cont'd).
It is clear the importance describing any change in the systdymamics using

reduced and relevant data set for modeling the corresponding GPs, adataset
containing the last=50 stat-transition pairs is used to train the GPorder to cp-
ture anydeviant behavior from the specificat. Ty, is computed using a movir
window strategyover the last W=30 estimations of state transitions. Tinember o
estimations used & tradeoff between the speeddetection of any event or disb-
ance and the proper characzation of the degradation in the agent behavlgy. is
measured for themplemente dynamicsGP?9 to its specificationGP” in Fig. 3.This
measureemphasizes the fact that similar states should produce similar estim
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Fig. 3.a) Sample trajectories are generated using different values of the noise scale po.
The performance ggadation in the agent behau is clearly revealed below by, . b) Siru-
lation outcome for random dons betweel sanples 100 t(150
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both covariates and responses. In a), the noise scale pararnseiecreased from 0.1

to 0.5 and 1.0, to simulate different degrees of variability. It is quite clear that an in-
crease of parameter certainly change the agent behavior. In b), a failure in the car
actuator is simulated. During samples 100-150 the car dynamics is governed by a
random policy withu € [-1, +1].

Discussion

This paper presents a probabilistic approach for on-line to monitoring of an
agent behavior under uncertainty based on Bayesian surprise and optimal action
selection. The desired behavior is modeled by a prior Gaussian distribution for
state transitions, in order to assess if an observed control policy respects its
specification. An analytical specification of the desired optimal behavior is ob-
tained using a class of Markov decision processes which are linearly solvable.
Twin Gaussian processes are used to compare on-line observe state transitions
due to the actual agent behavior with the stochastic specification.
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