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MOAEARKOBAHHA PO3ITOBCIOA’KEHHA KOMIT'FOTEPHUX
BIPYCIB HA OCHOBI IMOBIPHICHOI'O KAITUHKOBOTI'O ABTOMATY

Muxoaa I pariBoporcsxnd, Ipraa Crsomokina

B ymosax: spocmana obeazie ma 6udis uixionusozo npozpamiiozo sabesnederns, AKe Y3azaavieno Hasueaony 6ipycar, aKmya-
JIb1010 3A0a4er0 € MOOeAI06aliIA 11020 PO3NOECIOONCEHNA 018 NPULHAIIIIA 3an0bcHux 3ax00i6. Icnytoms Modesi posnoscrodscerina
KOMN HomepHux: 61pycie y 6u2AA01 36utatinux Ougeperyiansux pisHaHs, aie 60HY He NPUOLIAIOMS HANEHHOT Yeazt ix npoc1o-
DO8OMY PO3NOBCI00INCEHIIO 1A S0UHUM 0COONUBOCIIAM, 30C6DEONCYIOUUCH Ha KIABKICHUX NoKasHuKax. B daniti cmammi posens-
HY110 1i0X10 00 MOOCABAHHA BIPYCIE Hal OCHOBL KAIMUHKOB020 A6/IOMANY, 3anponoHosaro Hogy Mooeas Po3noscroomceriHs 61Pycis,
AKa BIOPISHAEHILEA MONCAUBLIII 8PAX08YBaANIY 0CAKE PUCH camosiomeoperns wuixidausozo 113, bepe do ysacu dito anmusipycrozo
saxcucmy ma 11020 61448 Ha posnosciooceria sapaswerins. Modeas sacmocosaro 0o pady npakmuunux npuxiadis, 8 pesyavmanii
MOOCAIOBAHHA 006PIHAHO IHPOPMAYiro 1000 PO3NOVINY SaparieHta Mepescerd. 3anponoHosara Modeas Mosce Gymu adanmosara

00 pisrux 61016 wiKidAu6020 113.

KarogoBI cAOBa: wikiduse npozpaniie sabesneyerins, 6ipyc, MOOCAIOBAIINS, KAIMUIKOEE aA6/OMAanIH

Beryn

B cyuacHomy iHdOpManiiiHOMy cepeAOBHII Be-
AUKY YBAry OCTAHHIM 9aCOM IIPUAIASIFOTE IIPOOAEMAM
3aXuCTy miAlcHOCTI iH(OpMarii, IOpPyIIeHHA AKOI
BiAOYBAa€THCA BHACAIAOK All PISHOMAHITHOIO IIKIAAH-
BOT'O IIPOIPAMHOTO 320€3IIeUCHH, AKE 3a3BUYAN y3a-
TaABHEHO Ha3MBAIOTH BipycaMu. 3 IIbOIO BHIIAUBAE
IIKaBICTb AO 32aKOHOMIPHOCTEH PO3IOBCIOAKEHHSA
BIpyCiB, fIKI HOCTIHHO YAOCKOHAAIOIOTBCH Ta BHAO3-
MIHIOFOTBCSA 3AOBMHCHHKAMH [3].

Icaye psaa poOir [4-6], mpuUCBAYEHHUX aHAAIY
PO3ITOAIAY CITIBBIAHOIIIEHHA MIK Tak 3BAHHMH INAO-
3plAMMH, iHdIKOBaHUMMU T4 BHAIKOBAHUMU
(Susceptibles, Infectious, and Recovered) komirrore-
pamm. BIAITOBiAHI  AOCAIAKEHHA BHKOPHCTOBYIOTD
SIR—MOAEAL, IO IPEACTABASAIOTH COOOIO CHCTEMH
3BHYANHNIX AN(EPEHIIAABPHIX PIBHAHB, AKI BPAXOBY-
IOTh pi3HI (paKTOpPH ICHYBAaHHA Ta PO3IOBCIOAMKCHHS
BipyciB. Taki MOA€AI MarOTb CYTTEBHH HEAOAIK —
PO3IAfAAETBCA ~ EBOAFOIIA  KIABKOCTI  3apasKeHHX
CTAHIIIH Y 9acl, OAHAK PO3IIOAIA 32 IIPOCTOPOM 3aAU-
IITAETHCA HEBIAOMUM.

Biaomo, 1110 pO3TOBCIOAKEHHA eIlAeMill Mae
CXOKI ~ 3aKOHOMIPHOCTI 13 PO3IIOBCIOAKEHHAM
KOMITTOTepHUX BipyciB [2, 6]. Llefi maxiA npuBoAnTD
AO MOAEACH y BHUTAAAI AM(DEPEHIIAABHUX PIBHAHD Y
YACTKOBHX ITOXIAHHX, IO AO3BOAfIE BPaXyBaTH
PO3ITOAIA TIPOIIECY fIK Y Yacl, TaK 1 B IPOCTOpPI, OAHAK
BIH CKAQAHO 3aCTOCOBYETBCA AO PEAABHOIO BHIIAAKY,
KOAH CAIA BPaxyBaTH, IO HPOCTIP AOTIYHHX 3B A3KIB
MK CTaHITAMH MEpEXKi 3a3BHYAH IIPEACTABACHUIT
rpacpom Heperyaspuoi crpykrypu. GERT-moaeni,
III0 MOJKYTb BUPIIIIHTH ITFO IIPOOAEMY, TE€K MAIOTh PAA
HEAOAIKIB, ITOB’I3aHHX 13 CKAAAHICTIO OAEPKAHHA 3a-
KOHIB PO3ITOAIAY IMOBIpHICHHX BEAWYUH.
[lixaBuMHI MOAEAfIMH, AKI IITHPOKO 3aCTOCOBYIOTHCSH
AASL MOACATOBAHHSA OAraTbOX ABHUIL Y AUCKPETHHX Ce-
PEAOBHITIAX 13 AUCKPETHHM YaCOM € CKIHYEH] KAITHH-
KOBI aBTOMATH [1], B IKHX KOXKECH BY30A 3HAXOAUTHCSA
B OAHOMY 13 CTaHiB (KIABKICTH CTaHIB € CKIHYEHOIO), 1

MOJKE IIEPEXOAUTH B IHIIHH CTAaH II0 BHU3HAYCHUIM
IIpaBHAAM, AKl 32A€KATh BIA CTAaHY CAMOTrO By3Aa Ta
HOro OTOYEHHSA B IIOIIEPEAHIN MoMeHT 4acy. Lli mpa-
BHAQ €AMHI AAfl BCIX BY3AIB, HE3MIHHI 32 9acOM Ta
0OpPOOAAIOTHCA CHHXPOHHO AAfl BCIX By3aiB. Hapasi
KAITHHKOBI aBTOMATH IIOYAaAH BUKOPHUCTOBYBATHCH 1 B
MOACAFOBAHHI ermaemiit [7].

V 1iii poOOTI 3aIPOIIOHOBAHO HOBY MOACAB, IIIO
OIIHCY€ PO3IOBCIOAKCHHA IITKIAAUBOTO IIPOTPAMHOLO
3a0e3IedeHHsA, AKe Mac (DYHKIIIIO BIATBOPEHHSA BAAC-
HIX KO 1 PO3ITOBCIOAKEHHS X HA CYCIAHI KOMII'FO-
Tepu. B 3amporomoBaHii  MOAEAI  ITOEAHAHO
BpaxyBaHHA (DAKTOPIB PO3IIOBCIOAKEHHA BipyCiB, fKi
3a3BrU4aii BpaxoByroThcA B SIR-MoAeAsX, 13 TIpeacTaB-
ACHHAM MOAEAI PO3IIOBCIOAKEHHA BIPYCIB OAHOTO
KAACy Ha OCHOBI KAITHHKOBOIO aBTOMATy 3
IMOBIPHICHIME ITPABUAAMU IIEPEXOAIB, IO AAE 3MOTY
BPAXOBYBATU fAK Y4COBI, TaK 1 IIPOCTOPOBI XapaKTEPH-
CTHKH IIPOIIECY, Ta HOrO AUCKpeTHHM xapakrep. Ile-
PEBArOIO0 MOAEAL € ¥ BPaXyBaHHA ACAKUX XapPaKTEPH-
CTHK ITOAITHKH aHTHUBIPYCHOIO 3aXHCTY, IO MOKYTh
AKICHO BIIAMHYTH Ha PO3IIOBCIOAKECHHSA BiPYCIB.

ITocranoBka 3apaui

HeoOxiAHO BHABHTH OCHOBHI 3aKOHOMIPHOCTI
POSIIOBCFOAKCHHS KOMITFOTEPHHX BIPYCiB, Ta IIPEA-
CTABUTH IIi 3aKOHOMIPHOCTI Yy MOAEAI PO3IIOBCIOA-
JKEHHA BIPyCIB HA OCHOBI KAITMHKOBOTO aBTOMaTa.
3MOAEAIOBATH B 9YaCi Ta B HPOCTOPI PO3IIOBCIOA-
’KEHH# BIpycy B Mepexi. Hac € AUCKpeTHHM, IIPOCTO-
POBE PO3TOAIAEHHA KOMIT FOTEPIB OAUH CTOCOBHO OA-
HOro BBakaemMo BiaommM. [lia  mpocropoBum
POBIIOAIACHHAM Ma€MO Ha YBa3l PO3IOAIACHHAAO-
ITYHAX 3BA3KIB MUK MAIIMHAMHI, IIPUYOMY CyCIAAMH
BBAKAFOTBHCA Tl MAIIIMHU, AKl € HAABHUMH y IIEPEAIKY
aAPEC, 91 MOKYTb O€3II0CEPEAHBO OOMIHIOBATHCH Ad-
HUMH 9epe3 Mepexy. 30KpeMa, HEOOXIAHO BpaxyBaTH
Taxi OCHOBHI (pakTOpH:

Crocib posmoBcropxeHHs (Oe3ImocepeAHe 3apa-
JKEHHSA IIAAXOM IIepeAadl 3apakeHHX (pafialB mMepe-
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#KEFO, UM 3aPaKEHHA Yepe3 IOIIITY, KOAH BIpyC caMo-
CTITHO PO3CHAAETHCS YCIM KOMITFOTEpaM, HABHUM Y
CIIFICKY KOHTAKTiB, OAHAK KOPHCTyBad Ma€ IHOTO aK-
THBI3yBaTH).

3aexHICTD BIA mAaTdOpME (BIPyCH, IO OpIEH-
TOBaHI HAa KOHKPETHY OIIEPAIliiiHy CHCTEMY, AK IIpa-
BIAO, HE MOKYTh AIATH HA CTAHIIIAX 13 IHIINMH OITe-
PAIITHIMH CUCTEMAMH).

HasBHicTe Ta 9acToTa IOHOBAEHDB AHTHBIPYC-
HOTO 320€3IICUCHHS.

Onnc MOA€Ai PO3IIOBCIOAYKEHHSA KOMII'FOTEP-
HUX BipycCiB a0CTPAKTHOIO MEPEKEI0

Hexaii 3apaHO AOTIYHY CTPYKTYPY Mepei,
KOMITTOTEPH fIKOI ITOEAHAHI MDK COOOIO 3B’fA3KAMI.
Biaomuii rpad 3B'a3kiB Mk koMITFOTepamu (besroce-
PEeAHIIT 3B'A30K «CYCIAIBY, 3B'130K yepes morrry (IHAN-
KATOP TAKOIO 3B'fi3Ky — HASABHICTD «CYCiAQ» Y CIIHCKY
KOHTAKTIB)).

Bipyc, nmorpanmsmm Ha xoMITFOTEpP, MOKE 3apa-
3UTH HOTO, 2 TAKOK Ha HACTYIIHUX KPOKAX AOAATKOBO
3apasuTH IHIM KOMII'TOTEPH, 3 AKHMH AQHUN MAa€
3B'A3KIL

Komr'rorepr MoKy Ts OyTH BBIMKHCHHMH T4 BH-
MKHEHHMH. SIKIIIO KOMI'IOTEp BBIMKHCHMI (AKTHB-
HUIT), HOTrO B3aEMOAIA 13 BIpycoM BIAOyBa€ThCs 32 IIpa-
BHAAMH, HABEACHIMH HILKYE.

BumkaeHnii komIr orep mepeOyBac B ITACHBHOMY
CTaHi, 4 KOAH BMUKA€THCSH, 3aA0BOABHAE THM CAMUM
IIPaBHAAM, IIIO H aKTHBHHH KOMIT FOTep. TaKoxK BUMK-
HEHHUI KOMITFOTep MOsKe 30epirari indopmariiro, 1o
AIMITIAZ AO HBOTO (BIPyC, AKHI IIEPEAABCA BIA CYCIAQ,
200 OHOBACHHSA 0a3 AHTHBIPYCA — II€ AHAAOT TOTO, IO
IIPH  BKAIOYEHI KOPHCTYBaY OHOBUTH Oa3H aH-
THBIPYyCA).

Beaemo Taki aTpuOyTH, IO XapPaKTEPHU3YIOTH
CTaH KOMIT TOTEpa:

I — xomir’toTep OyB 3aparkeHuUI;

7 — ma KoMITFOTEp ITOTPAIIUB BIPYC, OAHAK HE 32-
pas3uB HOro;

R — Bipyc

KOMIT FOTepa;

IIEPECHAAETBCA  AaAl 3 AAHOTO

O — ma xomirrorepi BcranobaeHOo OC BH3HAUe-
HOTO THIIY;

A — xoMITIOTEp 3aXUINECHUN AHTUBIPYCHHUM 3a-
Oesmevyennam;

A, — xoMITrOTEp 3aXMINEHUI AHTUBIPYCHUM 32a-
Oe3IIeYeHHAM, OAHAK OA3H 3aCTapiAl;

H — xomir’roTrep BHAIKYBaBcsA BiA BIpycy ITicAfA
BCTAHOBACHHA OCTAHHIX OHOBACHD aHTHBIPYCY.

Hexail BBIMKHEHHEH KOMI'TOTEp MOXKe IepeOy-
BATH B OAHOMY 3 7-MH CTaHIB, AKl XapaKTepPHU3YIOTbCA
HACTYITHOIO CYKYIIHICTIO aTPHOYTIB:

OAAA—l; (1
OA(—AvV AD)/\_'I : )
ON(-AV AG) AT 3
OAlA(=AV A)AR; @

OA(=AvV AG)AV 5)
OAV A(=AV A))AR; (6)
OAH. @

A0 KOKHOTO 3 IIUX CTAHIB MOKHA AOITHCATH «AO-
ITIOBHIOIOYHID (B 3aAeKHOCTI BiA Triry OC):

—OAAA—L, (1a)
—0OA(=AV Ay A=l : (2a)
—OA(=AV A AL, (3a)
ﬁO/\I/\(ﬁAvAO)/\R; (4a)
—0O AV A(—-AV Ao), (52)
—OAV A(=AV A)) AR, (62)
-OAH. (7a)

[lepexoan Mmix craHamMH BIAOYBAIOTBCA Y AHC-
kpeTHI MoMeHTH 4acy. CTaH KAITHHKE (KOMITIOTEpa)
B HACTYIIHHII MOMEHT Yacy S3aACKHUTb BIA CTaHy
KAITHHKHI B IIOIIEPEAHIIT MOMEHT Ta CTaHIB CyCIAIB.

[lpaBuaa, Aki BIAOOPAMkKAIOTH IO 3AACKHICTD,
rpeAcTaBAeHO B TaOA.1. CyciaamMu BBaKAaroThCA OYAB-
AKI ABa KOMITFOTEPA, AKIIIO aAPeca OAHOIO € Y Iepe-
AIKy aApec iHITIOorO.

Tabawnms 1

ITepexoamn, Akl 3MIHFOFOTb CTaH KAITHHKH

Ne nepexoay | Cranu cyciais

CraH KAITUHKU B

MOIIEPEAHIN MOMEHT S

CraH KAITHHKHU B HACTYITHUH

prev MOMECHT S next

1 Xova 6 OAHH CyCiA
3apaKEHNH, TIepeAac Bipyc, 1
mae OC BH3HAYEHOTO THITY
(3HaxoAmThCA B craHi (4))

He sapaxenwnii, He
saxureHuit a6o 6asu AB3
3acrapiai, mae OC
BH3HAYEHOTO THI (cTaH (2))

3apaxennit (crax (3))

2 Xoua O OAHH CyCIA IEpeaace
Bipyc i mae OC BU3HAYEHOTO
THIy (3HAXOAUTHCA B cTaHi (4)

200 (0))

He 3apaxenmnit, e
saxwurenuit 260 6asun AB3
3acTapial, 1 mae iy OC

(cram (2))

Bipyc morparms Ha
KOMIT FOTEpP, OAHAK ITIC HE
akTuBOBaHHH (cTaH (5))
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[Tpoaosxerss Tabaumi 1

Ne nepexoay

Cranu cyciais

CraH KAITUHKU B

IIOIIEPEAHIN MOMEHT S prev

CraH KAITHHKHU B HACTYITHHUH

MOMEHT S,

Bipyc i mae OC BU3HAYEHOTO
THIy (3HAXOAUTHCA B cTaHi (4)

a6o (0))

3aXUIIEHNI 200 Ma€ 3acTapiAl
6asu AB3 (cram (3))

3 CyciAu 3HAXOAATHCA B OYAB- 3apaxKeHni, He 3aXUIICHUT 3apaxKeHni, He 3aXUIICHUN
SKOMY CTaHi 200 Oasu AB3 3acrapial, mac | abo 6asu AB3 3acrapiai, mae
OC Busnauenoro tumy (cran | OC BU3HAYEHOTO THITY T4
3) IIepeAae BIpyc cyciaaMm (CTaH
()
4 CyciAu 3HAXOAATHCA B OYAB- Bipyc morparus na 3apaxKeHn, He 3aXUIICHUN
AKOMY CTaHi KOMIT'FOTEpP, OAHAK IIIE HE 200 0asu AB3 3acrapiai, mae
axrnBoBaHni (craH (5)) OC BusHaueHOTO THITY (CTAH
3)
5 Xoua O OAHH cyciA He 3apaxenmnit, He Bipyc morpamms, oaHax He
3apaKEHNMN, TIEPEAAE BIPyC 1 saxureHunit, mac OC 3apasuB (cTaH 5)
mae OC iHIIoro tuiy (crag BH3HAYEHOTO TUIY (CTaH (2))
(3a))
6 CyciAu 3HAXOAATBCA B OYAB- 3apaKeHNH, He 3aXUIITECHUH UYepes n KPOKIB — 3ITIACHHH,
SKOMY CTaHi 200 Mmae 3acrapiai 6asu AB3 | zaxuruenuit (craH (7))
(craH (3))
7 Xo4a O OAHH CyCIA IEpeaace He 3apaxenmnit, He Bipyc meakTuBHMI, 0AHAK

BHACAIAOK HEODEPEIKHOCT]
KOPHCTYBaYa PO3CHAAETHCA
IHIIIIM KOPHCTyBa4YaM (CTaH

©)

AHTHBIPYCHHIH 3aXHCT

8 CyciAu 3HAXOAATHCA B OYAB— 3apaxeHnii, mepeaac Bipyc i Uepes n KPOKIB, A€ N - 3aAAHHIT
AKOMY CTaHi mae OC BH3HAYEHOTO THITY ITapaMeTp — 3IIACHHH,
(craH 4) saxureHuit (crau (7))
9 Xoua 6 OAHH 13 CyCIAIB 3uaxoantecd B cradl (3), (4) ITepexia Ao crany (1)
3HaxOAUTECA B cradi (1) a6o (5)
[TpemiTkm. 6. [Ticas Toro, six N komm'torepis Oyro 3apa-

1. Ilpumyckaerbes, IO 3aPAKEHHI KOMIITOTEP
MO:K€ OYTH AHMIIIE 32 YMOB: @) 3aCTaPiAOrO aHTUBIPYC-
soro 3axucty (AB3), 6) BiacyrHocti AB3.

2. Cran (7) (H — 3miAeHunii, 3aXUIICHUIT) HACTAE
BHACAIAOK TToHOBAcHHA AB3. ITicas Toro, ax cram H
AOCATHYTHH, 3apaKEHHA HEMOMKANUBE, OCKIABKH IIO-
noAaere AB3 posiisHae AaHmit THII BIpyCY.

3. 3miacHHSA BIAOYBAETHCA MUTTEBO, OAHOYACHO 3
rmoHoBAeHHAM AB3.

4. Cran (6) MOKAMBHI, KOAH KOPUCTYBAaY HEHAB-
MECHO HAACHAA€ (DAMAM, 3aPAKEHI HEAKTHBOBAHUIM
BipycoM.

5. 3 ypaxysannsam Ta0A.1 MOKAMBI Taki epexoAn
MK CTAHAMU, AKI 3MIHIOIOTDh CTAH KAITHHKH:

2> >
2> > >
2> 2> >@H >
2> =) >);
2> >
2)—>BG)>©) > ()
2> >0
2> > —>(D);
2)—>0)> ) >®H > (D)
2)—> ) > ) > (D)
2> >0
2> —=>©)—=>.

)

JKEHO, AHTHBIPYCH IIOHOBAIOIOTH BAacHi Oasu. Lle
BlA6y’Ba€TbCi{ dcpes Aeikmii wac 7, Tobro wepes
BIAITOBIAHHIT Yac BIpyC THHE Ha BCIX MAITMHAX, 3aXH-
IICHUX AHTHBIPYCOM — AVIB. Ta0A. 1, .8. Ao MOKAD-
B 1HITTHH BapiaHT IIOHOBACHHSA — 13 IIEHTPIB ITOHOB-
ACHH? 3aCODIB 3aXUCTY Y ACAKHEH MOMEHT 9YaCy IICAA
BUHUKHCHHA Y  MEPEKi  BIPyCy  IOYHMHAIOTH
POSIIOBCIOAKYBATUCE HOBi aHTHUBIPYCHi 3acobm, ski
3AATHI BIIOPATHCH 13 AaHuM Bipycom. LleHTp moHOB-
ACHHA IO3HAYAETBCA cTanoM (1), sxuii, 1o cyri ana-
Aoriunmit crany (7) B TOMy, IIO 32PUKCHHA BIpycoM
AAHOTO THITy AAfl HBOTO HeMOKAmBE. TOAI cycian nen-
TPy IIOHOBACHHS IIEPEXOAATE AO cTany (1), i mounna-
IOTh PO3CHAATH aHTHBIPyCH AaAil — AmB. TaOA. 1, 1w.9.
Bpaxosyroun Bkasami mpaBnAa Ta O6MC)KCHH$I,
IIPUXOAMMO AO KOHIIEIII MOAEA]I PO3IIOBCIOAKECHHSA
BIpPyCiB fIK KAITHHKOBOIO aBTOMaTa, KAITMHKH fKOTO
MoxyTh mepeOyBatu B craHax (1)-(7) ta (la)-(7a),
3MIHH AKHX BIAOYBAIOTBCA 3IIAHO IIEPEXOAIB I 1-9
TabA. 1. OAHAK CAIA 3ayBaXKHTH, IO AASl PEAABHOIO
IIPHKAQAY HEOOOB AI3KOBO Ma€ OyTH 3aCTOCOBaHA BCA
CYKYITHICTD CTaHIB Ta IIPABHA IIEPEXOAY, 4 AHIIIE ACAKA
MAMHOXHUHA, IO BIATIOBIAAE OCODAMBOCTAM 3aAa-
HOTO THITy Bipycy. BBaxaemo, 1110 mo9aTKOBa KapTHHA
TaHiB € 3aAaHO¥0. TOAl yepes neBHuit yac At mMoxemo
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OAEPKATH
KOMITFOTEPIB Y MEPEKL.

OGAacTh 3aCTOCYBaHHA 3AIIPOIIOHOBAHOI MOAECAI

AaHa MOAEABD MOKE OYTH BHKOPHCTAHA AAf
AHAAI3Y PO3TIOBCIOAKEHHS ITTKIAAMBOTO IIPOIPAMHOIO
320€3IICYCHHA TAKIX BHUAIB!

— MepeKHI XpoOaKH;

— KAACHYHI KOMITTOTEPHI BipycH.

KApTUHY  PO3IOAIAY 3aPAKEHUX

PosrasaeMo BIAMIHHICTD MIZK HIMU.

Meperkai XpOOAKH PO3ITOBCIOAKYIOT CBOI KOIIii B
Mepeki 3 METOFO IIPOHUKHECHHS HA BIAAAACHI KOMIT'FO-
TEPH, 3AIIYCKY CBOEL KOIIil Ha BIAAAACHOMY KOMIT FOTEPI,
POBIIOBCIOAKCHHSA Ha iHII KoMITroTepu Mepexi [3].
bBiabmmicts BIAOMHX XPOOaKIB PO3IIOBCIOAKYETBCH Y
BUTAAIAL (pafiAIB: BKAAACHD y €ACKTPOHHHUI AHCT, I1O-
CHAQHB Ha 3apakeHHUI pecypc Tormo. Hampmkaaa,
Bipyc Loveletter, AKuiT PO3TIOBCIOAAKYBABCA Y BUTAAAL
3aMaCKOBAHOIO ITIA TEKCTOBE BKAAACHHA (pafiay love-
letter-for-you.txt.vbs. Aas axrmBarii kopucTyBadesi
AOCTATHBO OYAO ABIYI KAALHYTH IIO AQHOMY BKAQ-
AcHHIO. Aefki BuAM XpoOaxiB (Tak 3BaHI IIAKETHI
XPOOAKN) PO3IIOBCIOAKYIOTBCA Y BUTASIAL MEPEKHUX
ITAKETIB, SIKI IIPOHUKAIOTH OE3IOCEPEAHBO Y IIAM'STH
KOMII'FOTEPA Ta AKTUBI3YIOTH CBIll KOA. XpoOaku Ma-
COBOIO PO3ITOBCIOAKEHHSA, HA MOAEAFOBAHHSA SKHX
TEK PO3PAXOBAHA 3AIIPOITOHOBAHA MOAEAD, CKAHYIOTh
KHHUTY aApec Ta html—daiiam AAf OAEpIKAHHA CITHCKY
aAPEC EAEKTPOHHOI IOIITH, a IIOTIM PO3CHAAIOTH
ceOe 3a mmMu aapecamu (Harmpukaaa, Reteras). In-
KOAH aAPECH 3aAaHI aBTOPOM TaKOTO Xpobaka (Ha-
HIpUKAaA, Yaha).

Aana MOAEAB MO¥KE HMOBIPHICHO BPaxOBYBATH,
IO AKTUBI3AIifA KOAy MEPEKHOrO Xpobaka BIAOY-
BACTHCA BHACAIAOK TaKHX (paKTOPIB:

— HEAOAIKH B KOHMIIYpyBaHHI Mepexi (Hapu-
KA2A, KOIIFOBAHHSA HA AHCK, ITIO BIAKPUTHEH Ha ITOBHUI
AOCTYII);

— IIOMHAKH B CAYKOaX O€3IIEKH OIePAIiiHOL CH-
CTEMH.

Aroacpknii pakTop (3aIIyCK IIKIAAMBOIO IIPO-
IPaMHOTO 320€3IIEYCHHSA BHACAIAOK BAAAOIO 3aCTOCY-
BaHHA COLIAABHOIO IHJKHHIPIHIY) B IIOAIOHOMY
BUITAAKY CKAQAHO BPaxyBaTH, OCKIABKH IMOBIPHOCTI
3aPAKEHHA § TAKOMY BHITAAKY OYAYTB 3aACHKATH BIA
OCOOAMBOCTEH ITOBEAIHKH KOHKPETHOIO KOPHUCTyBada
AQHOTO KOMIT FOTEPA.

Kaacmuni  komm'rorepHi BIPyCH  PO3IIOBCIOA-
KYIOTB CBOI KOIII IT0 pecypcaM AOKAABHOTO KOMII'FO-
Tepa i3 METOIO HACTYIIHOTO 3AITyCKy CBOTO KOAY ITpH
BHU3HAYCHUX AlfX KOPHCTYBaYa YH ITOAAABIIIOIO
PO3IIOBCIOA)KEHHA B pecypcu  kommrorepa. Ha
BIAMIHY BiA XpOOaKiB, IIeif BUA BIPyCIB HE BUKOPHCTO-
By€ MEpEKHI CEPBICHM AAfAl IPOHMKHEHHA HA IHIII

komi'rorepu. Criocib mmepeaadi B AAHOMY BHITAAKY Ta-
KHI: KOPUCTYBAY BIAICAAB AWCTA 13 3aPa’KEHIM BKAA-
ACHHAM, Bipyc iH}IiKyBaB (aliau Ha 3MIHHOMY HOCII,
SAKI ITOTIM ITOTPAIIHAN AO IHIIIOrO KOMITTOTEPa 1 T.1.

B ommci 3anpononoBaHoi MOAEAI BHKOPHCTAHO
ACAKI TEPMIHH, fAKI 3 YPAXYBAHHAM BHILIEBKA3aHOIO OY-
AYTb MaTH TAKUH 3MICT:

1. Kommr'rorep 3apameHHI — Il 3HAYUTH, IO
BIPYCY BAAAOCH aKTHBI3yBAaTH CBiH KOA (0€3 y4uacti Ko-
pucTyBada 00 BHACAIAOK Al KOPHCTYBa4a).

2. Bipyc mepecnaa€erbesi AaAl 3 AAHOTO KOMII'FO-
Tepa — AKIIIO MOAEAFOETHCA PO3ITOBCIOAKEHHS MEPEK-
HOTO Xp0o0aKa, TO II€ € MOKAHBHM, AIKIIIO CITHCOK KOH-
TaKTIB AQHOTO KOMIT FOTepa HEIIOPOAKHIH; AKIIIO MOAE-
AFOETBCA PO3IOBCIOAKEHHA MEPEKHOTO Xpobaka i3
HAIIEPEA 33AAHIM CIIHCKOM aAPEC — TO IIe MOMKAUBE,
AKIIO AQHI KOMITIOTEPH ICHYIOTH B IIbOMY CIIHCKY;
AKIIIO MOACAFOETHCH PO3ITOBCIOAKEHHA KAACHIHOIO
BIpyCy — Ile € MOKAHMBHM, AKIIO (DafiAM 3 AQHOTO
KOMITIOTEPA  MOXKYTb  HOTPAIAATH  Ha
KOoMITIOTepH (MK HHMHK ICHYE II€BHHI Oe3Ioce-
PEAHII 3B'A30K).

3. Ha xomIr'roTep moTpamms Bipyc, OAHAK HE 3a-
pasuB HOro — I1e MOKAHBO, AKIIO KOPUCTYBAY HE BH-
KOHAB Allf, HEOOXIAHUX AAf 3aparKeHHA, 200 KOHIry-
pariis AAHOrO KOMIT'TOTEpPa BUKOHAHA TAKHM YHHOM,
ITIO YHEMOKAUBAIOE aKTHBI3AIIIO BIPYCY.

ITpuxaaAm 3aCTOCYBAHHA MOAEAIL

3YIIMHIMOCH AETAABHIIIIE Ha BIPyCax KAacy
xpobaxiB. Kaacu4mi BipycH B TEIEPIIIIHIN 9aC € MEHII
IIOIINPEHUMH, 2 MEPEKHI XPOOAKN HAOYAU HE AHIIIE
IITIPOKOTO PO3IOBCIOAKEHHS, aA€ H MAFOTh ACKIABKA

1HIT

PI3HUX BHAIB:

Kaacuani MepexHi XpOOAKH — BUKOPHUCTOBYIOTD
AASl PO3IIOBCIOAKEHHS IIPOTOKOAH Mepex. 3a3Budaii
Lell TUII XPOOaKiB PO3IIOBCIOAKYETBCA 13 BHKOPH-
CTAHHAM HEIIPABUABHOI OOPOOKI ACAKIMU IIPOrPaM-
HHUMH MOAYAAMH (30KpeMa, MEPEKHIMHI APAIBEPAMIN)
IIAKETIB CTEKY IIPOTOKOAIB tep/ip.

ITorrrroBi XpoOaku — PO3IOBCIOANKYIOTBCH EACK-
TPOHHOJO IIOIIITOJO.

IRC - xpobaku — PO3IOBCIOAKYIOTBCS IO KaHa-
Aam IRC (Internet Relay Chat).

P2P - xpobaku — pO3IOBCIOAKYIOTBCA 32 AOIIO-
MOTOIO HIPHHIOBUX (peer-to-peer) paiiAOOOMIHHIIX
MEpEeK.

IM - xpobaku — BUKOPHCTOBYIOTH AAfl PO3ITOB-
CIOAJKCHHS CHCTEMH MHTTEBOIO OOMIHY ITOBIAOMACH-
mavmu  (IM, Instant Messenger — ICQ, MSN
Messenger, AIM Ta im.).

[TpoAeMOHCTPYEMO 3aCTOCYBAaHHSA 3AIIPOIIOHOBA-
HOI MOAEAI Ha AEKIABKOX ITPUKA2AAX.
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ITpuxaaa 1. I1peacraBankn  cimeiictBa  Net-
Worm.Win32.Sasser BHKOPHCTOBYBAAH BPAa3AHBICTE B
cayx01 LSASS Microsoft Windows.

OcobAuBOCTi. 3apakeHHS BIAOYBAETBCA B PE3YAB-
TaTl B3AEMOAI ACAIKOTO cepBepa Ta KAIEHTa (KEePTBH).

Taoawurs 2

Cxema all xpobaka cimerictBa Net-Worm.Win32.Sasser

Kpok | Cepsep (AkKepeAo 3apazKEHH) KaienT (xeprBa)
aTaKku
1 Xpobak 3aificaroe 3amyck FTP cayxbu ra TCP-mopry 5554. —
2 OOpanns [P-aapecu A aTaky Ta HAACHAQHHA 3aIIHTY HA IIOPT A) BiaroBiaae Ha 3amuT — TOAI IIepe-
445 1o miit aapeci, epeBipAro4n, 9u 3amyneHa cAyxoa LSASS XIA AO KPOKY 3 aTaxm.
b) He BiamtoBiaae ma 3ammuT — 3apa-
JKCHHSA HE 3AIFICHIAOCS.
3 Haacuaae exciaoiir Bpazausocrti cayxOn LSASS Ha mopr, 3 B pesyapTaTi yCIiIHOro BUKOHAHHSA
AKOI'O HAAIUIIIAQ BIAIIOBIAD EKCITAOTA 3aITyCKAETHCA KOMAaHAHA
obonronxka Ha TCP-mopry 9996

Yepes 000AOHKY XpOOAK BIAAAACHO BUKOHYE 3a-
BaHTa)KEHHA Kol xpobaka 1o mporokoay FTP i3 3a-
IYIIEHOTO paHIIIe CepBepa Ta BIAAAACHO AKTHBYE
cebe.

Posrafuemo, Ak MOARDIKYIOTbCA IIpaBrAa Pop-
MYBAHHS CTaHIB Ta IIEPEXOAIB MOAEAL AAAl ITHOTO IIPH-
KAQAY.

I — xomir’roTep OyB 3aparKCHMIA.

I — Ha KOMITIOTEp HOTpAIlMAa KOIIfA XpoOaxa,
OAHAK BiH OyB OAokoBanmit AB3.

O — na xomir'rorepi Beranosaeno OC Windows
13 Bu3Ha4eHOIO BpasauBicTio LSASS.

A — xoMITIOTEp 3AXMINEHUA AHTUBIPYCHUM 3a-
OC3ICYCHHAM.

A, — KoMITIOTEep 3aXUINEHUI AHTHUBIPYCHUM 32-
Oe3IedeHHAM, OAHAK BOHO HE Al€ Ha AAHHUIT XpOOaK.

H — xpobax OyB 3HAHACHHIT T4 3HHUIIECHUI.

BBimMKkHEHMIT KOMITIOTEP MOXKE IIepebYBATH B OA-
HOMY 3 9-TH CTaHiB, AKI XapaKTEPU3YIOTHCA HACTYII-
HOIO CYKYIIHICTIO aTpHOYTIB:

1. O A AA =l . Komrr'roTep ne 3apaskeHuii, ocki-
ABKU aHTUBIPYCHHUI 3aXUCT 3AATHUI OAOKYBATH BTPY-
YaHHA XpOoOaKa.

2. OA(—AV A)) A=l . Komrr'rotep e 3axnime-
HUI, OAHAK ITOKH IIIO HE 3aPayKCHUI.

3. =0 A=l . 3apakenns me Gyae, OCKIABKH THIT
OC mHe 3apr0oBoAbHAE crermiaAizamii xpoOaka. Hass-
HICTB AIE3AATHOTO aHTHBIPYCHOI'O 3aXHUCTY TyT HE Ma€
3HAYCHHS.

4. OAl A(—=AV A)) AR. Komrrorep sapaske-

HII Ta HAACHAAE XPOOaKa AaAl BHACAIAOK BIACYTHOCTI
3aXUCTY AHTHUBIPYCHUMH 32CO0AMU — CTAH MOKAUBUI,
AKIIIO KOMITIOTEP € AJKEPEAOM aTaku (cepBepom). 3a-
PaKEHMI KAIEHT AHMIIE BHUKOHYE 3aAYMH 3AOBMUC-
HHKA, OAHAK HE € AJKEPEAOM PO3ITOBCIOAKEHHS XPO-
Oaka.

5.0 AT A(—=AV A)) A—R. Kowmrrrorep 3apa-

’KEHHH, OAHAK XpOOaKa HE HAACHAAE — IIEH CTaH TH-
ITOBHH AAfl 32aPAKEHOTO KAIEHTA.
6. O A H . Komrr’rotep BuaikoBanmit.
Mo:KAUBI TaKi IIEPEXOAU MIK CTAHAMU:
2 —>5—> 0
2—>4—>0.

ITpuxaaa 2. Posrasuaemo xpo0Oaxis Buay Email-
Worm.Win32.Zafi.d.

OcobauBocti. PO3IIOBCIOAKYETBCA IITAAXOM PO3-
CHAAHHA 32PaKEHHUX ITOBIAOMAECHbB-BITaHb 31 CBATOM.
Inr’st patiny xpobaka, AKHIT 3HAXOAUTH Y BKAAACHHI AO
AMCTa, — postcard Ha MOBI, fKa BIAIIOBIAAE BITAHHIO, T4
AOBIABHOTO HA0OPYy CHMBOAIB. Posmmpenns daiiay
Xpo0aKa BHUITAAKOBUM YHHOM OOHPAETHCA 3 HACTYII-
Hux: .bat, .com, .exe, .pif, .zip. Aaf poscuaaHHA Xpo-
0aK BHKOPHCTOBYE aAPECH EAEKTPOHHOI IIOIIITH,
3HAlACHI Ha artakoBaHOMy komirtorepi. [[1o6 oaep-
MKATH KEPYBAHHA, XpOOAK Ma€ OyTH 3aIIyIIECHUIT KOPH-
CTyBadeM.

Tabaunns 3

Posmnoscroaxenns xpobakis BuAy Email-Worm.Win32.Zafi.d

Asepeno sapakeHHs

Keprpa

IMorryk iMeHi KEPTBU B CITUCKY PO3CHAKU (AAPECH CACK-
TPOHHO{ ITOIIITH) Ta HAACHAAHHA AHCTA

A) 3amyck Xpobaka HEOOEPEKHIM KOPHCTYBAUEM.
7KepTBa cTa€ AKEPEAOM 32PAKEHHSA 1 PO3CHAAC
XpoDaxa AaAl

b) Kopucrysau He akrusye xpobaka. Macosoi pos-
CHAKI HeE BIADYBAETBCSA, OAHAK MOYKAMBE HEHABMU-
CHE BIACHAQHHS AMCTA 13 IITKIAAIBHM BMICTOM.
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Posrasuemo, sk MOAUDIKYIOTBCA IIpaBrAa POP-
MyBaHHA CTaHIB Ta IIEPEXOAIB MOAEAL AASl IIBOTO ITPHUK-
AaAy. Bpaxysanms arpubyrie O a6o —O, B aanomy
BUITAAKY HE MA€ 3MICTOBHOTO HABAHTAKEHH?, OCKIABKH
ITOAIOHI XPOOAKH IIPAKTHYHO IAAT(OOPMOHE3AACHKHI.

MoskHa BUAIAMTH HACTYITHI CTAHU:

1. OAAA =l . Komrr'rotep saxuinenuii ta He
3aPAKEHII.

2. OA(=AV A)) A=l . Komrr'rorep He 3axure-
HUI, OAHAK ITOKH IIIO HE 3aPayKCHUI.

3. OAl A(=AV A)) AR. Komrr'rotep 3apae-
HUI, T4 HAACHAAE XPOOaKa AaAl BHACAIAOK BIACYTHO-
CTi 3aXHCTy AaHTUBIPYCHIMH 32CO0OAMH.

4. OA(—=AV A)) AV . Xpobak noTpanms Ha He-
3AXUINCHUH KOMII FOTEP, OAHAK IIOKU IO HE aKTHBO-
BaHMM.

5. 0ANAAV a6o OAAAV AR (8 pasi mox-
AHBOCT]I HEHABMHCHOIO BIACHAAHHSA AHCT2). XpOOak
IIOTPAIIUB HA 3aXUINECHUN KOMITIOTEp, HE aKTHBOBA-
HUH 1 HACTYITHIM KPOKOM aBTOMATHYIHO OYAE BUABAC-
HHH T4 3HUIIEHAH (IIepexiA A0 cTaHy 0).

6. O A H . Komrr’rotep BuaikoBanmit.

MokANBI IEPEXOAH MIZK CTAHAMU:

2—-54—>53—>6 a602—>4—>3>1;
1->5—>6a601—->5—1.

ITpuxaaa 3. Posrasaemo npuxaas IM-xpobaka
Ha npukaaal IM=Worm. Win32. Kelvir k

OcobauBocrti. IM-xpobaku pIAKO HAACHAAIOTH
zapaxkeri paiAn OE3ITOCEPEAHBO MIK KAl€HTaMH. 3a-
MICTh IIbOI'O BOHH HAACHAQIOTH IIOCHAAHHA Ha 3apa-
xkeHl BeO-cropinkn. Hampukaaa, xpobax Haacnaae
ITOBIAOMAEHHS, fKI MICTATH TEKCT THIIy «OCh Balre
doTo» Ta MOCHAAHHS, 10 BKAa3aHIH Y AKOMY aApeci po-
3TarmoBaHo (pafiA xpodaxa.

TaoAumsa 4

Posmoscroaxenns IM-xpobaka IM-Worm. Win32.Kelvir.k

Askepeno sapakeHHs

Keprpa

HQ,ACI/IAaHHH IIOCHAQHHA HA 3apa>{<eHy BC6—CTOpiHKy

A) 3arryck xpobaxa 3 BIAAAACHOI CTOPIHKH HEOOEPEX-
HUM KOPHCTYBAYEM.
b) Kopucrysau He aktuBye xpobaxa.

MoAeAb AAfl IBOTO BapiaHTy OYAE€ CXOMKOIO Ha
MoAeAb xpobakiB Email-Worm.Win32.Zafi.d. Sxmo
BPAXYBATH, IO IIEPECHAAHHS 3aPAKECHUX AAHIX MIK
KOMITToTepaMu (DaKTUIHO He BIAOYBAETHCA, TO OAEP-
KYEMO TaKy CYKYIIHICTb CTAHIB:

1. OAAA =l . Komrr'rorep 3axuineHmii, BUKO-
HAHHS BIAAAACHOTO 3AOBMICHOI'O KOAY OAOKYETHCH.

2. OA(—AvV A)) A=l . Komir'rorep ne 3axnime-
HUI, OAHAK ITOKH IIIO HE 3aPa)KCHUI.

3. OA(—=AV A)) Al . Komrrrorep He 3axuine-
HIH 1 3apaKEeHNH.

4. OA(—AvV A)) AV . TTocuaanus Ha xpobaka

IIOTPAIIMAO HAa HE3aXHUINECHUN KOMITIOTEP, OAHAK
IIOKH ITIO HE aKTUBOBAHE.

5. O A H . Komrr'rotep BuaikoBanmii mcas 3apa-
AKEHHA XPOOAKOM.

[Tepexoan MK cTaHAMU 3AICHIOIOTBCA Y TaKiit
IIOCAIAOBHOCTI:

2—>4—>53—>5a602—>4—>3—>1.

PesyapTaTi 004HCAFOBAABHOIO €KCIIEPUMEHTY

AAf iATOCTpAIil IPHHITUIIB All MOAEAL, ITpEACTA-
BAeHO! criBBipHOIIeHHAME (1)-(72), (8) OyAo mpose-
ACHO OOYHCAIOBAABHHUI EKCIIEPUMEHT, Bi3yaAisarris
PE3YABTATIB AKOIO IIPEACTaBAEHA Ha puc. 1-6. 3 me-
TOIO HAOAMIKEHHA MOAEABHOI CHTYyaIli AO peaAbHHUX
YMOB IIPaBHAQ, 33 AKUMH BiAOYBa€ThCA (YU HE BIAOY-
BACTBCA 3aAPAKECHHA) HPUHHAT] WMoBipHicHIMH. [Ipu
LIbOMY BHAIACHO ACKIABKA BHITAAKIB.

Bumaaox 1. KOMH'IOTCP 3AXMINEHNHA aHTHBIPY-
coM (cTaHH 13 3aAaHUM aTpUOyTOM A):
Imosipuicts sapaxenus P . =k, K, <<1, imo-

=k,.

Burmrapok 2. Komir'iorep He 3aXHUIIECHHIT aHTHBI-

BipHiCTb poscuAanus Bipycy P

pycom (crann i3 atpubyramu (—AV Ay)):
Py =1, P, =1

Bumaaok 3. flkmo y komm'rorepa iHIma omepa-
mifiHa CHCTEeMa, HDK Y 3aPaKEHOTO BIPYCOM «CYCIiAQ»
(ctanm i3 atpubyrom (—O)):

Py =0, P =k;.

Ha HaBeAeHHX HIKYE PHCYHKAX KOKHA KAITHHKA
— IIe KOMITFOTEp, AKHH MOKe IIepebyBaTH y TPhOX OC-
HOBHHX CTaHAX:

— He 3apaKeHUN (B IIFO IPYITY IOEAHAHO CTAHH 13
arpubyrom —l );

— 3apasKeHHH (cTanHu 3 arpudyTamu [ 12 17);

— BHAIKOBAHMM YN 3aXHINCHUH AaHTHUBIPYCOM
(cranu 3 arpudyramu A abo H).

bazosi cranu (1)-(7) BpaxoBaHi Ipu HaIIMCAHHI
IIPOTPAMHL.

Burmrapok 4. ITlornosaenns AB3 BiAOyBaeTbes 32
.9 (Tada. 1).

Ha pucynkax 1-4 cBiTAO-CipuM KOABOPOM ITO3HA-
YEHO KOMITIOTEPH, AKI HE € 3apaKeHHMH, TEMHO-Ci-
PHM — KOMITFOTEPH, AKl HA IOTOYHUN MOMEHT iH(i-
KOBAaHI.

post

post
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leiictenas  Haewrauma  Bug O nperpamme

EonECh—— Fre==r==rrTy
F:

@ EE‘ 548 x 333 x32 / 10 fps

x1,0 00:00:47 | 00:01:16
| @] 100%

B
Bocr

Puc. 1. Posurok 3apaskeHHs Mepeiki. AOBKOAA AXKepeA
3apaXKEHHA (32 YMOBOIO ABA AXKEPEAQ) IIOCTYIIOBO PO3IIO-
BCIOAKYETBCA BIpycC. AvkepeAa 3apakeHHs 1H(IKYIOTh
KOMIT'FOTEPH, aAPECH AKAX BOHU «3HAIOTHY. CepeAHbO-Ci-
PHM KOABOPOM B AIAIHKAX, IKUX TOPKHYAOCH 3aPaKCHHS,
IIOKA3yFOThCA 3aXHIIEH] aHTUBIPYCOM 20O BUAIKOBaHI Ma-
e (craH (1), (7).

= uvPlayer - [ Project00d ]

1
548 x 333 x32 / 10 fps x1,0 00:00:36 | 00:01:16

1 frl— )] 100%

[w][m] [se] s (=]

Puc. 2. 3apaxenna acocsarao miky. Kairuakn, 306paxeni
OIABIII CBITAMM KOABOPOM — KOMITFOTEPH, HA AKHX, 32
YMOBOIO, BCTAHOBACHO AI€3AATHI 32CO0M aHTHBIPYCHOIO
3aXHCTY.

x1,0 00:00:42 | 00:01:16

)| 100%

1 fpl——

Puc. 3. HaBkoao menTpis moHoBAeHH: 3ac00iB AB3
KOMIT FOTE€PH IOYNHAIOTD 3IIAFOBATUCH (AIAAHKH i3 OIABIIT
CBITAHUM KOABOPOM)

Puc. 4. PosBuTok 3miAeHHSA.

Hanpukinii KAITHHKOBHI aBTOMAT IIPUXOAHTH
AO CTaHY, B IKOMY BCl YBIMKHECHI KOMITTOTEPH OYAYTH
smiAeHi (GiAbIT cBiTAMI KOAIp). [ToBTOpHE 3apamenHa
LM CAMHUM BIPYCOM HEMOKAHBE.

Bucuosxu

3amporoHoOBaHa B AAHIH POOOTI MOAEAD Ta PO3-
pobAeHe mporpamHe 3a0€3IIEUYEHHA AO3BOAAIOTH
IIPOTHO3YBATH CHTYAIUIO 110 1HMIKYBAHHIO MEPE:KI.
3acTocyBaHHA TAKOI MOAEAL MOKE OyTH KOPHCHUM
AASL MEPEX KOPIIOPATUBHOIO MACIITA0y AASl BHPOO-
ACHHSA PEKOMEHAAIUH I10 VIIEPEAKECHHIO 3aPaKCHHS
HAMOIABIII BAXKAMBHUX AIAAHOK, BHU3HAYEHHIO Hali-
OIABIII BPA3AUBUX MICIIb MEPEIKI ITO BIAHOIIIEHHIO AO
pisHux tumis Bipycis. Ll 3aaaga € akTyaAbHOFO, OCKi-
ABKH ACOPTHMEHT IIKIAAHBHX IIPOTPaM 3pPOCTAE Ta
MOAUDIKYETCA IIIBHALLE, HIK aHTHBIPYCHI 3aCOOH.
Ormxe, 3a0e3mednT yci CTaHIil AIE3AATHHM IPOTH
yCiX BipyCiB aHTHBIPYCHUM 3a0€3IICUYCHHAM HE BHAB-
ASIETBCA MOKAHBHM, 2 3HAYNTH, BAPOOACHHSA 3aXOAIB
II0 CBOCYACHOMY BHABACHHIO Ta YCYHEHHIO HACAIAKIB
Al BIpYCiB, 1 IIPOrpPaMHOIO 3a0€3IEUCHHSA, AKE AOIIO-
Mara€ B IIbOMY IIPOLIECI, BUABAAETHCA KOPUCHUM.

KAlTuHKOBHH aBTOMAT, AKHEH BIAOOpakae CrTaH
MepeiKi, B AaHII pOOOTI IPHIHATHH KAACHIHUM IMO-
BIPHICHHIM aBTOMATOM 13 PEI'YAAPHOIO PEIITKOIO, KO-
’KHA KAITHHKA fKOTO Ma€ BICIM CYCIAIB AAfL 3PYIHOCTI
Bi3yaaisartii pe3yabTatiB podorn. OAHaK, y pasi HEOO-
XIAHOCTI, 3aIIPOITOHOBAHA MOAEAB MOKE OYTH BHKO-
pHCTaHA AASl peaAisarii poOOTH KAITHHKOBOIO aBTO-
MaTy 13 HEPETYAAPHOIO PEIITKOIO OYAB-AKOTO BHAY.
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MOAEANPOBAHHME
PACITPOCTPAHEHMA
KOMITIBIOTEPHbBIX BIPYCOB HA
OCHOBE BEPOATHOCTHOI'O
KAETOUHOI'O ABTOMATA

B ycaoBusax BospacTarms 00BbEMOB 1 BHAOB BPEAOHOCHOTO
IIPOrPaMMHOIO  OOECHEYEHHUA, KOTOPOE OOOOIIEHHO
HA3BIBAIOT BI/IpyCaMI/I, AKTYAaADPHOH 32AA9CH ABASACTCA MOAC-
AFIPOBAHIE €rO PACIPOCTPAHEHHA AAA ITPUHATHA yIIpe-
KAAFOIITUX MCPOHpI/IHTHfI. CyI_T_[eCTByIOT MOACAH paCHpO—
CTPAHEHHA KOMIIBIOTCPHBIX BHPYCOB B BUAEC OOBIKHOBEH-
HbIX AI/I®®€pCHHI/I2ABHBIX ypaBHCHHfI, HO OHH HC YAC-
AAFOT AOAYKHOIO BHUMAHHUSA WX HpOCTpaHCTBCHHOMy paC—

IIPEACACHUIO M AOTHYECKHM OCOOEHHOCTAM, COCPEAOTA-
YHBASACH HA KOAHYECTBEHHEBIX IIOKa3aTeAdx. B AanHo# cra-
TBE PACCMOTPEH ITOAXOA K MOAEGAHPOBAHUIO BHPYCOB Ha
OCHOBE KAETOYHOI'O aBTOMATA, IIPEAAOKEHA HOBAS MOAEAD
PACIIPOCTpaHEHHA BUPYCOB, KOTOPAsA OTAIYACTCH BO3MOK-
HOCTBIO YYUTHIBATH HEKOTOPHIE YEPTH CAMOBOCIIPOU3BOA-
ctBa BpeAoHOCcHOro I10, npuHrMaeT BO BHUMaHUE ACH-
CTBHE aHTUBUPYCHON 3AIHUTHl H €€ BAHAHUE HA PACIIPO-
crpanenue sapaxeHud. MoAeAb IPUMEHEHA K PAAY IPaK-
THYECKHUX IIPUMEPOB, B PE3YABTATE MOACAUPOBAHHUSA IIOAY-
yeHa MHQPOPMAIHA OTHOCHTEABHO PACHPEACACHHA 3apa-
xeHus B ceru. [IpearoikenHas MOAGAD MOKET OBITH aAall-
THPOBAHA K PasHBIM BHAAM BpeaoHOCHOTO [10.
KaroueBble CAOBA: BPEAOHOCHOE IIPOrpaMMHOE obecrre-
YCHHE, BUPYCHL, MOACAUPOBAHIE, KACTOYHBIE ABTOMATHL

COMPUTER VIRUSES SIMULATION
USING PROBABILISTIC CELLULAR
AUTOMATA

In conditions of malware volumes and types growth, which
are generally called viruses, the actual problem is simulation
of its propagation for taking preventive actions. There are
models of computer viruses propagation in form of
ordinary differentional equations, but it don’t pay
appropriate attention to a space distribution and logical
peculiarities, concentrating on a quantitative indexes. In the
paper the virus modelling approach based on cellular
automata is considered. The new model of virus
propagation is proposed. The model differs by its
possibility to take into account some features of malware
replication, antivirus defence and antivirus influence on
infection propagation. The model was applied to some
practical examples, the information about infection
distribution in the network was obtained as a simulation
result. The proposed model can be adapted to different
types of malware.

Keywords: malware, viruses, simulation, cellular automata.
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