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Abstract

Interoperability and standardisation issues in caomity
telecare differ from those pertaining to telemettcand are

market, instead developing non-interoperable petary
solutions. This lack of standardisation and thus
interoperability has prevented consumer-driven mass

production and investment in newer technologiesjciwvh
means that care needs could be better addressbdygt
efforts have been made to harmonise standards for

examined with reference to older persons care. etssindependent living applications and for medicabmifation

discussed include devices, network transition,
characterisation, communication, data exchangsgptation,
standards, protocols and certification (includiEE 1107,

ZigBee health Care, paSOS and the Continua Allianc
Standard requirements are reviewed and recommendatt”
made, and FUTURE, an open source telecare framevgor

proposed.

1.

Telemedicine (clinical care by means of live teletdtation

or monitoring of clinically-relevant health parames) can be
distinguished from community telecare (social careluding

emergency alarms, dementia care, assisted livimd) J@nger
term wellbeing management). The commonality betwaen
two is in equipment and telecommunications, they tshare
some standards and interoperability issues sudah medical

equipment and wireless technologies.

Introduction

Community telecare however differs significantly its
service architecture and provision and can invdhghly
(sensory) data-intensive applications. The growiegnand
for low cost IP-based telecare services, resulfimgn an
increasing elderly population and strains on conitgurare
services is affected by a lack of standards antl@nes with
interoperability.

datschnology in general.

This paper discusses the issues involved in inteabyiiy
Zd standardisation specific to community tele¢arelderly
ers (rather than clinical telemedicine), and make

I{ecommendations. ‘Telecare’ identifies the technisales

Ihvolved as a result of the lack of a unifying siard,
including issues with devices, network transitiodata
characterisation, communication and data exchanggd a
presentation. ‘Standards, Protocols and Certificatiooks at
attempts at producing unifying standards includifdEE
1107, ZigBee health Care, paSOS and the Continuana8.
Finally, interoperability and standardisation regquients are
reviewed and recommendations made for a futuredatdn
and an open source telecare framework is proposed.

2. Telecare

Most community telecare systems rely on ambulatory
monitoring using mobile and fixed sensors to send
measurements to a monitoring centre, supportingalsoare
packages and preventing hospital admissions byy earl
intervention. The process consists of periodicaltguaring
either biomedical signals [2] (e.g. heart rate)epent data
(e.g. falls or enuresis) for real-time processing detection
of abnormal behaviour, which in turn triggers amra,

There are presently no open communication standa?clfgwmg corrective action to be taken by a carer.

specifically for telecare and most commercial
monitoring protocols are proprietary [1] and whilsére have
been efforts at producing unifying health monitgrjrofiles,
the operation paradigm in telecare is usually wdifferent
[2], requiring significant application development.

Interoperability issues have resulted from lackcommon
standards and proliferation of

network protocols. Commercial wireless sensors rarely
compatible between manufacturers, don’'t work oetsad

dedicated Personal Area Networks and do not tiansit

seamlessly between fixed and mobile networks. Tleee
also problems with Human Factors. The lack of spe#nd
open) standards also makes it difficult and expendor

proprietary  wirele
technologies such as ZigBee and other mesh and rse

reanoPendants and fall detectors are the most commorcateyv

found in this setting and are typically worn on traay, with

it being increasingly common for sensors to bedimporated
into clothing, bracelets’ [2] etc., but there is@h wide range
of safety and security devices to detect parametech as
smoke, ambient temperature and location which atally

J' ed in a user’s home. The regions in the immediatity

QL & user and that within range of a low-power $raitter are
termed as a Body Area Network (BAN) and PersonadaAr
Network (PAN) respectively. There are three esskentia
elements in an IP-based telecare system (see figure

1. The end-monitoring devices located in the BANP&N
which collect sensory information,
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2. The conduit for data exchange such as a fixégrnat
gateway or mobile cellular device which exists ihaxal or
Wide Area Network (LAN/WAN) and

3. The remote processing server, where alarms ased;
voice and video decoded and event data integratedcare
package records.

The key difficulty in this scenario is in homogenou

integration [2] between the three areas. For homoge
operation, devices based on any technology shailable to

a) integrate into existing BAN and PAN networks hwit

mobile devices seamlessly transitioning betweersethand

LAN and WAN networks, b) transmit data in a recogdis

format to the remote server and process and cg siad
present this data in a predetermined and userdfsiiormat
for external data exchange (such as for healthrdscand for
sharing data with third party applications or origations) or
for presenting data via a user interface.

LAN/WAN-m
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ul 19 Fixed
K } Internet gateway TP
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)
; Cellular ‘%
\ gateway
Remote User ™ . @
Standards
1. HF 4. Medical data 7. Data communication 10. Data characterisation
2. WBAN 5. Event data 8. LAN/WAN 11. Health record

3. VolP/Video 6. WPAN 9. Network transition ~ 12. User interface

Figure 1: Standardisation in Telecare

second, data exchange protocols or APIs which enabl
multiple transport technologies to exchange datesé two
have been largely resolved by ISO/IEEE 11073 Personal
Health Data (PHD) Standards, the ZigBee health lerafnd

the Continua Alliance, which are discussed in piper.

Different wireless technologies also use differeRF
spectrum ranges. These may be defined by the umtlgrly
Rommunication standards. IEEE 802.15.4 operateitSil
band; 868 MHz @ 20 kbps (Europe) and 2.4GHz @ 253 kb
(Global). IEEE 802.11n also operates in the globi# and,
with a maximum data rate of 288.8-600Mbps. Althotlyé
spectrum for IEEE 802.15.6 (BAN) is not presently ke,

it is expected to operate in the ISM band [4]. Teeddit of
using a higher frequency is twofold: greater bamitiviand a
wider spectrum of operation. The BS EN 50134 stahfar
social alarms, which all telecare manufacturers plgrwith,
however, specifies the use of dedicated social malar
frequencies (869.20-869.25 MHz in the EU) for theposes
of exclusive operation. The problem is that theseds were
chosen at a time when requirements were low daéaanad
bandwidth. No mainstream wireless standards opérdtese
bands in the EU, which means that most telecareuptsd
have to use proprietary RF protocols, thus losingan the
benefits of the 11073, ZigBee and Continua effoAs.
manufacturers begin to adopt ISM-based technolofpes
next generation IP-based products, another isssesanut of
interference with a wide range of consumer eledtron
products which use this band, with reports of fietemce
between 802.15.4 and 802.11 technologies [5]. lal&
noteworthy that existing spectrum allocation fociabalarms
has been withdrawn [6] and will be phased out.

Second, telecare is typically designed to work idixad

Figure 1 lists 12 standard areas which could conte igeographical area, commonly a residence, the rahgich

operation in a typical IP-based telecare system.cbhe issue
is that data communication involves interactionddterent

is limited by the PAN, or in some cases LAN, wherndtiple
PANSs interact. However, older persons on averagadsg5%

OSI layers [3]; with layers 1-4 being managed by thof their waking hours up to 60km away from theintes [7]

underlying standards of the communication technolagd

layers 5-7 by the software APl and user applicatpossibly
defined by HL7 standards [3]. There is thereforeednfor an
end-to-end specification of how devices interadhwe rest
of the telecare system and transport and preséarimiation

in a standard format for use, both for use in ahagplication
and for external transfer. There are many individtahdards
involved in health information systems, but nonecsfically

for telecare [2].

2.1. Devicesand Network Transition

There are a wide range of low power wireless teaygies,
such as ZigBee, Bluetooth and Low-Power Wi-Fi, whéch
built on top of international standards for layer4 1
communication, and others which use entirely pegpry
technologies. Whilst individual wireless consortai@nsure
interoperability between certified devices, intexgbility
between device manufacturers is yet to be resoliieere are
two issues involved with homogenous operation: tFitsat
there needs to be a common way to identify devaceksshare
information, regardless of the underlying technglaged and

making 1030 journeys a year [8] and a third to lwdlifalls
occur outside the home [9] [10], which stressesrtbed for
mobile telecare devices. Such devices usually enatata
using a proprietary format and transmit this via S¥GSM)
or GPRS/3G (for higher volumes of data) and usuatijude
GPS coordinates for location. The paSOS protocok aimn
resolve mobile data communication and is discussetier
in this paper. In heterogeneous systems, devicesildh
seamlessly transition between the fixed geograplocation
(BAN/PAN) and mobile networks (LAN/WAN), however
this is made difficult by a lack of telecommunicati
standards to allow for seamless transition betwsetvork
architectures. The success of hotspots in celluédwarks
suggests that seamless operation may be extendiffietent
network architectures. Matoba and Kim [11] suggaest
method to deploy a WLAN with mesh topology for Imiet
access using internal L3 routing with NAT, which fgss
the issue of regular L3 routing, wherein all netvorodes
need a public IP address, requiring routing tablemternet
routers to be updated; which is not feasible wheimgia
generic hotspot. Such a system must also be capabkng
the same IP stack and resolving routing and adidigesssues



in situ, however the need for a different IP staokl support
for additional protocols may increase the footpraftthe
device firmware.

2.2. Data Characterisation and Communication

Data characterisation protocols encode data foistnéssion
to remote interconnecting systems. Telecare invothese
types of data; event information, medical data aegice
information along with VoIP or Video traffic. These of
proprietary signalling protocols by telecare mantifeers
impedes interoperability and the mix-and-match fdpicts.
Furthermore, the upgrade of technologies or switghof
manufacturers may involve cost-prohibitive chanfpedocal
authorities or service suppliers, in terms of agilon
software or alarm receiving hardware.
equipment tests have shown that a significant ptago of
systems using proprietary signalling protocols do aperate
reliably on next generation IP-networks [12]. TheS@&
protocol specifies a data format for mobile systems

There are also concerns with Quality of Service (QOoS
especially in consumer broadband circuits with etar

bandwidth. QoS is important in telecare systems tfor
reliable transmission of signals in emergency sibna [13].
In the entire data communication system, it is iclift
maintain QoS across the different
technologies as data passes through OSI layersewerad
occasions and QoS implementation varies. Bui ef{1d]
propose providing real-time QoS for peer-to-peeitinhop
communication in 802.15.4-based systems, at the N&&Er.

2.3. Data Exchange and Presentation

Alarm receiving centres or remote data managen&ness,
possibly employing data mining techniques, processsory
and event information. There is need for the datadb to be
interoperable with external systems such as ehgmdtient
records, to support the management and deliveriieaith
services. Health informatics is generally interpdetis being
in the Application OSI layer [3] and HL7 standardgls as

communicatio

3. Standards, Protocols and Certification

3.1. ISO/IEEE 11073 Personal Health Data (PHD)
Standards

The 11073 PHD group of standards cover several sspéc
defining medical data from device to server andngsf a
common framework for making personal health datilable
in ‘transport-independent transfer syntax’ [14], ievh
includes device information and status, nhomenaatdevice
specialisations and a communication protocol (sperd 2).
The core functionality is at layer 7 and abstracti@tween
communication and Application layers is provided ay
Optimised exchange protocol (OEP) which allows extéon
with multiple communication technologies. It supgor

Additionallyapplication layer services at one end for connectio

management and reliable transfer of data as weltlaa
exchange, at the other, which defines commands,
configuration information, data format and overnatbtocol
management [14].
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Image 2: ISO/IEEE 11073 framework [3]

Device types are given a unique classification dath is
formatted according to device type. The Independérihg
Hub (ILH) device specialisation (11073:10471) redate
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the Clinical Document Architecture (CDA) provide arbutton and fall, motion and environment sensors.

exchange model for health information, althoughdliical-

oriented nature of the architecture hinders itfeaive use
with social care service management; record manageof
client-carer interaction to support the deliverysokial care
services often store data other than clinical mfation.

Many service users including older people and thoih

reduced cognitive function often find it difficuto operate
newer technology and standard methods of presetitg
using Human Factors (HF) may be used in the desfighe
user interface, to ensure both ease of use asawgltoviding
a standard format for social carers to interachwihproving
consistency and further reducing training costs poskibly
the likelihood of errors, due to missing out vitaflormation
when moving between systems. The ETSI publishes
recommendations for telecare (ETSI TR 102 415:2008).

3.2. ZigBeeHealth Care

The ZigBee Health Care Application Profile uses thé7B
PHD communication protocol and device specialisestio
with the Transport layer being supplied by ZigBediol
includes device discovery, security, location andice
services. The 11073 ILH device specialisation alldies
telecare equipment to be classified and data format
standardised. Furthermore, physical environmenés aso
classified ranging from a ‘courtyard’ to ‘fountajralong with
object values such as a ‘toilet’ and ‘microwave5]1This
enables encoded data to be exchanged with intexoleer
systems. Furthermore ZigBee supports VoIP as paitsof
H%eing independently device profile’ [15]. It fimér supports
the pairing of devices at the Application layer,thwian
optional security cluster- either Alpha-Secure Asc€ontrol
(ASAC) or Alpha-Secure Key Establishment (ASKE).



3.3. paSOS

The paSOS protocol, produced by a consortium otaeée

and telecommunications organisations, aims to pva
standard data protocol for mobile telecare servicHss

4. Requirements and Recommendations

4.1. Interoperability and Standardisation Requirements

Interoperability can be defined as functional (®dar

provides for a data format (see figure 3) to staide data architectures, methods and frameworks) and semé@tiared
the remote service. Emergency alarms are definedrby promote interoperability, along with providing valaddition,

‘alarm frame’ [16] which encodes data to be trartadivia
SMS and includes location information, which carttar be
updated via a position request. The protocol alsodles
frame identification, acknowledgement and errordiiag.

Location Time

Data-Type Tag
A

Location Date
Data-Type Tag

Longitude
Data-Type Tag

Start of Frame NMEA Format:
o: orientation 1 East — 2 West
ddd: degrees (0-180)

mm: minutes (0-59) -

nnnn: minutesx10*

1: The
Terminal's SOS
button has been

pressed

—*$AU11&LDyyyymmdd&LHhhmmss&LNodddmmnnnn
&LThddmmnnnn&LSw:uu&Ldednn&_Lyw...&_P__Bcc#— -

NMEA Format: | . cc: % of
h: hemisph.1 North - 2 South |speed km/h  baitery level
\J ddd: degrees (0-90) (var. length) (00-99)

wv: visible
uu: in use

ddd: degrees
nn: degreesx10?

mm: minutes (0-59) v
Frame-Type | 5500 minutes«10- End of Frame
Tag AU:
User Alarm
] v v v
Latitude # of Satellites True Course Battery level
Data-Type Tag Data-Type Tag Data-Type Tag Data-Type Tag

Speed ¥
Data-Type Tag

Figure 3: paSOS Alarm Frame [16]

Version 1 of the protocol supports SMS as a besaevice,
and the next revision, due for release in mid-2@4/1 also
implement GPRS/UMTS, which is crucial for data irsiern
applications such as real-time tracking and

devices capable of functioning in both fixed and biteo
networks and transitioning between them.

3.4. ContinuaAlliance

The Continua Health Alliance is a non-profit allianof
healthcare and technology companies which

promote interoperability, which is guaranteed tlglouits
certification process [17]. Bluetooth, ZigBee, USIEEE
11073 and HL7 standards are supported. It useteetisa of

standards not specifically developed for commutetgcare,

but whilst the system is geared towards telemeeiowerall,

11073 and ZigBee support telecare applications. ifigec
technologies must be used, and it follows thatciwe focus

is on interoperability rather than the most techlcoptimal
or feature-rich solution.

sen
measurements. The protocol does not, however, suppdre development

selel
technologies and standards and publishes guidelioes

regulation, safety and a cost saving [18]. Althostgndards
organisations and industry consortia are incre&sing
promoting standards-based interoperability in remoealth
applications, it may be said that their focus  ¢@neric and
don't resolve issues involved specifically with aoomity
telecare applications, and that this hinders th@émentation
of telecare services supported by the ZigBee HeGhhe
application profile and IEEE 11073 PHD standard.

There is a need for industry collaboration to agoee a
common telecare framework to support the developroén
next generation IP-based services. Requirementiid@c
interoperability across all 7 OSI layers, from s@ngo
monitoring application to support end-to-end system
management, the implementation of QoS to suppaitadr
data transmission over shared broadband connegctians
telecommunications protocol for seamless netwazksition

of fixed-mobile devices and Real-Time Location Tragkin
Systems (RTLS), which are partly solved by HL7 stadsla
[3], but only at the Application layer. Furthermprthe
European Communications Office must update the
harmonised social alarm RF spectrum to support next
S%erneration IP-based services.

of a standard typically involves
compromise from parties involved in the working @pe and
thus may not be the most technically robust satytmwever
the BSI can fast-track sponsored standards [19. tYhical
standards-development process is shown in figure 4.

Need

Statement of s

el Firstoftype
Teststrategy Anaiyssof mpiemeniatin
cost reports.
t
ternal
provas

Clinical safety
closure repor

Ext
api

Figure 4: Standards Development Process [18]

Furthermore, an end-to-end solution is not provided it is gayers [18] argues that a good standard must bfiluse

still up to the manufacturer to implement the saftev

solution, although application examples are pra¥jdehich

implementable, interoperable, compatible and abte t
anticipate the cost burden and promote organisatidety. A

can reduce development cost. Additionally, it doesresolve five-point recommendation for a good telecare siamds

technical issues such as the lack of an IP-baseidlsadarm
standard and dedicated RF spectrum.

proposed as follows:

1. Interoperable- support for mainstream as well
proprietary communication technologies

2. Flexible- modular form which allows manufacturecs t
choose from a range of functionality

as



3. Open source- dynamic community development apdactical to implement in an industrial environmend may

collaboration not offer enough flexibility to cater to varyingquluct needs.
4. Low investment- minimal need for systems developmeRtirther methods are therefore required to extead#nefits
in the integration with existing systems of middleware to a practical framework.

5. Future proof- modular form which can be easily sedi,

considering future technologies and formats Figure 5 illustrates the major components of theppsed

framework, which coexists with existing standardsd a
protocols and exists in a ‘third dimension’, usimgldleware
to enable end-to-end management and further swgupdoy

FUTURE (Framework for TelecaRE) is an open sourBEotocols. An Application Data Exchange protocoleexts
framework specifically designed for community tele HL7 standards to telecare systems, for interopleabith
presently under development at the University atgtoouth, external systems and a Telecare Management protscol
which allows for end-to-end homogenous integratiith ~'esponsible for core functionality.

seamless transition between network architectusesh a —— Application Data
framework will reduce development time and thereftime- C pplication ) ( Exchange Protocol
to-market and therefore allow for rapid commerci (11073 Device Specialisation>
development and deployment in the older personcdede

4.2. Open Source Telecare Framewor k

7 OSI Layer

Telecare Framework

Telecare
Management

source community collaboration (rather than closesnber-
only consortium development), reduces developmesit &nd
consumer prices, encourages competition, enhanhes
effectiveness of applications and thus providetebeguality
solutions to end users.
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Consisting of a decentralised ‘triage’ model, whdask

agents assign event priorities, with data frameseed as Figure 5: FUTURE Telecare Framework

Tagged Priority I.nformation Frames _(TPIF), the fra_rndw Tablado et al. [24] recognise the need for an ‘argreh
should result in greater reliability, a reductiom ignytime' alarm trigger which can work outside oé thome
communication overheads and increased Al-effica29].[ 5nq that pre-processing can be done before wireless
QoS is implemented to improve the reliability oitical data 5nsmission. but do not solve the problem of seas
transfer, and VolIP, video and IPv6 are supporte@rsure nenyork transition. A protocol is provided as paft the
future-proof operation. The framework will additally famework to enable seamless network transition for
support devices capable of functioning in bothedixand homogenous telecare devices, based on the paS@&qiro

mobile networks and define a protocol for transitiy 1o gata characterisation and which will suppor\GEPRS
between them. and UMTS.

Research identifies the existence of ‘middlewarbatt

‘abstracts network or hardware specific tasks te th. Conclusion

application’ [21] and which allows data to be senany node .

of the network without considering its location sending The development of next-generation telecare prodaoes
broadcast messages, using a simple and uniquefargerhindered by the lack of platform-independent stassiaand
(based on query-response), that can be dynamicstigted problems with interoperability. Although recent amuigpyng_
in any node at any time. Middleware abstracts hardwo Standard and protocol developments and certifioatio
software and thus application development and servfchemes will assist in improving development, themnee still
delivery. The middleware model proposed by Martigeal. unresolved problems. There is a case for a new ingify
[22] for example, proposes a standards-based, aidgplay standard an(_j th_e open source FL_JTuRE framework is
platform for telemonitoring. Although the proposeddel is Proposed, which aims to resolve these issues.

entirely based on one standard, restricting thdulreess of

their model, an attempt has been made at multieplat References
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