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Abstract- The industrial era 4.0 has caused tremendous disruption in many sectors of life. The rapid development of 
information and communication technology has made the global industrial world undergo a revolution. The act of cyber-crime 
in Indonesia that utilizes computer equipment, mobile phones are increasingly increasing. The information in a file whose 
contents are explained about files is called metadata. The evidence items for cyber cases are divided into two types, namely 
physical evidence, and digital evidence. Physical evidence and digital evidence have different characteristics, the concept will 
very likely cause problems when applied to digital evidence. The management of national digital evidence that is associated 
with continued metadata is mostly carried out by researchers. Considering the importance of national digital evidence 
management solutions in the cyber-crime investigation process the research focused on identifying and modeling correlations 
with the digital image metadata security approach. Correlation analysis reads metadata characteristics, namely document files, 
sounds and digital evidence correlation analysis using standard file maker parameters, size, file type and time combined with 
digital image metadata. nationally designed the highest level of security is needed. Security-enhancing solutions can be 
encrypted against digital image metadata (EXIF). Read EXIF Metadata in the original digital image based on the EXIF 2.3 
Standard ID Tag, then encrypt and insert it into the last line. The description process will return EXIF decryption results in 
the header image. This can secure EXIF Metadata information without changing the image quality 
 
Keywords- The industrial era 4.0, Metadata and digital evidence 
 
 

I. INTRODUCTION 
The industrial era 4.0 has caused tremendous disruption 

in many sectors of life. The rapid development of 
information and communication technology has made the 
global industrial world undergo a revolution. According to 
APJII data internet users in Indonesia reached 143 million 
people, this has the potential for cyber-crime in Indonesia. 
Crime by utilizing computer equipment, mobile phones are 
increasing. The information in a file whose contents are an 
explanation of the file is called metadata. Evidence for 
cyber cases is divided into two types, namely physical 
evidence, and digital evidence. Physical evidence and 
digital evidence have different characteristics. This 
concept will very likely cause problems when applied to 
digital evidence. The management of national digital 
evidence that is associated with continued metadata is 
mostly carried out by researchers [1]–[6]. 

Law of the Republic of Indonesia Number 11 of 2008 
concerning Electronic Information and Transactions that 
electronic information and/or electronic documents and/or 
print results are legitimate legal evidence, the role of digital 
forensics as a method of proving a digital crime case is very 
important. As stated in the Explanation of the Law of the 
Republic of Indonesia Number 11 of 2008 concerning 
Information and Electronic Transactions: 

“....... verification is a very important factor, 
considering that electronic information is not only 
comprehensively accommodated in the Indonesian 
procedural law system, but also turns out to be very 
vulnerable to be changed, tapped, falsified, and sent to 
various parts of the world in a matter of seconds. Thus, the 
impact caused can be so complex and complicated.” 

In various cases that occur today, there is digital 
evidence that can assist officers in uncovering a criminal 
case. One of them is through information about the 
contents of a data or file called file metadata [7]–[11]. 
Metadata which is data in data and attached to a digital file 
can be used as a medium to describe all information needs 
related to chain of custody documentation. However, until 
now there is no mechanism and means to implement 
information needs for metadata that supports the need for a 
chain of custody for evidence [12]–[14]. 

Given the importance of national digital evidence 
management solutions in the cyber-crime investigation 
process the research focused on identifying and modeling 
correlations with digital image metadata security 
approaches. Correlation analysis reads metadata 
characteristics, namely document files, sounds and digital 
evidence correlation analysis using standard file maker 
parameters, size, file type and time combined with digital 
image metadata. National scale design requires the highest 
level of security. Security enhancing solutions can be 
encrypted against digital image metadata (EXIF). Perform 
EXIF Metadata readings that are in the original digital 
image based on the EXIF 2.3 Standard ID Tag, then 
encrypt and insert it into the last line (End of File). The 
description process will return EXIF decryption results in 
the header image as before. This can secure EXIF Metadata 
information without changing the image quality. 

In the study revealed digital forensic land, images or 
images are one of the many digital evidence objects that 
can be found in computers, smartphones, internet, and file 
transfers, and can be used as evidence in investigations 
[12], [15]. When capturing using a camera, or creating an 
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image/image file, it not only makes color images, but the 
date, time, device, and all camera configurations will be 
stored there [16]–[18]. Information that is in a file/data is 
called metadata. For example, Microsoft Word document 
data in which there is a metadata author's name, dates 
created/modified. This metadata is very useful for 
investigators. Specifically, images obtained from a camera 
will have Exchangeable Image File Format (EXIF), which 
stores all information about the camera [19]–[22]. For 
modern digital cameras and smartphone cameras, besides 
being able to save configuration information and camera 
dates, you can also save GPS locations (latitude and 
longitude) [23]–[26]. 
 

II.  METHOD 
The flow of metadata file design with predefined 

parameters from metadata systems/tools in developing 
high-security digital evidence metadata analysis for 
national scale use. Here's a flow of national digital 
evidence metadata design: 

At the analysis stage of the encryption and decryption 
process carried out with the Extended Tiny Encryption 
Algorithm on the EXIF file metadata above there are three 
parts, namely the process of identifying and retrieving 
EXIF metadata in the original image file before being 
encrypted and after encryption, the second is the 
encryption process against EXIF metadata files the image 
before the image is published, and the third is the 
decryption process of the EXIF image file metadata to 
ensure that the image matches the original owner [12].  

Then after the evidence is found, then the investigator 
will check the file metadata using a digital proof system 
that has a high level of security to be used on a national 
scale. 
 

III. RESULT AND DISCUSSION 
Standards that handle information or NISO (National 

Information Standards Organization) explain that metadata 
is "a structure of information that describes, explains, put 
in place or makes it easier to find things, use or manage an 
information source". Metadata is often called data about 
data or information about information. 

Through the metadata contained in digital images, you 
can find stored information such as information about 
when pictures were taken, photographers who have taken 
pictures, equipment used, equipment settings, equipment 
serial numbers/cameras, lens type, location, flash, and 
other configurations. 

 
A. Analysis of EXIF Metadata Description 
Exchangeable Image File Format (EXIF) was created 

by the Japan Electronic Industries Development 
Association (JEIDA) and is used to describe metadata. 
Images can have metadata or even do not have metadata. 
Due to the fact that EXIF information that stores 
information about images, can cause privacy problems, 
especially information that describes the time and dates the 
image was taken, the location of the image was taken, and 
the authenticity of the image. 

 
 

B. JPEG Analysis 
Joint Photographic Experts Group (JPEG) is a standard 

image file committee based on the International 
Organization (ISO) Standard. JPEG images support up to 
24bit of color. The use of image file compression with the 
lossy method can reduce the size of the image, but the 
image will be distorted if the compression is too high. 
Compression can be used to adjust between image files and 
storage, but the image/image will be affected. Usually only 
known image files as JPEG. However, there are two 
different format subsets, namely JPEG / EXIF and JPEG / 
JFIF. 

JPEG is a standard for determining image file codecs 
(image extensions), and not what defines how images are 
compressed and decompressed by the flow of the image 
into a new image. It is the EXIF and JFIF standards that 
determine the general format used for image exchange 
(compressed JPEG). 

The fact that appears in the field, many Smartphones 
are purchased by prioritizing the quality of the camera 
embedded in the Smartphone. As reported by 
www.petapixel.com written by [27], of the 2 billion 
smartphone users in the world, 92% used their smartphones 
to take photos. So, the frequency of JPEG image files is 
very large compared to other image files. 

JPEG / EXIF is the most widely used standard today, 
considering that JPEG / JFIF has a deficiency in the encode 
and decode process. JFIF uses the APP0 marker, while 
EXIF uses the APP1 marker. Extensible Metadata Platform 
(XMP) which is another standard for storing metadata, also 
stored in the APP1 segment on EXIF metadata. 

 
C. EXIF Metadata File JPEG 
A JPEG file contains several parts, each part contains a 

type of data that is limited by 2byte codes called markers. 
Markers in the form of hexadecimal begin with the code 
0xFF and end with a 1byte code that indicates a marker. 
Some markers only consist of 2byte, the other is followed 
by 2 bytes which show the length of the payload of data 
with the next special marker. The length includes 2byte, 
but not for markers. 

 
D. EXIF Metadata Manipulation 
EXIF metadata can be manipulated, either edited or 

deleted. Many open-source tools and operating system 
tools can manipulate EXIF metadata. EXIF metadata that 
has been edited or deleted cannot be returned without 
having the original file or backup of EXIF metadata. 
  

E. Data Integrity Analysis and EXIF Metadata 
Encryption Security 

Several methods are used to analyze encryption, EXIF 
digital image file metadata, among others [12]: 

1. Key Sensitivity Analysis 
Key sensitivity is very important in cryptographic 

systems. Key sensitivity testing aims to see the results of 
decryption that is done using a different key. If the original 
image can be decrypted or can look similar using the wrong 
key, the encryption algorithm that is applied cannot be 
used. 
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2. Visual Analysis 
Visual analysis techniques are used to see changes 

visually, both from the image side and from the 
hexadecimal side. Visual analysis from the image side 
compares digital images in each step of encryption-
decryption. While hexadecimal visual analysis is done to 
compare hexadecimal data in digital images at each stage 
of encryption-decryption. In this analysis, you only need 
the tool image viewer and Hex Editor Neo.  

3. Analysis of File Size 
Analysis based on the size of the file capacity is done 

to see how much change occurs in digital images at each 
stage of encryption-decryption. This is intended to avoid 
the suspicion of third parties when digital images have 
been published. The normal threshold for file capacity 
changes cannot be more than 25% of its original size. 

4. Histogram Analysis 
The histogram analysis technique is used to see the 

suitability of color distribution in a digital image. If the 
digital image histogram has similarities between the 
original digital image, after encryption and after 
decryption, it can be said that the consistency of the digital 
image is maintained even though there are changes in the 
metadata. This is said to be the encryption process 
produced while maintaining digital color security in the 
image. 

5. Hashing Analysis 
Hashing or hash function is a method used to change 

text or messages into random characters called message 
digest Hash is a form of cryptography that is classified into 
an unkeyed cryptosystem using an algorithm to produce a 
row of text.  

Hash function to check the integrity of the original 
digital image with a digital image after being decrypted. So 
that it can ensure that the digital image that has been 
decrypted is the same as the original digital image. 

 
IV.  CONCLUSION 

The development of national digital evidence metadata 
security must have high-level security standards, so it is 
recommended to use EXIF metadata encryption by 
retrieving it based on the id tag by referring to the EXIF 2.3 
Standard, then encryption. Then it is inserted into the last 
line of the image bit. The decryption process returns EXIF 
encrypted metadata to the header image position.  
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