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ABSTRACT

The study of secure computation assesses the ability of one or more entities to securely compute
functions over privately chosen inputs. Numerous different methods of computation exist, rang-
ing from protocols for securely computing functions over data from multiple entities; to provid-
ing cryptographically obfuscated versions of functions that still evaluate correctly. In the former
case, security guarantees that the inputs are not revealed beyond what is revealed naturally by the
output of the function. In the latter case, the function itself should remain hidden, even when

ran in an adversary-controlled environment.

The vast array of conveyed functionality has led to a wealth of research literature with varying mo-
tivations. The theory of secure computation has existed for around three decades, and more recent
work has considered the plausibility of developing practical applications based on the underlying
concepts of this theory. In particular, demonstrating how efficiently we can run protocols for se-
curely computing general functions. As always, cryptanalysis also remains useful for establishing

the actual security guarantees that we can expect for those schemes.

In this thesis we provide a study of the feasibility of various forms of secure computation —
through theory, practice and cryptanalysis. Firstly, we give theoretical constructions of general
secure computation protocols for performing set operations whilst maintaining the privacy of
the input sets. Secondly, we provide a new construction of a constrained pseudorandom func-
tion. In comparison to previous work, we achieve stronger security properties from much weaker
assumptions. Thirdly, we establish a browser-based implementation of a protocol for anonymous
authentication, built upon the secure computation of a verifiable, oblivious pseudorandom func-
tion between a client and server. Lastly, we give a cryptanalysis of indistinguishability obfuscation
candidates for branching programs, when instantiated under a non-trivial adaptation of an exist-

ing graded encoding scheme.
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PROLOGUE

The “unofficial” sub-title of this thesis may sound alarming. The word “insecurity” has a pretty
concrete meaning in cryptography, though I am not suggesting that any of the results in this work

need to be called into question.

The choice of title was to reflect on the passage of time since September 2014, when I started
this work, and now (September 2018). While my various states and general health respond to a
number of variables, the constant of insecurity has never left. Insecurity that I feel: socially; in
existence; in assessing the quality of my own work; in comparisons with other people; in being
a silent observer to my own life; in rarely showing appreciation to the people that I love; in not

doing enough.

There are opportunities that I feel that I have missed. Occasions where I rushed into making
judgements, based on the perception that I had little time. Rushing during a four year PhD now
seems absurd to me. But I am not convinced that I would make different decisions, if I had to make
them again. Not because I think they were correct, but rather that the pressure can, at times, be all-
consuming. Not a physical pressure, just like getting a couple of emails that are slightly awkward
to reply to. Or waking up in the middle of the night, convincing myself that I need to be working

on something, and then being unable to get back to sleep.

My only regret regarding the collation of this thesis is that some of the ideas that I really enjoyed
pursuing did not make the final cut. The ideas that I formed myself, where solutions seemed like
they grazed the tips of my fingers whilst I paced darkened rooms. One day, I would hope to return

to trying to solve these problems, or others similar. Hopefully T haven’t closed this door for myself.

I’m not sure about the future, but I'm leaving academia, again, for now. I only spent one year
away last time. I hope I spend longer away this time. There are still various things that I do not
understand about myself. I am still not sure who I will become. These are the things I fear. These

are my insecurities. Maybe a change will help.

This prologue is for me. So that after I have stopped obsessing about who I will be, I may realise

who I once was.






To Grandad:

I hope the bieroglyphs that I have used now make more sense than they bave done in the past.
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I Introduction

The capability to communicate messages that are kept secret from malicious eavesdroppers has
been puzzled over for millennia. The scientific pursuit of providing security in such settings is
known as the study of cryprography. Cryptography is primarily concerned with devising ciphers
that can be used to convert messages into unreadable text, using a cryptographic key. The cipher

can then be inverted by anyone in possession of secret components associated with said key.

The usage of cryptography has been an intrinsic part of the formulation of civilisation. The path-
way from the earliest known recordings of the Caesar cipher, to the algorithms of the present
day has been fraught with intrigue, conflict and — ultimately — death and tragedy. However,
it has only been within the last century that cryptographic techniques have been regarded as a
meaningful scientific pursuit. The need for widespread cryptographic assurance has only become

prominent alongside the rise of provisions for global communication.

The contemporary societal impact of cryptographic research is heavily influenced by the wider
implications of widespread encryption of communication. What rights that an individual citizen
has to maintain private, online communications has engendered a wide-reaching and, at times,
frenzied debate. Usually, this debate is co-opted to advance political agendas and interests re-
lated to state security. For instance, encrypted communications are sometimes associated with the
planning phases of acts of terrorism. In the wake of such acts, it is common to find the resulting

national discourse emphasising the negative aspects of message encryption.1

On this topic, there is a well-known fable of the tactics employed by Sir Francis Walsingham to
reverse the weak cipher of Mary Queen of Scots. The cipher was used to communicate words
of ‘treason’ from Mary’s place of imprisonment in the 17th century; and was eventually used a
piece of key evidence in bringing about her execution.” We might take this story as an allegory
foreshadowing attempts to dismantle cryptographic privacy in the context of the isolationist (and
nationalist) security debates of the 21% century. It is only in recent times that such connections

have been made.

From out of this long nurturing has come a vibrant research area: moulding aspects of social,
mathematical and computational topics into a broader science. The core that remains is that cryp-
tography seeks to provide secure communication channels for individuals to communicate. Since

th . . .
the 20" century, the central question surrounding cryptography is
how can we communicate securely?

A subtle difference that has arisen in more modern studies is that cryptographers have instead

begun to also ask:

what can we communicate securely?

https://inews.co.uk/news/politics/whatsapps-end-to-end-encryption-must-end/
*hep://www.bbe.co.uk/history/british/tudors/spying_01.shtml
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The practise of cryptography now takes for granted the existence of wide-spread availability of
communication channels ensuring the privacy of communication between two parties.” Using

these established channels, we can now ask what extended functionality is possible.

In this thesis, we will concern ourselves with a branch of cryptography known as ‘secure computa-
tion’ that was born over three decades ago. The primary goal of secure computation is to provide
individuals with the ability to compute functions privately, even in the presence of eavesdroppers.
In other words, whereas early-stage cryptography was primarily focused on securing communi-
cation, our work is concerned with securing the computation of functions (over private inputs)

between individuals.

I;31 SECURE COMPUTATION

The study of secure computation started with the goal of allowing multiple participants to engage
in online protocols that allowed them to compute functions over their combined inputs. A vital
requirement of the engagementis that the inputs of each participant stay hidden throughout. The
work of Yao [296] initiated this study in 1982, alongside the growing shift towards developing

provable security in cryptosystems.

Yao’s work introduces the concept of protocols that allow two-parties to interactively compute
general functions (or binary circuits) securely. This important first step was soon augmented with
works by Goldwasser, Micali and Wigderson [165] and Chaum, Damgard and van de Graaf [84]
in 1987, for constructing protocols between N > 2 individuals. These results were developed
turther by Ben-Or et al. [38] and Chaum et al. [83].

Let F : ({0,1}")Y +— ({0,1}*)" be a function that is intended to be computed between N
participants. Let F@) (21, ...,zN) denote the ith output of F' on some inputs Z1,...,Ty €
{0,1}*, for i € [N]. The combination of the above works crystallised the security goals of a

protocol computing F" as follows.

Given participants (P1, . .., Pn), construct a prorocol W such that P; inputs x; €
{0, 1}*, and receives y; € {0,1}*; fori € {1,...,N}. Then pp is secure if; for
any subset S C {1,..., N}, then the ‘view’ of the protocol for any P; (j € S) can
be deduced from {x;} jc(s) and {y;}jels) = F(j)({xj}je[s]) alone.

Intuitively, we ask that the protocol itself does not reveal any extra information, beyond what the
known inputs and output reveal. The concept of the view is equivalent to all of the information

that some participant P; witnesses during the execution. The set S refers to participants that

3The TLS protocol and end-to-end encrypted messaging applications form the backbone of most communication
systems.
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are corrupted by some adversary that is looking to subvert the protocol. The capabilities of said
adversary help to determine the level of security that is achieved. A weak adversary only has access
to the protocol ‘transcript’ (i.e. the messages that have taken place); such an adversary is known
as ‘semi-honest’, ‘honest-but-curious’, or ‘passive’. A stronger adversary can run arbitrary code
and has access to protocol outputs for any input of their choice; this type of adversary is known

as ‘malicious’, or ‘active’.

PRACTICAL CONSTRUCTIONS. As the theory of secure computation grew during the 1990s, it
became clear that such functionality would have genuine impact in real-world scenarios. For in-
stance, an individual’s private data has become a highly valued commodity for many different rea-
sons. This value increases especially, for a variety of different stakeholders, if there is the potential
to compute functions over multiple such data sets. In healthcare scenarios, the ability to compute
over data allows for much better statistical analysis of the various treatments and diagnoses that
are performed. In the world of advertising, computing functions over data associated with an in-
dividual’s likes and dislikes opens up a world of targeted advertisement that has been realised into
a multi-billion dollar industry.* As a final example, contact matching in smartphone applications
allows users to immediately find acquaintances on new social media platforms. If we can render
privacy-preserving variants of these functionalities, then users can be assured that their data is not

being used in potentially harmful ways by computing parties.

While privacy-preserving solutions to these problems undoubtedly provide more security for users,
the impracticality of such solutions can lead to only sporadic usage in the real-world. Typically,
if the computations are very large already, then adding cryptographic overheads can render them
unreasonably slow or cumbersome. Early secure computation research focused on creating pro-
tocols with little oversight of the overheads that were incurred, typically using slower underlying
techniques. As a result, the development of more practically efficient techniques has been vital
in devising privacy-preserving tools for real-world computations. In turn, this requires deviating
from asymptotic analyses of previous designs and instead considering how to reduce the hidden

constants that arise from the methods of computation that are used.

In the recent past, academic literature has met this demand with a growing area of research target-
ing very fast and high throughput protocols for solving the problem of multi-party computation
(to name a few [17, 92, 106, 114, 141, 177, 291]). In fact, there are now Python packages that im-
plement generic multi-party computation operations.” Such work helps to illustrate a decreasing
trend in the performance overheads associated with using MPC, in comparison with solutions

that provide no security guarantees.

#In 2016, Facebook alone valued each users data from the United States at $13.54 https: //www. theguardian.
com/technology/2016/jan/28/how-much-are-you-worth-to-facebook.
Shttps://pypi. org/project/mpyc/
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SPECIFIC FUNCTIONALITY. A separate line of inquiry within the secure computation framework
has been investigating whether protocols for specific and useful functionality can enhance the ef-
ficiency of protocols. This has shown to be the case with recent advances into constructing private
set intersection protocols [214, 215, 258, 260, 266, 267], and computing over genomic data pri-
vately [18]. Such specific protocols have a lot of utility in real scenarios such as those defined above
that require private processing of hidden data sets. The hope is that these custom schemes can be

embedded into existing workflows for many applications.

I;1.1 NON-INTERACTIVE COMPUTATION

The binding philosophy of multi-party computation is that the protocol is computed online, in
the presence of all of the participants. As computation gets faster and faster, the bottleneck can
actually be related to the speed of communication. For instance, the speed of light dictates a nat-
ural upper bound on the communication of data between two locations. If those locations are
New York and San Francisco, then that data will take = 13ms to arrive. Therefore, any protocol
that requires communication between two individuals at these locations is going to immediately

have a running time that is lower bounded by this time.

To avoid this phenomena, we typically have to replace protocols with non-interactive computa-
tion. In this setting, an individual renders some computation into a program. This program can be
distributed to other parties who can then evaluate it as they wish. If the lower bound for commu-
nication can be removed then the running time becomes solely dependent on the computational
costs. Unfortunately, current multi-party computation techniques are inherently dependent on

their interactive nature, in terms of the security that they offer.

PROGRAM OBFUSCATION. In 2001, Barak et al. [28] established a new line of research in non-
interactive secure computation literature. Their work investigated the possibility for creating
programs that hide their inner workings, but still allow the programs to be evaluated correctly.
Such programs are termed cryptographic obfuscations. These programs inherently allow a non-
interactive method of securely computing functionalities. The ‘obfuscator’ can create an obfus-
cated function with their hidden input embedded. They then send the obfuscated program to
users, who can ‘evaluate’ the program at their own input and learn the corresponding output.
The security of the obfuscation states that the evaluator cannot learn anything about the hidden

information inside.

Initially, the work of [28] served solely to highlight the impossibility of performing black-box
obfuscation for general circuits. By black-box, we mean that the secret information is completely
hidden, i.e. the program can be simulated without access to the underlying secrets. However, years
later in 2013, Garg et al. [150] showed that the existence of cryptographic multilinear maps [57]

may lead to candidate obfuscators in a weaker security model (where obfuscations are only indis-
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tinguishable from each other). The utility of IO is not immediately apparent, but circuits satisfy-
ing security in this setting can be shown to hide embedded secret information. This initial result
prompted the construction of various cryptographic primitives that were previously thought im-
possible [100, 151, 272].

Unfortunately, constructions of obfuscators have been subject to a painful cryptanalytic process
that has seen nearly all current candidates deemed insecure. The current standing candidates are
still based on assumptions that are little-understood 2, 13, 224 ]. Moreover, all constructions are
highly inefficient, to the point where implementing any schemes based on these designs is nigh on
impossible. As such, these schemes have a long way to go before they can be realised to perform

cryptographic tasks in the real-world.

More success has been found recently in achieving obfuscators for very specific functions, both in
terms of security reductions and the speed with which they run [43, 70, 294]. Although, there

has been less work devising practical scenarios where these constructions are indeed useful.

CONSTRAINED PRIMITIVES. A separate area of non-interactive computation that has seen nu-
merous developments is the design of constrained cryptographic primitives. These primitives are
similar to obfuscated programs in that they allow non-interactive evaluation. However they differ
in that the ‘constrainer’ provides a specific key that allows evaluating function on certain types of

input, rather than the whole input space.

For instance, puncturable public-key encryption [127, 173, 175] allows the generation of secret
keys that be can be used to decrypt all but a set choice of ciphertexts. These ciphertexts are ‘punc-
tured’ from the secret key and decryption returns L on these values. Similarly, constrained pseu-
dorandom functions [52, 55, 58] provide keys that can evaluate subsets of the input space; and
puncturable pseudorandom functions [55, 272] provide keys that evaluate the whole space, apart

from a set of ‘punctured’ points.

These primitives fall under the banner of secure computation because they allow computation
of certain functions under certain restrictions. In particular, the constrained keys should not re-
veal the underlying master secret key, and especially cannot be leveraged to gain full access to the
scheme. It has been shown that these primitives imply a number of interesting cryptographic
primitives that were not previously known (such as 0-round-trip-time and identity-based key ex-
changes [58, 127, 175]). Moreover, it was shown by [76] that constrained pseudorandom func-

tions imply obfuscation of general circuits, under certain conditions.
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I;2 OUR CONTRIBUTIONS

In this thesis we provide a body of work that provides solutions to a variety of different problems
within secure computation. Our work demonstrates novel constructions of specific functionali-
ties in both the interactive and non-interactive setting. Additionally, we demonstrate throughout
that our constructions can be run for believable real-world scenarios by implementing each of
them for widely-used cryptographic parameter sets. Our implementations typically represent the
first attempt of practically running the primitives that we are considering. One of our deploy-
ments improves anonymity-preserving internet browsing globally, for over 75000 users. Finally,

we investigate new avenues for cryptanalysis of program obfuscation.

We now explain each of our contributions, and their motivation, individually.

I;2.1 AN EFFICIENT TOoOLKIT FOR COMPUTING PRIVATE SET OPERATIONS

Chapter III and Chapter IV are based on the following publications.

* A. Davidson and C. Cid. “An Efficient Toolkit for Computing Private Set Operations”.
In: ACISP 17, Part I1. ed. by J. Pieprzyk and S. Suriadi. Vol. 10343. LNCS. Springer,
Heidelberg, July 2017, pp. 261-278.

* A. Davidson, G. Fenn, and C. Cid. “A Model for Secure and Mutually Beneficial Software
Vulnerability Sharing”. In: Proceedings of the 2016 ACM on Workshop on Information
Sharing and Collaborative Security. WISCS ’16. Vienna, Austria: ACM, 2016, pp. 3-14.
ISBN: 978-1-4503-4565-1. por: 10.1145/2994539.2994547.

Chapter III concentrates on new constructions of atomic private set operations, Chapter IV rep-

resents an application of these new designs.

MOTIVATION. Set operations represent a particular family of functionalities that are typically
computed during data mining operations. If the data mining should be done in a privacy-preserving
manner, then this requires protocols that can compute set operations over privately-represented
sets. While such computation can be computed using generic protocols for multi-party computa-
tion, it has been found that specialised protocols for computing private set operations are typically

more efficient [260].

The practicality of such protocols is particularly notable for computing set intersections, as it
makes use of largely symmetric-key based primitives for better efficiency. Unfortunately, protocols
for computing other operations such as set union, or computing the cardinality of output sets, en-
dure higher overheads due to sub-optimal asymptotic computational complexities. Moreover, far

less research has been committed to these operations in general.
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CoNTRIBUTION. In Chapter III, we introduce a new technique for computing set union in a
privacy-preserving manner between two participants. Establishing private set union protocols
allows the computation of a union operation over two sets, without revealing additional infor-

mation about the intersection of the sets.

Our technique makes use of Bloom filters and homomorphic encryption to construct the first
protocol with linear computational complexities in the size of the input sets. We can instantiate
our protocol with either somewhat homomorphic encryption, or with additively homomoprhic
encryption, with some extra computational overheads. Moreover, we show that our technique can

easily be adapted so that it can also compute the set intersection and set cardinality operations.

In summary, we demonstrate a ‘toolkit’ for performing set union, intersection and cardinality
operations — the first of its kind that demonstrates linear computational and communication
complexities. Our protocols are proven secure in the semi-honest setting. They can be proven
secure in the malicious setting, where at least one input set is authenticated apriori. We give a
proof-of-conceptimplementation of our toolkit in Go, and show that it runs efficiently for widely-

used security parameters and set sizes.

In Chapter IV, we further adapt our union protocol to a specific use case based on information
sharing. A game-theoretic analysis of [208] showed that information sharing in competitive en-
vironments is profitable when there is a trusted third party to negotiate the sharing. We show
that an adapted form of our union protocol, that takes into account the value of the items being
shared, can replace the actions of the mediator. This result enables the competitors to perform a

protocol to share their information fairly, rather than locate and outsource their data to a third

party.

I;2.2 A ConNsTRAINED PRF FOR BIT-FIXING PREDICATES WITH CONSTANT

COLLUSION-RESISTANCE FROM ONE-wAY FUNCTIONS

Chapter V is based on work co-authored with Shuichi Katsumata, Ryo Nishimaki and Shota Ya-
mada under the name: “Constrained PRFs for Bit-fixing from OWFs with Constant Collusion
Resistance”. The work is currently under submission and was completed while the thesis author
undertook a research internship (Feb-May 2018) at Nippon Telegraph and Telephone Corpora-
tion, under the supervision of Ryo Nishimaki. The chpater is based on the pre-print available
at [121].

MoTivaTioN. Constrained pseudorandom functions (CPRFs) allow users to learn constrained
keys that can evaluate the PRF on subsets of the input space (more accurately, where an associated
predicate returns true). They have been shown to instantiate a variety of applications includ-

ing multi-party, identity-based non-interactive key exchange (ID-NIKE), length-optimal broad-
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cast encryption and forms of searchable encryption. Unfortunately, all existing constructions of
CPREFs rely on assumptions over multilinear maps (that do not hold for known candidates), or
they only allow one constrained key to be learnt. The most prominent applications need to re-
main secure when multiple constrained keys have been learnt from the CPRF, and thus the utility

of these known constructions are reduced significantly.

CoNTRIBUTION. We demonstrate the first construction of a CPREF, for bit-fixing predicates, that
allows learning more than one constrained key, from standard assumptions. More precisely, our
construction permits 7 = O(1) keys to be learnt, and is secure under the existence of one-way
functions. Prior to our work, the weakest assumptions that were known to imply CPRFs were
lattice-based or made in the traditional group setting. Therefore we manage a significant reduction

in the strength of assumptions needed to construct CPRFs.

In addition, our construction satisfies 1-key privacy and can be proven secure in the adaptive secu-
rity model. All previous constructions based on standard assumptions (and within the standard

model) can only be proven secure in this model under sub-exponential time reductions.

We show that our CPRF is demonstrably practical for small values of 7, via a proof-of-concept im-
plementation of our design in Go. This s the firstimplementation of a dedicated CPRF for general
bit-fixing predicates, and previous designs are unlikely to ever reach practical performance due to
unfavourable parameter settings. We hope that optimisations of our construction, or implemen-
tation, may allow us to increase the value of . Such results may lead to meaningful, real-world

scenarios where we can deploy our CPRF.

I;2.3 ANONYMOUSLY AUTHENTICATING INTERNET TRAFFIC USING VERIFIABLE

OsBrivious PRFs

Chapter VI is based on the publication:

* A. Davidson, I. Goldberg, N. Sullivan, G. Tankersley, and F. Valsorda. “Privacy Pass: By-
passing Internet Challenges Anonymously”. In: PoPET; 2018.3 (2018), pp. 164-180. por:
10.1515/popets-2018-0026. URL: https://doi.org/10.1515/popets-2018-
0026,

that was presented at [PETS18], and won the Andreas Pfitzmann Best Student Paper Award.

MoTrvaTtioN. Content delivery networks (CDNs) are regarded as the gatekeepers to many web-
sites on the internet, particularly those that are visited most frequently. Some of the largest CDNs
are Amazon Cloudfront, Akamai, Cloudflare, and Fastly. The modus operandi of these corpora-
tions is to make the browsing of websites more efficient, by optimising the flow of HT'TP requests

and responses between clients (the website users) and hosts (the customers of the CDN).
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Another reason that CDNs are used is to provide security services to their customers. This in-
cludes blocking traffic that appears to be ‘malicious’, before it reaches the customer’s website. Asa
consequence, some methods of detecting malicious clients lead to more false-negatives (i.e. honest
users that are deemed to be malicious) than is truly the case. This, in turn, results in a number of
users being blocked from accessing websites; or having to solve challenges that can make browsing

difficult and can potentially lead to implementation issues that also block access.

These measures typically affect users of anonymity-preserving tools such as Tor and virtual private
networks (VPNs), since various forms of malicious activity is associated with IP addresses used
by these tools. Unfortunately, this means that users who must browse anonymously have their
accessibility reduced through no fault of their own. Moreover, the anonymity-preserving aspects
of these tools means that the use of browser cookies, that can prevent internet challenges from

being burdensome, are inadmissible.

CoNTRIBUTION. We devise a browser-based solution to the problem above; allowing users, who

are incorrectly deemed to be malicious, to anonymously authenticate with CDN services.

Firstly, we demonstrate a new anonymous authentication protocol, based on a cryptographic pro-
tocol for computing a verifiable, oblivious PRF (VOPRF). Our VOPRF design is built upon el-
liptic curves, similarly to previous constructions such as [194, 195]. Secondly, we design a browser
extension (Privacy Pass) and a server that can communicate via HTTP to bypass internet chal-
lenges, if'a user has been deemed to be honest in the past. The browser extension acquires signed,
anonymity-maintaining, tokens from the server when an internet challenge is solved by the client.
Such a challenge usually requires some sort of human-interaction, to prevent ‘bots’ from acquir-

ing such tokens. These tokens are then redeemed in the future when a challenge is required.

We embed the VOPREF server structure into Cloudflare’s access mechanism and globally distributed
the browser extension for use with Chrome and Firefox (and subsequently Tor browser). We show
that the number of internet challenges significantly decreases when clients use Privacy Pass for
browsing Cloudflare websites. To date, over 75000 users have downloaded the extension and it
continues to make accessing Cloudflare websites an easier experience for honest users. We also

show that installing Privacy Pass adds minimal overheads to the browsing experience.

In the future, we hope to integrate Privacy Pass with more providers and explore different use-
cases altogether for our VOPRF protocol. We are also working on an IETF draft for standardising
our VOPRF protocol.®

®https://datatracker.ietf.org/doc/draft-sullivan-cfrg-voprf/
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I;2.4 A SEcuriTY ANALYSIS OF THE GGHI13 GRADED ENCODING SCHEME

WitHOUT IDEALS

Chapter VII is based on the publication:

« M. R. Albrecht, A. Davidson, and E. Larraia. “Notes on GGHI13 Without the Presence of
Ideals”. In: I6th IMA International Conference on Cryptography and Coding. Ed. by M.
O’Neill. Vol. 10655. LNCS. Springer, Heidelberg, Dec. 2017, pp. 135-158

This publication appeared at [IMACC2017]. An updated version of the publication is avail-
able [9], with Alice Pellet-Mary as an additional co-author.

MoTrvatioN. The GGHI3 candidate multilinear map (or graded encoding scheme) of Garg,
Gentry and Halevi [148] was the first to be used to construct candidate program obfuscation for
all circuits [150]. This obfuscator is secure in the indistinguishability paradigm, in an ideal graded
encoding model — where all interactions are replaced with oracle queries, and all encodings are
uniformly random. Since this initial work, there have been a wide range of obfuscators that are
also secure under these conditions [12, 16, 23, 27, 64, 153, 239, 253, 298].

The work of Miles, Sahai and Zhandry [240], along with a variety of subsequent works [15, 87,
90, 256], have shown that security does not hold for some obfuscators, when the ideal model
is replaced with a candidate graded encoding scheme. In particular, for the case of GGH13, the
program evaluator can reveal hidden information about a principal ideal that is common to all

encodings of the value 0.

Once thisideal is revealed, the evaluator can construct evaluations that either belong to the ideal or
not, depending on the program that is obfuscated in the indistinguishability game. Consequently,
the evaluator can win the security game with non-negligible probability — albeit via a heuristic

cryptanalysis.

CoNTRIBUTION. Weinvestigate the possibility of modifying the GGHI13 graded encoding scheme
to remove the presence of common elements that cause the vulnerability that we mentioned above.
We successfully demonstrate a correct graded encoding scheme resembling the GGHI3 scheme,
except that there are no parameters that are common to all encodings. If we use our candidate
scheme to instantiate previously insecure obfuscators, then we immediately avoid all known crypt-

analyses.

In contrast, we show instead that a new range of cryptanalytic techniques can be used to alge-
braically manipulate our modified encodings to break these obfuscators in the indistinguishabil-
ity game. That is, our modifications introduce some changes to the zero-testing procedure, but

these appear to still be exploitable in a different manner (though still via a heuristic argument).
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We interpret these results as an indication that the GGH13 scheme is inherently vulnerable in its
underlying structure, rather than just via the presence of the ideal that is used by previous attacks.
We offer a counterpoint to a conjecture of Halevi [176] by stating that the hardness of finding
this ideal is a measure of the security of an application that uses GGH13. We hope that further
research may indicate exactly how this vulnerability manifests itself, as a method of devising graded

encoding schemes with more knowledge of the vulnerabilities that should be avoided.

We demonstrate our attacks in a new realisation of the indistinguishability game that reduces the
number of oracles that are required for working with. This helps to make the notation of the ideal
graded encoding model more compact, and illuminates the attack techniques in a clearer manner.
We show that our new model is sufficient for demonstrating vulnerabilities by showing that the

previous attacks also fit into it.

Finally, we notice that the full extent of attacks against our scheme are slightly more limited than
against GGHI13. We are unable to demonstrate attacks against some branching program represen-
tations of obfuscated circuits, using our modified scheme, that previous attacks are able to exploit
using GGHI3. In turn, we are unable to transfer this into any meaningful security assumption,
and so it is unlikely that this will result in a secure obfuscation candidate. However, we note that

this may be a reasonable line of inquiry for future research.

I;3 OTHER RESEARCH

We have chosen to omit an additional publication that the thesis author co-authored:

* M. R. Albrecht, B. R. Curtis, A. Deo, A. Davidson, R. Player, E. W. Postlethwaite, F. Vir-
dia, and T. Wunderer. “Estimate All the {LWE, NTRU} Schemes!” In: Security and Cryp-
tography for Networks - 11th International Conference, SCN 2018, Amalfi, Italy, September
5-7, 2018, Proceedings. 2018, pp. 351-367. por1: 10.1007/978-3-319-98113-0\_19.
URL: https://doi.org/10.1007/978-3-319-98113-0%5C_19.

This was because the publication in question does not fit into the remit of secure computation.

However, we will provide a short description of this work here.

MoTtivaTioN. The National Institute for Standards and Technology (NIST) launched a com-
petition (in December 2016) for standardising algorithms for use in the post-guantum setting. In
this setting, quantum computation is possible and thus polynomial-time cryptanalysis of various
cryptographic assumptions is feasible. For example, using Shor’s algorithm [278], the factoring

and discrete log assumptions can be solved in polynomial-time.

A large portion of post-quantum cryptography is based on a set of assumptions that are derived

from hard problems over high-dimension lattices. These include the learning with errors (LWE)
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problem [264] and the NTRU problem [186]. For the NIST competition, developers of cryp-
tosystems based on these assumptions have to provide parametrisations that demonstrate security

for a variety of different situations.

Unfortunately, the literature on state-of-the-art cryptanalysis of these assumptions is not exactly
unified. That s, there are various algorithms and methods for solving underlying problems such
as the shortest vector problem, that in turn can be used to find solutions to LWE and NTRU.
The ‘cost models’ used to estimate the hardness of solving these problems in turn determines the
size of the parameters that the schemes can tolerate. If a cost model is unnecessarily pessimistic,
then this may lead to schemes that are needlessly inefficient. If a cost model is too optimistic, then

this may lead to a scheme claiming greater security than is actually the case.

CONTRIBUTION. In this work, we extract the parameters of each of the proposals of cryptosys-
tems to the NIST competition based on variants of LWE or NTRU. We also extract all the cost
models that are used that for estimating the hardness of breaking the given assumptions. We then
conduct a unified analysis that calculates the security of each scheme, against each cost model that

is used. The estimation of the security of these schemes is carried out using the LWE estimator

of [11].

Our results help to provide a more accurate summary and comparison of the hardness of breaking
each scheme. We leave interpretation of these findings up to future research. Instead, we intend
that our findings can be used as a useful point-of-reference for adequately parametrising lattice-

based assumptions.

;4 Lavyout

In Chapter II and Chapter IV we will provide the necessary cryptographic background for our
work. Chapter IIT will focus on our work regarding new protocols for performing private set
operations. Chapter V will demonstrate our new construction of a constrained pseudorandom
function. Chapter VI will describe our research and deployment of new methods for browser-
based anonymous authentication. Chapter VII will describe our cryptanalysis of our modification

to the GGH13 graded encoding scheme. Finally, we will conclude this thesis in Chapter VIII.
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II;1 Standard notation

In this section, we will cover a large portion of the preliminary material that is necessary for con-
suming this thesis. Some materials that are specific to a single chapter are deferred until the chapter

itself.
* We provide a list of acronyms that we commonly use throughout on page 354.

* We provide a summary of the notation used here in Table A, on page 352.

II;1 STANDARD NOTATION

SAMPLING. Let S be a set, and let |S| denote its cardinality. If we say that X is a uniformly
distributed random variable over S, then we mean that Pr{X = z] = 1/|5], forallz € S. If
Y is said to be the uniform distribution over S, then the result of sampling elements from Y is a
uniformly distributed, random variable. We may side-step the actual description of distributions

in the uniform case, and write s <—s S to indicate that s is sampled via the uniform distribution.

BINARY STRINGS AND SETS. For n € N, we write [n] to represent the set {1,...,n}; we also
write [n1, n2 to denote the set {ny,...,na} forny < ngandni,ny € N. Forastringz =
x1...xp € {0, 1}, weletx|; = z¢. .. zp, x|t = 21 ... 24, andx|§f = Xy, ... Ty, forty > tq.
Alternatively, let T' C [¢] be some subset of indices, we write |7 to denote the bits z; € {0,1}
such thati € T'. We write z||y to denote the concatenation of binary strings x, y. Let bitlength
be a deterministic algorithm, where bitlength(z) = ¢ forz € {0, 1}¢. We say that x = ) is the

‘empty’ string.

Unless we state otherwise, we assume that all sets are ordered, thatisa set S = {; }ic[¢) where the
ordering of the z; is determined via context.! For an ordered set S, we define the method S.pop()
to return the element positioned at the first index of the set before it is deleted; then S[i — 1] is set
to be equal to S[i] — i.e. each element is moved down a position in S (towards the first index).
We also define a method S’ «— S.append(z), where S’ is the concatenation of .S and {x}, we
can extend this notation to append entire sets S also. We will write W < 0 to indicate that W

has been initialised as an ‘empty’ set.

Let L be some domain, and let {; }c[,) be the set of values where z; € L, foreachi € [n].

Then we may write {; }ic[n) € L.

'Ordered sets are can additionally be known as vectors or lists.
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EQuaLITy. We will assume the presence of an equality operator < for two objects X and Y of
equivalent types, i.e. X, Y € {0, 1}¢. This operator converts the data type into binary form and

compares the bits of the objects sequentially, where:
1« (X2Y) = (X;==Y))Vie ],

and

0+ (X2Y) = Jie[fse(X; £Y)).

?
In this work, we may abuse notation and assume that (X = Y") outputs ‘true’ rather than 1, and

“false’ rather than O.

When writing probability statements, we may write Pr[X L Y} to be the probability that X L
Y returns ‘true’. Likewise, we will write Pr{—\(X L Y)} to be the probability that X ZY re-

turns ‘false’. This notation is also used in conditional if statements, during algorithmic execution.

ALGORITHMS AND FUNCTIONS. Let D be an algorithm. Then we write a <— D(z) to indicate
that the algorithm outputs a on some input . If the algorithm is probabilistic then we may write
a <—sD(x), or equivalently a <— D(x; r) where r are the explicit random coins that are used in
running the algorithm. If b <— D is output, where b € {0, 1}, then we may take the returned
value to be a boolean expression (i.e. true when b = 1, and false otherwise). We write !D(x) to

indicate that the algorithm D(x) has never been run on input .

In this work, we say that an algorithm D is efficient if it can be run in polynomial-time, i.e. the
running time is bounded by a polynomial in the size of the input. We use the abbreviation PPT
to refer to probabilistic polynomial time. For a function f : X +— ), we say that it is efficiently

computable if there exists a deterministic poly-time algorithm D, s.t. for all inputs x € &, then

f(z) < D(x).

We commonly use negl(\) to denote a negligible function. Such a function satisfies the following:

for all possible polynomials poly(\) there exists a parameter Ag s.t.

negl(\) < 1/poly(X)

forall A > Ag. We may omit the mention of the parameter A in future, since this requirement is

implicitly required in all inequalities of this form.

CIrRCUITS AND PREDICATES. Throughout this work, we may refer to functionalities through
their expression as a binary circuit. A binary circuits consists of: £i, input wires, £o,¢ output wires;
n binary logic gates; and depth d. We assume that all gates consist of one or two-input wires (fan-
in-one/two) and one output wire. The size of the circuit is the total number of gates, the deprh

is the maximum number of gates along a path from an input wire to an output wire. Inputs to
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the circuitare x € {0, 1}%n where each bit of the input is assigned to one of the input wires. The
outputs of the circuit are written asy € {0, 1}, where the output bitstring takes each bit from
the loyt output wires. We may write C'(z) = y ory < C(x) to associate y with the output of

C(z).

We primarily consider circuits taken from the complexity classes Cyc1 and Cp /- Circuits that
are part of Cyc1 have depth thatis O(log(£in ) ). Circuits thatarein Cp /poly have depth O(poly(¥in ).

We additionally assume that the size of all circuits is poly(4iy ).

Predicates for a circuit class C are functionalities of the form P : {0,1} — {0, 1}, for some
circuit C' € C. We say that z € {0, 1}% satisfies the predicate iff 1 <— P¢(z); which occurs iff
1+ C(x).

PROVABLE SECURITY

The requirement for establishing provable security of cryptosystems has arisen with the large
number of potential constructions that have been developed over the last few decades. Indeed,
this increase has rendered it implausible that cryptanalysts can treat every cryptosystem with the

rigour that is needed to find attacks and breaks.

A proof of security serves to draw together seemingly disparate constructions behind the banner
of a single computational assumption. Such a proof then allows cryptanalysts to target the in-
stances of the assumption, rather than individual schemes. As a second advantage, such proofs
help to segment the cryptographic landscape into clearer divides — highlighting the power and

expressiveness of certain assumptions.

To write a proof of security, one needs to demonstrate a security reduction from the computational
assumption to the scheme in question. Intuitively, we have a PPT algorithm B known as an ad-
versary, who is attempting to break the computational assumption ex. Let us assume, for the sake
of argument, that this computational assumption is rendered as a pair of decisional experiments,
where B is given a distribution Dy, and must output b € {0, 1}. Now, let A be a PPT adversary
that is attempting to demonstrate that a scheme sch does not satisfy the security property prop.
This security property is described by decisional experiments defined by the distributions A, for
ce{0,1}2

We say that ‘breaking’ prop for sch is at least as hard as breaking ex if 3 can run A as a subroutine
resulting in a valid solution to ex, with advantage €. By advantage, we mean the probability that
b < Bgiven that Dy, — BB, minus the probability that B outputs b when it receives D _p. In
the security proof, BB uses the output ¢4 <— A to construct its own output bg < B. If b L

with non-negligible probability then 8 breaks ex.

2 We give formalisations of the type of experiments that we consider shortly.
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The original assumption, ex, holds ift B has negligible probability in distinguishing the distribu-
tions D, for b <= {0, 1}. Consequently, then A must have negligible advantage

mjx(Adv(A prop(1*,sch))) < €ex < negl(\)

in succeeding in distinguishing A, for ¢ <—s {0, 1}, by the terms of the reduction. Otherwise,

there is a contradiction wrt the original statement of the assumption ex.

We will write security proofs of this form, when we are required to prove the security of a given
construction. We now formalise the ideas behind writing such security proofs, including the ex-

periments we used above, and the capabilities of adversaries in such settings.

Oracres. We write A9 (F()) o indicate thata PPT algorithm A has ‘oracle access’ to the func-
tion f with domain ). During this access, A can submit queries y € ) to a challenger who
returns f(y). If the challenger keeps track of the queries to the oracle using a set ¢, then we write
AC» 1)) where for every queryy € Y, theny — @ and ¢ isknown throughout the game. We
may also write O]f(.) () as short-hand, unless stated otherwise. If the algorithm is only permitted

to make m € Z calls to the oracle, we will write APy (S ():[m])

SECURITY EXPERIMENTS. Let sch be some scheme and let prop be some security property that
sch can satisfy. Let A be a security parameter and, for b € {0, 1}, denote by expl'jlep(l/\, sch) a
pair of decisional experiments. The use of A is to define an algorithm (known as the adversary)
that interacts with sch in exppmp(l/\ sch) and attempts to distinguish the cases where b = 0 and
b = 1. We define decisional experiments such that by expgrj\p(lA, sch) is the final output,
where b 4 is the ‘guess’ of A. We adopt the convention that this guess is returned in the final step

of the game. Let
Adv(A, 1%, prop(1*,sch)) ‘Pr{o —expp (1 ’\,sch)} Pr{O —expir (1 A,sch)”

denote the advantage of the adversary A in distinguishing the two experiments for sch. We say

that expgfzp(l/\, sch) and exp'ft;p(lA, sch) are computationally indistinguishable if
mjbx(Adv(A prop(1*,sch))) < negl(\) (I1)

for some negligible function negl where the maximum is taken over all PPT algorithms .A.> We
may also write expf) of (1%, sch) ~ exp'frip (1%, sch) to signify computational indistinguishabil-

ity. We say that they are statistically indistinguishable if Equation (II;1) holds for all A, regardless

3We sometimes omit explicit mention of the security parameter if the context is obvious.
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expp 1 (1%, sch)

1:  pp,sp <sSetup(1*);

2. mg,my <+ A(1);

3: e < f(pp,sp,ms);

4: by Aog(f(PP,Spv'))(l/\ PP, Cb);
s: if (mg € )V (my € ) :

6: return 1;

7: returnby;

Figure IL;1: Example decisional experiment.

of running time. Similarly, perfectly indistinguishable if the advantage is equal to 0 for unbounded

adversaries. Generally, for two distributions (Z, Y"), we write:
{Z=. Y, Z~, Y, Z~,Y}
if Z and Y are {computationally, statistically, perfectly} indistinguishable.

We provide an example of the notation that we use in decisional experiments in Figure II;1. During
the experiment, the ‘challenger’ computes some function f over one of the adversarial outputs my,
and returns the output to A. In this example, f depends on secret parameters sp that are never

given to the adversary, though A has knowledge of the circuitry of f.

The notation in line 5 indicates that the adversary also has oracle access to the function f (though

it cannot ask queries for my). The final returned output is the bit b 4 that the adversary computes.

Inlines 6 and 7, we prevent trivial wins by preventing the adversary from using either my, as input
to the oracle that they have access to. If we allowed such queries, then A could win the game

trivially.

We can also define computational experiments expzlmp(l)‘, sch) for determining whether sch sat-
isfies prop. In this case, A outputs a computational guess z; succeeding if the guess is deemed to
be correct by the challenger. We define b 4 to be the final output of the experiment depending on
the validity of the adversarial guess, i.e. 1 if correct and 0 if not. The advantage of the adversary is

redefined as:
Adv(A, 1%, prop(1*,sch)) = ‘Pr[bA =1 ‘ by +— expfé{c’p(l)‘, sch)} ‘
and we say that exp™°" (1%, sch) is computationally unsolvable, if

mjx(Adv(.A, prop(1*,sch))) < negl(\)
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exp P (1%, sch)

1:  pp,sp s Setup(17);

20 x+sAX;

30y« f(pp,sp,a);

41wy on(f(Pp,Spr))(l)\’ PP, Y);

5: returnby = (z ;mA);

Figure II;2: Example computational experiment.

for all PPT adversaries. Again, we say statistically unsolvable if the same bound holds for all A,
regardless of running time. Similarly, perfectly unsolvable if the advantage is equal to O for un-

bounded adversaries.

We provide an example of the notation that we use in computational experiments in Figure II;2.
The difference with decisional experiments is that the adversary now guesses a value (e.g. in this
example, returning the pre-image of the function f). The experiment outputs 1 if A is correct
and 0 otherwise — this is what the expression in the final line refers to. Note that there are no
plausible trivial winning conditions for A in this example, and so we do not have to prevent any

queries as we did in Figure IL;1.

Remark IL11. We may abuse notation and omit explicit mention of sch if the choice of sch is
obvious from the choice of prop (o, alternatively, if prop refers to some hard mathematical problem

without an associated instantiation). In the context of writing advantages, this would be:
m/E%X(AdV(.A, prop(1%))) < negl(\),

instead of:
mjux(Adv(A, prop(1*,sch))) < negl(\),

and in the context of experiments:
prop /4 A\
eXpb)A (1 )7

instead of:
expp P (1%, sch).

HyBRID ARGUMENTS. Hybrid arguments are vital techniques required in the writing of security
proofs [36, 126, 279]. They help to transition states from those where security cannot be inferred
to states that can be shown to have some concrete security guarantees. Building up these transi-

tions allows us to prove security from a number of different invocations of assumptions.

A hybrid argument s structured as a set of intermediate ‘games’, denoted by Hy, . . ., Hy. Broadly,
we assume thatin each H;, the adversary is interacting with an experiment exp) ,(1*, sch), where

exp8,A(1>‘, sch) ~, expgfjp(lk, sch), and expaA(l)‘, sch) ~, expi’ﬁp(lA, sch). By showing
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that exp}), 4(1*,sch) and eXpiOJj(l’\, sch) are computationally indistinguishable, then we can

gradually show that expf) ¥ (1*, sch) = exp{"°f (1*, sch), and thus prove security.

Let H; and H; 11 denote consecutive games within a hybrid argument. Define exp';il’)Hi+1 (1*) to
be a decisional experiment, where the PPT algorithm D attempts to distinguish between H; and
Hi+1. In this situation, bp < D is such that bp = 0 if D guesses H;, and bp = 1 if D guesses
H;4+1. We define the advantage of an adversary A in distinguishing two steps H; and H; 1 by:

mjx(Adv(.A, Hiit1(1%,sch))),

and establish the same necessity for bounding the advantage by negl(\ ) for the purpose of proving

security. Again, we may omit the explicit mention of sch if it is obvious from context.

ProTocoLs. Throughout this work, we will make use of a particular communication structure
known as a protocol. We will only consider protocols that are carried out between two participants.
During a protocol, there are steps that are carried out by either one or both of the participants. We
provide an example of such a protocol step in Figure II;3. The notation is similar to the crypto-

graphic notation that we described above.

In this example, the communicating parties are C and S. Firstly, P1(C,b, 2,7y, f) is known as the
‘header’. 9! signifies that this is the first step in the protocol 1); 1?2 would signify the second, and
so on. The tuple (C, b, z,y, f) is the set of inputs. By convention, the first input is the partici-
pant C, this implies that the computation is carried out by C. If the protocol step involved both
participants, then we would also include S (see Figure IV;7 for an example). The remaining inputs
areb, z,y, f. Weinclude f asinput even though it is strictly a function. We may sometimes write

C[z] if C participates in the protocol with input z.

Lines 3 and 6 are noteworthy as they denotes information that is sent to S. Depending on which
step is run, this indicates that S receives either f(z) or f(y) as input — potentially to use in a
future step. Moreover, line 8 indicates a return statement. This means that C returns the contents

of the set ¢ to itself, to use in the future.

An entire protocol is then composed up of multiple steps, resulting in both parties receiving some
sort of output from the computation. We typically refer to the participation of an entity within

the protocol as its ‘view’. We will describe this concept more formally in Section IL;6.

We may abuse notation when referring to the what is returned by the protocol. Considering the

protocol step 1 (C, b, x, y, f) in Figure I1;3, then we may write

(C:SO’S : Z) <_¢1(C7b>xayaf)a
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Tpl(C? b’ x? y? f)
1: @« 0

2 ifb=1:

3: S+ f(x);
4: @ T
s:  else :

6 S+ f(y);
7 @y,

8 return ;

Figure I1;3: An example protocol step.

where z € {f(x), f(y)}. Thatis, ¢ is returned but only to C, whereas z is sent to S. We use this
notation to highlight what the outputs of that given step are, because both outputs may be used

in subsequent protocol steps.

CONCRETE SECURITY PARAMETERS. Throughout this chapter we will make use of the secu-
rity parameter A as a crucial indicator of how secure a given parametrisation of a cryptosystem is.
Moreover, all algorithms run in polynomial time corresponding to their dependency on A. It is
then crucial to discuss potential settings of A that give adequate security in a variety of situations.
When choosing concrete parameters to establish the security of the scheme, the tightness of the

reduction in the security proof needs to be considered.

For example, suppose that we prove
mjx(Adv(A, prop(1*,sch))) < méxx(Adv(B, ex(1M)))

for a scheme sch, security property prop, and some known hard problem ex. Then, this suggests
that we can take a concrete setting of A that ensures security in the case sch. On the other hand,

consider the case where security is only guaranteed when
max(Adv(A, prop(1*,sch))) < poly(\) - max(Adv(B, ex(1M)))

for some polynomial poly(\). Then we would need to pick a much larger security parameter to
ensure that security holds. This distinction should be reflected by the concrete choice of A when

attempting to parametrise the schemes.

When establishing a concrete choice, we discuss the number of bits of security to be the value of
A € Ns.t. max_4(Adv(A, prop(14,sch))) < 1/2* for some value A*. In this work, we will
typically use the guidelines of the National Institute of Standards and Technology for choosing
the bitlength of \*; longer bitlengths clearly imply greater security [247]. The minimum setting

of bitlength(\*) that we will consider is 80 bits, we will use 112 bits of security for maintaining
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the security of applications in the period 2016 — 2030, and we will use 128 bits as providing
security for the present case and beyond. We regard A* > 128 bits as large enough to guarantee
security for a significant period of time (potentially into the next century). Based on [247], we
assume that for factoring problems (i.e. DCR, Assumption II;3.3) we require 2048 bit moduli to
achieve 112 bits of security. We require 256 bit moduli to achieve 128 bit security in the case of

assumptions made over elliptic curves (e.g. DL, Assumption II;3.1).

II;2 MATHEMATICAL PRELIMINARIES

We use {R, N, Q, C} to refer to the {real, natural, rational, complex} numbers. For a complex
number ¢ € C, we write (c) to denote the real component of ¢, and J(c) to denote the imagi-

nary component.

CycLic GroUPs. A cyclic group is a commutative, finite group generated by a single element.
Let G(\) be a cyclic group of order p(\), where bitlength(p) = poly(\) andlet g € G(\) bea
generator. Then we can write G(\) as {g°, g, g%, ..., gP 71}, where ¢ is the identity element.
We write ord(g) to denote the order of g. We write G(\) if the order of the group is not chosen

explicitly. If bitlength(p) = poly(\) is explicit, then we may write G(\).

INSTANTIATIONS OF CYCLIC GROUPS. One of the most common ways of instantiating a cyclic
group G is as a multiplicative subgroup of a finite field. Let p be some prime integer (usually large),
and s.t. p = 2p’ + 1 for some other prime p’. Then the subgroup of squares QR (elements of
the form u? for u € F,) is a cyclic group of order p’. To pick a generator of G = QR}, we pick
u € Fp (resampling if necessary until u ¢ {0,1})and let g = u?.

A different method of instantiating G is to use elliptic curves. We consider elliptic curves in Mont-
gomery form: algebraic curves of the form y = 2® + az + b for a,b € Z, on which an additive
group operation may be defined. These curves have undergone a very rich study and stand as

foundations of a large portion of cryptographic literature and constructions.

VECTORS AND MATRICES. We denote matrices by capitalized bold-face (i.e. A); we denote vectors
in lower-case bold-face (i.e. v). We denote the (i, j )th entry of A by a;j; and write s; to denote
the i component of the vector s. We write [A1||Az2] to denote the horizontal concatenation
of matrices A1 and Ay; and write [A1||4Az2] to denote the vertical concatenation (sometimes

known as stacking). For a matrix A, we write AT to denote the transpose.

We use the infinity norm ||v|| ., of a vector v (resp. || A||, for a matrix A) to denote the overall
magnitude of v (resp. A). Where appropriate, we will also use the £2-norm, denoted by ||v||,.

We assume that vectors are written in column notation, unless specified otherwise.
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ScHWARZ-ZIPPEL LEMMA. The Schwarz-Zippel lemma is an important result that essentially
states that for any non-degenerate, n-variate function f; then an evaluation over n random values

is unlikely to be 0 whp.
Lemma IL;2.1 [Schwarz-Zippel lemma (generalised)]

LetF be a field. Let f be an n-variate polynomial of degree d where f # 0. Let S be a finite
subset of I, and let 71, . . ., 7, <= S be sampled uniformly from S. Then:

Prf(r1,...,r) =0] < d/|S]|

1I;2.1 LATTICES

We give an overview of some key concepts related to the usage of lattice-based cryptography.

An n-dimensional lattice A is a discrete, additive subgroup of R". Given n linearly independent

basis vectors B = {by, ..., b,} € R"*", the lattice generated by B is
n
A(B) = {vi|v; = inbi; x; € L}.
i=1

Let A+ ¢ = {v + ¢ | v € A} denote the ¢ coset of A. The rank of the lattice is defined to be

the rank of the matrix B. We will only concern ourselves with lattices A s.t. gZ™ C A C Z'™.

Finally, we define the Gram-Schmidt procedure for recovering a basis of orthogonal vectors from

any given basis B.
Definition II;2.1 [Gram-Schmidt orthogonalisation ]

For a lattice basis B = (b1, ..., by,), the Gram-Schmidt orthogonalisation of B is defined

as the vectors of B* = (b7, ..., b}), where:

by =by, by =b; — Y _ i ;b
j=1

b7 ,b; . .
and p; j = % are known as the Gram-Schmidt coefficients.
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GAUSSIAN DISTRIBUTIONS. For any s > 0, define the Gaussian function on R™ centred at ¢ €

R™ with parameter s to be:
_ N2/.2
YV e Rn7 ,Os,c(m) —e wllx—cll3/s .

Likewise, for any s, ¢ as above and n-dimensional lattice A, define the discrete Gaussian distribu-
tion over A as:

Ps.c(T)
Ve € A, Drjes(T) = — )
A+ ( ) ps,c(A)

The parameter s is referred to as the width of the distribution.

We will state a number of well-known lemmas, the proofs are omitted from this thesis and the

reader should refer to the citations for the full details.

In this work, we will make use of error distributions, samples from this distribution should have
norms bounded below some known value with high probability. We can show such a result for
the Gaussian distribution D)  over the lattice A, with parameter s > 0. We also show that it s

efficient to sample from such a distribution.

Lemma II;2.2 [Bounded distributions [238, 254]]

Let B be a basis of an n-dimensional lattice A and let B denote the Gram-Schmidt orthog-

onalisation of B. Let s > || B||oo - w(log \) and < D s, then:

Pr{([[#]loc > sv/n) V (2 = 0)] < negl(A)

Lemma IL;2.3 [Efficient Gaussian sampling [63, 161]]

There is a PPT algorithm that, given a basis B of an n-dimensional lattice A(B), ¢ € R",

0 > | Bllso - v/In(2n + 4) /7, outputs a sample from Dpstepo-

1I;2.2 RINGS

In this work, we will be working over rings R := Z[X]/(¢(X)) and Ry := R/¢R for some
degree n = n(\) integer polynomial ¢(X') € Z[X] and a prime integer ¢ > 0 — notably R is
isomorphic to the ring Zq [ X]/(¢(X)). Welet R* denote the ring of invertible elements € R.

We perform addition in these rings component-wise in the coefficients of the polynomial elements

and multiplication is performed via polynomial multiplication modulo ¢(X') and ¢. An element
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in R (respectively R ) can be viewed as a degree (n — 1) polynomial over Z (respectively Z,). We
can represent such an element using the vector of its n coefficients (where these will be in the range
{—1q/2],...,|q/2]} forelementsin R,). We work with the polynomial ¢(X) = X +1 with
N apower of two. In particular, Z[X]/(¢(X)) is isomorphic to the ring of integers of the 2NV .
cyclotomic field.

CANONICAL EMBEDDINGS. Let (;,, denote a primitive m™ root of unity. The m" cyclotomic
number field K = Q((,) is the field extension of QQ obtained by adjoining (. Let n be the
degree of K over Q, then there are n embeddings 0; of K — C. These n embeddings correspond
precisely to evaluation in each of the n distinct roots a; of ¢(X). In our case, 1)(X ) has 2 - 59 =
n complex conjugate roots. Order the roots such that @ = g, fork = 1,...,52. The

canonical embedding o : K — C" is defined as

a— (o1(a),...,o0s,(a),71(a),...,05(a)).

The canonical embedding maps into a space H C C" given by
H={(X1,....X,) €C": X; = X;,1,V1 < j < 59}
which is isomorphic to R™ and we can represent the coordinates of o(a) by a real vector [78]

(@1,...,an) x (R(o1(a)),...,R(0os,(a)),S(o1(a)),...,S(os,(a))).

This naturally induces a geometry on K with £2-norm || - ||2 and £og-norm || - ||oo:

n 1/2
lallz = Ha(a)!b—(Z\Ei\z) and
i=1

lalloo

|o(a)llec = max [a;].
(A
We use these norms to denote the norm of the ring elements that we are considering.

SAMPLING OF POLYNOMIALS. We may sample polynomials in R using arbitrary distributions y

over Z. That is, we denote by z <= R(7") the sampling of an n-dimensional vector v from 7"
S th . .

and then assigning the value v; to the i~ coefficient of a ring element z € Z[X] and output z.

Notice that, trivially, z € R since the polynomial has degree n — 1.

IDEALS. We denote the norm of anideal Z C R by ||Z|| = |R/Z]|. For twoideals Z, J C R,
leeZ - JTbest. Z CT-TJ,whereZ = {z1220]|21 € Z,29 € J}. Inaddition, ||Z-J| =
rnlnf(HfH) st. Z C I. Anideal is prime it L # R and, if T = Jp - Jo, then this implies that
Ji=RorJy ="R.
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1,2 Mathematical preliminaries

BouNDED DISTRIBUTIONS. We explicitly define (B1, B2)-bounded distributions wrt to rings,
where all elements sampled from this distribution have an /o -norm that is bounded above by Bs,

and below by Bj.
Definition I1;2.2 [(B1, B2)-bounded element)]
Anelement p € Ris called (B, Ba)-bounded if By < ||p||, < Bo.

We use the convention that (0, B)-bounded refers to an element of magnitude upper bounded by
B, and (B, 00)-bounded if it is lower bounded by 5.

Definition I1;2.3 [(B1, B2)-bounded distribution]

A distribution ensemble {xx}cn» supported over R, is called (By, Ba)-bounded (for
By, By = poly(X)) if for all p in the support of x, we have B1 < ||p||, < Bo. In other
words, a (B1, B2)-bounded distribution over R outputs a (B1, Ba)-bounded polynomial.

The magnitude of products of ring elements can now be inferred using the following lemma.
Lemma II;2.4 [Magnitude of ring products [231]]
Letn € N,let ¢(X) = X" + landlet R = Z[X]/(¢(X)). Forany s,t € R,
st V- llsloe - Il and sty < n- slle - It
Thus, the corollary below follows.
Corollary II;2.1 [Bounded distribution products [231]]

Take n, (X)), R as before. Let s1, . .., s <—s x where x is a (B}, Bg)-bounded distribu-
tion over the ring R. Then
S = H Si
=1

is (n*~1 BF n*~1 BE)-bounded.

GAUSSIAN DISTRIBUTION OVER RINGS. By Lemma II;2.2, the Gaussian distribution Dz over
Z™ outputs elements that are bounded by oy/n with overwhelming probability. As such, we

can then take the truncated Gaussian Dyzn , to be the distribution that outputs in the same way,
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except that for elements with infinity norm greater than o+/n it outputs 0. Since this happens

with low probability, the distributions are statistically indistinguishable.

INVERTIBLE ELEMENTS FROM GAUSSIANS. We finish these preliminaries with a lemma indicat-
ing that a ring element in R sampled from a discrete Gaussian distribution is invertible in R whp.

This lemma was also used by Brakerski et al. [70] and was first stated in [281].
Lemma IL;2.5 [Invertibility of Gaussian-sampled ring elements]

Letn > 8 be a power-of-two s.t. ™ + 1 splits into linear factors modulo a prime 5 < g <
2" (e.g.q =1 mod 2n). Leto = Q(y/nlog(q)log(n)), then

Pr[s «s Dznp‘s ¢ R;] < O(n/q),

which is clearly negligible in ¢ if ¢ = nfW.

II;3 COMPUTATIONAL ASSUMPTIONS

Computational assumptions form the bedrock of security proofs in provable security arguments.
Such assumptions are made with the intention of reducing the security of constructions down to
a simple, atomic consideration. Here we list some of the key computational assumptions that we

require.

DiscRETE LOGARITHM. The discrete logarithm (DL) assumption is one of the most fundamen-
tal cryptographic assumptions. This assumption is believed to be hard to break using classical
algorithms. It was shown by Shor [278] that a polynomial-time quantum algorithm exists for

solving the problem, and thus ensuring that the assumption does not hold in this setting.

expi{(l’\, G(N))

1: g<+sG(\);
20 r$sZ;
30 ra AG(A),9,9");

?
4: returnby = (r =r4);

Figure II;4: Experiments for defining the discrete logarithm assumption.
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1I;3 Computational assumptions

expph (1%, G(N))

11 g<+sG(A);
20 ¢, d<s$Z;

3: z=0;
R
4: ifb=0:
5: z =g
6: else:
7: z s G(N\);

81 ba+ ALY g% g% 2);

9: returnb.y;

Figure II;5: Experiments for describing the DDH assumption.

Assumption II;3.1 [ Discrete logarithm]

Let A be any PPT algorithm, and let G(\) be a finite, prime-order group for some prime
p(A), where bitlength(p) = poly(\). The discrete logarithm assumption (or discrete log,
or DL) states that:

mjx(Adv(A,dl(l’\,G()\)))) < negl(\),

for exp%{ (1%, G())) defined as in Figure IT:4.

HarpNEss oF DL. The hardness of the DL assumption rests upon the group G(\) that is con-
sidered. Itis conjectured that, when G(\) is a multiplicative subgroup of a finite field, the DL as-
sumption holds as long as the prime p(\) is chosen s.t. bitlength(p) = poly(\) is large enough.
Concretely, this is when p is roughly 2048 bits in length.” If we instantiate G(\) in the elliptic
curve setting, then we can settle for a much smaller 256-bit prime.S For up-to-date security es-
timates see [247]. This leads to major efficiency improvements in cryptographic constructions
that use these techniques. Some methods of cryptanalysis seem more suited to the elliptic curve

setting, but the best known attack is still using Pollard’s rho algorithm [41, 212, 241].

DecisioNaL Dirrie-HELLMAN. The decisional Diffie-Hellman (DDH) assumption is a widely-
used computational assumption (over a pair of decisional experiments) that is a somewhat natural
successor of the DL assumption. The assumption is versatile in the sense that it allows generating

uniform elements in traditional group settings (i.e. groups without associated bilinear maps).

* As mentioned previously, this roughly translates to about 112 bits of security.
5For 128 bits of security.
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expgi[l(lA)

11 (N,p,q,y) +sC(1Y);
2: 2z=0

30 ifb=0:

4 z=y" mod NZ;
5 else :

6: 2 $Zn2;

7: by AP N, 2);

8 returnb 4;

Figure I1;6: Experiments for describing the DCR assumption.

Assumption II;3.2 [Decisional Diffie-Hellman]

Let A be any PPT algorithm, and let G(\) be a finite, prime-order group. The decisional
Difhe-Hellman assumption (or DDH) states that:

max(Adv(A, ddh(1*,G(N)))) < negl(\),

for expgﬁ'ﬂ (1%, G(\)) defined as in Figure IT;5.

DECISIONAL COMPOSITE RESIDUOCITY. Paillier [251] introduced the decisional composite resid-

uocity assumption (DCR) to prove the security of the Paillier cryptosystem (Construction I1;5.2).
Assumption II;3.3 [ Decisional Composite Residuosity]

LetC beaPPT challenger that, on input the security parameter A, outputs (N, p, ¢, y); such
that N = pq for primes p, ¢ € Z and y <—s Z 2. Then the decisional composite residuocity,

or DCR, assumption states that:
mEX(Adv(A,dcr(l’\))) < negl(\)

holds for all PPT algorithms, A, where expgﬁ[l(l)‘) is defined as in Figure II;6.

II;4 SYMMETRIC PRIMITIVES

We first consider cryptographic primitives that are deemed to be symmetric in their design. We
say that a cipher is symmetric if enciphering and deciphering utilise the same key. It is asymmetric

if enciphering uses public components of the key, and deciphering uses secret components.
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expgri(lA, 1m) exp?ri(l)‘, 1)
1:  s+4sS; prg.Seed(s); 10 {citiemm) <3 Y™
20 {citiepm) <sprg.Eval(z); 20 ba e AN {esbicim);

30 by AN 1™, {citiem)); 3: returnby;

4: returnby;

Figure I1;7: Standard PRG indistinguishability game.

1I;4.1 PSEUDORANDOM GENERATOR

A pseudorandom generator (PRG) is a cornerstone primitive for generating random sequences of

bits from a short, randomly sampled seed.
Definition II;4.1 [Pseudorandom generator]

A pseudorandom generator (PRG) is a tuple of stateful algorithms prg = (Seed, Eval) that
are defined as follows. Let S = {0, 1} be known as the seed space, and ) = {0, 1} as

the output space.
- prg.Seed(1%, s): Takes as input the security parameter 1, and a seed s € S.
* prg.Eval(z): Takesasinput z € N outputs ¢y, ..., ¢y € Y™

Let exph & (1%, 1™) denote the decisional experiments in Figure 11;7. We say that prg is a

PRG if the properties are true.
* lin < m - Loy ie. the prg is expanding.

* The inequality:
mjx(Adv(A, prg(1%))) < negl(\)

holds, for all PPT adversaries .A.

1I;4.2 PSEUDORANDOM FUNCTIONS

A pseudorandom function (PRF) is a tuple prf = (Setup, Eval). The security requirement is
that, for K <—s IC, then the outputs of the function prf.Eval : K x X +~ Y on K and adver-
sarial inputs {x} € X are computationally indistinguishable from the evaluations of a random
function f : X — Y on the same set {x }. Pseudorandom functions are 