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ABSTRACT

The last few decades have been marked by a rapid growth and significant
enhancement of the internet infrastructures, i.e., the internet has become a broad network
enabling many enterprises around the world to interact while sharing multimedia data.
Nevertheless, this technology has brought many challenges related to securing private
and sensitive information which has led to the application of cryptography technique as
a mean for securing data by encrypting them. However, since the encrypted data can be
seen by active and sophisticated intruders during the transmission, this may lead to its
suspicion which can result in unauthorized access. Thereby, data hiding (which is also
called information hiding) is another technique for securing commutation via the public
network. Data hiding is one of the best and most challenging fields dealing with securing
organizational sensitive information due to many factors such as identity theft,
information phishing, user privacy, network policy violation, contents and copyright
protection. It is performed by utilizing some carriers to conceal private information which
is further extracted later to verify and validate the genuineness.

Digital steganography has been recognized among the recent and most popular data
hiding techniques. Steganography is the practice of concealing confidential information
in the codes that make up the digital files. Such digital files can be an image, audio, video,
and text. Different from cryptography, however, steganography provides security by
disguising the presence of communication. It originates from the concept that if the
communication is visible, the suspicion or attack is obvious. Hence, the main goal is to

always disguise the presence of the hidden confidential data. Recently, various data



hiding methods based on digital image steganography have been already suggested by
several researchers around the globe. The main goal was to improve the security,
embedding capacity and the quality of the stego image. However, research have shown
that there is still a challenge to achieve a good visual quality of the stego media while
preserving a good embedding capacity. In this direction, this study aims at proposing a
new data hiding approach that enhances the quality of the stego image and the embedding
capacity. That is, the suggested approach enhances the existing data hiding methods by
utilizing pixel block, constant base point for each pixel block and the reduced difference
expansion scheme (RDE-scheme) for grayscale digital images.

Accordingly, the suggested enhancement is detailed as follows. First, the existing
reduced difference expansion scheme (RDE-scheme) for reducing the difference values
is enhanced in order to get possible small values to be used while concealing the secret
data into the cover image. The main objective behind this enhancement is to allow data
to be concealed while preserving the quality of the stego image. Notice that the suggested
RDE-scheme does not only enhance the quality but also it solves the problem of
underflow and overflow. The underflow is encountered when the pixel value in the stego
image is below 0 (Pixel value < 0) while the overflow occurs when it is greater than
255 (Pixel value > 255). Second, the new constant base point for each pixel block is
chosen differently for the sake of increasing the visual quality of the stego image. Third,
we have adjusted the size of the pixel block which achieves a high embedding capacity
while distorting the cover media from quad of quad (4 x 4 ) to quad, block of size 2 by 2
(2 x 2). Besides, the effect of varying the size of the secret data with respect to the quality
of the stego image is also investigated throughout this study.

Overall, based on the experimental results, good visual quality of the stego image
which is evaluated by measuring the peak signal-to-noise ratio (PSNR) and good
embedding capacity (measured in bits) are yielded compared to the previous approach,
i.e., the proposed method is effective in terms of maintaining both visual quality of the
stego image and the embedding capacity.

Index terms— Data hiding, information security, reduced difference expansion, digital
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ABSTRAK

Beberapa dekade terakhir internet telah menjadi jaringan luas yang
memungkinkan banyak perusahaan di seluruh dunia untuk berinteraksi sambil berbagi
data multimedia. Ini merupakan tanda bahwa infrastruktur internet telah tumbuh dan
berkembang secara signifikan. Namun, teknologi ini memiliki banyak tantangan dalam
hal pengamanan informasi yang bersifat sensitif dan pribadi sehingga mendorong
penerapan teknik kriptografi untuk mengamankan data dengan cara mengenkripsinya.
Teknik kriptografi memiliki kekurangan yaitu hasil enkripsi dapat dilihat oleh penyusup
(intruders) selama transmisi sehingga menyebabkan kecurigaan yang berakibat pada
tindakan akses yang bersifat ilegal. Untuk mengurangi hal ini, data hiding dapat
dimanfaatkan untuk mengamankan informasi tersebut. Data hiding adalah salah satu
teknik terbaik untuk mendapatkan data tetapi memiliki banyak tantangan permasalahan
seperti pencurian identitas, phising, pelanggaran kebijakan jaringan dan hak cipta. Untuk
mendapatkan kemanan data, data hiding memanfaatkan beberapa media untuk
menyembunyikan informasi dan dapat diekstrak untuk memverifikasi keasliannya.

Salah satu teknik data hiding yang paling terkenal adalah steganografi digital.
Teknik ini menyembunyikan informasi rahasia kedalam file digital seperti citra digital,
audio, video dan teks. Berbeda dengan kriptografi, steganografi memberikan keamanan
informasi dengan menyamarkannya dalam file digital. Penyebab digunakannya tindakan
ini adalah jika komunikasi terlihat maka akan mengundang kecurigaan yang
mengakibatkan terjadi serangan seperti yang dijelaskan sebelumnya. Oleh karena itu,

tujuan utama dari teknik ini adalah menyamarkan informasi rahasia dengan



menyembunyikannya kedalam file yang digunakan. Akhir-akhir ini, beberapa teknik data
hiding dengan menggunakan citra digital telah banyak dikembangkan oleh beberapa
peneliti di seluruh dunia. Tujuan utama mereka adalah untuk meningkatkan keamanan,
kapasitas penyisipan dan kualitas dari citra stego. Sampai saat ini, banyak penelitian yang
menunjukkan bahwa masih menjadi tantangan untuk mendapatkan kualitas media stego
yang baik dengan kapasitas penyisipan yang tinggi. Dengan maksud yang sama,
penelitian ini mengusulkan konsep pendekatan baru dalam hal data hiding yang dapat
meningkatkan kualitas dan kapasitas dari citra stego.

Pendekatan tersebut dilakukan dengan cara meningkatkan metode data hiding
yang sudah ada dengan memanfaatkan blok piksel, penentuan base point yang konsisten
untuk masing-masing blok dan mereduksi difference expansion untuk citra abu-abu.
Rincian dari pendekatan tersebut adalah sebagai berikut. Pertama, skema reduksi
difference expansion (RDE) ditingkatkan untuk mendapatkan nilai terkecil yang akan
digunakan dalam penyembunyian data kedalam citra carrier. Tujuannya adalah
memungkinkan data dapat disisipkan dengan tetap menjaga kualitas citra stego tetap baik.
Perlu diketahui bahwa usulan skema RDE tidak hanya meningkatkan kualitas tetapi juga
menyelesaikan masalah overflow dan underflow. Underfow merupakan kondisi piksel
dalam citra stego bernilai kurang dari 0 sedangkan overflow terjadi ketika nilai piksel
melebihi 255. Kedua, base-point yang bersifat konstan untuk masing-masing blok piksel
akan dipilih secara berbeda untuk dapat meningkatkan kualitas visual dari citra stego.
Ketiga, kami mengatur ukuran blok dari quad of quad (4x4) yang memiliki kualitas citra
stego kurang baik menjadi 2x2.

Hal lain yang kami lakukan adalah mengetahui efek dari besar ukuran data yang
digunakan dalam proses penyisipan. Secara keseluruhan, berdasarkan hasil eksperimen,
usulan pendekatan ini memiliki kemampuan yang lebih baik dibandingkan dengan
penelitian sebelumnya yang ditandai dengan kapasitas penyisipan yang lebih tinggi dan
kualitas visual citra stego yang baik yang diukur menggunakan metode signal-to-noise
ratio (PSNR).

Kata Kunci: Data hiding, kemanan Infomasi, reduksi error expansion, digital

steganography, citra cover, citra stego, penyembunyian data
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CHAPTER 1
INTRODUCTION

This chapter elaborates the background study on digital image steganography thereafter
the problem formulation, main objectives of this study, hypotheses, research questions,

problem scope, research contribution, benefits, and contents layout are presented.

1.1 Research Background

Owing to the advancement of the internet in the recent years, it has become very easy
for people to access and share multimedia data without being worried about their physical
locations. That is, data can be shared through the internet from anywhere in world.
Nevertheless, the internet which was first developed to be safe is often being hijacked by expert
intruders which makes the security of multimedia data to be the utmost matter of concern.
Additionally, the illegitimate users can easily intercept and alter the sensitive information while
being transmitted to the intended recipients via the internet.

Thus, this problem has brought the need for securing sensitive information which can be
easily available for intruders intending to violate user rights and communication policies.
Recently, various data hiding research dealing with protecting information being shared
between individuals via the internet channel have been already carried out. Data hiding aims
at protecting privacy, intellectual property rights, and content authentication by concealing
sensitive information (also called secret data) into multimedia objects, i.e. it does play a
significant role in multimedia security (Tsai et al., 2013). For these reasons, steganography
which is one of the data hiding techniques has been adopted among the best security
countermeasures to address data security issues.

Besides, cryptography is another well-known security technique in the paradigm of
information security. Steganography and cryptography have been around for several years.
However, even though both technologies aim at protecting confidential data, they do possess
different concepts. Cryptography involves protecting communication by encrypting data
before being sent or shared without hiding the communication existence, i.e., the third party
(intruders or unauthorized party) can see the encrypted data while being transmitted to the

destination which may lead to its suspicion and interception. In contrast to the cryptography,
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steganography is the practice of hiding information in the codes that make up digital files while
preventing unwanted sources from discovering the communication presence. That is, data
transmission is kept confidential between the intended communicating parties. This ensures
that the data protection is well maintained which is a necessity in any types of communication.

In steganography, secret information can be embedded in various digital cover media
such as image, text, audio and video without causing substantial alteration. Digital image
steganography has proven its ability for securing the exchange of information between private
communicating parties which is a necessity in today’s application (Subhedar & Mankar, 2014).
Spatial domain (SD) and transform domain (TD) are two main approaches that are used in
digital image steganography. In spatial domain, there is no transformation done before hiding
the secret message in the cover image. That is, the secret data are directly hidden in the pixel
values.

Different from the spatial domain, however, in the transform domain approach before
embedding the secret message the cover image is first transformed from spatial to frequency
domain by utilizing some of the transform schemes such as discrete wavelet transform (DWT),
discrete cosine transform (DCT), double density dual tree (DD DT), Hadamard transform
(HT), curvelet transform (CT), etc. After the transformation, the secret message is then
embedded in the transform coefficients, i.e., the information is concealed in the regions of the
image that are less exposed to image processing operations such as compression or cropping
and this demonstrates its advantage over the spatial domain (Subhedar & Mankar, 2014) and
(El-sayed et al., 2016). However, the capacity of the secret message can be a problem. The
main goal of any digital image steganographic approach is to simultaneously enhance the
security, visual quality of the stego image, and embedding capacity (Hussain et al., 2017).

Recently, different data hiding methods have been already implemented by researchers
using any of the aforementioned cover media. Secret data were hidden into the expanded
difference obtained by computing the difference expansion (DE) between adjacent pixel pairs
(Tian, 2003). This method was further enhanced by (Alattar, 2004) and (Lou et al., 2009) by
introducing new methods developed based on DE and the reduced difference expansion (RDE).
The RDE aims at reducing the difference so that the secret data can be concealed into small
difference values which significantly improves the embedding capacity as well as maintaining
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the quality of the cover media (Lou et al., 2009). The enhanced RDE was employed to
developed the information hiding scheme presented by (Maniriho & Ahmad, 2017). A new
reversible method that conceals the secret data into digital images by utilizing binary-block
was proposed by (Lu & Lyu, 2015). Being reversible means that it is possible to reconstruct
both the original cover image and the secret message. To achieve a high payload capacity a
new technique that utilizes prediction of quad of quad smoothness was applied to control the
embedding order (Lin et al., 2010). The work presented by (Wang et al., 2008), introduced a
new technique that uses the pixel value differencing (PVD) and the modulo function to hide
secret data in a digital image. The number of bits to be embedded in the color image was
improved (Nagaraj et al., 2013a). Their method has the capability of hiding one bit of the secret
data in each pixel after being modified using a modulo function which results in a good visual
quality. Nonetheless, the payload capacity is relatively low since only one bit of the secret
message can be concealed in a pair of pixel.

The lossless method that utilizes one statistical global parameter to conceal and recover
the secret data was implemented by (Han et al., 2006). The data were hidden by modifying
some pixel values as well as leaving others unchanged. Besides, all pixel values can be easily
kept after concealing data and both payload capacity and the quality of the stego-image can be
controlled as well. To allow more than one bit to be hidden in each pixel of the colored image
using the new scheme implemented in (El-sayed et al., 2016), the digital image was first split
up into overlapping blocks thereafter the adaptive difference expansion was computed.
Moreover, their implemented scheme has also the capability to employ three global parameters
to determine the embedding capacity. In our previous work confidential data were concealed
into the difference values after reduction performed using the reduced difference expansion
scheme (Maniriho & Ahmad, 2017).

The work presented by (Wang et al., 2013) suggested another method that hides data in
JPEG image by first modifying the quantized DCT and the quantization table coefficients. In
2013, (Lahiri et al., 2013) introduced an approach that allows secret data to be embedded in
the edge of the colored image pixels in the discrete cosine transform domain. The encryption
was performed in DCT coefficients so as to improve the efficiency as well as preventing the
unintended recipients to decrypt the message. With reference to the concept behind JPEG
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encoder and DCT statistical characteristics, basic procedures stating how to choose DCT
coefficient for reversible data hiding (RDH) was introduced by (Huang et al., 2016), thereafter
a new RDH approach based on histogram shifting was further developed. Moreover, secret
bits were only concealed in the coefficients whose values are 1 or -1 while zero coefficients
remained unchanged. With this approach, good quality (good PNSR) was achieved but high
embedding capacity can deform the stego image, which can result in suspecting the existence
of the hidden data.

In the existing approaches, however, the number of the secret bits which can be
embedded in the cover and its respective quality of the stego image are still among the severe
challenges. Thus, in this research, we suggest a new data hiding technique to deal with those
early mentioned problems while hiding data into digital grayscale images. The proposed
method is based on the spatial domain approach and it is able to hide 3 bits in one block of
pixel in accordance with the predefined criteria which control the embedding process. The
cover image is divided into non-overlapping blocks of size 2 by 2 (2 x 2), i.e., four pixels are
defined in each block. Moreover, with this proposed method the embedding capacity and the
visual quality can be controlled in order to achieve good quality and good embedding capacity.
1.2 Problem Formulation

With regard to the above background study, several data hiding approaches have been
recently suggested in the literature. However, there is still a severe challenge to achieve a good
quality of the stego image and good embedding capacity. Furthermore, one of the most
challenges which make digital image steganography to be among the research areas attracted
by many researchers interested in the paradigm information hiding, is to protect sensitive data
by concealing them while preserving the visual quality of the stego media. That is, the size of
the cover media should not be greatly increased by the embedded data since it could be easy
for some experienced attackers (also known as intruders) who have seen the original cover
media before to doubt or suspect the existence of confidential data.

Therefore, a well-designed image steganographic approach should conceal data without
greatly changing the statistical properties of the cover media. If these two factors i.e. the visual
quality and the embedding capacity are met, it ensures that the designed data hiding approach

is robust and less perceptible. Thereby, this research aims at addressing the aforementioned
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problems by suggesting a new data hiding approach that enhances the work presented by (Ali
AL_Huti et al., 2015). Specifically, our main concerns and motivations are elucidated as
follows. The quality of the stego image is ameliorated by adjusting the size of the pixel’s block
and enhancing the reduced difference expansion scheme (RDE-scheme) presented in the
previous work (Ali AL_Huti et al., 2015).

Furthermore, the new basepoint (also called the base pixel) is also suggested. Adjusting
the size of the pixel’s block is ideal since the previously defined large pixel’s block had greatly
decreased the PSNR value (quality of the stego image) which is measured in order to evaluate
and analyze the variations or changes that occur in the statistical properties of the cover media
after concealing data. Therein, it does make sense to adjust it since such PSNR reduction (stego
image distortion) could lead to the data suspicion and interception. On the other hand, as it was
proved in the work carried out by (Lou et al., 2009), concealing data in the reduced difference
values can significantly improve the quality and embedding capacity as well. In this way, to
ensure that the proposed method does perform well, the existing RDE-based scheme is also
ameliorated to allow data to be concealed without worsening the cover media.

Additionally, as early mentioned the new constant basepoint for each pixel’s block is
chosen differently for increasing the quality of the stego. This suggested basepoint also reduces
the number of pixels which can fall out of the gray level range, i.e., (0 < Pix_value < 255)
while building the stego image since two pixel’s values are not added up as it was performed
in the previous research (Ali AL_Huti et al., 2015). Notice that when the value of the pixel
obtained after hiding data is less than zero (Pix_value < 0), it is called underflow whereas if
it is greater than 255, it is considered as overflow (Pix_value > 255). Moreover, it is worth
to mention that these two types of pixel can lead to the loss of the concealed data and reduction
of the embedding capacity if they are not taken into account during the design and development
of the algorithm.

Nonetheless, with the proposed method they can be well controlled so as to improve its
performance and make it more suitable for concealing confidential data. Thus, the suggested
method is considered as a good data hiding approach since it does not only preserve and

ameliorate the quality of the stego media but also it does achieve a good embedding capacity.



1.3 Research Objectives

The main goals of this study are presented as follows.

1.

4.

Enhance the previous reduced difference expansion scheme (RDE-based scheme) and
adjust the pixel’s block to allow data to be concealed while preserving the visual quality
of the stego image.

Suggest a new constant basepoint that ameliorates the visual quality of the stego image
and reduces underflow and overflow.

Evaluate and analyze the distortion level of the stego image by measuring the variation
of the peak signal-to-noise ratio (PSNR) with respect to the embedding capacity.

Discuss and make prediction analysis on the experimental results.

1.4 Hypotheses

1.

“A well-defined size of the pixel’s block can enhance the visual quality of the stego
image while maintaining a good embedding capacity”.

“Defining a good basepoint (also known as base pixel) can have a positive effect on
the quality of the stego image”.

“By using the reduced difference expansion scheme, good visual quality of the stego

image and the embedding capacity can be enhanced”.

1.5 Research Questions

In order to address the aforementioned problem, the following research questions are

essential.

1.

How a good visual quality of the stego image can be preserved after concealing the
secret data?
How the number of secret bits to be concealed in a grayscale digital image can be

increased without drastically deforming it?

1.6 Problem Scope

Throughout this research, we are limited at working on the following scope.

1. To conceal data, different 8-bit grayscale images are utilized as cover media.

2. Different sizes of secret data are used in the experiment to evaluate the influence of

varying the embedding capacity with respect to the visual quality of the sego image.



3. The location map is employed to keep track of information about any operations
performed in each pixel’s block.

4. All cover images that are used for evaluation during the experiment are public standard
images of size 512 x 512 obtained from (Califonia, 2017) and (Microbes Digital
Library, 2017).

5. The suggested data hiding approach is implemented using MATLAB.

1.7 Main Contribution

A new approach for enhancing the existing image steganographic approaches is
implemented in this research. The proposed approach has the capability of preserving the
visual quality of the stego image while achieving a good embedding capacity compared to the
one suggested by (Ali AL_Huti et al., 2015).

1.8 Research Benefits

The benefit of this study can be highly recognized in the field of information hiding which
deals with securing sensitive or private data while being shared (or transmitted) via the internet.
That is, since the visual quality of the stego image and embedding capacity are enhanced, this
approach minimizes the chance for unauthorized users to suspect the stego image, i.e., it is
awkward for any adversaries to discover and realize that the communication between
individuals is taking place. Therein, communication can be completely kept secret or unknown.
Besides, the work presented in this study will be used as a new reference in the field of

information hiding and information security.

1.9 Contents Layout

The remaining parts presented in this thesis are structured as follows. The second
chapter introduces the general concepts behind information hiding and digital image
steganography coupled with terminologies used in the literature. Thereafter, further discussion
on the existing techniques developed based on digital image steganography are covered.
Additionally, detailed and deep explanations demonstrating the functionality of the proposed
method and the schedule for the project milestones (all research activities) that are carried out
are provided in the third chapter. The experiment results and detailed analysis are presented in
the fourth chapter while the fifth chapter wraps up this dissertation with conclusion and

suggested future work.
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CHAPTER 2
FUNDEMENTAL CONCPTS AND LITERATURE STUDY

One of the prominent research fields in information hiding is steganography. By adopting
steganography, potential for private and secure communication that has become a necessity in
most of the applications in today’s world can be achieved (Subhedar & Mankar, 2014). While
using steganography, secret data can be concealed in various multimedia carriers (also called
objects) such as video, image, audio, and text that acts as cover media to keep and carry
sensitive information. Fig 2.1 depicts the well-known research areas in the paradigm of

information (data) hiding.

{--
pe—

Figure 2.1 Information Hiding Disciplines (Subhedar & Mankar, 2014)
Text steganography can be achieved by modifying the text layout or by utilizing the n

Security systems

character from text or altering some of the rules such as spaces. Another way is to make use of
codes by combining characters, lines and page numbers. Nonetheless, this approach is not
secure which makes the text having secret data to be suspected by unauthorized users. On the
other hand, concealing information in audio can be performed by utilizing frequencies that are
inaudible to human ear.



Correspondingly, it is also possible to embed data in video files. Due to the fact that video file
is all about moving streams of images (also known as frames) and sounds, any slight distortion
may not be easily seen owing to the continuous flow of information. This technique is
somewhat advantageous since high payload capacity can be achieved. The high degree of
redundancy encountered in digital image has made it to be the most famous file format for
steganography (Cheddad et al., 2010). Furthermore, various researchers have shown that with
digital image steganography both the payload capacity and imperceptibility can be maintained
if the algorithm is well designed.

2.1 Digital Image Steganography

2.2.1 Fundamental Concepts

This section elaborates some of the basic concepts coupled with technical terms used

in digital image steganography.

e Cover (or carrier) image: It refers to the image that carries the hidden data.

e Embedding capacity: This is the number of bits that can be concealed in the cover
image without causing much deformation. It can be represented in the form of bits,
kilobits or bits per pixel (bpp).

e Stego image: Denotes the image obtained after concealing the secret data.

e Imperceptibility: It means that severe deformations should not occur in the cover
image after concealing data. That is, embedding the secret data must not change
drastically the statistical properties of the original cover image.

Furthermore, the robustness and security are also the conspicuous factors to be considered

in digital image steganography (Subhedar & Mankar, 2014).

a) Robustness: It shows the amount of alteration that the stego image can resist before
the concealed information can be intercepted or destroyed by an adversary.
b) Security: The inability of adversaries to detect the secret information.
Generally, as it is illustrated in Fig. 2.2, the image steganography can be broadly
categorized into spatial domain, frequency domain, transform domain, spread spectrum and

model based steganography approaches (Subhedar & Mankar, 2014).
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Figure 2.2 Digital Image Steganography Approaches

2.2.2 Image Steganography in the Spatial Domain
In the spatial domain the embedding is performed by immediately concealing the secret
data in the image pixel’s value. That is, the encoding is performed at the LSB level. The

illustration of digital image steganography in the spatial domain can be viewed from Fig. 2.3

below.

Cover
Image

Data Steqo Secret

Embedding Imag ) Data Message
Function g Extraction
Secret o
Message Image

Figure 2.3 Architecture of Image Steganography in the Spatial Domain

In order to demonstrate this concept, Fig 2.4 depicts the whole process where the
embedding is done by performing LSB substitution. Note that the substitution occurs only from
the first till the fourth LSB. At the first stage, the embedding begins by first substituting the
first LSB of the pixel value for the bit of the secret message and then the same process
continues to the second, third till the forth LSB is substituted. It is also important to mention
that many modified LBSs will cause a drastic distortion of the stego image and as the results,
adversaries can easily suspect the existence of the message which is undesirable while sharing

sensitive information through the internet.
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Figure 2.4 The Image Steganography in the Spatial Domain (Cheddad et al., 2010).
The models implemented based on spatial domain approach achieves a high payload capacity.
Nonetheless, spatial domain approach can have major security impact compared to the other
types of steganographic approaches such as frequency domain approach (Alvarez, 2004). In
addition, research have shown that there is always a trade-off between the embedding capacity
and the visual quality of cover media holding the secret data. That is, increasing the embedding
capacity can result in downgrading the quality of the stego image while high quality will

decrease the embedding capacity.

2.2 Literature Study on Digital Image Steganography

In this section, we provide the state of the art on some of the existing digital image
steganographic approaches. Moreover, since the proposed approach aims at enhancing the
existing methods developed based on the reduced difference expansion scheme, it is crucial to
present a review on some of the previous DE and RDE based methods.

2.3.1 Current Trends on Digital Image Steganographic Methods

Digital image steganography has been around for several decades (Anderson &
Petitcolas 1998). Hence, this makes it to be among the mature research fields in the paradigm
of information hiding. The first example on steganography or data hiding was introduced by
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(Simmons, 1883) on “the prisoner’s secret message”. Since then, this has attracted many
researchers to implement data hiding approaches that hides data in digital images. An enhanced
multi-layer data hiding method based on IRDE was implemented by (Arham et al., 2017).
Their scheme was built by combining two approaches proposed by (Lou et al., 2009) and
(Alattar, 2004). Lou et al.’s IRDE was applied in all layers to control the embedding capacity
and the quality as well. Besides, their results show that the quality and the embedding capacity
were improved. Both visual quality of the stego image and the payload capacity were enhanced
by utilizing modulo function and four-pixel differencing (Liao et al., 2012). The difference
between pixel pairs was calculated by first defining four neighboring pixels in each block, after
that the secret data were hidden based on the obtained difference values.

The data hiding approach developed using pixel value differencing and FFEMD was
further suggested by (Kuo et al., 2016). Data were concealed in digital image by utilizing mean
and additive modulus (Agrawal & Kumar, 2017). Moreover, data were embedded in two layers
of RGB colored images (Verma et al., 2013). The author in (Swain, 2016) proposed a scheme
that utilizes correlation calculated between neighboring pixels to conceal data in digital image.
The difference expansion and modulus function were combined in the data hiding approach
implemented by (Maniriho & Ahmad, 2018b). The existing methods based on pixel value
ordering were improved by a model suggested by (Wang et al., 2015) which utilizes a dynamic
blocking technique to adaptively partition the cover image into blocks of various sizes. Two
important areas (“flat and rough areas”) were considered within the image. To achieve high
payload capacity, small blocks were generated from flat areas and large blocks were
constructed from the rough areas in order to prevent PSNR from being decreased. Their
experimental results show that making the block size dynamic has advantages over blocks with
fixed sizes since it can simultaneously improve the embedding capacity while achieving low
degradation of the stego image. Several approaches that conceal secret data by employing
spatial domain approach have been implemented (Datta et al., 2016) and (Tayel et al., 2016).

Secret data were embedded in the difference and sum computed by considering
adjacent pixel pairs in non-overlapping blocks (Tyagi et al., 2015). Besides, both secret
message and the cover image were fed to the algorithm as inputs. Since their algorithm makes
use of two parameters to embed data, some options have been defined before embedding. For
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example, if the data cannot be embedded in the difference, it can then be embedded in the sum.
However, if it is possible to embed data in the sum or difference, the option that achieves more
embedding bits is chosen. Moreover, if both methods are able to achieve high embedding
capacity, the method that makes less changes in the value of the pixel pairs is utilized for
embedding. The LSB and 8nPVD were utilized to implement the method presented by (Kalita
& Tuithung, 2016). This method divides a grayscale image into blocks of size 3 x 3 which are
non- overlapped. Different from other schemes, blocks were constructed in row major order.
To obtain the number of secret bits that can be hidden in the LSBs of the difference values, the
gray level was further split up into different ranges thereafter the secret bits to be concealed
were computed using the generated gray level range table. The modulus function, DE and pixel
block of quad were employed to build the data hiding model presented by (Kurniawan et al.,
2016). A method where pixels for hiding secret data are selected randomly was suggested in
(Saleema & Amarunnishad, 2016) and the hybrid fuzzy neural networks was used to perform
the post processing of the stego media.

Han et al. introduced a new model aiming to incorporate steganography into
cybersecurity (Han et al., 2017). The embedding positions have to be selected based on smooth
and edge areas before concealing data (Li et al., 2017). The large smooth areas are one of the
well-known characteristics of medical images (Arham et al., 2016). This property permits
secret data to be concealed with less distortion of the cover image. That is, the stego media
cannot be easily suspected by malicious users. The LSB-matching approach that uses seven
rules to disguise the modification of pixels was presented in Lu et al.’s work (Lu et al., 2015).
Their approach employs the technique of dual image to embed confidential data. Dual image
is one of the current reversible data hiding technique which conceals data by creating two
identical copies of the same original carrier image to be used for concealing data so as to
increase the payload capacity. Lu et al.’s method has proven the dual image concept by yielding
a high payload capacity while maintaining the quality of the stego image. A steganographic
method for RGB digital images was implemented by (Laffont et al., 2017).

In 2013, (Nagaraj et al., 2013b) introduced a pixel value modification method using
modulus function. Their method divides colored cover image into three planes (or components)
namely, Red, Green and Blue where every pixel contains 24 bits (8 bits for each color).
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Additionally, in this method, all the three components have been used for data embedding after
applying modulus three function to the pixel values in each color component. Their embedding
process is explained in the following steps:

Step 1: Separate the color image into three components color matrices and sequentially apply
the next steps on each of them i.e. apply the next steps on the first pixel value of Red matrix,
Green matrix and the first pixel of the Blue matrix. The same process continues for the second
pixel value of each plane until all pixels are accessed.

Step 2: Let S be the secret digits in base 10. These digits are first converted into base 3
values after that the obtained digits are embedded in all three planes (Red, Green and Blue).

Step 3: Pixel values are grouped into different sets {, g4, and g,;} with these three
parameters representing the set for Red, Green and Blue pixel values respectively.

Step 4: The suitable pixel to be selected for embedding should fall in the range of 0 < g; <
250. where g; denotes the i suitable pixel.

Step 5: Perform the embedding by increasing or decreasing the original pixel value by 1 or
—1 respectively. Note that the decision for embedding data is taken after comparing the
modulus values and the digits to be concealed. That is, having the secret digits S and the values
obtained by applying modulus three function on each pixel value which is denoted by f, three
criteria are considered.

1. Criterion1: If s = f the original pixel value is not modified.

2. Criterion2: If s # fand f < s, the original pixel value is increased by 1.

3. Criterion 3: If s # f and f > s the original pixel value is decreased by 1.
During the extraction, the stego image is divided into three planes Red, Green and Blue
correspondingly after that the secret digits are obtained by applying modulus three function to
each pixel value. Moreover, the extracted digits values have to be converted back to base 10
to get the original secret message.

2.3.2 Difference Expansion Method

The difference expansion is a data hiding technique that allows data to be concealed in the
difference values obtained after computing the difference between pixel pairs within the image.
This technique has become more popular due to its simplicity. Thereby, several DE-based
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methods already exist in the literature. A data hiding method based on difference expansion
was presented in the work carried out by (Tian, 2003). With this method, the embedding
process begins by first dividing the image into blocks of size 2 by 1 — (2 x 1) and then
looping throughout all defined blocks to compute the average and the difference between each
two adjacent pixels. Thereafter, the binary bits of the secret data are hidden into each obtained
difference value. That is, each difference is expanded by adding one bit of secret data according
to the predefined conditions which control the embedding process. After concealing the secret
data, the stego image holding the hidden secret data have to be constructed. The details about
their method is presented as follows. Given two neighboring pixels u,; and u, depicted in Fig.
2.5, if we want to reversible hide one binary bit of data which can be zero or one, b —»{0,1},
the following operations are performed.

1. The Average m and the difference v are calculated using (1).
m = [%J and v=u —u, (1)
2. The difference v is expanded by adding a secret bit using the equation (2)

v =2Xv+b 2)

3. After performing (2), the new pixels u'; and u’, are constructed using (3)

v'+1J
2

u'1=m+l and u’2=m—l%,J (3)
Where u'; and u', represent the neighboring pixels in the stego image. Notice that the value
of the pixel u’; and u', must not be underflow or overflow since these two types of pixels
result in unrecoverable data. To avoid this problem, the difference v' has to fulfill the

conditions presented in (4).

Figure 2.5 Neighboring pixels in a grayscale image
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{Iv’l <2Xx(255—m) if 128 <m < 255 4)

lv'|<2xm+1 if 128 <m < 127

Having the above expressions, let us then take an example of a pixel’s pair having values of

206 and 201, pixel's pair — (206,201) to elucidate the embedding and extraction process

Step 1: Compute average m and difference v as shown in (5)

206+201
2

m=[ J=203 and v =206-201=5 (5)

Step 2: Embed one secret bit, i.e., b —1 to the obtained difference v using (6)
v =2x5+1=11 (6)

Step 3: Use (7) to compute the new pixel to be used while constructing the stego image

W'y, =203+ [%J =209 and u', =203 — [%J =198 )

Now the new pixel’s pair holding the hidden bit becomes (209, 198). Since Tian’s method is
reversible, both the secret message and the original pixels are recovered as follows. As it was
performed during the embedding process, the extraction begins by first computing the average

and the difference between the pixel pairs from the stego image.

Step 1: Compute the average m and difference v. That is, for the pixel’s pair (209, 198), m

and v are computed using (8).

209+198
2

m=[ J=203 and v =209—198 =11 8)

Step 2: to get the original difference v and the hidden bit, (9) and (10) are utilized.
' 11
v=[7=5—> b=LSB(11) = 1 9)

Step 3: Reconstruct the original pixel pair u; and u, by utilizing the equation in (10).

5+1
2

w, =203+ [ =206 And u, =203 — EJ =201 (10)
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Now both the secret message and the original image are well reconstructed. However,
Since this method can cause underflow or overflow for certain images, it was further improved
in terms of both quality and embedding capacity by (Alattar, 2004), who proposed the data
hiding scheme based on difference expansion of quad.

2.3.3 Quad Based Difference Expansion
Different from (Tian, 2003), with the method suggested by (Alattar, 2004) data can be
embedded in quad without causing underflow or overflow. Alattar’s scheme works as follows.
The image was first divided into blocks called quad. That is, four pixels were defined in each
quad. Blocks were formed from both direction, left to right and top to bottom. Furthermore,
pixels in each quad were converted into a vector as it is shown in (11) and an integer
transformation was further defined. Each vector v has the form of v = (v,, v4, v,, v3) Obtained

by calculating the difference between pixels in each block having pixels arranged in a vector
b= (uo'ulJ Uz, u3)'

_uotug+ uztug

- 4 J

U1 = U — Uy (11)
U =Uy; — Uy

U3 =U3z — Uy

Vo

In order to conceal data, the difference values obtained in (11) have to be modified. Two

different stages in (12) and (13) were considered.

1. Expanding the difference

v'1=2xv1+b1
U,2 == 2Xv2+b2 (12)
v'3=2xv3+b3

2. LSB modification
r_ 41
vy =2x 2|+, (13)

lv'3 =2 X lvz_3] + b,
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If the expression in (12) causes underflow or overflow, (13) is used otherwise the block is
marked as non-changeable (no data is embedded to it). Notice that the bits of the secret data to
be embedded are denoted by b,, b,, b; with all belonging to the set b, = {0,1}. After embedding
data, the new pixels are reconstructed by transforming the vector v’ = v',,v';,v',, v'3) into
p'= (W, u'y,u'y,u'3) using (14). The original pixel’s block p is replaced by the new one (p")

containing the bits of the embedded data in the stego image.

_ |uotust u2+u3J
4
uy=v1+u, (14)
|u'y, =7, +u'y
u's =v'5 +u',

u,o = vlo

Two criteria have to be fulfilled in order to ensure that data are well embedded. First, the block
p' have to meet conditions from (12-14). Second, the resulted pixel containing the hidden data
must not be underflow or overflow. If the data is embedded using (12) the block p is said to be
expandable whereas if it is carried out using (13), it is said to be changeable. If neither (12) nor
(13) is utilized, the block is said to be non-changeable and as the results, the value of the pixel
is kept unchanged (no data in concealed to it). To be able to recover the hidden secret message,
the location map was defined during the embedding process to record any operation performed

in each quad. Furthermore, Fig 2.6 presents their groups of pixel blocks.

Changeable

Non-
Expandable changeable

Type of

pixel block

Figure 2.6 Categories of Pixel Block
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2.3.4 Reduced Difference Expansion

The reduced difference expansion is another information hiding technique which was
developed to improve the traditional difference expansion (DE) method. Its main goal is to
allow data to be embedded into small values which greatly preserves the similarity between
the stego image and its respective cover image. Hence, several RDE based algorithms have
been already developed. The visual quality of the stego image and the embedding capacity
were improved by the reduced difference expansion scheme proposed by (Lou et al., 2009).
The RDE expression in (15) was proposed in order to reduce the difference values.

, {vn if v, <2

v, = 15
" v, — 2l092vnl=1 otherwise (15)

With this scheme, any difference which is equals to 1 or 0 was not changed, i.e., there is no
reduction applied to it. To be able to restore the hidden data, this method uses the location map
(LM) in (16) to record information about each pixel reduction. Besides, in order to restore the

original cover media, the expression in (17) was given.

LM = 0 lf leo‘gz le;J = 2“092 vnl or v’n =Un (16)
1 if 2[1092 v +* 2[1092 vnl
v —2lleval-1 ey =0

oy = { w2 o (17)
v, — 21092 if LM =1

According to their experimental results, reducing the difference preserves good visual quality

and embedding capacity as well.

2.3.5 Improved Difference Expansion-IRDE
In 2009, Lou’s method (Lou et al., 2009) was further enhanced by (Vi et al., 2009), who
proposed the improved reduced difference expansion (IRDE) reduction function in (18).

, {V — zllogzan—l lf 2 X 2n—1 < vy, < 3 X 2n—1 -1 (18)

v =
n p—2logzvnl 3 onl <y < 4x2n1 1
Where

n = |log,|vyl]
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When the original difference values fall in the interval of 3 x2" 1 <v < 4x2"1—
1, small difference values are obtained. Based on the modified IRDE expression, the location
map in (19) was defined in order for extracting the secret data and to recover the original
difference, the equation in (20) was suggested.

0 if2x2"l<y,<3x2"m1-1
LM = 19
{1 if3x2"l<p, < 4x2"t -1 (19)
St 2ll0g2vnl+1 [ a1 = 1 20)
"y, +2eg2vnl if LM =0

The details about the embedding and extraction procedures of Yi et al.’s scheme can be found
in (Yietal., 2009).
2.3.6 General Smoothness Difference Expansion

The data hiding scheme based on general smoothness difference expansion was further
proposed by (Holil & Ahmad, 2015). Similar to the other steganographic approaches, their
method consists of two main parts, namely, data embedding and extraction. Besides, it was
developed based on the quad smoothness and generalized difference expansion (GDE) and
data embedding was performed as follows. Suppose U0, Uni, Unz and U,,; are the first
pixels in the pixel blocks A, B, C and D respectively. The smoothness level was computed
using (21) and (22).

o,
v, = ”’+lavg>2 (21)

3 .
avg = Lizo Umi (22)

4

Where v, = Variance
avg = Average

Similar to the DE presented in (Alattar, 2004), the data embedding for this method was
accomplished by first calculating the difference between pixels in their respective blocks using
the median as the base point (23) in each pixel block. Note that in the above expression u,,

denotes the median computed in each block of pixel.
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(
;oo 23
lVN—1=uN_1—Um

The GDE in (24) was applied before embedding data by considering both negative and positive
values. In addition, according to the values obtained in (24), two categories of pixel’s block
were defined. That is, the expandable blocks were divided into two subcategories according to
the result of the equation below (24). Those are, expandable RDE if v',, # v, and

expandable non-RDE if v',, = v, .

Uy, if—2<v,<?2
v,n ={v, + 2llogzlvnll _ 1 , lf v, <=2 (24)
v, — 2llogzlvnll _ 1, if v, =2

Besides, two bits of data were concealed into expandable blocks (expandable RDE and
expandable non-RDE) whose v, = 1 and one bit where variance is greater than one (v, > 1)
using (25). Note that b belongs to the set [1,2,3], where 1, 2 and 3 represent the binary which
can be bits 0 or 1 respectively.

V' =4Xv,+b

- (25)

UV N—1=4xvp+byn_1
Their method has improved the capacity and the quality of the stego image. However, it doesn’t
perform well for some images which results in degrading the quality of the stego image, i.e.,
its PSNR is lower than that of the previous methods for certain images.

2.3.7 Quad of Quad Based RDE
In the work presented by (Ali AL_Huti et al., 2015), another information hiding
technique based on RDE and pixel’s block was implemented. Before applying their proposed
RDE-scheme the cover image was first segmented into blocks of quad of quad (4 x 4). Fig.
2.7, illustrates their pixel’s block, where 16 pixels were defined in each block. After generating

all blocks, (26) was utilized to compute the difference between pixel pairs in each block except
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that the first pixel was not used to hide data. Furthermore, the RDE-scheme presented in (27)
was used to reduce the difference and the pixel blocks were grouped into different groups
namely, “expandable, changeable and non-changeable”. Notice that these groups are similar
to the ones in (Alattar, 2004) and (Ahmad et al., 2013).

( vy =0
V1 =Up — Uy
Uy =U, — U
2 2 1 (26)
V15 = U1 — Uqg

Vi = { v, — (zllogzlvnIJ )+ (llog v,]) ifv,>1 o

Up + (2[10g2|vn|J) + (llogz| vn | if v, < —1

After performing the reduction, the data was concealed as in (12) and (13) and the new pixels
having data were computed using (28). Additionally, the hidden message was extracted using
the location map defined during the embedding process and the values of the reduced
difference were restored using the recovery expression in (29).
(U, =ug

u';=v'1+u,

u'p, =v', +uy
3 (28)

’ o ’
Uqs = Vg T U3
’ o I
\U'ys = V'ys + U1y

v, + (20082v"nl=1) 4 (llog, v = 1) if v, > 1

v = 144
b v, = (2lleslv ) 4+ (llog, | v if v, < —1

(29)

Where
u = Original pixel before hiding data
v = Difference before reduction
v"',, = Reduced difference before hiding data
v',= Difference holding the secret data (difference obtained after hiding data)
u’ = New pixel in the stego image
23



!

Figure 2.7. Quad of Quad Pixel’s Block

v, = Original difference after recovery

Accordingly, with this approach, the embedding capacity was improved. Nevertheless, with
reference to their experimental results, the quality of the stego image was decreased due to
defined large pixel’s block. In addition, it is worth to mention that such degradation of the

stego image is undesirable since it could lead to disclosing the communication existence.
2.3 Evaluation Metrics

2.4.1 Peak Signal-to-Noise Ratio (PSNR)

The PSNR is computed to analyze and evaluate how the stego image degrades with
respect to the original cover image. If the PSNR value is high, the quality of the stego image
is better. That is, the stego image is not drastically distorted. Besides, the value of the PSNR is
computed using (31), where MSE is obtained using (30).

MSE = (ﬁ) L X (Pyj — My )? (30)

(MAX)?
MSE

PSNR = 10log;, (31)

In (30), P;; represents the pixel’s value in the original image and M;; corresponds to the stego
image pixel’s value which is located at (i, j) position and the MSE refers to the mean squared
error. It gives information about how the stego image P’ differs from the original image P.
Moreover, regarding the equation presented in (31), MAX is used to denote the maximum pixel

value while W and H denote the width and height of the image respectively.

2.4.2 Histogram Visualization
The number of occurrence of pixels with respect to a particular value of the pixel can
be measured using histogram (Fridrich et al., 2003). In addition, the pixel values change
throughout the embedding, thus the number of pixel values having the embedded data are

different from their respective original ones. In this way, unauthorized individuals can take
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advantage of these changes and interfere communication while trying to get the hidden secret
message. Hence, slight changes (also known as deformation) in the histogram of the stego
image are always desirable since there are less chances to detect or suspect the stego image.
that is, severe changes in the cover image are always not desirable since they will greatly
change its statistical properties and histogram which may arouse the suspicions.

2.4.3 Embedding Capacity
The embedding (payload) capacity is the number of bits that can be accommodated in the

cover image. It can be expressed in bits, kilobits or bit per pixel (bpp).
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CHAPTER 3

RESEARCH METHODOLOGY

This chapter provides a detailed discussion demonstrating the functionality of the
proposed approach. Additionally, as depicted in Fig 3.1, research activities are divided in eight
stages, namely, literature study, algorithm design, algorithm implementation, testing and
validation, results analysis and discussion, writing final report, report presentation and finally
submitting the final report after being approved by the examination committee. The full
schedule for research activities accomplished in this work is presented in the next section (see

Table 3.3). Considerably, a comprehensive design and discussion elucidating the functionality

of the proposed method is provided.

Literature

Study

Final Report
Submission

|

|

Algorithm
Design

Presentation

° Algorithm

Implemention

° Writing

Final Report

o Testing and

Validation

Results
Analysis and
Discussion

L

Figure 3.1 Research Methodology Steps
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3.1 Exploring the Literature

Since it is highly recommended to have a strong background and knowledge on the
existing information hiding approaches before going for any enhancements of other authors’
work, in this research we consider various documentations such as books, journal articles,
conference based papers, online blogs and portals providing relevant information related to
this research. In this way, the background study was presented in chapter 1 while the
fundamental concepts used in the paradigm of information hiding and the literature study
detailing the operation of the existing approaches were elaborated in the second chapter.

It is also important to notice that most of the approaches previously discussed are
related to this research. This is because if we look at them especially those ones implemented
based on DE and RDE concepts, they have been developed in such a way that one is enhancing
another. Moreover, after exploring the literature, a clear research problem and relevant solution
are well formulated in this chapter. That is, this research addresses the problems encountered
in the existing methods and provides better solution.

3.2 Designing the Proposed Algorithm

As mentioned in the previous sections, this research intends to enhance the previous
data hiding techniques specifically the one presented by (Ali AL_Huti et al., 2015). Ideally,
since the suggested approach is mainly implemented based on pixel’s block, constant based
point and the reduced difference expansion (RDE), we begin by first defining the pixel’s block.
In (Ali AL_Huti et al., 2015) the cover image was divided into blocks of quad of quad (block
of size 4 by 4) which has resulted in achieving a good embedding capacity while decreasing
the PSNR value which degrades the quality of the stego image.

To solve the problem of pixel’s block which achieves a good embedding capacity while
decreasing the quality of the stego image, the block of pixel is adjusted from size of 4 X 4 to
2 X 2, so as to allow data to be concealed without worsening the stego media. Note that the
difference between these blocks can be viewed from Fig. 3.2 which is depicted below. Second,
to make sure that the quality of the cover media and the embedding capacity are well preserved,
the previous RDE- scheme in (29) which is used to reduce the difference is also ameliorated
in order to get possible small values to be utilized while concealing the secret data. The
enhanced RDE-scheme does not only ameliorate the quality of the stego image but also the
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Figure 3.2 (a) Previous Pixel’s block (b) Suggested Pixel’s Block
embedding capacity. Additionally, the new constant base point for each pixel’s block is chosen
differently for increasing the quality of the stego image. This new base point also reduces the
number of pixels which can be underflow or overflow, i.e., pixels whose values are out of the
gray level range (0 < Pix_value < 255) since in contrast to was carried out in the previous
work (Ali AL_Huti et al., 2015) two pixels values are not added up in order to get the new
pixels for constructing the stego image. Hence, both the quality and capacity can be well
maintained.

Overall, in order to design and implement the suggested method, two main phases,
namely, embedding phase (which deals with embedding the secret data) and the extraction
phase (which is about extracting the hidden data, restoring the reduced difference values and

constructing the original cover image) are elaborated. These phases can be viewed in Fig. 3.3.

m * Two main phases

* Concealing data
* Extracting data

Figure 3.3 Main Phases for the Proposed Approach
29




3.2.1 Phase 1: Steps for Embedding Data

This section discusses the necessary steps that demonstrates how the proposed method
is applied to conceal the secret data into the cover image. Given the cover image h of size f by
p (f X p), the embedding process is accomplished as follows.

Step 1: It is first segmented into m blocks or structures of size 2 x 2. That is, with this
proposed method each block has 4 pixels. From Fig. 3.2 (b), a block of pixel is represented by
u,, Uy, Uy, and us. To remove bewilderment, the terms block and structure are going to be used
interchangeably.

Step 2: Before computing the difference between pixel pairs, all pixels in each block are first
stored as vector. If u,, u,, u,, and u; are pixels in the first block, the vector is defined as u,,. =
(u,, uq,uy,uz). Similar to what was proposed by (Ali AL_Huti et al., 2015), pixel blocks are
categorized into three groups namely expandable, changeable and non-changeable. To avoid
the problem of overflow and underflow, the secret data are only concealed in the first and
second group. Besides, for expandable blocks data are concealed using (12), while (13) is used
for changeable blocks. Due to the fact that non-changeable blocks can lead to the problem of
underflow or overflow, they are disregarded during the embedding process.

Step 3: In contrast to the previous method, use the last pixel of each block as the base point.
For the pixel block mentioned in Fig. 3.2, the base point would be u,,, which is equivalent to
us in each block since we are counting from zero to three (0 to 3).

Step 4: Iterate through all defined pixel blocks and compute the difference between pixel
pairs using (32). It is also important to mention that (32) totally differs from the previous
expression presented in (Ali AL_Huti et al., 2015). Besides, as in (Ahmad et al., 2013), only
three differences (v,, v; and v, ) are computed.

Vo = Up — U3
V1 =U —Us

Uy = Uy — Uz
U3:O

(32)

However, in contrast to their method, v5 is not being used to conceal the secret data for our
method. That is, v5 is initialized to zero (v3 = 0) since the fourth pixel in each block is taken

as the base point. Schematically the process in (32) can be viewed in Fig. 3.4.
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Figure 3.4 Process for Computing the Difference Between Pixels
Step 5: Hide data by first reducing the differences v,, v; and v, according to the
defined rules (criteria), i.e., compute the reduced difference expansion (RDE) for any
difference (v,, v, and v,) which is greater than one or less than minus one (v, v; and v,) >
1 or (vy,v; and v,) <-1. Similar to the previous research values between 1 and -1 or (-1<
v, <1)are not reduced as they may result in distorting the secret message and the cover image.
Note that as mentioned before, the RDE expression in (29) which was implemented by (Ali
AL_Huti et al., 2015) is enhanced in order to reduce the difference between pixel pairs to the
possible smallest values which are appropriate for data to be embedded suitably. This
enhancement is made by doubling the second logarithmic term. By doing so as it is presented
in (33), it could be easily seen that by utilizing the new proposed RDE scheme small difference
values are obtained. RDE is computed using both parts of (33), those are: (i) if v,, > 1, the first

part is applied, and (ii) if v, <-1, the second part of the RDE scheme is applied.

S = {vn — (2l°82vnl 4 2(|log, v, 1)) if v, > 1
v, + (2198270l 4 2(|log, v, |)) if v, < —1

n

(33)

In the above expression v, for each block starts from0to 3 (0 < v, <3),Vn €
R*except that v, = 3 (v3) is not utilized to conceal data in each block. The difference between
the proposed RDE scheme and the one implemented in (Ali AL_Huti et al., 2015) as it is shown
in (29) can be demonstrated as follows: considering a pixel’s block u = (u,, u;, u,, uz) having
pixel values uy, = 90, u; = 65, u, = 100 and u; = 40. By utilizing us as the based point,
the difference is computed using (32), thereafter we get the vector v having difference values

Vo, Vq,and vy, = v = (v, V4, V3).
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Vo =Uy —uz =90 —40 =50
vy =u; —u3 =65—-—40=25
Uy = Uy —uz = 100 —40 =60
v3=0

Since all difference values are still greater than one (v, v, and v, > 1), they have to be
reduced before embedding data. Notice that all of these 3 difference values have to fulfill the
same condition. Now let us evaluate how these two reduction schemes differ by first using (i)
the existing RDE-scheme in (29); and (ii) the proposed RDE-scheme in (33) whose result can
be summarized in Table 3.1.
(i)Existing RDE - v"',, = v,, — (2l1°82%n] 4 |log, v,])
- v, =50
vy = 50 — (21198250 4 |]og, 50])
vy =50—- (32+5)
v’y =13
- v, =25
v’ = 25 — (21082251 4 |]og, 25])
V' = 25— (16 + 4)
vy =25
- v, =60
v, = 60 — (211982601 4 |]og, 60])
V', =60 — (32 + 5)
v', =23
(ii)Proposed RDE — v, = v, + (21198270l 4+ 2(|log, v,,]))
- v, =50
vy = 50 — (211982501 ¢ 2(|log, 50]))

v’y =50 — (32 + 10)
UHO == 8

>V = 25
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v, =25 — (211982251 4 2(|log, 25]))
v, =25— (16 + 8)
vlll — 1

- UZ = 60
v, = 60 — (211982601 4 2(|log, 60)))
v, = 60 — (32+10),

v, =18

It is2 worth to notice that all values between -1 and 1 are not reduced but they are still used for
embedding data. From the reduced differences (v, v"'; and v"’,) obtained in (i) and (ii), we
find that by using the proposed RDE-scheme in (33), small difference values are generated
compared to the ones obtained using the RDE-scheme in (29). These small difference values
that are generated after the reduction process can then be used for embedding data by utilizing
(12) or (13). To compute the new pixel in the stego image, in contrast to the previous methods
(Ali AL_Huti et al., 2015) and (Ahmad et al. 2013), we provide (34). Furthermore, to prevent
the cover image from being worsened, the secret data are not embedded in the last pixel of
each block (u3) since it is taken as the base point.

( u,0 = vlo +U3

o
U;=v41+us (34)
! !

u2:U2+U3

u's = ug

To prevent underflow and overflow, each new pixel u',, (pixel which is used to construct the
stego image) in each block must fulfill the condition 0 < u',, = v',, + u,, < 255 otherwise

the whole block is marked as non-changeable. Notice that u,, denotes the last pixel in each

Table 3.1 Comparing the Reduced Difference Values

- . RDE- based Scheme Proposed RDE-
Orlglnaé d|;‘ference d?f?‘gl::r?ge (Ali AL_Huti et al., based Scheme
Vn 2015)
Vg = 50 UHO 13 8
v, =25 v’y 5 1
VU, = 60 UHZ 23 18
Average —» | 13.66 9
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block and v',, denotes the difference having secret bit after using (12) or (13). As in the
previous work, the location map LM is utilized in our proposed method. The main purpose of
the location map is to keep track of the embedding information for each block which makes
the extraction straightforward if it is well defined and recorded. To make the process clear, the
bit 1 in location map indicates that the expansion in (12) was utilized while 0 shows that the
LSB in (13) was used to embed data.

For example, from (33) two blocks are defined. That is, expandable RDE if the first or
second condition are met and non-expandable RDE if (33) is not fulfilled. Moreover, -1 is used
to represent those pixel blocks which are unchanged. Each pixel block’s information in the
location map is stored in the form of vector, i.e.,, the location map vector LM =
(LM1,LM2,LM3,LM4, LM5) is defined and allocated as follows. Assign bits 1, 0 and -1 for
expandable, changeable and non-changeable pixel blocks correspondingly. As well as that, for
expandable LM1 = 1 is defined and LM2 = 1 is assigned for expandable RDE. Additionally,
for those blocks falling in the category of expandable RDE, it is also important to assign the

location map to keep track of information about each pixel reduction. That is, if v'',, +
(2(llog2v"2D-1) 4 2(|log, v"',.]) = v, the LM3,LM4, and LM5 are set to 0 and if v''n +

(2llos21v"nll 1 2([log,| v, |])) # vy, then LM3, LM4, and LMS5 takes the value of 1.

To distinguish expandable block categories, LM1 =1 and LM2 =0 are further
assigned to the blocks which are non-RDE expandable. Non-RDE expandable block means
that only those values which are between -1 and 1 are directly utilized without being reduced.
Furthermore, LM1 = 0 is for changeable blocks. If the differences (v,, v; and v,) are odd,
then the location map LM3, LM4 and LM5 are set to 1 while if the difference values are even,
then 0 is assigned to the location map LM3, LM4 and LM5.

Finally, after hiding the needed data, the embedding process terminates and then, the
stego image and the location have to be kept separately. That is, they are not concatenated
together since doing so may result in decreasing the quality of the stego image. Note that at
this stage the concealment process is done, the stego image and the location map can be sent

to the intended recipient through the public network. The process for performing embedding
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and setting up the location map can be viewed from Fig 3.5 and Fig 3.6. In addition, as this

method is having two main stages, the next section discusses the extraction process.

Image
Devide the image into
blocks of size 2x 2
Compute the difference
using (32)
Keep the block as
Expandable No Changeable N Non-Changeable
Yes
Keep the block as
No Yes———
l changeable
Keep the block as Non-RDE
Yjs expandable
i Embed data using
Keep the block as RDE .
dable LSB function
expan Embed Data T
< T
Yjs Yjs
; q g Compute new pixel
Perform reduction using the Adjust the difference using | Py P
- and Build the stego
1% part of (33) and Keep the the 2™ part of (33) and keep )
block as RDE expandable LBIEESE NDIE m
P expandable
Embed data using @
(12) or (13)

Figure 3.5 Steps for Concealing Data
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Block Category

Expandable Changeable Non-Changeable
LM=1 LM=0 LM=-1
RDE expandable Non-RDE expandable
LM2=1 LM2=0

Figure 3.6 Defined Location Map
3.2.2 Phase 2: Extraction Process and Recovery

The extraction process is the reverse of embedding process. It is performed in order to obtain
the hidden secret message, reduced difference and then to reconstruct the original cover media.
Thus, the following steps are performed throughout this process.

Stepl: The extraction phase begins by first segmenting the stego image into blocks, each
having four pixels, after that the difference between pixel pairs is computed using (32). That
is, v'', = 'y, v'y, v',) are computed in each block, thereafter the location map is utilized
to get the secret message and the value of the original reduced difference. Perform the
extraction of expandable RDE if only the location maps LM1 = 1 and LM2 = 1. Process non-
RDE expandable if LM1 =1 and LM2 = 0 . Moreover, if LM1 = 0, the changeable blocks
can be accessed. To be able to process non-changeable blocks, the defined location map LM 1=
-1 is used.

Step2: Recovering the original difference and the secret bits for RDE expandable blocks is
carried out as follows. To get the secret bits the LSB is extracted from v",,, after that v"’,, has
to be right shifted in order to get the original difference v, which is recovered using the
expressions presented below.

First, if v'',, >1 and LM3, LM4, LM5 = 0, (35) is used to get the original difference v,.
U = V" + (RUg27 D1 4 2 ([log, v ]) — 1) (35)
Second, if v'',, >1 and LM3, LM4, LM5 = 1, then (36) is utilized to get v,.
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v, = vy — 2e "D 4 o (llogy | v ] - 1) (36)

Third, if v"'n <-1 and LM3, LM4, LM5 = 1, use (37) to obtain v, and then compute the new
pixel using (38), where v,, = (v,, V1, V5, V3 ).
v, = 0"y — 21l"nll 4 2(llog, | v, 1) (37)
uO == UO + U3
u1 = Ul + U.3

uZ:U2+U3
Uz = Uj

(38)

Fourth, if v",, < —1 and LM3,LM4,LM5 = 0, utilize (39) to get v,, and calculate the new
pixel using

vy = 0"y + (202!l 1+ 2((logy | v, 1) (39)

To process non-RDE expandable blocks, the secret message (b) is obtained by taking LSB of

v"',, (40) and the expression defined in (41) is used to get v,,.
b=7v",mod?2 (40)
v, = |22 (41)
The secret bits are extracted from changeable blocks by taking the LSB of v"’,, using modulus
function (mod 2 of v"',, ) Thereafter the original difference v,, is computed as follows.
a. If the location map LM3,LM4,LM5 = 0 and the difference v"’,, is odd, the extraction is
carried out using (42).
vy =2x |22 -1 (42)
b. If the location map LM3,LM4, LM5 = 1 and the difference v"’,, is even, (43) is used to
recover v,,.
v =2x |22+ 1 (43)
Note that the expressions in (42) and (43) are similar to the ones presented in (Ali AL_Huti

et al. 2015). Furthermore, in (a) if the location map LM3, LM4, LM5 = 0, the difference cannot
be even and this is similar to (b), if LM3, LM4, LM5 = 1, the difference cannot be odd and the
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Table 3.2 Difference Between the Proposed and the Previous Method

function for

"
UTL

Stage Previous method, (Ali AL_Huti et Proposed method
al., 2015)

Computing

. vy = Vo =Up — U3
difference vy =1y — g Dy = g — U
between V2= U U V2 = Uz —Us

V3 = U3z — Uy V3 =

pixel pairs
Reduction

"
vn

Computing — {Un - (zllogzvnj + llng UnJ) if vy >1 — {Un - (ZUOgZ val + 2([10g2 UnD) if v, >1
v+ (2108270 + [log, v]) if vy < —1 vy + Uog2Inll 1+ 2([log, | vy 1) if v, < —1
Base point
pixel Uo u, (constant for each pixel block)
Block of
Pixel 4by4 -4 x4 2by2 - 2x2
Computing u'y =uy Wo =V + Us
. uy =v' +uly u'y =40 +ug
new pixel 4 wy =v; +uy 'y =+ +us

U3z = Uz

reason is that these location maps are defined during the embedding process to keep track of

information about any operations done in changeable blocks. Generally, the difference between
the previous method and the proposed one is provided in Table 3.2 and the entire process
demonstrating the data extraction is illustrated in Fig 3.7. Note that the highlighted squares in
both figures (Fig 3.5 and Fig 3.7) indicate the parts of the previous method (Ali AL_Huti et

al., 2015) that are enhanced in this research.

3.3 Implementing the Proposed Algorithm

To Implement the proposed method MATLAB is employed. As it does provide many
features such as manipulating matrix, image processing toolbox, function and data plotting,
implementing algorithms, etc., it is chosen to be used for implementation. Furthermore, During
the experiment, the well-known public standard grayscale images of size 512 by 512
(512 x 512) obtained from (Califonia, 2017) and (Microbes Digital Library, 2017) are used

to evaluate the performance of the proposed approach.
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3.4 Research Time Frame
This section provides details for the duration of this research. The schedule is presented
for 6 months, starting from June 2017 until December 2017. The detailed explanation of all

tasks accomplished is presented in Table 3.3.

Table 3.3 Activity Scheduling
Activity 15t Month | 2" Month | 3" and 4™ Month | 5" and 6™ Month

Literature Study

Algorithm Design

Implementation

Testing and
Validation

Results Analysis

Writing, Presenting
and Submitting
Final Report
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CHAPTER 4
EXPERIMENTAL RESULTS AND DISCUSSION

The experimental results obtained using the proposed approach are presented in this
chapter. Besides, different metrics such as embedding capacity and peak signal-to-noise ratio
(PNSR) are measured thereafter the discussion on the results is presented. Furthermore, the
comparison between this approach and the existing one is also made so as to evaluate its
performance. The results are presented in tables and for the sake of clarifying and
understanding the research findings, different figures and images are also provided. The main
goal of the experiment was to measure and evaluate the distortion level of the stego image with
respect to the number of secret bits that are concealed in the cover image. The overall results
shows that that the proposed method performs well over the previous one (Ali AL_Huti et al.,
2015) where good PSNR and good payload capacity are achieved.

4.1 Testing Environment

The proposed algorithm was developed and tested on a laptop computer having the
following specifications. 64-bit Windows 8.1 Professional, Intel (R) Core (TM) i3-4005U
CPU@ 1.70 GHz and 4.00 RAM with no pen or touch input display.

4.2 Evaluating the Performance of the Proposed Approach

Various well-known standard grayscale images of size 512 by 512 (512 x 512) taken
from (Califonia, 2017) and (Microbes Digital Library, 2017) are utilized to evaluate the
performance of the proposed method on the given size of the secret data. All of these images
are freely available to be used and during the experiment, different scenarios are considered,
i.e., different images and secret message sizes are used during the experiment. The PSNR and
embedding capacity are measured to analyze and evaluate how the stego image degrades with
respect to the original cover image.

If the PSNR value is high, the quality of the stego image is better. That is, the cover
image is not drastically distorted. The PSNR is computed using the equations provided in (30)
and (31). Furthermore, histograms for both original images and their respective stego images
are generated to see the variation that occurs in the statistical properties of the original cover
images. Fig 4.1 depicts all grayscale images where five genal (non-medical) images and five

medical images are used for evaluation.
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(@) (h) (i)

@)

Figure 4.1 Cover Images (a) Tiffany (Girl).tiff (b) Elaine.tiff (c) Lena.tiff (d) Pepper.tiff (e)
Aeroplane.tiff (f) Hand medical image.tiff (g) Head medical image.tiff (h) Lung medical
image.tiff (i) Abdominal medical image.tiff (j) Leg medical image.tiff
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4.3 Results and Discussion
The detailed illustrations and explanations on the experimental results is presented in this
section. In addition, as early mentioned different scenarios are considered in order to analyze
the changes that occurs in the original pixel values after concelealing the secret data. A binary
bit stream of the secret data whose size depends upon the needed payload capacity to be
embedded in the image is randomly generated using a function available in MATLAB. During
the experiment, five different sizes of the secret message (with size; = 16569 bits, size, =
37629 bits, size; = 90000 bits, size, = 147762 bits and the last one (sizes) having
196508 bits) are first randomly generated, thereafter they get stored into five different text files
to make sure that the same secret message is utilized for all images throughout the experiment.

From the experimental results shown in Table 4.1 and Table 4.2, it is found that with
the proposed method, a good PSNR is achieved. That is, by considering the quality, the
proposed method outdoes the one implemented by (Ali AL_Huti et al., 2015). Furthermore,
since the proposed method has improved the previous reduced difference expansion (RDE), it
is ideal to visualize it by plotting the results from Table 3.1, (see Fig 4.2) which shows that by
utilizing the proposed RDE-scheme small difference values are obtained which results in a
good payload capacity as well as good quality of the stego image. Moreover, it is also important
to note that the pixel block and the suggested constant base point for each block have also
greatly influenced the quality of stego image. Different figures (Figs 4.3 — 4.8) are provided

for results visualization. Additionally, to observe the changes made in the cover images after
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Ali AL_Hulti et al. Proposed Method

Figure 4.2 Variation of the reduced difference using the proposed method and the one

implemented by Al _Huti et al.
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Table 4.1 Comparison Between the Method of Al_Huti et al. and the Proposed one Using
General (Non-medical) Grayscale Cover Images.

Al_Huti et al.’s method Proposed method
Images
Capacity (bits) PSNR (dB) Capacity (bits) PSNR (dB)
16569 41.84 16569 42.54
37629 36.80 37629 37.77
Girl (Tiffany) | 90000 32.35 90000 33.54
147762 30.41 147762 31.63
196508 27.16 196508 30.25
16569 41.06 16569 41.59
37629 38.69 37629 39.09
Aeroplane 90000 31.23 90000 32.16
147762 27.45 147762 28.65
196508 25.89 196508 27.36
16569 46.58 16569 48.27
37629 40.33 37629 42.03
Lena 90000 33.15 90000 34.96
147762 29.60 147762 31.47
196508 28.30 196508 29.98
16569 33.88 16569 34.55
37629 32.74 37629 32.79
Pepper 90000 29.66 90000 30.04
147762 28.14 147762 28.82
196508 27.00 196508 271.72
16569 41.11 16569 42.16
37629 37.30 37629 38.54
Elaine 90000 32.16 90000 33.57
147762 29.89 147762 31.22
196508 28.69 196508 29.99
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Figure 4.3 PSNR variation after hiding 16569 bits in non-medical images
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Figure 4.4 PSNR variation after hiding 37629 bits in non-medical images
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Table 4.2 Comparison between the Method of Al_Huti et al. and the Proposed Method Using Medical
Grayscale Cover Images.

Al_Huti et al.’s method Proposed method
Images
Capacity (bits) PSNR (dB) Capacity (bits) PSNR (dB)
16569 46.33 16569 46.92
37629 44 47 37629 45.02
Lung 90000 41.96 90000 44.03
147762 40.48 147762 41.31
196508 38.41 196508 39.14
16569 42.00 16569 43.46
37629 41.95 37629 43.33
Hand 90000 40.76 90000 41.89
147762 38.03 147762 38.94
196508 37.61 196508 38.55
16569 43.95 16569 44.62
37629 42.38 37629 42.99
Abdominal 90000 40.78 90000 41.26
147762 38.03 147762 39.96
196508 37.81 196508 38.39
16569 42.45 16569 42.77
37629 40.45 37629 40.81
Head 90000 35.43 90000 36.71
147762 32.57 147762 33.89
196508 31.63 196508 32.86
16569 47.21 16569 48.37
37629 43.84 37629 44.84
Leg 90000 40.43 90000 41.24
147762 39.59 147762 40.26
196508 38.21 196508 38.79
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Figure 4.5 Variation of PSNR after hiding 16569 bits in medical cover images
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Figure 4.6 Variation of PSNR after hiding 37629 bits in medical cover images
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embedding the secret data, Fig 4.9 depicts Elaine cover image, Hand original medical image,
Lena cover image and their respective stego images obtained after concealing 16569 bits of
secret data while Fig 4.12 depicts the example of the cover and stego image histograms. In
addition, from the experimental results, it could be seen that after concealing five different
sizes of the secret message into all cover images, good PSNR is achieved and this results in a
good visual quality of the stego image, i.e., based on the overall results, it could be inferred
that the proposed method has greatly enhanced the previous one (Ali AL_Huti et al., 2015) and
this enhancement allows high quality application for data hiding. Nevertheless, as mentioned
above (in Table 4.1 and Table 4.2), the value of PSRN goes down after hiding more secret bits
in the cover image. That is, after concealing 196508 bits, the PSNR value slightly decreases.
The highest PSNR (48.03 dB, see Table 4.2) is obtained after concealing 16569 bits in Leg
medical image while the lowest PSNR is obtained from Aeroplane image (27.36 dB, see Table
4.1) after hiding 196508 bits.

For Leg medical image, the idea is that values obtained after computing the difference
between pixel pairs were further reduced to the possible smallest values which results in a good
PSNR. For Aeroplane image, it means that although the difference values were further reduced
using the proposed RDE, the values generated after the reduction process are still large
compared to the ones from Leg. Moreover, if there is a high disparity between the neighboring
pixels in each block, it results in large difference values which may reduce the quality.
Considering all sizes of the secret message, the PSNR from some images tends to be close to
each other which implies that the difference values obtained after reduction are almost in the
same range. Nonetheless, as the trade-off, there is always a slight change in the quality of stego
image whenever the payload capacity is increased or decreased.

As a result, this proposed method can be highly preferable to individuals willing to
conceal low or medium payload capacity with low perceptibility and high security level. The
reason is that it will be difficult to suspect the existence of the secret data in the stego image
while being transmitted to the intended recipients via the internet. Moreover, this will also
increase the level of confidentiality, integrity and privacy between the communicating parties
or individuals. The results’ visualization about the performance of Ali_Huti et al.’s scheme
and the proposed one are presented in Figs. 4.3 - 4.12. From Fig. 4.3 and Fig 4.4, we could see

48



PSNR Average in decibels (dB)

45

40

35

30

25

20

15

10

16569 37629 90000 147762 196508

Secret message size (bit)

—PSNR Al_Huti et al. =—4—PSNR Proposed Method

Figure 4.7 The overall PSNR average for all general cover images with respect to each secret
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Figure 4.8 The overall PSNR average for all medical cover images with respect to each secret

message size
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Figure 4.9 “An example of cover images (a) Elaine cover image.tiff before hiding data with
Im_Pix_Avg = 136.3565 (b) Elaine stego image.tiff after hiding 16569 bits with
Im_Pix_Avg = 136.5613 and PSNR = 42.16 dB (c) Hand medical cover image before hiding
data with Im_Pix_Avg = 62.6073(d) Hand medical stego image after hiding 16569 with
Im_Pix_Avg = 62.7510 and PSNR = 43.46 dB (e) Lena cover image before hiding data with
Im_Pix_Avg = 124.0425 (f) Lena stego image after hiding 16569 bits with Im_Pix_Avg =
124.1560 and PSNR = 48.27 dB obtained using the proposed method”.

that after concealing both sizes, the proposed method achieves good results over Ali Al_Huti
et al.’s scheme in terms of the visual quality of the stego image. Moreover, Figs. 4.5 and 4.6

show that for all secret message sizes, the proposed method is still achieving good PSNR
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compared to the previous one. Fig 4.7 and Fig. 4.8 depict the overall PSNR averages with
respect to each secret message size for all types of the cover images. The PSNR average is
computed based on five secret message sizes which are used to evaluate the distortion level
(changes) encountered in the cover image after concealing each secret message size. E.g., for
Girl (also called Tiffany), Aeroplane, Lena, Pepper and Elaine cover images, the PSNR
average (in this case 41.829 dB) after hiding the first secret message size (16569 bits) is
obtained by computing the average of five PSNR values (PSNR from each cover image, i.e.,
PSNR_Girl=46.92 dB, PSNR_Aeroplane =41.59 dB, PSNR_Lena = 48.27 dB, PSNR_Pepper
= 34.55 dB and PSNR_Elaine = 42.16 dB.

Regarding medical cover images the process is similar. Surprisingly, the overall good
PSNR average is achieved in medical images. This is because these images are characterized
by a high redundancy which allows data to be concealed without much distorting them. It is
also worth to note that owing to the fact that the proposed reduced difference expansion scheme
effectively reduces the difference values, it also keeps good quality of the stego image. More
importantly, if we look at images in Fig 4.9 (a) and (b), (c) and (d), as well as (e) and (f), they
are almost similar which makes the proposed method to be highly judged invisible, i.e., it is

really difficult to identify the difference between them (the original cover images and their
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Figure 4.10 Variation of PSNR after concealing 196508 bits in non-medical (general) cover
images
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Figure 4.11 Variation of PSNR after concealing 196508 bits in medical cover images
corresponding stego images), which means that there is a high similarity between the stego
image and the original cover image. Such degree of similarity can also be revealed by the
image pixel values’ average (Im_Pix_Avg). For example, the Im_Pix_Avg (136.3565) for
Elaine cover image and the one for Elaine stego image (136.5613) as provided in Fig 4.9,
they are very close to each other with the only difference of 0.2048 which is actually
acceptable.

The PSNR reduction is slightly noticed after concealing 196508 bits in all images,
which implies that the distortion level or the degree of similarity between the cover and the
stego image is proportional to the embedding capacity (this can be viewed in Fig 4.10 and
4.11). To wrap up the results analysis, Fig 4.12 is provided to illustrate the example of the
cover image histogram before and after embedding secret data. The concept of using histogram
to visualize the changes made in the image was discussed in the second chapter, i.e., previous
research have shown that significant changes in the cover image’s histogram can lead to the
stego image suspicions which can results in intercepting or interfering the hidden data (Fridrich

etal., 2003). Hence, drastic changes in the histogram of the stego image are always undesirable
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Figure 4.12 (a) Elaine cover image histogram before hiding data with image pixel average =
179.1789 (b) Elaine stego image histogram after hiding 16569 bits, with the image pixels’
average = 179.3488 and PSNR = 42.12 dB.
while concealing data in any media. From Fig 4.12 where 4.12 (a) and (b) depict both
histograms of Elaine cover image.tiff before and after concealing 16569 bits. If we look at both
image histograms in (a) and (b) they are almost similar which reveals their high degree of
resemblance. Moreover, considering the pixels’ average for both images (cover image pixels’
average =179.1789 and stego image pixels’ average =179.3488), they tend to be close to each
other which also proves their similarities. Generally, the proposed approach can be suitable for

all users depending on the embedding capacity to be concealed.
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CHAPTER 5
SUMMARY, CONCLUSION AND FUTURE WORK

This chapter wraps up the work carried out in this thesis by presenting a summary of this
study, conclusion as well as suggesting the future work to enhance the proposed method. That
is, the purpose and contributions of this work couple with their effects on the research findings

are summarized thereafter a clear discussion in direction to improve this work is also provided.

5.1 Summary of the Study

Providing better solution to the main problem of maintaining a good visual quality of
the stego image and a good embedding capacity which is encountered in the previous data
hiding methods was one of the main concerns throughout this study. These two factors have to
be taken into considerations while designing digital image data hiding methods since they may
lead to the suspicion and interception of the hidden data as well as communication disclosure
in case they are not well maintained.

Hence, a new data hiding method that allows confidential data to be concealed in digital
grayscale images while preserving and maintaining the aforementioned factors was introduced
in this work. The proposed method was developed based on the reduced difference expansion
scheme and constant base point for each pixel’s block. Correspondingly, to demonstrate the
need for this research, a clear study background on the existing data hiding methods was
presented in chapter one. Moreover, the literature study providing the current trends on digital
image data hiding methods coupled with evaluation metrics was reviewed in the second
chapter.

The Methodology detailing the design and functionality of the prosed method was
elucidated in the third chapter while the experimental results and discussion were presented in
chapter four. Finally, this chapter wraps up the work presented in this dissertation by drawing
conclusion on the overall research findings with respect to the research questions which are

considered as key motivations for this work.

5.2 Conclusion
The conclusion on the research findings presented in this work is drawn on number of

points with reference to the main research questions mentioned in the first chapter.
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1. To respond to the first research question, “How a good visual quality of the stego image

can be preserved after concealing the secret data? “, the suggested based point was used to
compute the difference between pixel pairs in each pixel’s block thereafter the proposed
reduced difference expansion scheme was applied to reduce the difference values which allows
data to be concealed into small values. Note that the base point also reduces the number of
pixels which can be out of the gray level range while computing the new pixel to be used for
building the stego image. That is, the problem of underflow and overflow is well maintained
since two pixels are not added up in order to get the new pixel.

The evaluation parameters (peak signal -to-noise ratio and the embedding capacity)
were measured to evaluate the performance. The experimental results obtained (refer to Table
4.1 and Table 4.2) using both categories of the cover images (non-medical images and medical
images) show that the visual quality of the stego images was greatly improved. However,
different PSNR values were achieved using the same size of the secret data for all images. This
implies that apart from the suggested techniques (RDE-scheme, constant base point, and
pixel’s block), there are other characteristics such as the nature of the image itself (edges,
disparity on the pixel values distribution, and high degree of redundancy) which can also
influence the results. If there is a high disparity between the neighboring pixels, it results in
large difference values which may reduce the quality for certain images.

The highest PSNR was achieved while hiding data in medical images due to their well-
known characteristic of having several large smooth areas (also known as high degree of
redundancy) which permits data to be concealed without being greatly degraded. However,
with the other category of the cover image (non-medical images), good stego image quality is
also achieved even though the PSNR values are less than the ones from certain medical images,
i.e., considering the quality, the proposed RDE-based method provides better quality of the
stego image.

2. The second research question regarding “How the number of secret bits to be concealed

in a grayscale digital image can be increased without drastically deforming it?’’ was addressed

as follows. The size of the pixel’s block which allows data to be concealed in the cover image

was suggested. It allows 3 bits of the of secret data to be concealed in each pixel’s block based

on the defined criteria which control the embedding process (further details were given in the
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third chapter). More importantly, the proposed RDE-scheme has also contributed to the
amelioration of the embedding capacity by increasing the number of embeddable pixel pairs.
That is, by concealing secret data into small difference values, new pixel values are kept
between 0 and 255 (gray level range) which is ideal since only few pixels are ignored while
concealing data, (those are under floor and over floor pixels since they can lead to
unrecoverable data).

Additionally, different sizes of the secret message were used throughout the evaluation
which can help users to easily determine or choose the appropriate secret data size to be
concealed based on how the quality of the stego image is preserved. Accordingly, it can be
concluded that the new proposed RDE-scheme and the pixel’s block achieve a reasonable
embedding capacity which proves the effectiveness of the new data hiding method presented

in this work.

5.3 Limitations and Future Work

The application of the proposed RDE-based scheme and constant based point in grayscale
digital image data hiding approach has played a significant role in improving and maintaining
the quality of the stego image, and the embedding capacity. However, further considerations
to improve this work are still highly welcomed due to the limitations identified in its
performance. In this way, below we present a point by point on the limitations encountered on
this work which can be taken as motivations for future research. As elucidated in the
experimental results discussion, increasing the embedding capacity results in slightly
decreasing the PSNR value (quality of the stego) which is always undesirable. Therein, further
evaluations on the variation of embedding capacity with respect to the PSNR value are still
needed.
1. In the future work, it is expected that the quality of the stego image can be improved by

varying the reduced difference expansion scheme.
2. The embedding capacity variation can be evaluated using dual imaging technique

combined with the reduced difference expansion scheme.
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APPENDIX 1
LIST OF NOTATIONS AND SYMBOLS

Cover Image — CI

Secret Data —» S

Stego Image — SI

The n'" Original Pixel - u,,

Pair of Pixel - P

Difference between pixel pairs — v,
Reduced Difference — v'’,

Modified Difference — v’

New Pixel - u',

Location Map — LM

The Base Point Pixel in Each block = u,,
Block of Pixel = Blk_p

And - &

Image Pixels’ Average — Im_Pix_Avg

Rightwards Arrow: —

65




[This page intentionally left blank]

66



APPENDIX 2
ABBREVIATIONS AND ACRONYMS

DE: Difference Expansion

RDE: Reduced Difference Expansion

PSNR: Peak Signal-to-Noise Ratio

SD: Spatial Domain

TD: Transform Domain

DWT: Discrete Wavelet Transform

DCT: Discrete Cosine Transform

DD DT: Double Density Dual Tree

HT: Hadamard Transform

CT: Curvelet Transform

Bpp: Bit Per Pixel

PVD: Pixel Value Differencing

JPEG: Joint Photographic Experts Group

TIFF: Tagged Image File Format

RDH: Reversible Data Hiding

MATLAB: Matrix Laboratory

IRDE: Improved Reduced Difference Expansion
LSB: Least Significant Bit

RGB: Red Green Blue

GDE: Generalized Difference Expansion

CPU: Central Processing Unit

RAM: Random Access Memory

LM: Location Map

EX-RDE: Expandable Reduced Difference Expansion
NON-EX-RDE: Non-Expandable Reduced Difference Expansion
FFEMD: Formula Fully Exploiting Modification Directions

8nPVD: 8-Neighboring Pixel Value Differencing
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