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Cloud computing technologies have reached a hig#l kef development, yet a number of obstacles
still exist that must be overcome before widespreaimercial adoption can become a reality. In a
cloud environment, end-users requesting services doud providers negotiate Service Level

Agreements (SLAs) that provide explicit statementsatyf expectations and obligations of the

participants. If cloud computing is to experiencdagipread commercial adoption, then incorporating
risk assessment techniques is essential, during Slgatiadon and service operation. This paper
focuses on the legal issues surrounding risk asssssmCloud Computing. Specifically, it analyses

risk regarding data protection and security, andsgmts the requirements of an inherent risk
inventory. The usefulness of such risk inventory scdeed in the context of the OPTIMIS project.
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1. Introduction

After decades in which companies used to host #wire IT infrastructures in-house, a major shift is
occurring where these infrastructures are outsoutoeexternal operators such as data centers and
Clouds (Carr 2008). Clouds by definition are a éappol of easily usable and accessible virtualized
resources (such as hardware, development platfotorage and services). These resources can be
dynamically re-configured to adjust to a variatdad, allowing for optimum resource utilization. A
pay-per-use model in which the Cloud providers rofjearantees, typically exploit this pool of
resources.

A successful Cloud infrastructure is underpinnedi®lvering the required Quality of Service (QoS)
levels to its users. Additionally, success relies on a user’s ability to express QoS requirements of their
applications prior to their deployment and operatim a Cloud infrastructure. The notion of QoS
usually focuses on a number of factors, which @bnsf performance, trustsecurity energy
consumption and cost, all of which stand as challlgngsues in Cloud infrastructures.

However, significant developments in the areassif assessment are necessary before widespread
commercial adoption can become a reality. Spedlificask assessment mechanisms need to be
incorporated into cloud infrastructures, in ordemiove beyond the best-effort approach to service
provision that current cloud infrastructures follow



This paper focuses on a specific aspect of risk gemant as applied to cloud computing: legal
issues, which are viewed as high-level concernsuhdérpin the non-functional properties of cloud
infrastructures. Specifically, it analyses riskardjng data protection and security, for exampk ri
of loss of data and ownership rights.

The importance of risk management in Cloud compuisng consequence of the need to support
various parties involved in making informed deaisioegarding contractual agreements (Djemame et
al. 2011). Consider a cloud provider that wishesfter use of its resources as a pay-per-use gervic
Interactions between a cloud provider and an eed-(& service consumer) can then be governed
through a Service Level Agreement (SLA), contracyuadifining the cloud provider's obligations, the
price the end-user must pay and the penalty thedgboovider needs to pay in the event that it tails
fulfil its obligations. The use of SLAs to govern Buimteractions in Cloud computing is gaining
momentum (Ferrer 2011). However, such agreements maargsent a legal risk to the parties
involved. An SLA violation could be caused by vadgawvents such as disclosure and alteration of
end-user data. Consequently a provider may be limgvilo implement such an approach without
effective risk assessment. Similarly, end-users liteinefm an evaluation of the legal implications of
agreeing to particular SLA offer. Therefore, the n@intributions of the paper are: 1) an analysis of
risk from the legal perspective in clouds, focusimy data protection and security, and 2) the
requirements of an inherent risk inventory.

The rest of the paper is structured as follows.i8e@& motivates the problem of assessing legal risk
in Clouds and introduces the risk assessment mdthgyddection 3 analyzes data protection policies
and the minimum security standards, and providgal lguidance on the appropriate measures to be
implemented. Furthermore, despite all the econdmeitefits Cloud Computing can offer, there are
many other risks enterprises/end-users should bareawf before entering into a contractual
agreement with a provider. We analyze these risklssgrutinize the ways of mitigating such risks.
Section 4 describes how legal requirements caak®ntinto account when creating a risk inventory
framework for the Cloud. Section 5 presents thelementation details of such risk inventory,
showcasing the application of the methodology agjdwo use casesdrrer et al2010): federated and
multi-Clouds Section 6 addresses related work, while conclasaod future work are summarised in
Section 7.

2. M otivation and Background

By its distributed nature, Cloud Computing oftemirbl the location of and the security measures
associated with data. This situation when it occarsapllide with legal data protection requirements.
End-users must, however, be familiar with the regaladithat govern their business in order to assess
the risk levels of putting their data, network $eeg and processing into the cloud. There are devera
risks, especially with regard to data protectiord aecurity (ENISA 2009). Examples include
destruction of data, loss of data and ownershiptsigdisclosure and alteration of data, unauthdrise
access by third parties or authorities of countresside EU/EEA and uncertain regulatory
compliance. From the legal perspective, the realitioud computing end-users must reconcile:

i.  How their data, applications and infrastructures siored and managed by others in remote
locations.
ii. If their proprietary data can be stored with thead# other tenants (some of whom may even
be competitors) on shared infrastructure (at leetste public cloud).
ii. Data provisioned dynamically can bring loss of coinio personal data processed in Cloud.



iv.  Cloud Computing providers often subcontract andaute the provisioning of their services
to unknown third parties in unknown locations.

v. Data and databases can be easily reproduced amMifachines (VMs) running in Cloud.

vi.  Cloud Computing has the technology which can p@tyigenerate new information derived
from the data made available from users (eithawiddals or companies).

Risk is defined as “Hazard, danger, exposure to mischance or peril” (RMS 2009). In the present
context, risk corresponds to hazardous eventshinat a negative impact on SLA fulfilment. In a
cloud environment providers aim to assess and mahagesk associated with offering an SLA to an
end-user. Hence the hazardous events from this quirgp are any events which potentially
adversely affect the provider’s ability to ensure that the SLA is fulfilled. The risk associated with such
events can be characterised using two key parasngerprobability of occurrence and the impact of
occurrence. Consider the example of unauthorisegsacto end-users personal data. In order to
evaluate the risk of such event, the provider maise tinto account the possible causes of such an
event and their likelihood of occurring. For exaephnauthorised access to personal data could be
caused by hacking, malware, malicious activitiegwan human error. Each of these causes must be
accounted in order to enable an assessment of Alslsuch events and their impact need to be
considered in order to compute an overall probghili SLA violation. Regarding the impact of an
SLA failure on an end-user, this is dependent on application domain and requires a legal
framework for a detailed analysis.

Figure 1 describes the risk assessment steps. Natteisk assessment takes place at: 1) the service
deployment stage for initial placement of servioesloud providers, possibly taking the legal factor
as a criterion for cloud providérselection, and 2) the service operation, wheradclesources and
data are managed by the cloud provider to fuli# 8ervice Level Objectives (SLO), including the
legal ones. During deployment and operation stagsneeds to be constantly monitored in order to
prevent any additional costs to be incurred tcetiiek-users and cloud providers.

Service Deployment Phase

: i Risk 2 .
Rl?k : > Risk —» Management [ Bk Rk
Identification Assessment Planning

Resolution Monitoring

A

Service Operation Phase

Figure 1. Risk assessment lifecycle during service deployment andiaperat

In this paper, we firstly analyse data retentioliges and the minimum security standards. Secondly
we describe the steps towards the design of a tesgahventory and its implementation in Clouds.

3. Legal Risks

Legal risk in the IT industry continues to be an\actarea of research (Burnett, R. 206%®jas-
Muslera et al. 2007) and covers many aspects ofathgincluding topics such as copy protection,
privacy and censorship. However our core interiest ih the risks associated with managing data,
specifically:



e Data protection and data security. A key inhibitor of the Cloud, where trust and qohof
the data is critical to building confidence.

e Intellectual property rights. Includes the questiofiwho owns the data iwie Cloud? .
Cloud Computing creates new data using variousst@@hta mining etc.). The concept of
ownership implies the owner can control how the daiih be regulated and issues of
jurisdiction apply.

In the following subsections, we discussséhiegal aspects in the context of Cloud Computing. W
group them according to two different perspectitles,end-user and the cloud provider.

L.egal Is5Ues

Usar q,_-"__-.c,ﬂ:.,h Cloud Provider Cluud Provider
[Daployrmeant) {Oparation)

Figure 2. Legal issues and service lifecycle stages.

Legal issues are present during all stages of thécedifecycle (Figure 2). In the initial contraetl
agreement which the end-user makes with a Cloudid®g the end-user can specify legal clauses,
which will satisfy certain service requirements loow data is to be protected. This is a legally
binding contract, which must be fulfilled by theoGtl Provider. The Cloud Provider must ensure all
clauses will be adhered to before deploying theieer Therefore constant monitoring of legal risks
will be required during the operation phase.

(@) End user Perspective

Art. 17 (1) of the Data Protection Directive (DP895) stipulates that the controller, i.e. the eseru
must implement appropriate technical and orgampati measures to protect personal data against
“destruction, [...], loss, alteration, [...] disclosureaxcess, [...] and against all other unlawful forms
of processing”.

Destruction of data. Personal data must be protected against accidentahlawful destruction to
ensure integrity and availability as well as buseeontinuity. Destruction of personal data repitssen
the complete removal or serious corruption of phajsilata (i.e. on the hard disk or in main memory)
in the way that their recovery is impossible.

The provision aims to ensure the physical and lbgrt@grity andavailability (ensuring business
continuity) of the data processed. Cloud providers in gergrah as Amazon make use of VMs
which process the data on physical hardware ina@&iters. On the one hand, compared to physical
servers, data inside VMs are more volatile thaa datraditional IT environments. If VMs crash or
are shut down, the data are usually lost. Furthexmb VM images or instances are stored on a
physical server directly attached to the servefitall hosted VMs totally depend on the physical
machine they are running on. In the worst casegatth processed in a VM running on the server
could be destroyed when the physical machine csashis destroyed, regardless whether caused by
disasters or malevolent acts by unauthorised perddris is an important issue in cloud computing,
as more business-critical workloads are deployedhis. A catastrophic failure of a single physical
server might therefore result in an interruptiormdérge number of servicegMWare 2009.

Because cloud offerings are providing their sewibg using VMs, the data may be put at risk
because of the fact that VMs containing persontd dan easily be erased. Furthermore, there is the



danger of physical machines being a Single Poirftafure for hosted VMs. Where the physical

machine is destroyed, all VMs running on this maehivill be affected. On the other hand, the

relatively simple and inexpensive replication of ¥ih multiple locations increases redundancy and
independence from failure.

Loss. The Data Protection Directive (DPD 1995) aims totget the logical and physical availability

of personal data by requiring the EU Member Statesniplement security measures against
unplanned events (natural disasters, hardwarada)luThis element protects the physical and ldgica
availability of the data. It emphasises the obligation to immelet safeguards to prevent data from
being unavailable due to unplanned events such cagerp interruption, natural disasters or
spontaneous hardware failures. Keeping data inupadke provision aims to keep data as available
as possible since recovery measures might be castlytime consuming. However, as already
mentioned, cloud computing benefits from increasztlindancy and independence from failure as it
stores data dynamically in different locations (EAIS009). Also, stored VMs will be available in
much shorter time than physical servers. By takmgsures against destruction of personal data, the
requirement to prevent data loss should be fulfitié the same time. One possible technical measure
could be to implement Data Loss (Leak) PreventionRptoncepts in Clouds.

Alteration. Another security measure to be taken is to prgbecsonal data against alteration. The
implementation of such safeguards aim to guaraimtegrity of the data processed. To protect data
against alteration, an IT system has to ensuredtat may not be modified undetectably or adapted
by unauthorised persons. This requires functionsriputi control in order to retrace who accessed
which data, the time and purpose of access (Seiilling 2010). The input control aims mainly to
identify and retrace errors in the data procesding,it is also a tool to monitor unauthorised asce
and the integrity of the data processed in the $tesy.

Alteration means any modification applied to exigtdata which results in a difference compared to
the time before the modification came into eff€tir analysis has shown that national data security
obligations require controllers or processors to Wdwether data has been entered into the system,
with date and time and by whom this has been ddiés is of relevance for audits, i.e. for
certification, but also with regard to possible sgguncidents or unlawful input or modification of
personal data into the information processing sysiiehe obligation to create logs will mainly affect
the application (SaaS) layer. Only applicationscpssing personal data will have to implement
logging capabilities. The minimum content of a ldg €ould look like:

[date (ddmmyyyy)] [time (hh:min:sec)] [person accessing the adqtiser name)]
[identification of cloud customer (i.e.by customero.)h [application accessed
(application name or module)] [nature of data @gecial categories of personal data)]
[security level (basic, medium, high)] [action taKewput, adaption removal)]

The information given above should provide a sugfitioverview to trace to what extent data have
been altered.

Concerning the retention period of audit logs, aegal assessment is out of question. Instead, it
depends on the nature and quantity of data conteWbere special categories of data (Art. 8 Data
Protection Directive) and/or large sets of persaolagé are concerned, the log file should be stfmed

a longer period even after the final removal of dhiginal data, while log file information aboutmo
sensitive and/or small sets of personal data malelsted earlier. Log files should be kept separately
subject to the same security measures as the dragitea Their content should be structured in a way
that it is possible to segment it in order to mekevailable to customers.



Disclosure. A very important data security requirement is tbata have to be protected against
unauthorised disclosure. Disclosure is the act afing something known that was previously secret
or private. This element is one of the cornerstaigbe data security framework. In fact, the data
subject is only in the position to preserve thétritp the protection of personal data, in cheth
controller and processors (the end user and cloodder respectively), do not disclose the data to
third parties. Thus, this element of the provisitnves to preserve theonfidentiality of data in a
technical way. Especially in cloud computing envimemts, the aspect of confidentiality is of utmost
importance. There are several reasons to this:lyrirstoud computing supports multi-tenancy
(ENISA 2009). Different service consumers or cust@meight be working on the same physical
machine, only separated by a software abstractiger| Therefore, personal data processed in a VM
must strictly be separated from the data insidehemdo/M so that the data cannot be disclosed to
another tenant working on the same physical mackioethat reason, Clouds can ensure that at all
times, data inside a VM is kept separately fromeotMs that are not assigned to the same client.
Secondly, data can be frequently distributed withi Clouds using a VM management component.
Such a component would be responsible for efficimanagement of VMs running in a cloud
infrastructure. The task of the component is to ojgnihow the VMs are placed on the physical
resources so that the provider’s internal goals are maximised. Distributing the workload is inherent in

all matured cloud architectures, such as the Am&¥eh Services with Elastic Load BalancinBata

are dynamically allocated according to a large remdj different factors. This leads to continuous
data streams between different locations (dataregnbof different providers, in order to find the
optimal location for maximum performance and togkdee agreed service levels. Consequently, the
risk that unauthorised persons in clouds are inpgirgg data, is higher than in traditional
infrastructure as more data is in transit (ENISA@00 he legislator has explicitly addressed this ris
in Art. 17 Data Protection Directive (DPD 1995), exd he states that data need to be protected
against unauthorised disclosure 'in particular wtibe processing involves the transmission of data
over a network'. This provision is therefore of higHevance, as cloud computing involves the
transmission of large amounts of data 'in the clowtlich is basically a network of data centres
sharing and distributing resources and shouldestovguarantee safe and uninterrupted data transfer

Access. Another protective measure is to prevent unawuhdriaccess to personal data. This element
refers to the requirement of restricted permissioaccess data and process them. Its aim is therefo
to implement measures for access control and guesraheconfidentiality of the data. Access
control can be defined as a procedure used tordieterif an entity should be granted access to
resources, facilities, services, imformation based on pre-established rules and speatghts or
authority associated with the requesting party (ITRIXO0). Access control is very important, since
only the data controller and/or the processors lshba authorised to access the data. In addition,
within the organisation of a cloud provider actagya controller or processor, access rights shmaild
carefully assigned to particular persons only. lynan the Software as a Service (SaaS) levelctlo
services/applications should provide service coesamvith the ability to assign access rights and
restrictions for their own organisation, in ordeatoid unauthorised access to personal data.

In view of cloud computing, Identity and Access Mgament (IdAM) are important keywords here.
Identity management can be defined as a set ofifurscand capabilities used for the assurance of
identity information, assurance of the identity af entity and supporting business and security
applications.

! http://aws.amazon.com/elasticloadbalancing/?preview=true



Transfer of data. There is a risk that personal data may be tramsfeand stored outside the EU or
EEA countries. Respectively, the European Commissaendecided that several countries ensure an
adequate level of protection (e.g. Switzerland #redUS, provided the importer is registered under
“Safe Harbour”) to which data may be transferred without specific additional. Any other transfer of
personal data in the cloud to third countries isegally prohibited if there are no further legal
safeguards. Data retention post termination ofSbA is another risk for customers. According to
Data Protection Directive 95/46C (DPD 1995), the data may only be processed for wtecgand
relevant purposes. Upon termination of the SLA,gbgpose ceases to exist; hence the data must be
erased. There may also be cases where a Cloud praem@nates the SLA without notice to the
end-user, resulting in a risk of the end-user psiccess to all data.

(b) Cloud Provider Perspective

Ownership of data. Data ownership refers to both the possession of esmbnsibility for information
which implies control over that information. Suabntrol involves the capability to access, create,
modify, package, derive from, sell or remove datavell as the right to assign these rights.

Data hasnintrinsic as well as an added value. This is uguadimething produced in the process of
making something else. 'At the core, the degreevaiership (and by corollary, the degree of
responsibility) is driven by the value that eacleiasted party derives from the use of that
information' Data Management 20D4

In an environment where there is shared controlatd (such as cloud computing), there should be a
complete understanding of the different matterateel to data ownership in order to know who is
entitled to claim such data. Accordingly, Gartnaebrsitted a list of rights concerning rights and
responsibilities with regard to cloud computingpmessly mentioning the right to retain ownership,
the right for use and control of one's own datarti&s Newsrom 2010).

Data ownership does not have any practical valuend is not able to access his own data. For
instance, if an end-user wants to migrate data &waythe cloud computing provider it is important
to ensure the contract allows for access to “back-end data”. As usually subscribing to a cloud service,
allows you to get access to the functionality & #pplication that you use, it is important to easu
customers can still access the data, provided acoss is removed. Agreements betweenuseids
and providers should offer export data capabilitether directly or via the provider, even aftee t
termination of the contract (Longbottom 2010).

Therefore, loss of ownership rights will not onlgloee or even compromise shareholders value, but
may put at risk the organisation’s ability to migrate to another provider. The opportunity and ability to
switch cloud providers is relevant for the competition of enterprises in the market. Avoiding “lock in”

and enabling switching between providers will enager better service levels at lower costs thus
fostering competition in the market (Kallenbach 200

We conclude that it is of utmost importance to makee the endsers “own their data” that they
make available to the Cloud provider and that theseership rights are mentioned and clarified in
any formal agreement such as a SLA.

Other unlawful forms of processing. Data must be protected against all other unlawdamg of
processing. This vague legal term seems to be unddrsais a very broad concept. However, it is not
easy to determine specific security measures ierama be compliant with this stipulation. In our
view, the provision aims to ensure that data pmngssystems are designed in such a way that they



ensure that data processing operations meet tigatibhs under the law. In short, this elementstrie
to establish compliance with the provisions of the Data Protection Direet@dPD 1995) as a data
security obligation. This refers to so-called "pdyaenhancing technologies" (PET) which are
specifically designed for protecting privacy (Teggie 2006). PET stands for a coherent system of
ICT measures that protects privacy by eliminating entucing personal data or by preventing
unnecessary and/or undesired processing of perdata/ all without losing the functionality of the
information system.. For instance, one measureddoelthe automatic anonymisation of data after a
certain lapse of time or encryption tools.

"appropriate[...] measures’. The data controller is only obliged to implemenpigpriate measures.
The objective of this element is to eliminate or imise the impact that different security related
threats and vulnerabilities might have on an ommion's data processing (ENISA 2006). The
Directive is not clear with regard to the level safcurity to be implemented by cloud providers.
Security measures must be appropriate with regarthe anticipated risks inherent in the data
processing, as well as with regard to the naturelath and the costs of their implementation
(Terstegge 2006). Sensitive data as mentioned in8Af(L) Data Protection Directive (DPD 1995)
may require even more sophisticated security measwrhile other data may require less strict
measures. As the applications of security framesvasithin cloud structures have a significant
impact on performance, data management and costse@ommended cloud providers to provide
measures allowing service consumers to separaser@drdata from other data. This way, data not
falling under the Data Protection Directive's scape be processed more efficiently without the
boundaries marked by data protection laws.

Assessing appropriate security measures for clougheting is not an easy task. In general, we have
already highlighted that one of the specific clamanputing risks involves massive transfer of data.
ENISA rates the risk of data being intercepted in transit as “high” (ENISA 2009. The ongoing debate
about data protection and data security in clobadsvs that there are major concerns and objections
to cloud computing. Out of these considerations,camclude that the overall risk of using cloud
computing is higher than compared to using tradiidT. Consequently, to cope with these increased
risks, the appropriate measures with regard todcloomputing require higher security efforts.
However, appropriate security measures always labe tadjusted to the isolated case. While some
cloud services host customer information of veny leensitivity, others represent mission critical
business functions (CSA 2010). Where cloud computinglves the use of special categories of data
(particularly sensitive data) according to Art. &t® Protection Directive (i.e. health data), theysim

be even more strictly secured. However, even theschot mean that every theoretically conceivable
risk requires technical and organisational measiBesurity measures protecting data in the cloud
against these particular risks or threats shoulthincase be considered thoroughly (CSA 2010).

4. Towards a Risk Inventory
(a) Design

When dealing with legal risks, one has to consither actors involved when creating the risk
inventory as introduced earlier: the end-users #ed cloud providersThese actors can acquire
different roles in the area of data protection lawither data controller or processor. Since ongy th
controller is legally responsible for the procegsias a matter of course the risk is higher tham th
connected with being a processor and processingotitaon behalf of the controller. This has to be
taken into account when creating the risk inventatyich will be populated with the following:



- Assets: what to protect, e.g. data and their charstits. Risk events will be assessed in
terms of these.

- Incidents/Risk Scenarios: to describe any evemdition or their combination that has the
potential to reduce the capacity or availability ah asset. These are composed of
vulnerabilities and threats. Adaptive capacity be bther hand is the description of the
mitigating strategies in place for the specificedss

- Impact/Consequences: of a risk incident are defirmdguas degraded performance, loss,
destruction, alteration, disclosure of data, serviocavailability, etc.

Various research areas have developed risk investéor determining how certain risks can be
managed and evaluated to be brought up to an aitepevel (ENISA 2012). Most of the steps
towards creating the risk inventory vary acrossdifierent disciplines and context they are going to
be usedn. In terms of Cloud Computing, a set of processesdentified to create and manage a risk
inventory for the implementation of the framework:

1. Determine which use case scenario to focusroratp cloud, federated could, multi-Cloud.

2. Determine the areas of interaction in the Cldntkraction takes place at various levels such as
end-user/cloud provider or within the cloud provitbetween the service deployment and operation
phases. During each of these levels an SLA is adreteeen parties and its fulfilment monitored.

3. Identify the assets involvedhich have to be protected from external and iatedangers, as well
as the vulnerabilities and threats these assetdimayduring operation.

4. ldentify the risk triggering factors for thesssets.

5. Identify the relationships between assets antbwarfactors or events which may lead to risk
mitigation. These relationships can be as follows:

(i) Relationship between assets and vulnerabilité@stnerabilities describe the inherent
weakness of an asset and their impacts. Assets id) \alnerabilities (V) have an
interrelationship where each asset can have a muhelnerabilities, and each vulnerability
can pertain to more than one asset.

A=V, fori=1,....m
V=4, forj=1,..,n
Ve A

(i) Relationship between vulnerabilities, threadaisk: Threats (T) represent the other side
of risk which depend on external factors whichiadependent of the asset. As vulnerabilities
reflect the possibility of a risk, these can bated to the threatening factors being present.
This leads to a risk (R).

R=V;XxT,, fori=1,....,n and k=1,...,0

(i) Relationship between risk and events: Eack ¢@n propagate a number of events (E) to
take place which can in turn lead to further ridkach risk consists of a risk category (RC)
and risk level (RL). A risk level comprises of thapact of the risk and its likelihood. The
impact is defined as the evaluation according &itkicators selected to describe the asset.



The impact and likelihood can be categorised a&ery low, low, medium, high or very high.
These determine the level of the risk by multiplyihg risk impact and risk likelihood.

R = E, forl=1,..,p

E =Ry, forq=1,..,r

VR = RC N RL
RL=1XL

(iv) Relationship between risks and their mitigaio Mitigation strategies depend on the
asset, the event and any additional environmeatabis (X).

M =AXEXxX

Different Cloud scenarios can allow different asgetbe at threat, depending on the service running
on the providers. These threats can be of variondskigenerated by the different interacting
components such as the data, SLA or security maregerfollowing is a list of legal threat
scenarios associated with the different managershwtdause them.

- Threat: Datatransfer to other countries, Causing agent: Data manager

This threat can be monitored using all the curpeatessing operations in the data manager,
particularly with regard to the location of prodags It can be insured that there is no externtéina
of resources to data centers in countries withauaagequate level of protection only when additional
legal safeguards are in place (e.g. standard abaédeclauses).

- Threat: SLA violations, Causing agent: SL A manager

This threat can be monitored by using all the eurpgocessing operations on the data. All
processing should follow instructions from contridlend any further subcontracting with other
processors must require consent with the cloud saed-u

- Threat: Data protection and security issues, Causing agent: Security framework manager

The data manager must ensure that personal datetésfed against accidental or unlawful
destruction. It can create logs concerning anyraitsn made to the data. Personal data must be
protected against unauthorised disclosure in daguarantee the safe and uninterrupted transfer of
data by using encryption. This can be protected foplamenting an Identity and Access
Management. The Cloud security framework should dsedh on a recognized Information Security
Related Standard such as ISO/IEC 27001:2005.

Table 1 describes the risk inventory design presgrtie asset nhames and values they possess which
highlights how important the asset is. These vabasbe set by the experts who are involved in
managing the cloud. The risk inventory documentstlad risks to the assets and their related
vulnerabilities and threats. Starting with the &sseulnerabilities and threats with their probtieis

can be documented in advandéulnerability Exploitability (VE) represents to whaegree the
vulnerability can be exploited and its affext the impact level of the risk, i.e. IL=Level(AWE).
Vulnerability Severity (VS) represents the degres the vulnerability exhibits and contributes te th
final risk.



Later, Section 5 discusses the implementation detailhow the risk inventory will work as part of
the cloud infrastructure. The risk inventamprks as an automated process that can be easilybysed
the providers to check the risk levels of the asted architectures and service and not applicatble
the end-user level.

Table 1. Examples of Cloud Provider Risk Inventory Entries.

Attribute Value Value
Name Range Calculation Examplel Example2
Application Generated
Asset Name N/A By Expert Opinion Data Personal Data
Asset Value(AV) 0.00-1.00 By Expert Opinion 0.9 0.9
Hidden
Dependency of
Cross Multiple
Subcontracting in Cloud
Main Vulnerability N/A By Expert Opinion Federated Clouds Applications
Vulnerability
Exploitability(VE) 0.00-1.00 By Expert Opinion 0.8 0.6
Vulnerability
Severity(VS) 0.00-1.00 By Expert Opinion 0.9 0.9
Main Threat Event
to the Main Loss of Data Loss of
Vulnerability N/A By Expert Opinion Ownership Governance
I mpact Level of 0.9*0.6 (i.e., Level
Risk(IL) [1-5] IL=Level(AV*VE) 0.9*0.8 (i.e., Level 5) 4)
[General,
Technical,
Policy,
Risk Category Legal] By Expert Opinion Legal L egal

The risk inventory will work in conjunction with alle-based risk model to assess some of the risks
during processing. The rule-based risk model withvalcertain threats to be detected and trigger
which events in the risk inventory. For example, tifreat of data moving to a not trusted zone ean b
detected by constantly monitoring the log files athdocument every time the data is processed or
moved. While traversing the files, the rule-basexdieh will repeatedly fire the following rule:

If (location == 'unknown_ip_address') then
Check risk inventory where "Asset==Data", Outfioipact Level of Risk"

This level of risk can be communicated to the cdlersy which can then make a decision on which
risk mitigation strategy should be employed, whetheaccept the risk, if the impact level is down,
shut down certain processes, if the impact leveashigh.

(b) Usage in Scenarios

Clouds can process services in different ways enagos such as the private cloud, cloud bursting or
multi-Clouds and federation of Clouds. From thealegsk perspective, th becomes a particular
issue in scenarios such as the multi-Cloud andettheration of Clouds. The main stakeholders in both
scenarios are both the end-user and the cloud daovBSome legal threats in both scenarios are
discussed next. The CORAS td@blraalsen et al. 2005an open source risk modelling tool, is used to
illustrate risk.
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Figure 3. Modelling Legal Risk in a Multi-Cloud Scenario (Prevention.c&ivonitoring Logs)

In a multi-Cloud scenario the service is deployedriun on multiple providers. Using multiple
providers gives access to additional resourcebeaservice operation, and allows the choice of the
most appropriate providers depending on the funatiand non-functional requirements of the SLA
The legal risk described in Figure 3 depicts theahiof data being transferred to a provider in an
unknown location. The asset in thus the data torbteqted and the stakeholder affected by such
threat is the cloud provider which had deployed $kevice. Therefore, this threat needs to be
monitored by traversing the logs which record whhesdata is moved during the cloud lifecycle.

Threat Scenario:
affects SLA breach: IP used
= should not be in a
@ particular domain
\"‘\causes
Stakeholder: /affects ™
End user
—n ee ds F

~a WV Threat Agent:

E Data Manager or
6 any other
Rssets compone_nt that
SLA allows this

Figure 4. Modelling Legal Risk in a Federated Cloud Scenario (Preveitanitor SLA Violations during
Processing)

In afederation of clouds, a service can be deployanadrtet of providers working in collaboration to
meet the service requirements. This use case dfffars the multi-Cloud use case as the providers
have previously entered into a mutual agreementdest all members of the federation before
coming into contact with the depleg service The threat described in Figure 4, depicts what happe
if one of the provider in the federation running gervice is in an unknown location. This provider i
called the 'IP' in the figure. In Clouds in mosses, the end-user can specify that the provided us
should not be located in particular countries.uohsa case, data deployed to that particular pesvid
can lead to a violation in the SLA. Therefore, theetiberas the SLA and the stakeholder affected is
the end-user.



5. Implementation and Evaluation

Cloud:
OPTIMIS
—

Mitigation strategies x J’

Monitoring Logs

Chechks for triggered rules

Risk Rule-based
Inventory Legal risk model

Figure 5. Risk inventory's role in the cloud architecture helping the identficat legal risks.

The OPTIMIS (Optimized Infrastructure Services) peoj@errer 201)Lis an EC funded R&D project
that aims to enable an open and dependable Clavdt&&cosystem (CSE) that delivers IT services
that are adaptable, reliable, auditable and swtinboth ecologically and economically. The
OPTIMIS projectis delivering an open specification and a softwarelkib that supports the
construction of the multiple coexisting architeetirthat make up the next generation CSE. The
OPTIMIS Base Toolkit provides functionalities commimncomponents that are used during cloud
service deployment and operation phases. ThesedmCllREC (Trust, Risk, Eco-efficiency, and
Cost) factors assessment tools, cloud infrastruatuwaitoring infrastructure, and capabilities for
secure interconnection of multiple clouds as wallemdto-end security. The TREC factors are
harmonized to support the optimisation decisionimgky high level components such as the Virtual
Machine Manager and the Data Manager. In OPTIMI®, stakeholders are considered: the Service
Provider (SP) responsible for the deployment of $kevice on behalf of the end-user, and the
Infrastructure Provider (IP) responsible for rurmnthe service.

As a knowledge base for risk assessment, the ngantory designed in Section 4 is being integrated
with a rule-based risk modelling component as péthe risk assessment software tool (Figure 5).
The risk assessment tool is a self-contained indegmeeridnctional module that is able to perform as a
“plug-in” for other high level cloud management and control tools, specifically &arvice
optimization at deployment and operation stages. @érctintext of OPTIMIS, the risk assessment tool
is implemented as two independent componetiie Service Provider Risk Assessment Tool
(SPRAT) and the Infrastructure Provider Risk Assessmeol (IPRAT) for the service deployment
and operation phases respectively. Regarding théceeconstruction phase, the end-user of a Cloud
service can specify the legal aspect related requnts in the SLA via the Cloud Programming IDE
provided by the OPTIMIS toolkit.

(@) Service Deployment

Figure 6 depicts the various factors that can saditly input into the risk inventory for assessing
certain events. This would take place particulartiee deployment phase where the risk assessment
is based on the data which is communicated actmss @ahe profile of the provider in ushis can
either be historical data based on the past ocuhent monitored events. To assess the profile of a
provider, the figure depicts the seven criteriaaoted from (Jansen & Grance. 2011) which can be
used in conjunction with the DS-AHP (Dempster-Shaffealytical Hierarchy Process) algorithm
(Djemame et al. 2011) to help build a sorted listhe best to worst providers from the risk poift o
view. This list then helps to choose the most rédigioovider to deploy the service on.



Risk Inventory

1. Past STA Performance
2. Geography Information:
e.g. lurisdiction Transparency Level

3. Certifications and Standards
Compliance:

4. Business Stability:

5. General Infrastructure

6. General Security

7. General Privacy

Figure 6. Risk inventory takes inputs from basic standards to assess the grovider

For the SPRAT, its high level functions (e.g. eviduae reliability of a specific IP offer) are mbin
exposed by its external interfaces defined inttssomponents. The risk inventory is designed as a
knowledge base to consist of facts, scenarios aadoning rules for risk assessments related
decision-making activities.

(b) Service Operation

Risk Inventory

[ SLA dependent ]

VMs
Data e
Security =

Legal

Figure 7. Risk inventory Use is SLA dependent during operation phase.

During the operation phase, the risk inventory wiaiake inputs from the monitoring environment as
depicted in Figure .7At this stage, the service is tied to the SLA prasip agreed between the SP
and the IP. The SLA thus needs to be constantly omauitto ensure it does not get violated during
the time the service is in operation.

For the IPRAT, its high level functions (e.g. evaduthe legal risk prior to data transfer) are mainl
exposed by its external interfaces. The risk invgni® designed as a knowledge base to consist of
facts, scenarios, and reasoning rules that aredeta lower level hardware and software resources.

The risk assessment tools will be evaluated in th&IKFS test bed thanks to the interactions with
other OPTIMIS toolkit components under different gsse scenarios as presented in the Section 4
The accuracy of the risk assessment can then bedjinygeffectiveness of optimisation conducted by
the high level components that depend on the assessioy the risk and other TREC factor tools
collectively.



7. Related Work

In this section some related work on Cloud/Grid poting middleware and legal risk/security
assessments is reviewed. Although the research predented in this paper so far focuses on the
legal aspects of data ownership and protectiononds, it is worth noting other related aspects such
as the assessment of cloud end-user privacy prateatid confidentiality under different Idga
systems (Movius et al. 2009).

(Djemame et al. 2009) has consktespecific aspects of SLAs and developed Grid arctitel
support for building risk aware brokering compomerfClaessens J. 2008) aims to deliver a data-
centric information protection framework based atadsharing agreements in open computing
environments. The framework enables dynamic managepodicies based on agreements that ensure
end-to end secure protection of data-centric inftiom incorporating models and implementation of
risk and context-aware policy refinement mechanisthdormal goal oriented risk framework is
proposed for modelling, assessing, and treating aiskhe basis of the likelihood and severity of
failures in critical systems. (Balducelli et al.08) aims to increase dependability, survivabilitd an
resilience of information-based infrastructureshsas communication technologies and pervasive
systems. The work proposes a middleware which fatgb securél -based communication between
different infrastructures providers. By supportiegovery actions and increasing service stabitity i
case of critical situations through scenario astl @nalysis, this middleware substantially enhances
the security of large complex mission critical asiructures.

Most of the above work focuses on either risksteelao Grids or risks related to aspects of data
security in general computing. They do not considsle assessment in cloud computing or more
specifically the legal risks associated with usilugd infrastructures. However, they do shed light o
risk assessment from both end-user and server/@opierspectives and provide potential use cases
for the work presented in this paper.

In many cases, the concerns of privacy and cortialéyn are related to the ownership of data
generated and stored on a Cloud Provider. For eeamnen an application is deployed into the
Cloud, it generates indirect real time data that lsa used to build statistics on an aggplon’s user
access behaviour patterns. The ownership of this efé¢ats privacy and confidentiality from the
point of view of the end-user. As investigated Wgel{man 2009, “A user’s privacy and
confidentiality risks vary significantly with thertms of service and privacy policy establishedHhgy t
cloud provider. Those risks may be magnified when ¢loud provider has reserved the right to
change its terms and policies at will”. This conclusion is in line with our vision of conducting risk
assessment from the perspectives of both Cloud asefr<Lloud Providers. In addition, the report
discusses outsourcing, which due to the elasticudimgluitous nature of cloud service provision, is
normal practice for a Cloud Provider to contract part of its user data and usages onto another
provider. Under this circumstance we identify tleea for delegating related legal risk assessment. In
the work by (Ruiter et al. 2011), uncertaintieswigspect to privacy regulations in Cloud Computing
are investigated and discussed. It concludes tleat ehen the Cloud Provider is compliant with the
privacy regulations the end-user still needsetsure they adhere to the legislation set in the
regulations themselves. More awareness amongd cleers may eventually lead to an increase in
the number of compliant Cloud Providers; on theeptiand, it also highlights the juridical impact on
privacy within Cloud computing.



8. Conclusions

The use of SLAs to govern interactions in Cloud caimgubetween end-users and cloud providers is
gaining momentum. However, such agreements magsept a legal risk to the parties involved.

End-users who wish to procure critical cloud commyitservices may need to challenge the cloud
provider positions present in the SLA. In turn, cquroviders will need to appreciate emgss’ need

to obtain both technical and legal assurances. ¢h suscenario, only a fully negotiated SLA can
provide both parties with a satisfactory allocatbmisk.

Cloud computing necessarily implies data transfet, gossibly, a trans-border data flow. From this
perspective, the legal qualification of the sulgestolved with the data flow and the definitiontbé
consequent responsibilities and obligations is &mental. Therefore, this paper has addressed an
important issue in relation to risk assessmentandlicomputing. It has presented an analysis of risk
from the legal perspective, focusing on data ptaircand security, as well the requirements of an
inherent risk inventory.

The implementation of such risk inventory is curkgninder way (Ferrer 2011) as part of the
OPTIMIS project use cases: Multi- and federated atotrhese use cases have various implications
for OPTIMIS as the differing goal of each contribtwewhat vulnerabilities an asset may have and
thus its associated legal risk factors.

Acknowledgements

This work has been partially supported by the EU wittie 7th Framework Programme under
contract ICT-257115 - Optimized Infrastructure $ezg (OPTIMIS).

References

Balducelli, C. , Di Pietro, A., Lavalle, L. & Vicoli, 008 A middleware improved technology (MIT) to mitig
interdependencies between critical infrastructurddighed in "Architecting Dependable Systems" (Fifth bdd%CS
Stateef-the-Art Survey), Springer Berlin / Heidelberg, August 2008

Burnett, R.2005 Legal risk management for the IT stidy Computer Law and Security Report, 21637, Elsevier, 2005.
Carr., N. 2008 The big switch: rewiring the world, fredison to google. W. W. Norton & Company, 2008.
Claessens J. 2008 Consequence vision and resed#rchulyt 2008, EC TG6 Trust and Security meeting, 2008.

CSA. 2010, Top Threats to Cloud Computipg6, available at
http://www.cloudsecurityalliance.org/topthreats/csathreatspdf,0Accessed Jan 2012.

Data Management 2004, http://ori.dhhs.gov/education/produifisiois_u/datamanagement/dotopic.html, Accessed Jan
2012.

Djemame, K., Gourlay, I. , Padgett, J., Voss K. & Kao, @92Risk management in grids. Book chapter in: "Market-
Oriented Grid Computing", Buyya, R. & Bubendorfer K. (6as), Wiley, 2009.

Djemame K., J. Padgett, |. Gourlay, and D. Armstrong, Bingef Risk-Aware Service Level Agreements in Grids,
Concurrency and Computation: Practice and Experiet¥,.



Djemame, K., Armstrong, D., Kiran, M. & Jiang, M. 201%igk assessment framework and software toolkit foud!
service ecosystems, CLOUD COMPUTING 2011, The Secondhbtienal Conference on Cloud Computing, GRIDs, and
Virtualization, pp. 119-126.

DPD 1995, Data Protection Directive 95/46/EC of the Eurofrzattiament and the Council (Amended 2003), available a
http://www.dataprotection.ie/viewdoc.asp?docid=89. Accesse@lbh

ENISA (European Network and Information Security Agency)&®Risk Management: Implementation principles and
Inventories for Risk Management/Risk Assessment rathmd tools, p. 9, available at
http://www.enisa.europa.eu/act/rm/cr/risk-management-inveffitesydeliverables/risk-management-principles-and-
inventories-for-risk-management-risk-assessment-nalstlamd-tools/at_download/fullReport, Accessed Jan 2012.

ENISA (European Network and Information Security Agency)2Iloud Computing Benefits, risks and
recommendations for information security. Availablehdtp://www.enisa.europa.eu/act/rm/files/deliverables/cloud-
computing-risk-assessment/at_download/fullReport.

Ferrer, A., Hernandez, F., Tordsson, J., EImrothAEEIdin, A., Zsigri, C., Sirvent, R., Guitart, J., BadiR., Djemame,
K., Ziegler, W., Dimitrakos, T., Nair, S., Kousiouns,, Konstanteli, K., Varvarigou, T., Hudzia, B., Kipp, A., Wesig,
Caorrales, M., Forgo, N., Sharif, T. & Sheridan,@PTIMIS: a Holistic Approach to Cloud Service Provisiapifruture
Generation Computer Systems, 2011.

Gartner Newsroom 2010, Gartner Says Worldwide Cloud &= Warket to Surpass $68 Billion in 2010, avadadt:
http://www.gartner.com/it/page.jsp?id=1398913, Accesse@J&2.

Gellman, R2009World Privacy Forum's(WPF) report: Privacy in theuds: risks to privacy and confidentiality from
cloud computing, February 23rd 2009.

Helbing T., How the New EU Rules on Data Export Affeongpanies in and outside the EU, Available at:
http://www.thomashelbing.com/en/how-n@mules-data-export-affect-companies-and-outside-eaegsed 20 April
2011. For further information see Commission decisiom the adequacy of the protection of personal dataréhabuntries
[online]. Available at: http://ec.europa.eu/justice/peprivacy/thridcountries/index_en.htm [Accessed 20 Apdl1?.

ITUN 2010, International Telecommunications Union: Reomndation X.1252 2010, Baseline identity managementster
and definitions, p. 2, available at http://www.itu.int/redédyin_pub.asp?lang=e&id=T-REC-X.1252-201004-I"'"PDF-
E&type=items, Accessed Jan 2012.

Jansen, W., Grance, T. 2011 Guidelines on SecurityPaivdcy in Public Cloud Computing, Draft NIST Special
Publication, Computer Security, Jan 2011.

Kallenbach, P. 2009, Cloud computingvoiding the Storm, available at:
http://www.minterellison.com/public/connect/Internet/Home/Legal%2Rjhts/Newsletters/Previous%2BNewsletters/A-B-
Cloud%2Bcomputing,%2Bavoiding%2Bthe%2Bstorm/, Accesket2012.

Kiran, M., Jiang, M., Armstrong, D. & Djemame, K. 2011whrds a Service Life Cycle-based Methodology fokRis
Assessment in Cloud Computing, International conferemc€loud and Green Computing (CGC 2011), Australia,
December 2011.

Longbottom, C. 2010, Six Things for CIOs to ConsidefoBe Moving to Cloud Computing,Available at:
http://www.executivebrief.com/saas-cloud/consider-movaigloud-computing/, Accessed Jan 2012.

Movius, L. & Krup N. 2009 U.S. and EU Privacy Policpmparison of regulatory approaches. Internationah af
Communication, 2009 Vol 3 pp. 16987.

OPTIMIS Deliverable D7.2.1.2 Cloud Legal Guidelines [online] available at: http://www.opsi-
project.eu/content/d7211cloud-legal-guidelines [Accesseda@62011], and OPTIMIS Deliverable D7.2.1.2 submitted
May 2011.

Rejas-Muslera, R. and Cuadrado-Gallego, J. and Rajidg 2007 Defining a legal risk management strat@ggcess,
legal risk and lifecycle, Proceedings of Software Bssdmprovement - 14th European Conference (EuroGPEtinany,
September 2007.



RMS, The Risk Management Standard. Institute of Risk Mamagt. The Association of Insurance and Risk
Managers,National Forum for Risk Management in thdi®&ector. 2009,
http://www.theirm.org/publications/PUstandard.html.

Robinson, N., Valeri, L., Cave, J., Starkey, T., Gradx Creese, S., & Hopkins P. 2011 The Cloud: undedsng the
security, privacy and trust challenges (Final Rep@ppnsored by the European Commission Directorate @ener
Information Society and Media, Published by the RANDpoaation, 2011.

Ruiter, J. & Warnier, M. 2011 Privacy regulations dtsud computing, compliance and implementation in theowy
practice In book “Computers, privacy and data protection: an elemet of choice”, pp. 293-314 Springer.

Schultze-Melling. 2010, in: Taeger/Gabel, Kommentar BDSG und zu den Datenschutzvorschriften des TKG und ;TMG
margin no. 64, Frankfurt/M. 2010.

Terstegge 2006, in: Billesbach/Poullet/Prins, Conciseaan IT Law, Directive 95/46/EC, Art. 17 no. 3, Alphean den
Rijn 2006.

VMWare. 2009, Protecting Mission-Critical WorkloadsiwitMware Fault Tolerance, Whitepaper, p. 3, Availadtle
http://www.vmware.com/files/pdf/resources/ft_virtualization_wp, gdfcessed Jap012.

Vraalsen, F., Lund, M. S., Mahler, T., Parent, X. &&ioK. 2005 Specifying legal risk scenarios usirgy@ORAS threat
modelling language, Springer-Verlag, Berlin 2005.



