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Abstract

Authentication is a ubiquitous task in users’ daily lives. The dominant form of user authentication are
text passwords. They protect private accounts like online banking, gaming, and email, but also assets in
organisations. Yet, many issues are associated with text passwords, leading to challenges faced by both,
users and organisations. This thesis contributes to the body of research enabling secure and usable user
authentication, benefiting both, users and organisations. To that end, it addresses three distinct challenges.

The first challenge addressed in this thesis is the creation of correct, complete, understandable, and effective
password security awareness materials. To this end, a systematic process for the creation of awareness
materials was developed and applied to create a password security awareness material. This process comprises
four steps. First, relevant content for an initial version is aggregated (i.e. descriptions of attacks on passwords
and user accounts, descriptions of defences to these attacks, and common misconceptions about password
and user account security). Then, feedback from information security experts is gathered to ensure the
correctness and completeness of the awareness material. Thereafter, feedback from lay-users is gathered
to ensure the understandability of the awareness material. Finally, a formal evaluation of the awareness
material is conducted to ensure its effectiveness (i.e. whether the material improves participant’s ability
to assess the security of passwords as well as password-related behaviour and decreases the prevalence of
common misconceptions about password and user account security). The results of the evaluation show
the effectiveness of the awareness material: it significantly improved the participants’ ability to assess the
security of password-related behaviour as well as passwords and significantly decreased the prevalence of
misconceptions about password and user account security.

The second challenge addressed in this thesis is shoulder-surfing resistant text password entry with gamepads
(as an example of very constrained input devices) in shared spaces. To this end, the very first investigation of
text password entry with gamepads is conducted. First, the requirements of authentication in the gamepad
context are described. Then, these requirements are applied to assess schemes already deployed in the
gamepad context and shoulder-surfing resistant authentication schemes from the literature proposed for
non-gamepad contexts. The results of this assessment show that none of the currently deployed and only
four of the proposals in the literature fulfil all requirements. Furthermore, the results of the assessment
also indicate a need for an empirical evaluation in order to exactly gauge the shoulder-surfing threat in the
gamepad context and compare alternatives to the incumbent on-screen keyboard. Based on these results, two
user studies (one online study and one lab study) are conducted to investigate the shoulder-surfing resistance
and usability of three authentication schemes in the gamepad context: the on-screen keyboard (as de-facto
standard in this context), the grid-based scheme (an existing proposal from the literature identified as the
most viable candidate adaptable to the gamepad context during the assessment), and Colorwheels (a novel
shoulder-surfing resistant authentication scheme specifically designed for the gamepad context). The results
of these two user studies show that on-screen keyboards are highly susceptible to opportunistic shoulder-
surfing, but also show the most favourable usability properties among the three schemes. Colorwheels offers
the most robust shoulder-surfing resistance and scores highest with respect to participants’ intention to use
it in the future, while showing more favourable usability results than the grid-based scheme.
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The third challenge addressed in this thesis is secure and efficient storage of passwords in portfolio au-
thentication schemes. Portfolio authentication is used to counter capture attacks such as shoulder-surfing
or eavesdropping on network traffic. While usability studies of portfolio authentication schemes showed
promising results, a verification scheme which allows secure and efficient storage of the portfolio authentica-
tion secret had been missing until now. To remedy this problem, the (t, n)-threshold verification scheme is
proposed. It is based on secret sharing and key derivation functions. The security as well as the efficiency
properties of two variants of the scheme (one based on Blakley secret sharing and one based on Shamir secret
sharing) are evaluated against each other and against a naive approach. These evaluations show that the two
(t, n)-threshold verification scheme variants always exhibit more favourable properties than the naive ap-
proach and that when deciding between the two variants, the exact application scenario must be considered.
Three use cases illustrate as exemplary application scenarios the versatility of the proposed (t, n)-threshold
verification scheme.

By addressing the aforementioned three distinct challenges, this thesis demonstrates the breadth of the field
of usable and secure user authentication ranging from awareness materials, to the assessment and evaluation
of authentication schemes, to applying cryptography to craft secure password storage solutions. The research
processes, results, and insights described in this thesis represent important and meaningful contributions to
the state of the art in the research on usable and secure user authentication, offering benefits for users,
organisations, and researchers alike.
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1 Introduction

Authenticating as legitimate user is a ubiquitous task in everybody’s daily digital life. In the private life,
user authentication protects accounts for e.g. online banking, email, and social networks. In the professional
life, it protects all assets of organisations. In both instances, text passwords are the dominant authentication
scheme [98]. Every user has on average 6 to 7 text passwords for Internet accounts alone and enters one of
these passwords on average 8 times each day [71]. Due to this ubiquity of text passwords, many investigations
regarding their properties exist and research has identified serious issues associated with them, leading to
challenges faced by both, users as well as organisations.

On the user side, the plethora of challenges caused by text passwords has been well documented over the
years. The sheer number of text passwords users are expected to handle has been shown to overwhelm
them [194]. While users have on average 25 to 80 [71,92,196] accounts, these are only protected on average
by 6 to 7 unique text passwords [71,92,196]. However, the number of actual unique passwords users appear
to be able to memorise is with around 4 to 5 even lower [34, 81]. Additionally, user authentication – and
security as a whole – is usually not the user’s primary task, but rather overhead which interferes with
them getting their actual (primary) tasks done [33]. Therefore, while users do not have an inherent lack of
willingness to behave securely [2,177], their willingness to spend time and effort is understandably low [97].
However, even users willing to spend additional effort and time to inform themselves about secure practices
and clear up their misconceptions might end up following advice that was created unsystematically and
contradicts the state of the art in terms of password security [149, 236]. Consequentially, many users face
problems when choosing, handling, or remembering their text passwords [107, 194, 195], ultimately leading
them to develop potentially insecure coping strategies [194,195] or even authentication fatigue [80,178]. This
situation is further aggravated by the increasing need to use text password-protected accounts on devices
with constrained input devices relying on on-screen keyboards [217], such as touchscreens on smartphones
or gamepads on game consoles. When such devices are used in public spaces (smartphones) or shared
spaces (gamepads on game consoles) attacks such as shoulder-surfing become a feasible threat [169]. While
traditionally, all the challenges faced by users have caused users being referred to as “the weakest link” in the
information security chain [181], this thesis is part of the research focusing on addressing these challenges
instead of blaming the user [163,177,240].

On the organisation side, the aforementioned challenges on the user side are equally faced by employees
of the organisations and therefore translate directly to these organisations. Targeting passwords is the
most prevalent tactic for attacks on organisations: in 2016 [213] 63% of breaches could be attributed to
leveraging weak, default, or stolen passwords. In 2017 [214] this number was found to have increased to 81%1.
Likewise, a 2019 report [18] focusing on the threat landscape in Germany indicates that attacks on passwords
are the ones most frequently faced by organisations. In addition to the challenges arising for employees,
organisations face issues arising from the operation of text password authentication infrastructure. Two of
the most important best practices when operating text password authentication infrastructure is offering

1As of July 2019, the “2017 Data Breach Investigations Report” seems to be the last one including this metric. Therefore,
no newer values for this metric can be reported.
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Password Entry on Gamepads
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 Secure and Efficient Storage of 

Passwords in Portfolio Authentication

Conclusion (chapter 9)

Figure 1.1: Overview of the structure of this thesis.

secure transmission of the password from the client to the server (i.e. using encrypted transmission [28])
and secure password storage on the server side (i.e. using salted hashes [73]). Unfortunately, organisations
struggle with these long standing prerequisites of password security on the server side [28]. While Let’s
Encrypt 2 has enabled broad availability of securely encrypted transmission of passwords since its launch in
2016 [4], the continued struggle with secure password storage is evidenced by recent lapses regarding this
best practice by large Internet companies such as Twitter [5], Google [76], Facebook [43], and Github [225]
as well as the long list of other websites storing password in plain text3.

In summary, both, on the user side as well as the organisation side, a plethora of challenges arises pertaining
to text passwords.

1.1 Scope and Structure of this Work

User authentication involves three entities: the user who wants to authenticate, the verifier (e.g. de-
vice or remote server) the user authenticates to, and the authentication scheme (including its interface for
input/output from/to the user and communication with the verifier) providing the actual authentication
procedure. The work presented in this thesis contributes to the body of research on secure and usable user
authentication, by addressing three distinct challenges – one with respect to each of the aforementioned
entities user, authentication scheme, and verifier: (I: User) the availability of effective password security
awareness materials, allowing interested users who are willing to spend time and effort to learn about secure
password-related behaviour and clear up common misconceptions about password security, (II: Authentica-
tion Scheme) the availability of shoulder-surfing resistant text password entry on constrained input devices
(gamepads) in shared spaces, and (III: Verifier) the availability of secure (i.e. using salted hashes) and
efficient (i.e. low storage requirement) password storage in portfolio authentication schemes. Each of these
three challenges is presented in one distinct part of this thesis. Thereby, the three parts – together with a
preceding chapter introducing the necessary background (chapter 2) and a concluding chapter summarising
the overall findings and contributions (chapter 9) – form the structure of the remainder of this thesis (cf.
figure 1.1). In the following, the scope of each of the three main parts is described.

2https://letsencrypt.org/ (accessed: 2019-08-05)
3https://github.com/plaintextoffenders/plaintextoffenders/blob/master/offenders.csv (accessed: 2019-08-05)
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1.1 Scope and Structure of this Work

1.1.1 Part I: Effective Password Security Awareness Materials

The first challenge addressed in this thesis is the availability of effective awareness materials, allowing
interested users who are willing to spend time and effort to learn about secure password-related behaviour
and clear up their misconceptions about password security. In general, password security awareness materials
are the prime way to (a) making users aware of the different attacks on passwords and user accounts as well as
defences against these attacks and (b) clear up the misconceptions about password security the users might
have. However, most advice available to end-users was not created in a systematic way, does not reflect the
state of the art in password research and best practice, and is seldom formally evaluated. Therefore, the
first part of this thesis (chapter 3 & 4) presents a procedure to systematically create awareness materials and
describes the application of the procedure to create a password security awareness material, and subsequently
evaluates this material with employees in three German small and medium-sized enterprises (SME) in order
to validate its effectiveness.

Chapter 3 presents the first step in the creation procedure: a systematic literature review identifying the
misconceptions about password security prevalent in users. Identifying and clearing up these misconceptions
is vital in order to decrease insecure coping strategies and promote secure coping strategies. The literature
review revealed that misconceptions exist in basically all aspects of password security and indicates a strong
need to create interventions clearing up these misconceptions. In combination with the attacks and respective
defences described in section 2.3 of the background chapter, the identified misconceptions form the basis for
the remaining steps in the procedure as presented in chapter 4.

Chapter 4 then presents the development of the password security awareness material. The systematic
development process employed as part of the creation procedure is comprised of four iterative steps: (1)
the initial version of the material aggregates the relevant content, i.e. descriptions of relevant attacks and
defences and newly created interventions to clear up the identified misconceptions, (2) structured feedback
of independent experts ensures the material’s correctness and completeness, (3) feedback of lay-users ensures
the material’s visual appeal and understandability, and (4) an evaluation in the field with employees of three
organisations ensures the material’s effectiveness and provides additional feedback for improvements to create
the final version of the material. The results of the evaluation show that the password security awareness
material was not only received very positively by the employees, but also validate its effectiveness by showing
that it (a) significantly improves the employees capacity to behave securely with respect to their passwords
and (b) significantly decreases the prevalence of the identified misconceptions among the employees.

The research presented in the first part of this thesis directly benefits both, users and organisations. On the
one had, users who are willing to spend time and effort to improve their password-related behaviour and
clear up their misconceptions about password security find in the awareness material a correct, complete,
and understandable source of information about password security. On the other hand, organisations can
distribute the password security awareness material to their employees and rest assured that the time and
effort of their employees is well spent to effectively increase the password-related security. This is especially
important for organisations which are obligated to distribute awareness materials for compliance reasons,
since they can reap additional security benefits beyond pure compliance certifications. Additionally, apart
from the direct benefits for users and organisations, the systematic process described in this part can guide
researchers and practitioners in the creation and evaluation of awareness materials on topics other than
password security.
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1.1.2 Part II: Shoulder-surfing Resistant Text Password Entry on Gamepads

The second challenge addressed in this thesis is the development of shoulder-surfing resistant text password
entry, when using constrained input devices such as gamepads in shared spaces. Using gamepad-driven
devices like games consoles is an activity frequently shared with others and thus takes place in shared spaces.
Consequently, shoulder-surfing becomes a threat in this setting. The second part of this thesis (chapter 5
& 6) presents the first investigation of text password entry on gamepads regarding the shoulder-surfing
resistance and the usability of existing and novel authentication schemes in this context.

Chapter 5 first outlines the requirements of text password entry using gamepads and then presents an
assessment along these requirements of schemes currently deployed on gamepad-driven devices as well as
shoulder-surfing resistant authentication schemes proposed in non-gamepad contexts. The results of this
assessment show that none of the currently deployed and only four of the proposals in the literature fulfil all
requirements of authentication in the gamepad context. Yet, since the four authentication schemes fulfilling
all requirements were developed for non-gamepad context, an empirical evaluation is needed to gauge the
performance in terms of shoulder-surfing resistance and usability of the incumbent schemes and the potential
replacements.

Chapter 6 presents an empirical evaluation in the form of two user studies - one online study and one lab
study - to comparatively evaluate the shoulder-surfing resistance and the usability of three authentication
schemes in the gamepad context: the on-screen keyboard (the incumbent and de facto standard in this
context), the grid-based scheme (an existing shoulder-surfing resistant scheme identified as viably adaptable
during the assessment in chapter 5), and “Colorwheels” (a novel shoulder-surfing resistant authentication
scheme specifically geared towards the gamepad authentication context). The results of this evaluation
show that on-screen keyboards are highly susceptible to shoulder-surfing attacks, but fare best in terms
of usability when compared to the other two schemes. In contrast, the “Colorwheels” scheme, which is
specifically designed for usage with gamepads, seems to offer the most robust shoulder-surfing resistance
and is rated highest by the participants in terms of intention to use the scheme in the future, while still
exhibiting more favourable usability results than the adapted grid-based scheme.

The research presented in this part of the thesis informs the future exploration of text password entry in the
gamepad context. The results can inform the design of authentication using gamepads. Furthermore, the
evaluation of authentication schemes in this context can benefit organisations that want to enable users to
enter text passwords in a socially acceptable way even in shared spaces (i.e. not asking family or friends to
look away during password entry) and therefore ultimately users as well.

1.1.3 Part III: Secure and Efficient Storage of Passwords in Portfolio
Authentication

The third challenge addressed in this thesis is the secure and efficient storage of passwords in portfolio au-
thentication. Portfolio authentication is a technique to counter-shoulder surfing attacks, originally intended
for usage with graphical passwords. In portfolio authentication the password is regarded as a set of elements
and every authorised subset of password elements is sufficient to authenticate a user. However, while results
in usability studies of portfolio authentication schemes are promising, the lack of a verification scheme which
allows secure and efficient storage of passwords in portfolio authentication schemes is an open question.
Therefore, the third part of this thesis (chapter 7 & 8) presents the novel (t, n)-threshold verification scheme
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offering secure and efficient storage of passwords in portfolio authentication schemes. Its usage is illustrated
based on three use cases.

Chapter 7 presents the novel (t, n)-threshold verification scheme, which allows to derive the same secret from
all authorised subsets of the password elements by utilising cryptographic secret sharing and key derivation
functions. Two variants of the scheme are described: one based on Blakley secret sharing and one based
on Shamir secret sharing. Security as well as efficiency properties of these two (t, n)-threshold verification
variants are evaluated against a naive implementation and against each other. The results of these evaluations
show that the (t, n)-threshold verification scheme offers in all instances more favourable properties than the
naive approach and that choice between the two variants depends on the specific application scenario.

Chapter 8 then presents three use cases of the (t, n)-threshold verification scheme, namely its application to
three knowledge-based authentication schemes: graphical recognition-based passwords, partial passwords,
and ZeTA (an authentication scheme designed to harness the human capability to build up semantic networks
of related concepts). In addition, the application of the proposed (t, n)-threshold verification scheme beyond
the knowledge-based authentication use cases is discussed.

The research presented in this part directly benefits all organisations which want to employ portfolio authen-
tication schemes to counter capture attacks such as shoulder-surfing or surveillance of network traffic. This
in turn allows users to benefit from the deployment of such authentication schemes. The three use cases
described in chapter 8 can serve as blueprints for implementations. In addition, the use cases can guide
researchers towards secure and efficient storage solutions in the design of novel portfolio authentication
schemes.

1.2 Main Contributions

This research contributes to the field of usable and secure user authentication. It addresses three challenges
in three distinct parts, as outlined in the last section. The main contributions of each of the three parts are
summarised below.

1.2.1 Part I: Effective Password Security Awareness Materials

• Overview of misconceptions about password and user account security reported in the literature. The
systematic literature review identifies 23 different misconceptions, which can be grouped into four cat-
egories: composition, handling, attacks and miscellaneous. This shows that there exist misconceptions
with respect to a wide range of aspects of password security.

• Systematic process for the development of correct, complete, understandable, and effective awareness
materials. The systematic iterative development process for information security awareness materials
presented in this part of the thesis combines the state of the art described in the current scientific
literature, the expertise of independent experts from academia and industry, feedback from lay-users,
and an evaluation of the awareness material. Thereby, it enables the creation of correct, complete,
understandable, and effective information security awareness materials.

• Evaluated password security awareness material. The password security awareness material created
by application of the aforementioned systematic process significantly improves users’ ability to assess
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password-related behaviour, improves their ability to assess the security of passwords, and clears up
the identified misconceptions decreasing their overall prevalence.

1.2.2 Part II: Shoulder-surfing Resistant Text Password Entry on Gamepads

• Requirements of authentication in the gamepad context. Overall six requirements which all authenti-
cation schemes in the gamepad context should fulfil are identified. These requirements can be grouped
into three categories: security, technical, and usability. The requirements can inform the design of new
authentication schemes in the gamepad context.

• Assessment of authentication schemes along the identified requirements. The authentication schemes
currently deployed in the gamepad context as well as a representative set of shoulder-surfing resistant
authentication schemes proposed in the literature are assessed along the identified requirements. The
results of this assessment show that none of the currently deployed and only four of the proposals in
the literature fulfil all requirements.

• Baseline in terms of usability and shoulder-surfing resistance for the incumbent on-screen keyboard. By
conducting two user studies – an online study and a lab study using similar methodologies – a baseline
for the on-screen keyboard (as incumbent and de-facto standard of authentication in the gamepad
context) is established.

• Comparative assessment of two alternatives to the on-screen keyboard. By evaluating them based on
the same methodology as in the baseline assessment, the viability in terms of shoulder-surfing resistance
and usability of two alternatives of the on-screen keyboard is assessed:

(a) The grid-based scheme, which is a shoulder-surfing resistant authentication scheme proposed in
the literature and identified as the most viable candidate adaptable to the gamepad context.

(b) The novel Colorwheels scheme which was specifically designed for the gamepad context.

Overall, the Colorwheels scheme seems to exhibit the most robust shoulder-surfing resistance among
all three evaluated schemes. In terms of usability, Colorwheels scores better than the grid-based
scheme, but the on-screen keyboard scores best in this regard indicating a trade-off between security
and usability. However, since Colorwheels is rated highest by the participants in terms of intention to
use the scheme in the future, this seems to be a trade-off users are willing to make.

1.2.3 Part III: Secure and Efficient Storage of Passwords in Portfolio
Authentication

• Requirements of verification for portfolio authentication schemes. A compilation of the general oper-
ations and properties required of verification schemes in the domain of portfolio authentication gives
an overview of the requirements any verification scheme should fulfil.

• The (t, n)-threshold verification scheme. The (t, n)-threshold verification scheme directly addresses the
challenge of secure and efficient password storage in portfolio authentication schemes. Two variants
of the verification scheme are presented using two different secret sharing schemes, i.e. Blakley secret
sharing and Shamir secret sharing.
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• Comparison of the two proposed (t, n)-threshold verification variants and a naive approach regarding
security and efficiency. In a comparative evaluation, the security and efficiency properties of the two
proposed (t, n)-threshold verification variants are assessed against a naive approach and against each
other. The (t, n)-threshold verification variants generally perform better.

• Three use cases for the (t, n)-threshold verification scheme. Application of the (t, n)-threshold verifica-
tion scheme is described for three exemplary use cases: graphical recognition-based passwords, partial
passwords, and the ZeTA authentication scheme.

• Further areas of application. While the three use cases of the (t, n)-threshold verification scheme
described in this thesis all belong to the field of knowledge-based authentication, the area of applica-
tion for the scheme covers far more general contexts including different types of authentication (i.e.
knowledge-based, token-based, biometric) in order to provide fault tolerance or authentication schemes
which adapt to the types of authentication available in the particular environment where a user acts
at any given time (e.g. specific biometric sensors).

1.3 Related Publications

The research presented in this thesis is based on and extends previous publications. Furthermore, several
publications have indirectly contributed to this thesis. In the following these publications are presented for
each of the three main parts.

1.3.1 Part I: Effective Password Security Awareness Materials

This part of the thesis is based on the following publications:

• P. Mayer and M. Volkamer, “Addressing Misconceptions About Password Security Effectively”, Work-
shop on Socio-Technical Aspects in Security and Trust (STAST, co-located with ACSAC), 2017.

• P. Mayer, C. Schwartz, and M. Volkamer, “On The Systematic Development and Evaluation Of
Password Security Awareness-Raising Materials”, Annual Computer Security Applications Conference
(ACSAC), 2018, pp. 733–748.

The following publications contributed indirectly to this part of the thesis:

• P. Mayer, A. Kunz, and M. Volkamer, “Analysis of the Security and Memorability of the Password
Card”, Annual Computer Security Applications Conference Posters (ACSAC Posters), 2017.
The password card is intended to increase password memorability. The investigation of the properties
of this solution allowed deciding whether it should be recommended in the password security awareness
material or excluded from it.

• P. Mayer, J. Kirchner, and M. Volkamer, “A Second Look at Password Composition Policies in the
Wild: Comparing Samples from 2010 and 2016”, Symposium on Usable Privacy and Security (SOUPS),
2017, pp. 13–28.
The overview of password composition policies given in this paper allowed gauging the requirements
put on passwords in the wild and therefore consider these requirements in the material.
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• S. Stockhardt, B. Reinheimer, M. Volkamer, P. Mayer, A. Kunz, P. Rack, and D. Lehmann, “Teaching
Phishing-Security: Which Way is Best?”, IFIP International Conference on ICT Systems Security and
Privacy Protection (SEC 2016), vol. 471, 2016.
The lessons learned from the evaluation of the materials in this publication informed the design of the
evaluation of the newly developed password security awareness material in this part of the thesis.

1.3.2 Part II: Shoulder-surfing Resistant Text Password Entry on Gamepads

This part of the thesis is based on the following publication:

• P. Mayer, N. Gerber, B. Reinheimer, P. Rack, K. Braun, and M. Volkamer, “I (don’t) see what you
typed there! Shoulder-surfing resistant password entry on gamepads”, Conference on Human Factors
in Computing Systems (CHI), 2019.

The following publication contributed indirectly to this part of the thesis:

• P. Mayer, S. Neumann, D. Storck, and M. Volkamer, “Supporting Decision Makers in Choosing Suit-
able Authentication Schemes,” International Symposium of Human Aspects of Information Security
Assurance (HAISA), 2016, pp. 67–77.
The work on authentication scheme features presented in this publication informed the work on re-
quirements presented in this part.

1.3.3 Part III: Secure and Efficient Storage of Passwords in Portfolio
Authentication

This part of the thesis is based on the following publications:

• P. Mayer and M. Volkamer, “Secure and Efficient Key Derivation in Portfolio Authentication Schemes
Using Blakley Secret Sharing”, Annual Computer Security Applications Conference (ACSAC), 2015,
pp. 431–440.

• P. Mayer and M. Volkamer, “Poster: Secure Storage of Masked Passwords”, European Symposium
on Security and Privacy Posters (Euro S&P Posters), 2017.

• A. Gutmann, K. Renaud, J. Maguire, P. Mayer, M. Volkamer, K. Matsuura, and J. Muller-Quade,
“ZeTA-Zero-Trust Authentication: Relying on Innate Human Ability, Not Technology”, European
Symposium on Security and Privacy (Euro S&P), 2016, pp. 357–371.

No other publications contributed to this part of the thesis.
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2 Background

The goal of this chapter is to provide a broad overview of the required background knowledge and terminology
surrounding user authentication, as needed for the understanding of the subsequent chapters. First, the
different types of user authentication are described (section 2.1) and the phases involved in a general user
authentication procedure are presented (section 2.2). Then, an overview of attacks on user authentication is
provided (section 2.3, needed in particular for part I). Thereafter, the background on awareness materials is
described, outlining the status quo and design considerations (section 2.4, needed in particular for part I).
Last but not least, the portfolio authentication technique is described (section 2.5, needed in particular for
part III).

2.1 Types of User Authentication

User authentication serves the purpose of controlling access to protected resources, i.e. grant access to the
resources to authorised users and prevent access to the resources from unauthorised users [182]. There are
three general types of user authentication [168], each based on a different characteristic of the user [64]:

• Something the user knows (knowledge-based authentication or memometric authentication)

• Something the user possesses (token-based authentication)

• Something the user is (biometric authentication)

In the following, each of the basic working principles and properties of these three types of user authentication
will be described1. Also, any of these three types can be combined to harness the properties of multiple
types.

2.1.1 Knowledge-based Authentication

In knowledge-based authentication, the user must prove knowledge of an authentication secret, which is
generally referred to as a password [22]. Knowledge-based authentication schemes can be categorised along
two dimensions: the type of data the password is comprised of and the way the user’s memory is strained
during the authentication procedure.

The most prevalent type of data used for passwords are textual characters. While text passwords were
originally conceived only as a measure to track computation time on mainframe systems, it has evolved into
the dominant authentication scheme [98]. However, other types of data have been used for passwords as well.
The most promising alternative to textual characters are graphical elements [20]. The motivation behind
using graphical elements in passwords is the possibility to exploit the vast human capacity to store and

1The explanation of knowledge-based authentication will be more detailed than those of token-based authentication and
biometric authentication, since it represents the focus of this thesis.
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process visual information, the so-called pictorial superiority effect [151]. Paivio’s dual-coding theory [156]
explains that visual information is processed and stored differently in the human brain compared to abstract
information such as text. This difference in encoding leads to a higher probability of memory imprinting and
therefore to a higher memorability of visual information. The idea to use graphical elements for passwords
was first documented in 1992 [6], but a plethora of schemes aiming to exploit the superior memorability have
been proposed in the literature since, displaying different usability and security properties [20,141,198].

With respect to the the strain put on the user’s memory when authenticating, three categories of authen-
tication schemes are described in the literature [20]: (a) free recall-based schemes, (b) cued recall-based
schemes, and (c) recognition-based schemes. Free recall-based schemes are the traditional implementation
of knowledge-based authentication: the user has to freely recall the complete secret needed for authenti-
cation and enter it in a predefined blank field (e.g. empty text field for text passwords, a blank canvas
for graphical authentication schemes, etc.). Such free recall is a cognitively demanding task. Therefore,
memorability of free recall-based schemes is often impaired [148, 232]. The ubiquitous text password is
the canonical example of an authentication scheme falling into this category. Cued recall-based schemes
try to overcome this deficiency in memorability by providing additional information as cues to help users
recall their password during authentication. Analogously to the actual password, cues can be of different
data types, such as textual characters (e.g. a hint towards the password) or graphical elements (e.g. a
rebus). Examples of cued recall-based authentication schemes are the rebus passwords by King [124] and
the cued click points scheme by Chiasson et al. [45]. The best option in terms of memorability, however,
are recognition-based authentication schemes. Recognition is a cognitively much easier task than free or
cued recall [148, 206]. Recognition-based authentication schemes rely on a different mechanism than free
recall-based schemes and cued recall-based schemes: instead of recalling the elements of the password, users
have to decide whether presented information is part of the password. Usually the password is randomly
assigned by the system for recognition-based schemes and presented alongside distractor information in a
challenge-response fashion. A simple example of a recognition-based scheme would be to assign a random
string as traditional text password to the user during the enrolment phase. During the authentication phase
this password could be displayed alongside other random textual strings. The task for the user would then be
to point out her/his password among the choices. This scheme is obviously insecure beyond practicality and
serves only illustration purposes. However, multiple different recognition-based schemes have been proposed
and studied with promising results using both, graphical passwords (e.g. [60, 100]) and (with slightly worse
results in terms of memorability) text passwords (e.g. [230]). In particular, combining the memorability
advantages of recognition-based authentication and graphical authentication schemes results in highly mem-
orable passwords. There are numerous studies which found that graphical recognition-based schemes offer
higher success rates and lower reset rates when compared to other knowledge-based authentication schemes
(e.g. [32, 60, 141]). The most prominent example of graphical recognition-based authentication (which will
also be revisited in chapter 8) is the Passfaces scheme presented in [167] and its derivatives found in the lit-
erature. Hlywa et al. [100] evaluated three different Passfaces-style schemes. The password in these schemes
is a set of images and usually randomly assigned to the user during enrolment. Each of the images in the
password is part of a larger group. During authentication, multiple grids of images are presented to the user,
one after another, where each grid displays all images in one of the groups. The user has to point out the
one image that is part of their password among the other images (so-called distractors). Figure 2.1 shows a
grid resembling one of their schemes.
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2.1 Types of User Authentication

Figure 2.1: The interface of a recognition-based graphical authentication scheme resembling the interface2 as used in [100]. The
scheme shows multiple such grids one after the other. The task for users is to point out the one image that is part
of their password.

2.1.2 Token-based Authentication

In token-based authentication, the user must prove possession of a certain object. Any object used for
authentication purposes is typically referred to as token [168]. Tokens are usually categorised with respect
to three characteristics [164]: whether they need to be plugged in, whether a specialised reader is required,
and whether they are active devices.

One of the typical examples of tokens which have to be plugged in during the authentication procedure
are smart cards. Smart cards are among the most widely deployed authentication tokens used, e.g. in
banking [118], public transport [162], and physical access [231]. Other tokens which need to be plugged in
are USB tokens (such as the Yubikey [52]).

In contrast, tokens that do not need to be plugged in are for example those where users have to transcribe
a code from the token to the device. Such tokens come in electronic form (e.g. the RSA SecurID [65]) and
in paper form (e.g. TAN lists for online banking [26]).

The second characteristic, namely whether a specialised reader is required, only applies to tokens which need
to be plugged in [164]. Requiring a specialised reader which is not widely available in commodity consumer
hardware (e.g. for smart cards) might hinder adoption as opposed to tokens without that requirement (e.g.
USB tokens).

The third characteristic, namely whether the token is an active device, is determined by the type of storage
and cryptographic functionality provided by the token [164]. Thereby, tokens relying on passive storage such
as smart cards using magnetic strips are classified as passive. In contrast, tokens offering the possibility to
perform computations during the authentication procedure (such as cryptographic functions) are classified
as active.

2The interface was recreated using images from the same source (www.freeimages.com). All images © Getty Images.
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2.1.3 Biometric Authentication

In biometric authentication, the user must prove that they exhibit a certain biometric characteristic. Bio-
metric authentication schemes form two distinct categories: physiological biometrics and behavioural bio-
metrics [51,168].

Physiological biometrics represent static biometric information which is stable over time [168]. In physio-
logical biometric authentication schemes, the static biometric information is captured using a sensor and
matched to a capture of the same biometric stored during enrolment. The most widely applied example of
physiological biometrics are fingerprints. In the last years they have become especially popular on mobile
devices, such as TouchID [9] on the iPhone and iPad. However, a multitude of other physiological biomet-
rics exist, such as iris [185] or retina [99] scans, palm vein recognition [238], face recognition [8], and many
more [51,168].

Behavioural biometrics represent the user’s usage and activity patterns, e.g. mouse movements [114], key-
board typing characteristics [145], or gait [30]. Consequently, they can be captured only while the user is
performing certain actions and exhibiting the necessary usage and activity patterns, e.g. using the mouse
to capture the mouse usage patterns. Therefore, if the user is not performing the required actions anyways,
the authentication procedure might take longer in order to collect enough data to judge whether the usage
or activity pattern the user exhibits can be matched to the stored pattern for verification.

A problem inherent to all types of biometric authentication is that the sensors used to capture the biometric
characteristic of the user have variances that might cause the characteristic of a legitimate user to be
misclassified as illegitimate (a so-called false negative) or the characteristic of an illegitimate user might be
classified as legitimate (a so-called false positive). For example Apple’s FaceID system has gained attention
after its deployment due to false positives [61].

2.2 The User Access Control Procedure

Authentication is part of the procedure to grant users access to protected resources. Thereby, the same
overall procedure applies to all knowledge-based authentication schemes. This procedure comprises multiple
phases, each fulfilling a distinct function (one of which is the actual authentication step). In the following,
the function and scope of all phases are explained. Figure 2.2 gives an overview of all phases.

2.2.1 Enrolment

Before a user can authenticate using a certain authentication scheme, they have to be enrolled. The operation
associated with this phase is the creation of the verification information. This phase ideally has to be

Recurring during every authentication attempt of the user

Enrolment Identification Authentication

User enters their 
password using the 

interface of the 
authentication scheme.

User claims to have a 
certain identity.

User chooses or is 
assigned password. 

Verification information 
is created.

Verification

Entered password is 
verified against the 
stored verification 

information.

Authorisation

The legitimate user is 
granted access.

Termination

The stored verification 
information is deleted.

Re-Enrolment

Figure 2.2: Overview of all phases comprised in a typical knowledge-based user access control procedure.
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completed only once, but re-enrolment may be necessary in case a password is lost or stolen. In the traditional
text password setting, this phase refers to the selection of a password by the user (in case the password is
not assigned by the system), hashing the password, and storing the salted hash together with the user name
for verification.

2.2.2 Identification

The identification phase is the first phase recurring whenever the user wants to access a protected resource.
In this phase the user claims to have a certain identity. Traditionally the action required from the user in
this phase is to supply the system with the user name. In this phase the password is not entered yet.

2.2.3 Authentication

In the authentication phase the user enters their password using the authentication scheme. In the traditional
text password setting the respective user action is entering the password in a text field and submitting it to
the system.

2.2.4 Verification

In the verification phase the authentication secret entered by the user during the authentication phase is
verified against the verification information which was stored during the enrolment phase. In the traditional
text password setting this refers to hashing the password supplied by the user during the authentication
phase and comparing the calculated hash to the hash stored during the enrolment phase.

2.2.5 Authorisation

The fourth recurring phase is the authorisation phase. This phase is only reached when the verification was
successful and determines what the authorised user is allowed to do. In this phase, the legitimate user is
being granted access to the protected resource.

2.2.6 Termination

The termination phase corresponds to deleting the verification information stored during enrolment. The
user will not be able to authenticate afterwards. This phase can usually occur only once, unless the user
re-enrols.

2.3 Attacks on Passwords

Attacks on passwords3 can be either capture attacks (i.e. the goal is to capture the password by recording
or observing it in the clear) or guessing attacks (i.e. the goal is to guess the password utilising some form of

3Due to this thesis’ focus on knowledge-based authentication this section uses the term password instead of authentication
secret.
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Figure 2.3: The attacks are ordered in ascending distance from the user.

oracle). The strength of passwords (i.e. their character composition and length) is thereby relevant only for
guessing attacks, since capture attacks will always target the passwords in the clear and therefore capture all
passwords regardless of character composition and length. Attacks are also classified regarding the number
of accounts they impact [74] as full compromise (compromising potentially all accounts of the user), group
compromise (compromising a group of accounts protected by the same password)4, or single compromise
(compromising a single account without acquiring the password, e.g. through session hijacking).

In the remainder of this section, an overview of the possible attacks on passwords and respective defences
is given. The selection of attacks is based on those represented by the 11 different security benefits of
authentication schemes as defined in the framework for comparative evaluations of authentication schemes5
by Bonneau et al. [26]. Since the framework of Bonneau et al. [26] does not specify a systematic order for the
attacks, such an order is introduced here: the attacks are ordered in “ascending distance from the user”, i.e.
first attacks on the users themselves, then on the users’ devices, then the communication between the devices
and remote services, etc. (see figure 2.3). Table 2.1 gives a birds-eye overview of the attacks on user accounts
with the respective classification as full, group, or single attack and the corresponding benefits from [26].
The explanation of the shoulder-surfing attack will be more detailed than those of the other attacks, since
it represents the basis of parts II and III of this thesis.

2.3.1 Attacks targeted directly at the user and the interaction with their devices

The attacks “closest to the user” are those targeted the user themselves (e.g. through her/his behaviour)
and those targeted at the interaction of the user with her/his devices (e.g. observation of the user).

4Note that it is of course possible to achieve a full compromise in case all passwords can incrementally be obtained through
group compromises. Also the group can – in the worst case for the attacker – be of size 1.

5Relying on this selection implies that firstly, only full and group attacks will be considered, i.e. those attacks whose goal it
is to acquire the actual password. This excludes in particular the technique of exploiting a weak reset mechanism. While this is
sometimes regarded as an attack, it is in essence the application of any attack presented in this section to the reset mechanism
(which is just another authentication scheme), e.g. targeted guessing in the case of “personal security questions” [25]. Secondly,
only specific attacks (e.g. phishing) and not categories of attacks (e.g. social engineering) are described.
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Table 2.1: Overview of the attacks on user accounts with the respective classification as full, group, or single attack and the
corresponding counteracting benefits from [26].

Attack Class Counteracting Benefits

Attacks targeted directly at the user and the interaction with their devices
Phishing Full/Group Resilient-to-Phishing
Theft of an Insecurely Stored Physical Copy of the Password Full/Group Resilient-to-Theft
Shoulder-surfing Group Resilient-to-Physical-Observation

Attacks targeting the user’s device as well as remote services
Compromising the User’s Device Full Resilient-to-Internal-Observation
Targeted Guessing Group Resilient-to-Targeted-Impersonation
Untargeted Guessing Group Resilient-to-Throttled-Guessing
Guessing After System Break-In Group Resilient-to-Unthrottled-Guessing

Resilient-to-Leaks-from-Other-Verifiers
Resilient-to-Trusted-Third-Party

Theft of a Digital Copy of the Password Group Resilient-to-Theft
Resilient-to-Internal-Observation

Attacks targeted at the communication between the user’s devices and remote services
Compromising the network traffic between the users’ devices and the
remote services

Group Resilient-to-Internal-Observation

Phishing

The first attack which targets the user directly is sending phishing messages i.e. messages using social
engineering techniques or technical subterfuge [7] to lure an unsuspecting user into (a) clicking malicious
links that would lead her/him onto a malicious website, or (b) perform actions in the interest of the attacker,
e.g. transferring money to their bank account.

As of 2019, this type of attack is still on the rise with more malicious websites being detected in the first
quarter of 2019 than in the third and fourth quarter of 2018 [7]. This is also evidenced by successful phishing
attacks, such as the ones at the large Internet companies Google and Facebook [105] or even at the security
company RSA [170]. Due to the elaborate efforts of the attackers, a combination of technological measures
(such as described in [189,216]) and awareness materials (such as described in [128,152]) is advised to thwart
attacks based on phishing messages.

An attack using phishing messages is traditionally classified as group compromise, when only one password
is entered on a phishing website. However, it must be classified as full compromise, when the phishing
attack compromises the user’s password of a password manager which is accessible online (e.g. through a
web interface).

Theft of an Insecurely Stored Physical Copy of the Password

The second attack, stealing an insecurely stored note of a password, relates to the problem of password
memorability and a potentially insecure common coping strategy of users [194]: writing passwords down and
not necessarily storing them securely. Such insecurely stored notes can easily be stolen by attackers with
physical access. However, even when physical access is not possible, passwords can still leak, e.g. through
inadvertent leaks in press images or video footage [146]. The presence of such notes is widely documented
and ranges up to cases involving passwords of military systems which were leaked through press photos [48].
Therefore, it is widely given advice to store any written down password in a secure location [183]. This attack
is classified as group compromise, since it affects only the password which was written down. However, if
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the attacker can obtain a password logbook [126] containing all of a user’s passwords, then this attack is
classified as full compromise.

Shoulder-surfing

In shoulder-surfing attacks, the attacker tries to capture the password by observing the user while they
authenticate. Such an observation can be performed by the attacker themselves, but also with technical
equipment such as cameras [135] or even after the fact using analyses of smudges on touchscreens [111]
or thermal residue [1]. It has been identified as viable attack especially in public spaces [215] and shared
spaces [169] and has been studied in particular with respect to mobile authentication (e.g. [12,59,111,121]).
Shoulder-surfing attacks are generally classified as group compromise attacks.

Due to the breadth of approaches to this attack, Wiese and Roth [227] propose to differentiate four types
of attackers: Single Recording (the attacker has access to a small number of recorded authentication proce-
dures), Multiple Recording (the attacker has access to a huge number of recorded authentication procedures),
Opportunistic Observer (the attacker can observe a small number of authentication procedures), and Insider
Observer (the attacker can observe a huge amount of authentication procedures). In the first two categories
(Single Recording and Multiple Recording) the human ability (e.g. memory retention) plays a subordinate
role, as the password entries are recorded and can be played back and paused at will. In the second two
categories (Opportunistic Observer and Insider Observer) the attackers observe the whole process and try
to remember the most important details. Afterwards they depend on their memory retention to try to log
in based on the information they observe.

To counteract shoulder-surfing threats, several techniques can be employed. Harbach et al. [94] propose
four categories of such techniques: (1) using covert channels to the user, (2) obfuscation of the user’s input
through distractors, (3) using indirect input, and (4) using additional biometric layers. In addition, DeAngeli
et al. [55] propose (5) the portfolio authentication technique, where only a (random) part of the password is
needed in every authentication attempt.

2.3.2 Attacks targeted at the user’s devices

When moving one step further from the user and their interaction with devices, attacks may target the user’s
devices (but not the interaction with them).

Compromising the User’s Device

A user’s device can be compromised by attackers that have physical access to the machine or using malware.
Opportunities for physical access may arise when devices are unlocked and unsupervised. In such a case,
the attacker might be able to either access all passwords directly or by installing malware [184, 201]. Note
that both is potentially possible even when a computer is locked: in case the hard drive is not encrypted
and given enough time, an attacker could access the hard drive by means of another operating system and
extract the data of interest or place malware on the hard drive such that it is installed on the next startup.
When physical access is not possible, attackers must resort to other means, such as (a) tricking users into
installing malware or enabling remote access by sending malicious attachments to messages or by tricking
them to plug-in a USB stick or (b) exploiting unpatched vulnerabilities in software (e.g. operating system)
on the user’s device. In particular, the latter can also used for automated attacks using any self-replicating
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malware such as viruses or worms [201]. Compromising a user’s device is classified as full compromise, due
to the wide ranging access an attacker achieves with this attack.

Targeted Guessing

In targeted guessing attacks, the goal of the attacker is to compromise the account of one specific user. To
that end, the attacker leverages personal knowledge about the victim, trying to guess passwords which this
specific user would be likely to choose [26]. While there do not seem to be any studies establishing how
successful acquaintances can be in guessing a user’s password, other knowledge-based authentication schemes
like personal knowledge questions are highly problematic in this regard [25]. Targeted guessing attacks are
classified as group compromise.

Untargeted Guessing

In untargeted guessing, the attacker uses a more generic approach and uses as guesses for the password those
which are the most likely across all users. The most relevant strategy for untargeted guessing is the so-called
trawling [27], where attackers try the most frequently chosen passwords in an attempt to access as many
accounts as possible until the lock-out mechanisms of the device takes effect. As evidenced by the fact that
year after year the same passwords are found the be the most frequently chosen ones, this attack can be
highly effective. Untargeted guessing attacks are classified as group compromise.

Guessing After System Break-In

The most powerful guessing attack is offline guessing after a break-in, i.e. when the password hashes were
stolen by the attackers from the device. After e.g. having stolen hashes, the number of guesses an attacker
can try is only bound by the resources available to them. For such offline guessing attacks, the security
of the password is not only determined by its composition and length, but also by the hash that is used
to create the verification information: the weaker the hash, the lower the security. Offline guessing usually
employs a combination of brute-force attacks (i.e. trying all possible passwords up to the length where this
attack becomes unfeasible) and dictionary attacks (i.e. trying as guesses all entries from a dictionary of
likely passwords) is used [210]. Software to mount unthrottled automated guessing attacks on passwords is
widely available. Such attacks are classified as group compromise.

Theft of a Digital Copy of the Password

The theft of a digital note of passwords represents the final attack targeted at the user’s devices. Some
users who are overwhelmed by the number of passwords they have to handle, cope by using unencrypted
notes of passwords (i.e. text files) which can be stolen off their devices [194]. Even more dangerous are
these when synchronised using cloud services (cf. section 2.3.4). A user might even have such notes on their
device unintentionally, when a password manager does not require the user to set a master password or other
applications (such as email clients) store the passwords of the accounts used in the application in the clear.
Additionally, even when digital notes of passwords are encrypted, they might be at risk, if the key used for
the encryption is not strong enough (e.g. derived from a weak password which can be guessed). The theft
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of a digital note is classified as a group compromise. However, when a (unencrypted or encrypted with weak
key) vault of a password manager is stolen, this attack might need to be classified as full compromise.

2.3.3 Attacks targeted at the communication between the user’s devices and
remote services

Moving anther step away from the user, attackers have the possibility to try and compromise the communi-
cation between the user’s devices and remote services used by that user.

Compromising the network traffic between the users’ devices and the remote services

Compromising the network traffic between the users’ devices and the remote services includes the intercep-
tion and analysis of both, encrypted and unencrypted traffic. The use of unencrypted communication can be
especially dangerous and facilitate easily automated interception of passwords or secondary authentication
information (such as session cookies) [41]. Therefore, the usage of encrypted communication channels should
be preferred. However, even encrypted traffic can be targeted using man-in-the-middle attacks [102, 104].
Thereby, rogue or compromised certificate authorities can represent the most dangerous opportunity to
launch man-in-the-middle attacks, as evidence by the compromise of the Dutch certificate authority DigiNo-
tar, which first lead to illicitly issued certificates and subsequently to the certificate authority’s removal as
root CA from all major browsers [3]. In such cases, users will be unable to recognise an illegitimate certifi-
cate, since it is virtually indistinguishable to a legitimate one. Compromising the network traffic between
the users’ devices and remote services is classified as group compromise.

2.3.4 Attacks targeted at remote services

The attacks farthest away from the user, while being classified as group compromises target the user’s
devices and remote services. In essence, all attacks described targeting the user’s devices also apply in this
category: the servers of a remote service can be compromised, passwords guessed using either the service’s
authentication interface (e.g. login page or API) or after a compromise the hashes stored on the servers, and
if electronic notes of a password are stored on a remote service’s servers these can be stolen off the servers.

2.4 Information Security Awareness Materials

Information security awareness materials [93] are an important tool to inform users about the attacks outlined
in the last section and thereby to keep users and organisations secure. As shown by Hänsch and Benenson [93],
even experts use different definitions of what the term awareness actually encompasses. Hänsch and Benenson
identify three dimensions which are commonly associated with awareness materials: (1) perception, i.e. users
recognise a threat after exposure to the materials which represents awareness in the original sense of the
word as defined by the oxford dictionary; (2) protection, i.e. users know information security attacks and
defences after exposure to the materials; (3) behaviour, i.e. users will always act securely in their daily lives.
In the remainder of this thesis awareness materials target the only the first two aspects, i.e. perception and
protection6.

6This decision was made in accordance with the goals of the project “KMU AWARE” (https://secuso.org/kmu-aware),
in which the research pertaining to awareness materials presented in this thesis was conducted
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2.4 Information Security Awareness Materials

2.4.1 Relevance and Status-Quo of Information Security Awareness Materials

Lin and Kunnathur [130] developed a theory of end user information security competence based a synthe-
sis of information security literature. Their theory comprises three dimensions: “ethics and perception”,
“knowledge and skills”, and “behaviour”. They highlight information security awareness as vital part of the
knowledge and skills dimension. This is further evidenced by the many studies (e.g. [35, 66, 115, 155, 174])
having identified the importance of advice in awareness materials. Also, the literature review of Lebek et
al. [129] identifies information security awareness as antecedent of attitude toward secure behaviour.

Therefore, institutions such as NIST [228] recommend organisations to distribute awareness materials among
their employees. Some industry standards even require it from organisations aiming to be compliant with it
[160]. However, it has been found, that existing password advice often contradicts current research [149,236].
Zhang-Kennedy et al. [236] present a review of established advice for general-purpose authentication on the
web. They conclude that many existing rules (e.g. to change passwords frequently) do not represent the
current state of art and propose a new set of password rules to give as advice to users. Murray and
Malone [149] present an analysis of actual password advice given by different organisations on the Internet
and conclude that the majority of advice contradicts the current state of research.

2.4.2 Design of Information Security Awareness Materials

Due to the importance of information security awareness materials, the literature on the topic highlights
several important aspects of their development. Bada and Sasse [15] analysed which aspects are involved
in the success and failure of security awareness campaigns. They identified as precedents to successful
awareness materials the relevancy of the materials for the users and that the advice in the materials is
effective. Their recommendation is that all awareness materials should pay great attention to these aspects.
Tsohou et al. [204] add to these recommendations in their review of literature on cognitive and cultural biases
influencing users information security perceptions and behaviours by deriving three recommendations for the
development of information security awareness materials: (1) using positive stimuli and relative frequencies
to overcome affect biases, (2) the design of the material must accommodate for the fact that users tend to rely
on the first piece of information they are provided with, and (3) the material should emphasise immediate
consequences. Another important concept for the development of awareness materials is intellectual need
(also called problem-solution ordering) as described by Fuller et al. [78]. It describes the fact that learners are
more motivated and effective at acquiring knowledge, when presented with the problem before the solution
is explained to them.

Furthermore, using expert feedback and behaviour has been identified as an important aspect in the devel-
opment of advice for lay-users. Ion et al. [109] compared expert to lay-user information security behaviour to
collect useful information security advice for lay-users. Their study focused on information security behaviour
in general. They found that expert and lay-user behaviour differ and summarise their findings by saying that
"some promising security advice emerges: (1) install software updates, (2) use a password manager, and (3)
use two-factor authentication for online accounts." Likewise, Stobert and Biddle [195] conducted interviews
with information security experts specifically in the context of passwords and user accounts. They find that
lay-users are in need of consistent strategies to better protect themselves and that the adoption of password
managers could help lay-users to manage their passwords more securely.

Focusing on the creation of concrete password security awareness materials, Zhang-Kennedy et al. [235]
developed three infographic posters and an online educational comic. They evaluated the posters against a
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text condition - “the Wikipedia description of how password cracking works” - and found that the posters with
explanatory graphics were more effective in the knowledge transfer than the textual Wikipedia description,
underlining the importance of graphical elements in awareness materials.

2.5 Portfolio User Authentication

As explained in section 2.3.1, portfolio authentication is a technique to decrease the threat of capturing
attacks, such as shoulder-surfing. However, it can be used to mitigate opportunistic attacks in non-shoulder-
surfing scenarios as well, e.g. the interception of passwords in network traffic. To achieve this, portfolio
authentication schemes regard the password as a set of elements. These elements can have any form (e.g.
textual characters, textual strings, images, electronic certificates, etc.). A password P of length n is thus
represented as

P = {e1, e2, . . . , en}.

During each authentication attempt only a random subset P ′ ⊆ P of these elements has to be entered by
the user. We borrow from the nomenclature of secret sharing and denote such a subset P ′ as authorised if it
has at least t elements, where the parameter t is set by each authentication scheme depending on the desired
security properties. In the remainder of this thesis, the magnitude by which the password is larger than the
authorised subsets are referred to as portfolio overhead (denoted as o). It is represented as a fraction of the
form

o =
|P |
|P ′|

=
n

t
.

Note that usually |P ′| serves as starting point when determining o and the full password is then chosen
accordingly (either by the system or by the user while respective policies guide the user’s choice), since the
strength of the authentication scheme against guessing attacks is dependent on |P ′| rather than |P |.

Portfolio authentication is most useful to prevent opportunistic observation (cf. section 2.3.1) in public
spaces or while in the presence of friends or co-workers. It thwarts opportunistic shoulder-surfers that do
not observe the user for a longer period of time (i.e. have a large number of observation attempts). An
attacker who can capture multiple (possibly any arbitrary number of) authentication attempts or who uses
a recording device might still be able to break the portfolio authentication scheme, depending on the actual
authentication scheme’s design.

The most common application of portfolio authentication are challenge-response schemes. Thus, the elements
ei are usually challenge-response pairs. In particular, graphical recognition-based authentication schemes
have been used. Dhamija and Perrig first introduced the portfolio term for graphical recognition-based
authentication schemes [60]. DeAngeli et al. proposed the portfolio approach for graphical recognition-
based passwords as high security setting [55]. In their scheme P ′ is a random subset of the password images
(subset size: 4; password length: 6) and is chosen as challenge set for each authentication attempt. Dunphy
et al. first proposed portfolio authentication as a measure to mitigate shoulder-surfing risks on mobile phones
in public places [62]. As result of their study they report a temporary resistance against shoulder-surfing
attacks (on average 5 to 7 observations depending on study condition).
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2.6 Cryptographic Secret Sharing

The (t, n)-threshold verification scheme proposed in part III of this thesis uses cryptographic secret sharing
to address the challenge of secure and efficient storage of passwords in portfolio authentication. In this
section the basic principles of secret sharing are explained.

Secret sharing describes a family of cryptographic protocols which can be used to distribute sensitive infor-
mation (the common secret) among several parties such that only by collaboration of a certain number of
these parties the secret can be reconstructed. Such protocols can be denoted (t, n)-threshold secret sharing,
where n denotes the number of parties among which the secret is shared and t the number of parties which
are required to cooperate in order to reconstruct the secret. The (t, n)-threshold secret sharing protocols
consist of two phases: (1) the dealing phase in which each of the n parties is assigned a so-called share of the
secret and (2) the combination phase in which t or more parties can collaborate to reconstruct the common
secret using their shares. Figure 2.4 illustrates these two phases.

An important property in the context of secret sharing is whether the protocol is perfect. A secret sharing
protocol is perfect if the knowledge of any number of shares smaller than t does not reveal any information
about the common secret.

The (t, n)-threshold secret sharing protocols are usually based on finite field (also Galois field or GF )
arithmetic. A thorough introduction to finite fields is beyond the scope of this thesis. However, in short, a
finite field is a finite set of elements on which multiplication, addition, subtraction, and division are defined
as operations. A common way to construct finite fields is using the set of integers modulo p, where p is
prime. In the remainder of this thesis, such finite fields of integers modulo p are referred to using the common
notation GF (p).
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Figure 2.4: Overview of the two phases of (t, n)-threshold secret sharing protocols.
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3 Identifying Misconceptions about Password Security

Many users face problems when choosing, handling, or remembering their text passwords [107,194,195]. As
a result, users have developed a variety of coping strategies. Some of these coping strategies are beneficial,
such as using a master-password protected password manager in order to cope with remembering different
passwords for all accounts. In contrast, some of these coping strategies represent insecure behaviour, since
they are based on misconceptions about password security1. For example a common misconception might
lead users to add a ‘!’ to end of the password, because they believe this makes the password more secure [209].
Consequently, users unknowingly find themselves in situations, where they believe they have secure password
practices, when in reality they do not: users could be unaware of their insecure password practices due to
the prevalence of misconceptions. Clearing up these misconceptions is therefore an important precursor to
password security awareness materials.

Misconceptions about password security appear frequently in the results of published literature, e.g. the
lack of mental models representing automated attacks and defences against them [209]. However, there does
currently not exist an overview of all the different misconceptions which have been reported in the literature.
Knowing the prevalent misconceptions and addressing them with effective interventions is vital, when aiming
to decrease insecure coping strategies and providing effective advice in awareness materials for lay-users.

Therefore, the overall goal of this chapter is to identify the misconceptions about password security reported
in the literature and provide an overview as basis for the creation of effective password security awareness
materials for lay-users as described in chapter 4. To that end a methodology for the systematic literature
review was developed, including the relevant venues and imposing effective exclusion criteria (section 3.1).
As result of the literature review, 23 different misconceptions about password security were identified (sec-
tion 3.2). The identified set of misconceptions indicates that misconceptions exist in basically all aspects of
password security. From the discussion (section 3.3) three aspects arise as next steps (section 3.3.3): assess-
ing the actual prevalence of the identified misconceptions empirically, the development of interventions to
decrease the prevalence of the misconceptions, and an investigation of interactions and correlations between
the identified misconceptions. Section 3.4 concludes this chapter.

Contributions described in this chapter:

• Overview of the 23 misconceptions about password security reported in the literature, showing that
there exist misconceptions with respect to a wide range of aspects of password security.

1In the remainder of this part, the term password security is used as abbreviation for security aspects affecting passwords
and user accounts.
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Parts of the results described in this chapter have been published in:

• P. Mayer and M. Volkamer, “Addressing Misconceptions About Password Security Effectively”,
Workshop on Socio-Technical Aspects in Security and Trust (STAST, co-located with ACSAC),
2017.
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3.1 Methodology of the Literature Research

3.1 Methodology of the Literature Research

The literature review was conducted from February to May 2017. Only publications published in the last
decade before the literature review (i.e. since 2007) were considered, in order to not include outdated find-
ings2. Search terms were chosen after consultation with native English speaking experts in the field. As
final set of search terms, the term “password” in conjunction with each of the terms “misconception”, “mis-
understanding”, “misperception”, “flawed perception”, and “flawed understanding”, one after the other (e.g.
“password misconception”) were used. Both terms, i.e. “password” and any one of the other search terms re-
spectively, needed to be present in the publication. As sources for the publications, two approaches were used:
(a) the five widely recognised databases of scientific literature in the computer science domain Sciencedirect,
ACM, IEEEexplore, SpringerLink, and Scopus; and (b) additional conferences and journals known to pub-
lish relevant research on passwords, but not indexed by the aforementioned databases, i.e. Usenix Security
Symposium, Symposium On Usable Privacy and Security, Usable Security Workshop, Trustworthy Interfaces
for Passwords and Personal Information Workshop, Journal of Computer Security, International Journal of
Information Security and Privacy, International Journal of Technology and Human Interaction, Human IT:
Journal of information technology studies as a human science, MIS Quarterly, and Journal of Information
Systems Security. Overall, 3777 publications meeting the search terms were found in the sources.

From the 3777 publications meeting the search terms, the body of relevant literature was narrowed down
using additional criteria as described in the following. Publications not accessible due to a “paywall” (e.g. not
licensed by the author’s university’s library) were excluded. For publications where the respective authors
had published the same results multiple times (e.g. extended versions of conference papers in journals),
only the latest most up-to-date publication was considered. Also, non-peer-reviewed publications (white-
papers, technical reports, etc.) were excluded. To filter out the publications not explicitly dealing with
misconceptions in field of passwords, the publications were manually screened based on title, abstract and if
necessary a glance on the full text. Overall, 15 publications reporting on misconceptions met these additional
criteria. To broaden the results, first a forward, then a backward search was performed, resulting in a final
number of overall 20 relevant publications.

3.2 Identified Misconceptions

This section presents the results of the systematic literature review. First, the misconceptions about password
security are presented. Then, two further more general information security misconceptions encountered
during the literature review are presented, which concern the issues of (a) trust in software and (b) software
updates.

3.2.1 Misconceptions about Password Security

In the 20 relevant publications found during the literature search, 23 misconceptions about password security
were identified. In the following, each of the identified misconceptions is described.

2It must be acknowledged that this time frame is somewhat arbitrary. This is further discussed in section 3.3.
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M1: The inclusion of numbers anywhere in passwords makes them automatically more
secure

M1 was reported in five publications: [14,171,188,208,209]. The underlying problem with this misconception
is that additional character classes (i.e. lowercase, uppercase, numbers, symbols) can make passwords more
secure, but this is not automatically the case. Research has shown that (a) when users try to add additional
character classes to their passwords, they tend to create very predictable passwords [208] and that (b) forcing
users to put these characters in places where they contribute most to the guessing-resistance of the passwords
decreases the usability of the created passwords [188].

M2: The inclusion of symbols anywhere in passwords makes them automatically more
secure

M2 was reported in the same five publications as M1: [14,171,188,208,209]. The underlying problem is the
same as for M1: users tend to put the chosen symbols in predictable places in the password.

M3: The inclusion of uppercase letters anywhere in passwords makes them automatically
more secure

M3 was reported in two publications: [14,208]. The underlying problem is the same as for M1 and M2: users
tend to put the uppercase letters in predictable places in the password (in particular at the beginning).

M4: Common substitutions (e.g. A→ 4) make passwords more secure

M4 was reported in two publications: [208, 221]. The underlying problem is similar to M1, M2, and M3:
users tend to use predictable substitutions in their efforts to make passwords more secure.

M5: A word from another language than the user’s mother tongue is a secure password

M5 was identified in one publication: [195]. The underlying problem with this misconception is that attackers
can easily build large dictionaries with words from several languages using e.g. the freely available wikipedia
entries in nearly 300 languages. This is illustrated by the research literature on this topic: While Maoneke
et al. [137] found that non-English passwords might improve the guessing resistance against attackers using
standard dictionaries, investigations into the guessing security of e.g. Chinese [222] passwords and African3
passwords found that adapted guessing strategies can yield high portions of guessed passwords.

M6: Reusing passwords is OK for secure passwords, but should be avoided for weak
passwords

M6 is one of three misconceptions concerning the reuse of passwords, which is a common coping strategy of
users [193]. It was reported in one publication: [223]. The underlying problem with this misconception is
that users applying this misconception in their handling of passwords might end up with secure passwords

3Sibusiso Sishi, “An investigation of the effectiveness and security of passwords derived from African languages”, talk at
PasswordsCon 2018, https://youtu.be/ZQYFp4fzpyE (visited at: 2019-09-07).
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at more websites, but at the same time increase the risk of cross-site attacks [110,223] (e.g. when a website
leaks passwords in the clear or the user loses a password in a phishing attack and that password is used by
an attacker to break into an account at another website). In particular, this misconception does not include
the real metric on which a decision to reuse a password should be based: whether reusing a password would
allow an attacker to compromise additional valuable data [74,150].

M7: Reusing passwords is OK for passwords that are entered more frequently

M7 could be identified in two publications: [154, 223]. The problem underlying this misconception is the
same as with M6: it does not consider the real metric on which a decision to reuse a password should be
made. Therefore, users might reuse passwords across accounts that give access to different valuable data.

M8: Reusing passwords is more secure behavior than writing them down

M8 was identified in one publication [95]. The underlying problem of this misconception is that while users
can control where they store written down passwords (i.e. they can make sure it is stored securely), they have
no way of knowing whether a web service is among the many not sufficiently protecting the users’ data [28].
While storing passwords in the clear has been known for at least a decade to be a major information security
risk [73], it is still a risk users face today as evidenced by breaches of online services revealing bad password
storage practices (e.g. [125]). Users’ passwords might be stored in the plain on a web service’s servers,
without them having any way of knowing. If a password is stored insecurely at a web service, this poses a
threat to the user’s accounts at other services where this password is reused.

M9: Notes of passwords do not need to be particularly protected

M9 regards the handling of paper notes as well as electronic notes [194]. It was reported in three publications:
[132, 194, 195]. The problem underlying this misconception is that notes of passwords can be beneficial and
have been recommended by security experts (e.g. [183]), but this advice always comes with the condition
of secure storage of that note. Thereby, in particular the unprotected storage of cleartext passwords in the
cloud (e.g. a text document in Dropbox or in note-taking services such as OneNote) poses a severe risk.

M10: Passwords have to be changed proactively on a regular basis

The existence of M10 among users was reported in one publication: [109]. This is no surprise, since it was a
longstanding advice given by institutions like the US NIST [40]. The reasoning behind this advice was that
regularly changing a password increases its security because: (a) even if an attacker gets hold of the password,
changing it renders it worthless to attackers since they cannot login anymore; and (b) guessing a password
that changes frequently is harder for an attacker since its represents a moving target. However, research has
shown that both of these lines of thought are flawed and therefore exposed this advice as misconception.

Firstly, Zhang et al. [234] found that new passwords of users that were created under a password policy
mandating regular password changes, were often derived from the previous one. Knowledge of a previous
password allowed recovering the current passwords for the majority of user accounts in their study. Therefore,
any obtained password is valuable to facilitate guessing attacks, even if it has been replaced with a new one.
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Table 3.1: Overview of the access control and storage security mechanisms of major browser vendors in their Windows and
macOS implementations. Inspected software versions: Windows 10, macOS 10.13.6, Internet Explorer 11.316.17763.0,
Edge 44.17763.1.0, Firefox 65.0.1, Chrome 72.0.3626.121, Opera 58.0.3135.107, Safari 12.0.3

Browser Windows macOS

Internet Explorer Passwords stored in Windows Credential Manager N/A
Edge Passwords stored in Windows Credential Manager N/A
Firefox Default none, optional master-password Default none, optional master-password
Chrome Encryption key stored in Windows Key Store Encryption key stored in macOS Keychain
Opera Encryption key stored in Windows Key Store Encryption key stored in macOS Keychain
Safari N/A Passwords stored in macOS Keychain

Secondly, Chiasson et al. [44] formulated a mathematical model to investigate the advantage of regular pass-
word changes to protect against guessing attacks. They found that an attacker is only slightly impeded, even
in cases where the password is changed much more frequently than the attacker can perform an exhaustive
search of the password space. Therefore, they conclude that regular password changes offer “at best partial
and minor” [44] security benefits.

Luckily this research has already made its way into the most recent versions of password advice from the
US NIST [86], the British NCSC [150], and (very recently) the German BSI [38], who all discourage using
mandatory password changes, unless a user account has actually been compromised. Unfortunately, this still
bares potential for confusion among users, since not all standardising bodies have adapted their standards
with respect to these findings (e.g. PCI-DSS [160]). Since it potentially applies to all of the user’s passwords,
this misconception should be considered to be universal.

M11: Storing passwords in the browser does not mean one is using a password
manager

M11 indicates that users perceive technologies that are essentially the same as different. It was reported in
one publication: [209]. The underlying problem of this misconception is a potential lack of understanding,
that the same security requirements apply to dedicated password managers and those integrated in browsers
(e.g. setting a master-password in most situations). In particular, if passwords in a password manager are
not stored encrypted, they could be easily obtained by an attacker. This holds for both, dedicated password
managers and those integrated into browsers. Table 3.1 gives an overview of the security mechanisms
used by major browser vendors to protect stored passwords. It becomes clear that no common strategy
exists. Internet Explorer, Edge, and Safari are bound to one specific platform (i.e. Windows and macOS
respectively) and use the password storage functionality of their platform. Chrome and Opera use the
respective key management functionalities of the operating systems to store one encryption key, but store
the passwords (encrypted with that key) in an SQLite database. Firefox completely forgoes the key storage
capabilities of the platforms and stores the password by default without protection by a master password in an
SQLite database, but allows setting a master password if the user so wishes. To clear up this misconception,
communicating the general requirement of encrypted storage and how to achieve it (and not the type of
password manager) is crucial.
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M12: Keyboard patterns are secure passwords

M12 was reported in one publication: [208]. The problem underlying M12 is that while patterns on the
keyboard might seem like random strings of characters, the security issues associated with using them for
passwords are well documented. About 10-20% of passwords include keyboard patterns of length 3 or
more [103]. The most common of these patterns are therefore commonplace in cracking dictionaries [210].
When using more sophisticated cracking methods, exploiting keyboard patterns can yield additional 15-20%
cracked passwords [103]. At the same time, users generally overestimate the security of passwords based on
keyboard patterns [208].

M13: Using dates of birth that are not the user’s makes passwords more secure

M13 was reported in one publication: [209]. The security issues associated with using dates as passwords are
well documented [212]: users rely on duplicating a year to create passwords of length 8, dates of holidays
are popular choices as passwords, and common non-digits paired with passwords based on dates are single
characters or written out months. Analogously to M12, this misconception is relevant in all attack scenarios
where guessing attacks are viable.

M14: Attackers do not automate their attacks on passwords, but perform them by hand

M14 was reported in five publications: [82,117,136,154,209]. The underlying problem of this misconception
is that users underestimate the scale of attacks that specialised tools allow. They seem to lack a suitable
mental model with respect to automated attacks and how attackers try to guess passwords [208]. This
misconception affects attack scenarios that can be automated well, such as mass phishing emails [152] or
guessing attacks [210]. However, the field of automated attacks grows steadily as advances in artificial
intelligence allow ever more attacks to be automated. Seymour and Tully demonstrated in their work on
automated spear-phishing on the Twitter social network [113] that by using a combination of Markov models
and neural networks it was possible for them to achieve click-through rates of at least 30%4. An overview of
exemplary automation techniques for each of the attacks introduced in section 2.3 can be found in table A.1
in appendix A.

M15: All attackers are strangers which are (geographically) far away

M15 was found in three publications [82,117,208]. The problem underlying this misconception is that it limits
the perception of possible attacks. However, there are many motives for an attack on a user’s passwords or
accounts, but not all of them relate to an unknown hacker which is geographically far away, e.g. someone
impersonating cleaning personnel in order to get access to an office, co-workers who want that changes to a
document in online storage cannot be traced back to them, or a nosy acquaintance who wants to spy on the
communication with other users.

4The click-through rate of a phishing attack is the percentage of users clicking on links provided in phishing messages.
Seymour and Tully observed click-through rates of up to 66% but attributed some of the “clicks” to bots crawling the social
network and therefore were not counted.
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M16: All attackers are people the users know

M16 represents the opposite assumption of M15. It was reported in two publications: [82, 171]. The under-
lying problem of this misconception is the same as for M15: a disregard of likely attacks just assuming a
reverse point of view as described in M15. Neglected attacks include e.g. trawling attacks, where attackers
target as many accounts as possible and the goal is not to get into one specific account, but in as many
accounts as they can [27].

M17: Email is security-wise not an important service and therefore does not require a
secure password

M17 was reported in two publications: [82,209]. The underlying problem of this misconception is that insuf-
ficiently protected email accounts can compromise other accounts if passwords can be reset using links sent
by mail. Thus, a compromise of the user’s email account can cause a snowball effect of further compromises.
Additionally, attackers can use compromised accounts to send out spam in the user’s name.

M18: A SIM-PIN is sufficient to protect the data on a smartphone from unauthorized
access

M18 was identified in one publication: [157]. Its underlying problem is that only a system PIN used to
lock a device (or a comparable authentication mechanism such as fingerprint readers) protects the data on
the respective device. A SIM-PIN can be easily circumvented by removing the SIM from the device. On
many smartphones entering the SIM-PIN can be simply skipped, disabling the telephony functionality, but
rendering the data on the device accessible.

M19: It is not necessary to set a password to lock the screen of unattended devices

M19 was reported in two publications: [95, 136]. The underlying problem is that attacks aiming at physical
access to the user’s devices are neglected (e.g. impersonation of help desk staff or cleaning personnel).

M20: The passwords protecting work accounts have lower security requirements because
the IT staff is responsible for security

M20 was identified in one publication: [194]. The problem underlying this misconception is that users might
perceive the security requirements of their work account differently than those of their private accounts,
because of a false sense of security stemming from security measures put in place by the IT staff of the
company. However, in reality the work account is exposed to at least the same threats, some of which only
the user will be able to fend off in day to day use.

M21: The frequency of use of an account influences the security requirements of the
password protecting it

M21 was reported in one publication: [194]. The underlying problem is that it disregards the aspects that
actually influence the security requirements of an account (i.e. data accessible in the account and actions
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which can be performed with the account, e.g. contacts in an email account and the possibility to send
phishing emails to all these contacts). Instead frequency of use is associated with importance of the account.
This misconception should be assumed to be universal, since it potentially affects all accounts of a user.

M22: Bank accounts do not need to be protected with strong passwords if there is no
money in them

M22 was identified in one publication: [209]. The problem underlying this misconception is that while some
research reports that financial sites are of high value to users (e.g. [194]), some users voiced that if there was
no money in their account, the security requirements would be low. Whether this misconception applies to
a user depends on factors such as whether the account can be overdrawn and being left with debts (and the
incurring interest) might be a concern or whether additional authorisation of any actions (such as TANs)
is needed. Additionally, privacy can be a serious issue, if an attacker cannot perform any actions on the
account, but still is able to view all transactions. Such information could be leveraged by the attacker for
future attacks through e.g. phishing.

M23: It is possible to be too unimportant to be targeted and therefore to have to choose
secure passwords

M23 was reported in three publications: [117,177,208]. The underlying problem of this misconception is that
feeling too unimportant to be targeted might lead users to not concern themselves with prevalent attacks
on passwords (such as untargeted guessing) and corresponding defences. Then in turn, by being unaware
of such attacks users are more likely to choose less secure passwords and thereby render themselves more
vulnerable to guessing attacks.

3.2.2 Further Misconceptions

During the literature review, two further misconceptions regarding information security topics were encoun-
tered, which will not be regarded in the remainder of this work. The first one states that security updates
are not important (reported in [109]). It revolves around one advice deemed most important by security
experts [109]: installing security updates. The second one concerns password managers. While using pass-
word managers is generally considered to be good advice [109, 195], there also exists a mistrust towards
them (reported in [70, 109, 131]). Such a lack of trust is difficult to address with explanatory texts and is
potentially affected by the specific password manager used (e.g. through brand recognition). One might try
to convince lay-users by explaining to them that experts in the field trust password managers (as found in
e.g. [195]). Yet, trust is not easily established by textual communication [29, 172]. Therefore, this lack of
trust should not be treated as an issue which can be simply cleared up by knowledge transfer and will not
be regarded in the remainder of this work. However, following up on this issue might be an interesting field
for future investigations.

3.3 Discussion

This section discusses the results and the limitations of the systematic literature review presented in this
chapter, as well as possible next steps to continue this line of work.
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Misconceptions about password security

Composition Handling

W
or

ds
 fr

om
 o

th
er

 la
ng

ua
ge

s 
th

an
 th

e 
m

ot
he

r 
to

ng
ue

 o
f t

he
 u

se
r m

ak
e 

pa
ss

w
or

ds
 m

or
e 

se
cu

re

Re
us

in
g 

is
 O

K 
fo

r s
ec

ur
e 

pa
ss

w
or

ds
, b

ut
 s

ho
ul

d 
be

 
av

oi
de

d 
fo

r w
ea

k 
pa

ss
w

or
ds

Th
e 

in
cl

us
io

n 
of

 n
um

be
rs

 m
ak

es
 p

as
sw

or
ds

 
au

to
m

at
ic

al
ly

 m
or

e 
se

cu
re

 

Th
e 

in
cl

us
io

n 
of

 s
ym

bo
ls 

m
ak

es
 p

as
sw

or
ds

 
au

to
m

at
ic

al
ly 

m
or

e 
se

cu
re

Th
e 

in
cl

us
io

n 
of

 u
pp

er
ca

se
 le

tte
rs

 m
ak

es
 

pa
ss

w
or

ds
 a

ut
om

at
ic

al
ly

 m
or

e 
se

cu
re

C
om

m
on

 s
ub

st
itu

tio
ns

 (e
.g

. a
 →

 @
) m

ak
e 

pa
ss

w
or

ds
 m

or
e 

se
cu

re

Re
us

in
g 

is
 O

K 
fo

r m
or

e 
fre

qu
en

tly
 e

nt
er

ed
 

pa
ss

w
or

ds

Re
us

in
g 

pa
ss

w
or

ds
 is

 m
or

e 
se

cu
re

 b
eh

av
io

ur
 th

an
 

w
rit

in
g 

th
em

 d
ow

n 

No
te

s 
of

 p
as

sw
or

ds
 d

o 
no

t n
ee

d 
to

 b
e 

pa
rti

cu
la

rly
 

pr
ot

ec
te

d

Pa
ss

w
or

ds
 h

av
e 

to
 b

e 
ch

an
ge

d 
pr

oa
ct

iv
el

y 
on

 a
 

re
gu

la
r b

as
is

Attacks

Ke
yb

oa
rd

 p
at

te
rn

s 
ar

e 
se

cu
re

 p
as

sw
or

ds

Us
in

g 
da

te
s 

of
 b

irt
h 

th
at

 a
re

 n
ot

 th
e 

us
er

’s 
m

ak
es

 
pa

ss
w

or
ds

 m
or

e 
se

cu
re

At
ta

ck
er

s 
do

 n
ot

 a
ut

om
at

e 
th

ei
r a

tta
ck

s,
 b

ut
 

pe
rfo

rm
 th

em
 b

y 
ha

nd

Al
l a

tta
ck

er
s 

ar
e 

pe
op

le
 th

e 
us

er
s 

kn
ow

Em
ai

l is
 s

ec
ur

ity
-w

is
e 

no
t a

n 
im

po
rta

nt
 s

er
vic

e 
an

d 
th

er
ef

or
e 

do
es

 n
ot

 re
qu

ire
 a

 s
ec

ur
e 

pa
ss

w
or

d

A 
SI

M
-P

IN
 is

 s
uffi

ci
en

t t
o 

pr
ot

ec
t t

he
 d

at
a 

on
 a

 
sm

ar
tp

ho
ne

 fr
om

 u
na

ut
ho

riz
ed

 a
cc

es
s

It 
is

 n
ot

 n
ec

es
sa

ry
 to

 lo
ck

 th
e 

sc
re

en
 o

f u
na

tte
nd

ed
 

de
vi

ce
s

St
or

in
g 

pa
ss

w
or

ds
 in

 th
e 

br
ow

se
r d

oe
s 

no
t m

ea
n 

on
e 

is
 u

si
ng

 a
 p

as
sw

or
d 

m
an

ag
er

Miscellaneous

Pa
ss

w
or

ds
 o

f W
or

k 
ac

co
un

ts
 h

av
e 

lo
w

er
 s

ec
ur

ity
 

re
qu

ire
m

en
ts

 s
in

ce
 IT

 s
ta
ff 

ha
nd

le
s 

se
cu

rit
y

Th
e 

fre
qu

en
cy

 o
f u

se
 o

f a
n 

ac
co

un
t i

nfl
ue

nc
es

 th
e 

se
cu

rit
y 

re
qu

ire
m

en
ts

 o
f i

ts
 p

as
sw

or
d

Ba
nk

 a
cc

ou
nt

s 
do

 n
ot

 n
ed

 to
 b

e 
pr

ot
ec

te
d 

w
ith

 
st

ro
ng

 p
as

sw
or

ds
 if

 th
er

e 
is 

no
 m

on
ey

 in
 th

em

Al
l a

tta
ck

er
s 

ar
e 

st
ra

ng
er

s 
w

hi
ch

 a
re

 
(g

eo
gr

ap
hi

ca
lly

) f
ar

 a
w

ay

It 
is

 p
os

si
bl

e 
to

 b
e 

to
o 

un
im

po
rta

nt
 to

 b
e 

ta
rg

et
ed

 
an

d 
th

er
ef

or
e 

to
 h

av
e 

to
 c

ho
os

e 
se

cu
re

 p
as

sw
or

ds

M1 M2 M3 M4 M5 M6 M7 M8 M9 M10 M11 M12 M13 M14 M15 M16 M17 M18 M19 M20 M21 M22 M23

Figure 3.1: Overview of all misconceptions about password security identified in the literature review.

3.3.1 Results

Overall, 23 misconceptions were identified in the published literature. They span a wide variety of aspects,
from the inclusion of different character classes to the security trade-offs between reuse and writing pass-
words down. Thereby, the identified misconceptions can be loosely grouped into four broader categories:
composition, handling, attacks, and miscellaneous. Figure 3.1 depicts all the identified misconceptions along
those four categories.

Composition. This category comprises the misconceptions which regard the composition of passwords and
therefore are most relevant with respect to guessing attacks. These misconceptions regard e.g. the effect of
incorporating different character classes (i.e. letters, numbers, and symbols) into the password.

Handling. This category includes all misconceptions with respect to behaviour associated with the han-
dling of passwords, such as reuse of passwords for multiple accounts. The range of attack scenarios these
misconceptions are relevant for is broader than those of the composition category, ranging from reuse to
taking notes or frequent changes of the passwords.

Attacks. This category contains all misconceptions which concern the perception of the attackers and
their strategies, but do not directly relate to password composition or the handling of passwords. These
misconception include e.g. potential groups of attackers and the degree to which attacks can be automated.

Miscellaneous. This category consists of further, more general, misconceptions, which were found in the
literature to also apply to password security as well.

Also it became apparent that there might exist interactions between some of the identified misconceptions.
For example, “Notes of passwords do not need to be particularly protected (M9)” and “It is not necessary
to set a password to lock the screen of unattended devices (M19)” require the attacker to have physical
access to the device or its surroundings. Therefore, their prevalence should be less likely to coincide with
the prevalence of “All attackers are people the users know (M16)” than with the presence of “All attackers
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are strangers which are (geographically) far away (M15)”. Likewise, if a user employs reuse of passwords as
a coping strategy, they might base their behaviour on all three misconceptions concerning password reuse
(i.e. “Reusing passwords is OK for secure passwords, but should be avoided for weak passwords (M6)”,
“Reusing passwords is OK for passwords that are entered more frequently (M7)”, “Reusing passwords is
more secure behavior than writing them down (M8)”). While the literature review does not provide any
evidence regarding these links and interactions, an investigation of this aspect could yield valuable insights:
knowing which misconceptions appear together might allow to clear them up more effectively together.

3.3.2 Limitations

Certain limitations apply to the methodology of this work. As is the case with every systematic literature
review, a usual concern is the so-called “publication bias”, i.e. the fact that positive and significant results
are more likely being published than negative and non-significant results. While it is very likely, that this
work was influenced by this type of bias, it can be argued that the impact is negligible in the context of
this specific work. Negative results (i.e. the lack of any misconceptions) would not have contributed to
the body of misconceptions identified in this literature review and therefore not changed the results. Yet,
it is important to acknowledge that the potential absence of negative results might lead to an overstated
perception regarding the prevalence of the identified misconceptions, i.e. many publications report that
misconceptions exist, but in reality the portion of users affected by these misconceptions is small. Therefore,
an investigation in actual prevalence levels of the identified misconceptions among users is an important next
step to properly gauge their prevalence and thereby also their relevance.

Furthermore, non-peer-reviewed publications and those published before 2007 were explicitly excluded. This
might have limited the results and led to the exclusion of relevant work. However, it can be argued that
in both cases the exclusion generally increases the quality and relevancy of the literature included in the
systematic literature review: non-peer-reviewed publications might introduce low quality results and publi-
cations which are too old might lead to the inclusion of misconceptions which are not relevant anymore. In
particular, publications which are too old might inflate the aforementioned limitation of introducing miscon-
ceptions into the results which have a low prevalence among users, since they have been counter-acted since
their original appearance.

Last but not least, a broader selection of search terms might have resulted in finding additional relevant
publications. Yet, the process applied in this work - i.e. the screening of literature for initial search terms
and feedback from native English speaking experts in the field - represents a well founded and systematic
way to choose appropriate search terms for the literature review.

3.3.3 Next Steps

Having identified a wide variety of misconceptions covering various aspects of password security, the next
steps in this line of work should be:

• The investigation of the actual prevalence of the individual misconceptions among lay-users and thereby
the identification of the misconceptions with a high need of being cleared up.

• The development of interventions (e.g. in the form or as part of of password security awareness
materials) to decrease the prevalence of the identified misconceptions.
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• The investigation of links and interactions between the different misconceptions as well as potential
correlations between them.

The next chapter (chapter 4) realises the first two of these steps by developing suitable interventions as
part of a password security awareness material and the subsequent investigation of these interventions’
performance in a study with lay-users. The third aspect, i.e. the links and interactions between the different
misconceptions, is left as future work.

3.4 Conclusion

This chapter represents research lying at the foundation of fighting against a decade of misconceptions
about password security. In a systematic literature review 23 misconceptions about password security could
be identified. The identified misconceptions cover basically all aspects of password security. This set of
misconceptions is an important building block for the development of the password security awareness
material presented in the next chapter.
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Security Awareness Materials

Keeping one’s passwords secure is no simple task. As outlined in section 2.3, passwords can get into the
hands of attackers in numerous ways, e.g. they can be guessed, stolen in phishing attacks, eavesdropped
when communication occurs through unsecured channels, or stolen when users are observed while entering
them. Many users are not aware how such attacks work and consequently how to defend against them
effectively [194, 209]. Moreover, strategies employed by users to cope with the problems they face when
composing or handling their text passwords [107, 194, 195] might be based on on misconceptions about
password security (cf. Chapter 3).

Consequently, users are at risk of falling victim to attacks. As explained in section 2.4, the prime way to
counter this risk is supplying users with password security awareness materials. They are widely considered
to help users protecting their accounts and passwords against threats [129,130]. Yet, many existing awareness
materials on password security demand from users an impossible task: use only complex passwords, change
them frequently, and never write them down. This kind of advice is highly problematic for users [107,194,195]
and does not represent the current state of the art [149, 236]: awareness materials must effectively enable
users to apply the knowledge contained within them or the time and effort spent working through the
materials is spent in vain [15].

This chapter describes the creation of a correct, complete, understandable, and effective password security
awareness material specifically for lay-users. The material is aimed at (a) making lay-users aware of the
different attacks on passwords and user accounts as well as defences against these attacks and (b) clearing
up the misconceptions about password security the lay-users might have.

To that end, a systematic process was developed (section 4.1) to achieve the awareness material’s correctness,
completeness, understandability, and effectiveness. The initial development of the material (section 4.2.1) is
based on (a) the attacks on user authentication described in (section 2.3) and (b) the misconceptions about
password security identified in the systematic literature review presented in the last chapter (chapter 3).
The material was then refined incorporating feedback from independent information security experts from
academia and industry ensuring its correctness and completeness (section 4.2.2) as well as feedback from
lay-users ensuring its understandability (section 4.2.3).

The refined material was then evaluated in the field to ensure its effectiveness, following a specifically tailored
methodology (section 4.3). The results of the evaluation (section 4.4) show that the developed material was
not only received very positively and most participants found it very helpful, but it also contributes to the
password-related security in organisations in three ways. Firstly, it improved the participants’ ability to
assess password-related behaviour with respect to the attacks described in the material as secure or insecure.
Secondly, the participants improved their ability to assess the security of passwords. Thirdly, it significantly
decreased the overall prevalence of misconceptions about password security. The results of a retention after
six months show that all of these improvements remain even several months after the participants have read
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through the material. The discussion of the study results (section 4.5) outlines the final improvements to
the awareness material.

Contributions described in this chapter:

• Providing a systematic iterative process for the development of correct, complete, understandable,
and effective information security awareness materials combining the state of the art described in the
literature, the expertise of independent experts from academia and industry, feedback from lay-users,
and an evaluation of the material in the field.

• Providing an evaluated password security awareness material which improves lay-users’ ability to
assess password-related behaviour, improves their ability to assess the security of passwords, and
clears up the identified misconceptions decreasing the misconceptions’ overall prevalence.

Parts of the results described in this chapter have been published in:

• P. Mayer and M. Volkamer, “Addressing Misconceptions About Password Security Effectively”,
Workshop on Socio-Technical Aspects in Security and Trust (STAST, co-located with ACSAC),
2017.

• P. Mayer, C. Schwartz, and M. Volkamer, “On The Systematic Development and Evaluation Of
Password Security Awareness-Raising Materials”, Annual Computer Security Applications Conference
(ACSAC), 2018, pp. 733–748.
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4.1 Systematic Development Process

Initial version of the material
Focus on the aggregation of relevant content from the literatureStep 1

Expert feedback
Focus on the correctness and completeness of the material

Lay-user feedback
Focus on the understandability of the material

Study with lay-users
Focus on the effectiveness of the material

Step 2

Step 3

Step 4

Figure 4.1: Overview of the systematic development process, ensuring the correctness, completeness, understandability, and
effectiveness of the material.

4.1 Systematic Development Process

The goal of the work presented in this chapter is to develop a correct, complete, understandable, and effective
password security awareness material for lay-users. This section presents the systematic development process
used to create an awareness material with these four properties. The descriptions of the individual steps
in the following explicitly refer to the context of password security for lay-users. However, the process is
context-agnostic and could be applied in the same fashion to any other information security context for any
target audience. Figure 4.1 shows the systematic development process with all four of its steps.

4.1.1 Step 1 – Initial Version of the Material

The first step of the process focuses on the aggregation of relevant content for the password secrurity
awareness material, i.e. compiling descriptions of relevant attacks and defences from the literature on
password security as well as the development of interventions clearing up the misconceptions identified in
the systematic literature review presented in the last chapter. Basing the awareness material closely on the
literature addresses in particular the detachment of password advice and current research literature described
by Murray and Malone [149] as well as Zhang-Kennedy et al. [236]. The content for the awareness material
should be prepared following the recommendations presented in section 2.4 and since it specifically targets
lay-users, the content must be phrased using non-technical terms wherever possible. This holds, of course
for the subsequent steps as well.

4.1.2 Step 2 – Expert Feedback

The second step focuses on the correctness and completeness of the awareness material’s content from
an information security point of view. To that end, feedback from experts from academia and industry
is collected to derive improvements for the awareness material. Consequently, the awareness material is
considered correct in the context of this process, if its contents are free of factual errors to the extent that
they cannot be identified by a group of information security experts in a review of the awareness material.
Analogously, the awareness material is considered complete in the context of this chapter if its contents
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include all information that will help lay-users to better protect their passwords and user accounts, but does
not require expertise in information security, to the extent that missing or superfluous content cannot be
identified by a group of information security experts during a review of the awareness material.

4.1.3 Step 3 – Lay-user Feedback

The third step focuses on understandability of the awareness material from the target audience’s point of
view. To that end, feedback from the target audience of lay-users is collected to derive improvements for the
awareness materials. Thereby, the awareness material is considered understandable if lay-users find none of
the contents hard to understand and do not feel that more detailed explanations are required to understand
the awareness material’s contents.

4.1.4 Step 4 – Study with Lay-users

The fourth step focuses on the effectiveness of the awareness material. To that end, a study with the target
audience of lay-users is conducted. The awareness material is considered effective1 in the context of this
chapter if the results of the study show that it statistically significantly (a) improves lay-users’ ability to
correctly assess password-related behaviour as secure or insecure in different situations, (b) improves lay-
users’ ability to correctly assess the security of passwords, and (c) clears up common misconceptions about
password security and thereby reduces their prevalence.

4.2 Development of the Password Security Awareness Material

This section describes the application of the first three steps of the systematic development process for the
creation of a correct, complete, understandable, and effective password security awareness material2. The
fourth step (i.e. the study with lay-users) is described thereafter in sections section 4.3 to 4.5.

4.2.1 Step 1 – Initial Version of the Material

The password security awareness material developed in this chapter is text-based3 [197]. The first step
in the development of the awareness material was the aggregation of relevant content. The content for the
awareness material was prepared following the first recommendation of Tsohou et al. [204], i.e. using positive
phrasing and relative frequencies whenever possible. In addition, since the awareness material specifically
targets lay-users, the content was phrased using non-technical terms wherever possible, e.g. using the term
“fraudulent messages” instead of “phishing”. In the remainder of this step’s description, the content of the
initial version of the material is presented.

Firstly, two introductory sections were inserted at the beginning of the material to give users a short overview
of (1) who might attack them and where attacks can be targeted at and (2) the possible consequences of

1The definition of effectiveness in the context of the process is intentionally not defined in an abstract manner. It is highly
context-specific and needs to be adapted to whichever context the process is applied to. This does not affect the context-agnostic
nature of the process itself, but only how the effectiveness of the developed material needs to be assessed.

2The final version of the material can be accessed at https://secuso.org/material-thesis-final-version
3This decision was made in accordance with the goals of the project “KMU AWARE” (https://secuso.org/kmu-aware),

in which the research pertaining to awareness materials presented in this thesis was conducted.
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4.2 Development of the Password Security Awareness Material
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Figure 4.2: The four step process underlying this work in the context of the previous chapters.

successful attacks. The latter was thereby intended to addresses the third recommendation of Tsohou et
al. [204] (i.e. emphasising immediate consequences). However, this recommendation was carefully balanced
with the first, focusing in the awareness material on the positive phrasing instead of risk and fear.

Secondly, the description of the actual attacks and defences were inserted after the two introductory sections.
The selection of attacks covered in the material represents the attacks on user authentication described in
section 2.3. In addition, the exploitation of reset-mechanisms was considered as attack for the material.
This attack is highly relevant in the context of text passwords, since commonly used reset-mechanisms such
as “personal security questions” have been shown to offer low security [25]. The explanation of each attack
was divided into three parts: a description of the attack, a description of the defences, and further hints.
This order was chosen to have a proper problem-solution ordering in the awareness material. The described
defences were based on the literature on password security and included in particular the recommendations
identified as important advice, e.g. by Ion et al. [109] to use password managers and two-factor authentication
(cf. section 2.4). Additionally, the explanations in the awareness material included descriptions of the
following technologies: fingerprint readers, graphical passwords, hardware tokens, privacy filters, and single-
sign-on. The dedicated further hints-section included only information that was anticipated to be relevant
or interesting for few users (e.g. hints for specific software).

Thirdly, to clear up the misconceptions, interventions in the form of short texts were created for each of the
misconceptions identified in chapter 3. These interventions explain the misconception itself, the situations
in which it is relevant, and the respective underlying problem (e.g. the underlying problem with M1 is that
numbers only improve the guessing resistance of a password, if they are put in an unpredictable place in the
password). The wording and contents of this first version of the interventions were iteratively improved using
informal feedback from information security and psychology experts as well as lay-users. The interventions
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were placed appropriately in the material to complement the descriptions of the attacks and defences (i.e.
misconceptions relevant in the context of guessing attacks were placed in the description of the guessing
attacks, etc.). The interventions were placed alongside the relevant portions of the descriptions and in
case several placements would have been possible (i.e. as part of each of the descriptions of the three
guessing attacks), they were placed in all appropriate positions. The full intervention was placed in the most
appropriate of all possible positions and further instances were shortened (if appropriate) in order to not
unnecessarily inflate the material’s length. During the iterative design, it became clear that in three instances
the interventions of multiple misconceptions converged to very similar texts and only differed slightly in the
wording. On multiple occasions throughout the development, feedback indicated that these misconceptions
might be better cleared up together. Therefore, in three instances multiple interventions were integrated
into one text: (1) M1, M2, M3, and M4, (2) M6 and M7, and (3) M15 and M16 (cf. figure 3.1). An overview
of the intervention texts can be found in table A.2 in appendix A.

4.2.2 Step 2 – Expert Feedback

Following the systematic development process, a round of expert feedback was held. Its goal was to ensure
the awareness material’s completeness and correctness from an information security point of view (cf. sec-
tion 4.1). For this purpose, a PDF-file of the initial version of the awareness material was created which
had an additional dedicated feedback page inserted after each of the two introductory sections as well as
after the descriptions of each attack. Each feedback page had two free text questions asking (a) if the expert
felt that any aspects would be missing from the respective section of the awareness material, and (b) if the
expert thought that the section of the awareness material should be altered to be clearer.

Overall 30 independent information security experts from academia and from industry were contacted (i.e.
researchers, information security consultants, auditors, administrative staff, and developers of security solu-
tions) to give feedback. They received via email the awareness material with instructions to give feedback
on the descriptions and interventions in each of its sections using the dedicated feedback pages. The experts
were contacted based on their expertise in the password security domain. Only German native-speakers were
contacted, since the awareness material was created in German. From the 30 experts who were contacted, 13
sent back their feedback: three researchers, four IT security consultants, three IT administrators, two people
working in the IT security department of their companies, and one person working in a company testing
and developing security solutions. Thus, the feedback stemmed from a diverse set of information security
experts. In the following, the major improvements to the awareness material derived from the feedback are
outlined.

More detailed information about possible consequences

Due to the focus on positive phrasing, the initial version of the awareness material comprised only relatively
few, but broad examples of possible consequences of successful attacks. All experts noted that more concrete
examples would be beneficial. Therefore, the focus on positive phrasing was adjusted based on the expert
feedback and the respective introductory section was expanded with concrete examples of consequences of
breaches for different attacks and types of user accounts (e.g. banking, email, social networks, etc.).
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Figure 4.3: Example of the design of the interventions after the expert evaluation.

Split of the attacks on network communication

The majority of experts felt that the section on attacking the network communication would benefit from
a split in two sections: one covering attacking unencrypted communication and one covering attacking en-
crypted communication. Therefore, the section was split up accordingly into one attack named “Eavesdrop-
ping on unencrypted communication” and one attack named “Eavesdropping on encrypted communication”.
For these two attacks the wording was improved based on the expert feedback as well, replacing the term
“compromising” with “eavesdropping” since it was frequently mentioned that in the context of network
communication the term might be better suited for lay-users.

The aspect of physical access in order to compromise devices

Several experts noted that the description on how devices can be compromised should not mainly focus on
malware, but include physical access to the devices more prominently than in the initial version. While
the awareness material already instructed users to set a password lock on their devices and lock the devices
whenever they leave them unattended, the experts felt further scenarios were of importance (e.g. access to
data on unencrypted hard drives by removing the drives from an unattended device). Consequently, the
respective section was reworked to include these aspects.

Improvements of the interventions to address the misconceptions

In addition to the aforementioned aspects, the expert feedback lead to several minor refinements of the
interventions (such as additional explanations in the texts), but no larger changes had to be introduced.
The wording of all intervention texts in table A.2 in appendix A already reflects these improvements.

Additionally, there was consistent feedback from the experts on the presentation of the interventions, i.e.
that they should be visually separated to allow recognising the texts as interventions even when integrated in
longer texts on password security. Therefore, the presentation of all interventions was adapted accordingly by
adding a dedicated memorable light bulb icon identifying the interventions as such and by visually separating
the intervention text from the other elements in the awareness material by using a coloured box. This design
is illustrated in figure 4.3.

4.2.3 Step 3 – Lay-user Feedback

The third step of the development focused on the understandability of the awareness material. Also, visual
elements were added to the awareness material at the beginning of this step. Firstly, dedicated icons signified
the different types of content: a red skull signifying the attack description, a blue shield signifying the defence
description, and a blue speech bubble with an "i" on it to signify further hints. Secondly, images illustrating
each of the attacks were added to the attack’s descriptions. Figure 4.4 depicts these visual elements.
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Figure 4.4: The visual elements in the awareness material: (a) the icons signifying different types of content; (b) an example

of the images included for each of the attacks (here: illustrating the theft of a note of a password). The image
intentionally includes different types of attackers.

Qualitative feedback of lay-users was then used to improve the awareness material with respect to both, the
textual descriptions and the visual elements. To this end, several lay-users from the Technische Universität
Darmstadt4 (i.e. secretaries, designers, and project coordinators) were invited to a lab. They were given the
awareness material and asked to point out any aspect they had problems understanding or found visually
unappealing. With respect to the textual descriptions, only minor changes (e.g. wording) were necessary.
Regarding the interventions, the lay-users had only minor feedback as well. Thus, the final design remained
virtually unchanged from the one depicted in figure 4.3.

4.3 Methodology of the User Study

The study was conducted with 90 lay-users employed in three SMEs (30 participants in each SME)5. Fol-
lowing the recommendation of Haeussinger and Kranz [91] the awareness material was evaluated in the
participating employees real work environments. The goals of this study is to ensure the effectiveness of
the developed password security awareness material as defined in section 4.1.4. Additionally, qualitative
feedback is collected from the lay-users with respect to the usefulness of the awareness material and the
images added in the third iteration of its development. The study methodology conforms to all requirements
of the university’s ethics commission6. In the following, the hypotheses, procedure, and questionnaire items
of the study as well as some important aspects of the analysis methodology are explained.

4.3.1 Hypotheses

This section presents the hypotheses of the study along the three aspects of the awareness materials effec-
tiveness as defined in section 4.1.4: (a) improvement of lay-users’ ability to correctly assess password-related

4The research presented in this part of the thesis was conducted at Technische Universität Darmstadt.
5This decision was made in accordance with the goals of the project “KMU AWARE” (https://secuso.org/kmu-aware),

in which the research pertaining to awareness materials presented in this thesis was conducted.
6The research in this part of the thesis was conducted at Technische Universität Darmstadt.
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behaviour as secure or insecure in different situations, (b) improvement of lay-users’ ability to correctly
assess the security of passwords, and (c) clearing up the common misconceptions about password security
of lay-users.

The first aspect of the awareness material’s effectiveness is whether lay-users recognise a situation of attack
(i.e. they can assess a situation as secure or insecure) and know how to behave in such situations. To that
end, typically pre-treatment and post-treatment questionnaires with the same items are used to measure the
difference in performance of the participants (where the treatment is the awareness material). The respective
hypothesis is:

H1a: The awareness material significantly increases lay-users’ ability to discern secure from
insecure password-related behaviour in different situations known before reading through
the material.

However, a concern with such evaluations is that the pre-treatment questionnaires might prime the partic-
ipants with respect to the treatment. It remains therefore unknown if an improvement which is measured
after the participants have read through the awareness material can be transferred to new situations, i.e. sit-
uations unknown to the participants before reading through the material. Therefore, in the post-treatment
questionnaire it is not only investigated whether the participants improve their ability to discern secure
from insecure password-related behaviour in situations known from the pre-treatment questionnaire, but
also how they performed in new situations unknown before reading through the awareness material. The
corresponding hypothesis is:

H1b: The awareness material significantly increases lay-users’ ability to discern secure from in-
secure password-related behaviour in different situations unknown before reading through
the material.

The second aspect of the awareness materials’s effectiveness is the lay-users’ ability to correctly assess the
security of passwords. It is essential to the assessment of behaviour related to password security in the face of
guessing attacks. Even when relying on password managers, users most often have to choose some passwords
themselves, in particular the master password for their password manager [236], but also the password for
unlocking their devices and other uses [107]. The respective hypothesis is:

H2a: The awareness material significantly increases lay-users’ ability to correctly assess the
security of passwords.

The third aspect of the awareness materials’s effectiveness is whether the developed intervention texts clear
up the misconceptions and thereby reduce their prevalence. The respective hypothesis is:

H3a: The intervention texts in the awareness material significantly decrease the overall preva-
lence of the identified misconceptions in lay-users.

The above hypotheses H1a, H1b, H2a, and H3a pertain to the effect of the awareness material observed
directly after the treatment (i.e. reading through the material). In addition to this direct effect, it is
important that the effect of the awareness material does not decline even after longer periods of time, since
companies will usually distribute awareness materials not continuously, but rather in intervals (e.g. annually,
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biannually, or quarterly). Therefore, the effects of the awareness material were also investigated in a retention
after six months. The respective hypotheses are

H1c: The awareness material significantly increases lay-users’ ability to discern secure from
insecure password-related behaviour in different situations known before reading through
the awareness material even six months after reading it.

H1d: The awareness material significantly increases lay-users’ ability to discern secure from in-
secure password-related behaviour in different situations unknown before reading through
the awareness materialeven six months after reading it.

H2b: The awareness material significantly increases lay-users’ ability to correctly assess the
security of passwords even six months after reading it.

H3b: The intervention texts in the awareness material significantly decrease the overall preva-
lence of the identified misconceptions in lay-users even six months after reading through
the awareness material.

4.3.2 Procedure

To investigate the hypotheses outlined in the last section, a study procedure consisting of four phases was
designed: (1) a pre-treatment questionnaire measuring the baseline for the hypotheses in the participant
sample; (2) exposure of the participants to the treatment (i.e. the awareness material), (3) a post-treatment
questionnaire measuring the effect of the treatment with respect to the aforementioned hypotheses and
gathering the qualitative feedback as well as collecting basic demographics data, and (4) a retention ques-
tionnaire measuring the effect of the treatment with respect to the aforementioned hypotheses after six
months. Figure 4.5 depicts an overview of these phases in the context of the hypotheses presented in the
last section.

The evaluation was conducted with employees at three SMEs in Germany. Consequently, the user study was
conducted in German, i.e. the awareness material and the questionnaires were given to the participants in
German. The participants were explicitly selected as lay-users with respect to information security and from
a wide range of professions by a contact person in each of the three SMEs. The contact person also sent
out and collected the questionnaires. Using a contact person as intermediary in each organisation ensured
that participants remained anonymous, despite answering the questionnaires in their real work environment.
Participants received the questionnaires and the awareness material as PDF-files via email one after the other
as per the four phases outlined before (i.e. one PDF-file per phase). The PDF-file in the fist phase comprised
the pre-treatment questionnaire with the respective instructions. The PDF-file in the second phase comprised
only the awareness material. The PDF-file in the third phase comprised the post-treatment questionnaire
with the respective instructions. The PDF-file in the fourth phase comprised the retention questionnaire and
the respective instructions. Only upon sending the completed pre-treatment questionnaire, the participant
received the awareness material with the instruction to take their time to read it. Once the participants
confirmed that they had read the awareness material, they received the post-treatment questionnaire. After
all participants in an organisation had completed the post-treatment questionnaires, the contact person sent
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Figure 4.5: Overview of the study design with respect to the hypotheses in the analysis. Note that H1a, H1b, H2a, and H3a

pertain to the data collected from the participating employees of all three SMEs. Since only one SME participated
in the retention after six months, H1c, H1d, H2b, and H3b pertain only to the data collected from the participants
in that one SME. The • indicates for each hypothesis where better performance is expected.

the filled-out questionnaires to the authors. Then, after six months the contact person received the retention
questionnaires for all participants and again first distributed them and then sent the filled ones back for
analysis. Only one of the three SMEs agreed to participate in the fourth phase (i.e. the retention session).
This is further discussed in section 4.5.

4.3.3 Questionnaire Items

This section presents the questionnaire items used to test the hypotheses described in section 4.3.1. All items
were developed in an iterative process using feedback from psychologists and from two rounds of pre-tests
with lay-users.

Items for H1a-d

Hypotheses H1a−d evaluate the awareness material’s effectiveness, i.e. whether the knowledge regarding the
attacks and defences is conveyed to the participants and they are able to distinguish secure and insecure
behaviour in relevant situations. To this end, 22 scenarios were developed. Each scenario was modelled to
reflect a situation employees might encounter in their daily lives. Two scenarios were developed relating
each of the 11 attacks described in the awareness material: one representing secure behaviour and one
representing insecure behaviour. The scenarios were developed with additional feedback from information
security consultants, in order to increase the real world relevancy of the scenarios for SME employees. The
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Table 4.1: The passwords used in the study. The interested reader finds alongside them the strength estimates according to
the Password Guessing Service (PGS; unguessed passwords are represented by negative guess numbers), and zxcvbn
(FH = offline cracking fast hashing algorithm; SH = offline cracking slow hashing algorithm).

Password
Scores

PGS (guesses) zxcvbn FH (sec) zxcvbn SH (sec)

1q2w3e4r$ 18855448 < 0.001 1.422
Amazon1 83224531 < 0.001 5.775
tIG3R 81261755508 < 0.001 0.168
karina5! 48797777197 < 0.001 12.040
Q1w2e3r4% 91785526330 < 0.001 1.647
samsung!!! 48796663503 < 0.001 2.140
@Q1w2e3r4# 91785528114 0.010 10021.344
EimerKnirpsGoldSchelmerei -5 1.23 ∗ 1014 1.23 ∗ 1020

HofJahreszahlAnfangskurs -5 2.70 ∗ 1014 2.70 ∗ 1020

RechtsordnungKiesigHaushoch -5 1.00 ∗ 1017 1.00 ∗ 1023

EssayRiesenrolleProbabilistisch -5 7.87 ∗ 1018 7.87 ∗ 1024

SchießenAußenwandUltraschallgeber -5 3.78 ∗ 1022 3.78 ∗ 1028

goal was to create challenges for the participants which did not simply test the participant’s declarative
knowledge about the attacks and defences. Instead, the created scenarios required the participant to judge
password-related behaviour aligned to the attacks and defences as secure or insecure in the same way they
would have to judge their own behaviour when applying the newly gained knowledge in different situations
of their daily lives. For example, the scenario relating to the secure behaviour with respect to storing a
physical note of the password is:

Mr. Schmidt has to change the password for one system in the company every 90 days. He already
had to call the help desk of his company multiple times to have them reset a password he could not
remember after a mandatory change. When changing the password for the next time, he makes a
note of it and stores the note under his mouse pad on his desk.

An overview of all 22 scenarios can be found in table A.3 in appendix A. In the questionnaires, each scenario
was accompanied by two questions: (1) a binary question where the participants had to indicate whether
they believed the scenario represents secure or insecure behaviour and (2) an open text question offering the
participants the possibility to justify their decision.

To allow testing H1a−d using the developed scenarios, the pre-treatment questionnaire comprised only 11
of the 22 scenarios chosen at random for each participant (one for each of the attacks, balanced in terms of
secure/insecure behaviour). The post-treatment questionnaire comprised all 22 scenarios. This allowed to
assess not only the performance in scenarios known before the treatment (H1a), but also the participants’
ability to transfer the gained knowledge to new scenarios (H1b). The retention questionnaire also included
all 22 scenarios allowing to test H1c and H1d respectively. The order of the scenarios was randomised for
each participant in all questionnaires.

Items for H2a,b

For H2a,b the participants had to rate 12 passwords according to their security on a 5-point Likert scale. For
the Likert items, only the two poles of the scale were labelled as very insecure and very secure. Of the 12
passwords, seven were chosen to be guessable within seconds using Hashcat with the best64 and generated2
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rule sets in conjunction with Mark Burnett’s wordlist [39] which he specifically released for academic research
(in the following “insecure passwords”). These passwords resembled examples of very insecure passwords
given in the awareness material (e.g. keyboard walks, single common word with number and ‘!’ at the end,
etc.). The remaining 5 passwords were chosen using a German diceware list (about 80’000 entries, created
from the German Mozilla Firefox dictionary) to be not guessable with reasonable effort (in the following
“secure passwords”). These passwords resembled the advice for secure passwords given the material, i.e.
concatenating words to reach a length of 20 characters or more. All twelve passwords were included in all
three questionnaires (i.e. pre-treatment, post-treatment, retention). Table 4.1 lists all twelve passwords
along three popular strength estimates to allow comparing their strength to published literature: their
guess number as determined using the Password Guessing Service [210] and two estimates using the zxcvbn
heuristic (offline cracking fast hashing algorithm and offline cracking slow hashing algorithm) [224].

Items for H3a,b

To evaluate the awareness material’s effectiveness in clearing up the misconceptions (i.e. H3a and H3b) 23
items were developed (one for each misconception). For each of those items, the participant had to state
whether they believe the statement was correct or incorrect. The items were developed with feedback from
psychologists familiar in item design. Following this feedback, seven out of the 23 items were formulated
as the inverse of the respective misconception, in order to give the participants both correct and incorrect
statements to respond to. Table A.4 in appendix A lists all 23 items. All 23 items were included in all three
questionnaires (i.e. pre-treatment, post-treatment, retention). The order of the items was randomised for
each participant in all three questionnaires.

Qualitative and Demographic Items

The qualitative questions inquiring the participants’ opinion on the awareness material’s content and visual
elements as well as the demographics questions were only present in the post-treatment questionnaire. With
respect to the qualitative feedback, the participants were asked free text questions regarding four aspects:
(1) the relevancy of the included information (item: "Was the content of the awareness material relevant for
you?"); (2) additional information the participants would have hoped for in the awareness material (item:
"Which additional information would you have hoped for in the awareness material?"); (3) helpfulness of
the images for understanding the content of the awareness material (item: "Were the images helpful in
understanding the content of the awareness material? How could they be improved?"); and (4) whether
the awareness material will have an effect on how the participants manage their passwords and, if so, what
effect it is (item: "Will the content of the awareness material influence the way you currently manage your
passwords?"). As demographics, only the participants’ gender and age were collected and analysed.

4.3.4 Analysis

For the analyses pertaining to the assessment of behaviour in scenarios related to password security (i.e.
H1a−d), the participants’ responses are aggregated into ratios of correct responses for each scenario. Thereby,
it is important to note that H1a and H1c are thus based on a paired test design: all responses pertaining
to scenarios not seen by the respective participant in the pre-treatment questionnaire are excluded from
the post-treatment questionnaire data in this analysis. Consequently, paired hypothesis tests are used in
this case. In contrast, the analyses of H1b and H1d are based on an unpaired design: the responses in the
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post-treatment questionnaire stem solely from participants that have not seen the respective scenarios in
the pre-treatment questionnaire. Consequently, unpaired hypothesis tests are used in this case. Since the
data is not normally distributed the non-parametric Wilcoxon signed rank test for paired samples and the
non-parametric Wilcoxon rank sum test for unpaired samples are used. Where appropriate, Bonferroni-
Holm-corrected α-levels are used to correct for multiple testing. Effect sizes are interpreted according to [49]
as small (r ≥ 0.10), medium (r ≥ 0.30) or large (r ≥ 0.50).

4.4 Results

This section presents the analysis of the data collected in the course of the user study. First, the participant
sample is described. Then, the analysis with respect to the assessment of the scenarios with password-related
behaviour as secure or insecure is presented. Thereafter, the analysis regarding the ratings of passwords as
secure or insecure is presented. Then, the analysis pertaining to the prevalence of the misconceptions about
password security is presented. Last but not least, the qualitative results are described.

4.4.1 Participants

The data pertaining to the pre-treatment and post-treatment questionnaires (i.e. for hypotheses H1a,b, H2a,
and H3a) was collected from overall 90 employees of three SMEs in Germany. Six participants had to be
excluded from the analysis for the the pre-treatment and post-treatment questionnaires. Their answers to the
free text questions showed detailed knowledge of information security (e.g. different encryption algorithms)
and therefore raised doubts as to whether they would qualify as lay-users. Of the remaining 84 participants,
56 are male, 27 are female, and one participant chose to not answer this question. The participants’ age
ranged from 19 years to 43 years (M: 30.0 years; SD: 5.4 years).

The data pertaining to the retention questionnaires was collected from only 30 employees, since only one
of the three SMEs agreed to participate in the retention after six months. Any differences between the
SME partaking in the retention (SME-r in the following) and the other two SMEs are highlighted before
presenting the analyses of the respective hypotheses (i.e., H1c,d, H2b, and H3b). Participants who had been
excluded from the analysis of the pre-treatment and post-treatment questionnaires were also excluded from
the analysis of the retention. Overall, the sample for the retention questionnaire comprised 26 participants
(after exclusions). Of those 26 participants, 16 were male, 9 were female, and one participant chose to not
answer this question. The participants’ age ranged from 19 years to 43 years (M: 32.2 years; SD: 5.5 years).

4.4.2 Assessment of Scenarios

Figure 4.6 shows an overview of the participants’ responses for each individual scenario. It becomes apparent
that for most scenarios, the participating employees assessed the described behaviour correctly in the pre-
treatment questionnaire. In particular, some scenarios exhibit ceiling effects. A ceiling effect appears when
the number of correct responses in the pre-treatment questionnaire is already so high that a significant
increase of correct responses cannot occur with the sample size of this study, i.e. even if all incorrect
responses in the pre-treatment questionnaire would be affected by the treatment and resulted in correct
responses in the post-treatment questionnaire, this would not result in a significant difference. Such ceiling
effects occur for S1, S4, S5, S6, S7, S8, S11, S14, S15, S18, and S21.
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Figure 4.6: Overview of the participants’ responses for each individual scenario in the pre-treatment questionnaire. The sce-
narios affected by ceiling effects are marked with a ‘^’. The two scenarios with methodological problems are set in
parentheses.

In contrast, some scenarios exhibit relatively large portions of incorrect responses. Particularly scenario 3

Mr. Schmidt finds it difficult to remember his passwords. Therefore, he keeps a note of his private
passwords at home in a locked drawer of his desk, which only he can open.

and scenario 13

Mr. Schmidt takes his private smartphone to work (but does not use it for business purposes).
He does not want that friends or colleagues can access the phone by guessing his PIN. Since he
shares the phone with his wife in their free-time, she should be able to easily re-member the PIN.
Therefore Mr. Schmidt uses as PIN the birthday of the family dog, which is only known to him
and his wife.

stand out due to large numbers of incorrect answers. The reason for this discrepancy from the other
scenarios could be found in the free text answers pertaining to these two scenarios. They indicated that
specific formulations in the scenarios caused participating employees to misinterpret them. This indicates
methodological problems with the scenarios (as opposed to problems with the content of the awareness
material), which were not uncovered in the pre-tests. For scenario 3, the majority of participants perceived a
locked drawer at home not as secure storage, despite the scenario explicitly stating that only the legitimate
owner can open it. Likewise, for scenario 13, the majority of participants perceived that a dog’s birthday
would not be a secret, despite the scenario explicitly stating this as fact. Therefore, these two scenarios were
excluded from any further analysis and only the responses to the remaining 20 scenarios were considered.

Pre-Treatment to Post-Treatment Analysis

Figure 4.7 gives an overview of the portions of overall correct responses for the pre-treatment (Pre-1), post-
treatment known scenarios (Post-1a), and post-treatment unknown scenarios (Post-1b) measurements, i.e.
the measurements pertaining to the analyses of H1a and H1b. A substantial difference between Pre-1 and
both of Post-1a and Post-1b becomes apparent. The hypothesis tests pertaining to these differences are
described in the following.

Analysis of H1a. The awareness material leads to an overall mean increase in correct responses for the
scenarios from 88.2% before the treatment to 93.4% afterwards, when only considering the responses with
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Figure 4.7: Overview of the ratios of correct responses to the scenarios for the pre-treatment and post-treatment questionnaires.
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Figure 4.8: The change in participants’ responses for each individual scenario from the pre-treatment to the post-treatment
questionnaires. Each colour represents the respective number of participants with “pre-treatment/post-treatment”
responses, e.g. “pre-incorrect/post-correct” is the number of participants having responded incorrectly in the pre-
treatment questionnaire and correctly in the post-treatment questionnaire. The scenarios with significant improve-
ments are marked with a ‘*’. The scenarios affected by ceiling effects are marked with a ‘^’.

respect to the scenarios participants saw before and after the treatment (Pre-1 and Post-1a in Figure 4.5). A
Wilcoxon signed rank test shows this increase to be significant (V = 17.5, p = .010). The effect size r = 0.409
reaches the .3 threshold, i.e. indicates a medium effect. This indicates that working through the awareness
material leads to a significant improvement in the employees’ ability to assess behaviour as secure or insecure
in scenarios known before the treatment. Therefore, the results of the study support H1a.

Since the data pertaining to H1a is paired, a detailed analysis of the changes for each individual scenario
is possible using McNemar’s χ2 test. Figure 4.8 shows the change in responses (i.e. correct or incorrect)
from each individual scenario between the pre-treatment and post-treatment questionnaires. Scenarios S2
(χ2(1) = 5.14, p = .023), S12 (χ2(1) = 4.00, p = .046), S16 (χ2(1) = 4.90, p = .027), and S22 (χ2(1) = 4.08,
p = .043) show a significant improvement between the pre-treatment questionnaire and the post-treatment
questionnaire. The remaining scenarios, however, do not. This is to be expected for the 11 scenarios affected
by the ceiling effect, but less so for the remaining five scenarios, i.e. S9, S10, S17, S19, and S20. Notably,
despite not representing a significant difference, S9 exhibits an increase in incorrect responses in the post-
treatment questionnaire (+2 total incorrect responses). This will be further discussed in section 4.5.

Analysis of H1b. Additionally, it was investigated whether the participants can transfer the knowledge
gained by reading the awareness material to scenarios they only saw in the post-treatment questionnaire
(93.8% mean correct responses for the scenarios in Post-1b). A Wilcoxon rank-sum test does not find a
significant difference (W = 138, p = .089) between the portions of correct responses in the pre-treatment
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Figure 4.9: Overview of the change of correct responses by the participants for each individual scenario from the pre-treatment
to the post-treatment questionnaires. The scenarios with significant improvements are marked with a ‘*’.

Figure 4.10: The ratios of correct responses for the scenarios in the pre-treatment and retention questionnaires. Note the
different values for Pre-1 due to the inclusion of only SME-r.

questionnaire and the responses in the post-treatment questionnaire corresponding to the scenarios only
present in the post-treatment questionnaire (Pre-1 and Post-1b in Figure 4.5). While the test only closely
fails significance, this result indicates that working through the awareness material might not improve the
employees’ ability to assess information security behaviour as secure or insecure in new scenarios, which are
unknown before reading the awareness material. Therefore, the results do not seem to support H1b.

The unpaired nature of the data pertaining to H1b, does not allow to trace the change in response for
each participant. Instead, the ratios of correct and incorrect answers must be compared, when analysing
the scenarios individually. Again differences in the participants’ performance between the scenarios become
apparent. Figure 4.9 shows the changes for each individual scenario. Most of the scenarios show an increase
in correct responses. Fisher’s exact tests show that the increase is significant for scenarios S2 (FET: p = .003),
S16 (FET: p = .027), S21 (FET: p = .034), and S22 (FET: p = .014). For scenarios S4, S14, and S15 no change
in responses occurs: all responses pertaining to these three scenarios are correct in the pre-treatment and
the post-treatment questionnaires. Unfortunately, four scenarios, i.e. S1, S6, S8, and S9, exhibit decreased
ratios in correct responses (albeit none of these changes are statistically significant). This will be further
discussed in section 4.5.
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Pre-Treatment to Retention Analysis

The portion of correct responses increased from 81.7% in the pre-treatment questionnaire to 95.0% in the
retention questionnaire, when only considering SME-r. An overview of the results is depicted in figure 4.10.
For the analysis of the retention, scenarios 3 and 13 are again excluded, due to their issues outlined at the
beginning of section 4.4.2.

Differences between SME-r and the other two SMEs. The employees of SME-r did not perform significantly
different in the pre-treatment questionnaire than the employees of the other two SMEs with respect to the
assessment of scenarios. A Wilcoxon rank-sum test does not indicate a significant difference (W = 150,
p = 0.173). This holds for the post-treatment questionnaire as well, where a Wilcoxon rank-sum test also
does not indicate a significant difference (W = 222, p = .549).

Analysis of H1c. The participants of SME-r perform better in the retention questionnaire than in the pre-
treatment questionnaire with respect to the scenarios seen in the pre-treatment questionnaire: The portion
of correct responses increased from 81.7% in the pre-treatment questionnaire to 94.0% in the retention
questionnaire, when only considering SME-r. A Wilcoxon signed rank test indicates a significant difference
(V = 15.5, p = .011) and r = 0.341 indicates a medium effect for this difference. Therefore, it seems the
results of the study support H1c.

Figure 4.11 depicts the change in correct and incorrect responses of the participants from the pre-treatment
to the retention questionnaire. These individual changes were again tested using McNemars χ2 test. Only
three scenarios (i.e. S1, S9, and S21) do not achieve 100% correct responses in the retention questionnaire.
Overall, four scenarios show significant differences: S9 (χ2(1) = 5.82, p = .016), S10 (χ2(1) = 5.14, p = .023),
S12 (χ2(1) = 4.17, p = .041) and S22 (χ2(1) = 4.17, p = .041). Most notably, for scenario S9 this represents
a significant decrease in correct responses. This will be further discussed in section 4.5.

Analysis of H1d. For the scenarios not seen in the pre-treatment questionnaire, assessments in the retention
(96.0% correct responses) improved as well when compared to the pre-treatment questionnaire. A Wilcoxon
rank-sum test indicates a significant difference (W = 96.0, p = .002). An effect size of r = 0.707 indicates a
large effect. Therefore, the results of this study seem to support H1d.
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Figure 4.11: The change in participants’ responses for each individual scenario from the pre-treatment to the post-treatment
questionnaires. Each colour represents the respective number of participants with “pre-treatment/post-treatment”
responses, e.g. “pre-incorrect/post-correct” is the number of participants having responded incorrectly in the
pre-treatment questionnaire and correctly in the post-treatment questionnaire. The scenarios with significant
improvements are marked with a ‘*’. The scenarios affected by ceiling effects are marked with a ‘^’.

56



4.4 Results

Figure 4.12: The differences in correct responses by the participants for each individual scenario from the pre-treatment to the
post-treatment questionnaires. The scenarios with significant improvements are marked with a ‘*’.

Figure 4.12 shows the differences between the pre-treatment and retention questionnaires. In contrast to
H1c, only one scenario, i.e. S9, shows an increase in incorrect responses. Seven scenarios do not show any
difference (i.e. S1, S4, S5, S6, S8, S14, and S15). Analogously to H1b, a traced comparison (i.e. tracing
whether individual participants changed their response) of the responses is not possible due to the unpaired
nature of H1d. Therefore, comparisons of the portions of correct responses was conducted using Fisher’s
exact test. The same four scenarios as for H1c exhibit significant differences (i.e. S9, S10, S12, and S22).
With a substantial increase of 65.4% in incorrect responses, S9 again stands out due to its bad performance.

4.4.3 Password Security Ratings

Only 81 participants could be included in the analysis regarding H2a. In addition to the participants
excluded due to the doubts regarding their status as lay-users as outlined before, three participants had
to be excluded, since they did not complete the ratings of all passwords. The same problem arose in the
retention questionnaire, where only 22 participants could be included in the analysis regarding H2b, since
four of the 26 participants did not complete the ratings for all passwords.

Pre-Treatment to Post-Treatment Analysis

Figure 4.13 shows the participants’ ratings of the passwords in the pre-treatment and the post-treatment
questionnaires. The analyses pertaining to these ratings are described in the following.

Analysis of H2a. After the treatment, the assessment of all passwords improved, i.e. the insecure passwords
were perceived as insecure by more participants and the secure passwords were perceived as secure by more
participants. A Wilcoxon signed rank test showed a significant difference between the accumulated Likert
scores of the 81 participants (V = 285.5, p < .001). The effect size r = 0.426 is above .3, i.e. a medium
effect. Therefore, the results seem to provide supporting evidence with respect to H2a.

Further Findings. In the pre-treatment questionnaire, the security of most of the insecure passwords was
assessed correctly by the participants. In contrast, the security of the secure passwords was mostly assessed
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Figure 4.13: The responses on the 5-point Likert scale with respect to the perceived security. In this chart, the participants’
responses are equalised in terms of correctness: the higher the value, the more correct (i.e. insecure for the easy
to guess passwords and secure for the diceware passwords) is the participants’ assessment.

incorrectly. A Wilcoxon signed rank test showed a significant difference in the correctness of the assessment
between the secure and insecure passwords (V = 3321, p < .001). The effect size r = 0.614 indicates a large
effect. This difference remains in the post-treatment questionnaire: a Wilcoxon signed rank test showed a
significant difference (V = 3240, p < .001). The effect size r = 0.612 again indicates a large effect.

Pre-Treatment to Retention Analysis

Differences between SME-r and the other two SMEs. The employees of SME-r performed worse in the
pre-treatment questionnaire than the employees of the other two SMEs. A Wilcoxon rank-sum test showed
a significant difference (W = 405, p = .004). An effect size of r = 0.321 indicates a medium effect. This
difference between SME-r and the other two SMEs reverses in the post-treatment questionnaire: the em-
ployees of SME-r rate the security of passwords more correctly than the employees of the other two SMEs.
A Wilcoxon rank-sum test indicates this difference to be significant (W = 977.5, p = .002). An effect size of
r = 0.340 indicates a medium effect.

Analysis of H2b. A Wilcoxon rank-sum test indicates that the performance in the pre-treatment question-
naire is significantly worse than in the retention questionnaire (V = 0, p < .001). An effect size of r = 0.603
indicates a large effect. Thus, the results seem to support H2b. An overview of the results is depicted in
figure 4.14.

Further Findings. Analogously to the results of the pre-treatment and post-treatment questionnaires, a
Wilcoxon signed rank test showed a significant difference in the correctness of the assessment between the
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Figure 4.14: The responses on the 5-point Likert scale with respect to the perceived security. In this chart, the participants’
responses are equalised in terms of correctness: the higher the value, the more correct (i.e. insecure for the easy
to guess passwords and secure for the diceware passwords) is the participants’ assessment.

secure and insecure passwords for the retention questionnaire (V = 253, p < .001). An effect size of r = 0.621
indicates a large effect.

4.4.4 Clearing Up the Misconceptions

Overall 72.8% of the responses pertaining to the misconceptions were correct in the pre-treatment ques-
tionnaire. However, as becomes apparent from figure 4.15, most of the misconceptions were prevalent in
the sample of SME employees during the first phase of the study (i.e. before the treatment). Some of the
misconceptions appeared in the majority of the participants. A visual inspection of the data indicates that
misconceptions M1, M2, M3, M4, M10, and M11 show low portions of correct responses and seem to be
especially prevalent in the sample before the intervention. In contrast, ceiling effects (i.e. no significant
improvement possible) appear for the misconceptions M5, M9, M13, M15, M16, M19, and M20.

0%
10%
20%
30%
40%
50%
60%
70%
80%
90%
100%

M1 M2 M3 M4 M5 M6 M7 M8 M9^ M10 M11 M12 M13^ M14 M15^ M16^ M17 M18 M19^ M20 M21 M22 M23
correct incorrect

Figure 4.15: The correct and incorrect responses for each of the misconceptions before reading through the awareness material.
The misconceptions affected by ceiling effects are marked with a ‘^’.
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Figure 4.16: The correct and incorrect responses for each of the misconceptions before and after reading through the aware-
ness material. Each colour represents the respective number of participants with “pre-treatment/post-treatment”
responses, e.g. “pre-incorrect/post-correct” is the number of participants having responded incorrectly in the pre-
treatment questionnaire and correctly in the post-treatment questionnaire. The misconceptions with significant
improvements are marked with a ‘*’. The misconceptions affected by ceiling effects are marked with a ‘^’.

Pre-Treatment to Post-Treatment Analysis

After the intervention, participants performed better regarding the prevalence of misconceptions. The overall
portion of correct responses increases from 72.8% in the pre-treatment questionnaires to 89.3% in the post-
treatment questionnaires.

Analysis of H3a. AWilcoxon signed rank test with continuity correction shows a significantly higher number
of correct responses per participant in the post-treatment questionnaire than in the pre-treatment question-
naire (V = 35, p < .001). An effect size of r = 0.562 indicates a large effect. Therefore, the results of this
study support H3a.

Further Findings. Figure 4.16 shows for each misconception the individual differences in correct and incor-
rect responses between the pre-treatment questionnaire and the post-treatment questionnaire. The individual
differences were evaluated with McNemar’s test.

On the one hand, all of the misconceptions which stood out with high numbers of incorrect responses before
the treatment show a significant improvement: M1 (χ2(1) = 41.02, p < .001), M2 (χ2(1) = 28.27, p < .001),
M3 (χ2(1) = 38.03, p < .001), M4 (χ2(1) = 39.02, p < .001), M10 (χ2(1) = 41.89, p < .001), and M11
(χ2(1) = 15.72, p < .001). Yet, it is of note that despite showing a significant improvement, M2 still exhibits
50.0% incorrect answers in the post-treatment questionnaire. The misconceptions with higher numbers of
correct pre-treatment responses showing significant improvements after the treatment are M6 (χ2(1) = 15.43,
p < .001), M7 (χ2(1) = 6.75, p = .009), M8 (χ2(1) = 10.03, p = .002), M17 (χ2(1) = 5.88, p < .015), M18
(χ2(1) = 11.08, p < .001), M21 (χ2(1) = 8.10, p = .004), M22 (χ2(1) = 5.82, p = .016),and M23 (χ2(1) = 9.09,
p = .003).

On the other hand, despite the decrease of the overall prevalence of misconceptions, the number of correct
responses did not increase for all misconceptions from the pre-treatment questionnaire to the post-treatment
questionnaire. Namely, the two misconceptions M9 and M19 exhibit more incorrect answers in the post-
treatment questionnaire than in the pre-treatment questionnaire. However, for both no significant differences
were found.
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Figure 4.17: The changes in correct and incorrect responses for each of the misconceptions from the pre-treatment question-
naire to the retention questionnaire. Each colour represents the respective number of participants with “pre-
treatment/retention-treatment” responses, e.g. “pre-incorrect/retention-correct” is the number of participants
having responded incorrectly in the pre-treatment questionnaire and correctly in the retention questionnaire. The
misconceptions with significant improvements are marked with a ‘*’.

Pre-Treatment to Retention Analysis

This section describes the results pertaining to the prevalence of the misconceptions in the retention ques-
tionnaire.

Differences between SME-r and the other two SMEs. The misconceptions were more prevalent in the
employees of SME-r than in the employees of the other two SMEs. A Wilcoxon rank-sum test showed a
significant difference (W = 422.5, p = .001). An effect size of r = 0.351 indicates a medium effect. This
difference between SME-r and the other two SMEs remains in the post-treatment questionnaire, albeit
smaller. A Wilcoxon rank-sum test again indicates the difference to be significant (W = 999.5, p = .0.015).
However, an effect size of r = 0.265 indicates a small effect.

Analysis of H3b. The portion of correct responses increased from 63.5% in the pre-treatment questionnaire
to 92.4% in the retention questionnaire. A Wilcoxon signed rank test indicates that this difference is signif-
icant (V = 0, p < .001). An effect size of r = 0.605 indicates a large effect. Therefore, the results seem to
provide supporting evidence for H3b.

Figure 4.17 depicts the changes in the prevalence of the individual misconceptions. Most of the miscon-
ceptions (14 out of 23) exhibit no incorrect responses in the retention questionnaire7: M1 (χ2(1) = 22.04,
p < .001), M2 (χ2(1) = 22.04, p < .001), M3 (χ2(1) = 21.04, p < .001), M4 (χ2(1) = 13.07, p < .001), M5,
M6 (χ2(1) = 5.14, p = .001), M7 (χ2(1) = 5.14, p = .023), M8 (χ2(1) = 12.07, p < .001), M13, M15, M16,
M18 (χ2(1) = 5.14, p = .023), M20, and M21. Not all of these misconceptions show significant differences due
to ceiling effects. However, in particular M1, M2, and M3 stand out in SME-r with a high prevalence in the
pre-treatment questionnaire, but a perfect score in the retention questionnaire and therefore a very strong
(significant) improvement. In addition to the 14 misconceptions achieving perfect scores, five misconceptions
achieve a prevalence of less than 10 percent (i.e. less than ten percent incorrect responses) in the retention
questionnaire: M9, M17, M19, M21, and M23. None of these achieve a significant difference. Notably, the
difference for M19 is an increase in incorrect responses (albeit not significant), bringing it down from a per-
fect score in the pre-treatment questionnaire. Unfortunately, there is another misconception which exhibits
more incorrect responses in the retention questionnaire than in the pre-treatment questionnaire: M11 (again
not significant). This will be further discussed in section 4.5. Of the remaining misconceptions only M10
exhibits a significant difference (χ2(1) = 12.07, p < .001).

7In the following details are only given for the significant differences.
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4.4.5 Qualitative Results

While most participants answered the qualitative questions, the participants’ responses to these questions
were very concise. However, for all four aspects under investigation clear themes emerged.

Relevancy of Included Information. Most participants who answered the respective free text questions
found the content of the awareness material relevant and helpful (90.6%). Participants were unexpectedly
explicit with respect to their positive opinion about the material, e.g.: “It was very helpful. I have learned
a lot!” (P7) and “I believe the [content of the material] is relevant for everybody in today’s world. I have
never seen such good education materials, all information was very helpful.” (P62).

Three topics were perceived as particularly helpful by the participants: (1) the information regarding pass-
word composition and guessing attacks, (2) the information with respect to regular changes of passwords, and
(3) the information on password managers. The most frequently voiced concern (stated by 6 participants)
was that the awareness material was perceived as too long.

Additional Information the Participants Would Have Hoped For. The most frequently mentioned aspect
participants would have hoped for (20.8% of participants who answered this free text question), was more
concrete information with respect to password managers and software which can be used to generate pass-
words, e.g.: “Concrete suggestions regarding software which can be used to generate secure passwords, about
good password managers.” (P78). The participants also would have liked more concrete rules on how to
choose passwords in addition to the composition advice already present in the awareness material (16.7%).

Helpfulness of the Images. All of the participants found the images in the awareness material helpful, e.g.:
“The images were very helpful in understanding the [awareness material’s content].” (P53) and “The images
were very helpful.” (P89). No further improvements to the images could be derived from the participants’
free text answers.

Effect of the Awareness Material on the Users’ Password Management. The dominant theme in the
answers to this free text question were password managers. 20.3% of participants answering this question
stated their intention to start using a password manager in the future instead of their original strategy.
In addition, 61.0% stated to continue using a password manager. An additional 9.8% stated to create
their passwords differently from now on (without explicitly specifying in which way). The remaining 8.9%
of participants answering this question stated that the awareness material would have no impact on their
behaviour and did not mention the use of password managers.

4.5 Discussion

This section presents the discussion of the study results and limitations. First the results are discussed and
proposals for improvements8 of the awareness material derived from them to create the final version of the
material for this work9. Then the limitations of the study are discussed.

8Note that the empirical validation of these refinements is still future work.
9Future work might still further improve the material.
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Figure 4.18: Overview of the results of all hypothesis tests. The • indicates for each hypothesis where better performance is
expected.

4.5.1 Results

The goals of the study could be successfully attained. The awareness material was received positively by
all participating employees and addresses all attacks deemed relevant by the literature and by independent
information security experts from academia and industry. Figure 4.18 summarises the results with respect
to all hypotheses tested in the course of the analysis. All but one of the hypotheses are supported by the
study results, with at least medium effect sizes. For the retention session after 6 months the results seem to
indicate a trend towards large effect sizes. This can be attributed to the reduced participant sample (due
to only SME-r participating in the retention) while retaining a similar magnitude of mean difference in the
hypothesis tests. In the following, the results pertaining to each of the three study goals are discussed.

Assessment of Scenarios

The awareness material significantly increased the participants’ ability to correctly assess whether password-
related behaviour in different information security scenarios known before reading through the material is
secure or insecure (H1a supported). The transfer of the gained knowledge by the participants to new contexts
is still in need for improvement: the test whether the material improves the ability to correctly assess
password-related behaviour in previously unknown scenarios closely fails significance (H1b not supported).
This again shows how difficult it is to develop effective awareness materials, even when following a thorough
methodology during their creation. One possible enhancement of the awareness material might be to include
more examples, in order to illustrate more clearly how the described attacks and defences work in practice
and might transfer to the context of the participants’ daily lives. Also, it is of note that using a traditional
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methodology with the same scenarios in the pre-treatment and post-treatment questionnaires would not
have been able to detect this issue of transferring gained knowledge to unknown scenarios. In the design
of future studies and further improvements of the material it should be considered that the pre-treatment
questionnaire will undoubtedly affect the results. Therefore, the additional complexity of the methodological
design seems to be justified. Yet, a larger participant sample might have allowed for a design potentially
reducing the introduction of bias, by allowing multiple groups receiving the questionnaires at different points
in time (i.e. pre-treatment, post-treatment, retention). This limitation is further discussed in section 4.5.2.

Regarding the results of the retention, participants improved their ability to assess the “unknown” scenar-
ios10 (H1c and H1d supported). This might indicate that between the post-treatment questionnaire and the
retention questionnaire, the participants talked about the different scenarios with colleagues also participat-
ing in the study or that they revisited the awareness material. Unfortunately, these two aspects could not
be controlled, as discussed in section 4.5.2. Another potential source of improvement in the retention ques-
tionnaire might be that there was a learning effect among the previously unknown scenarios where the later
seen scenarios in the post-treatment questionnaire helped the participants to correctly assess other scenarios
in the retention. This effect needs more studies to be further explored since the data of this study does not
allow to draw conclusions in this respect. The introduction of multiple groups receiving questionnaires at
different points in time (as described in the last paragraph) in such future studies would help to establish
the effect of priming effects more reliably.

When looking at the performance of the participants in the individual scenarios, despite the overall improve-
ment in correct responses, only few scenarios show significant differences after the treatment. Out of the
20 analysed scenarios, 11 were affected by ceiling effects. While this might offer an opportunity to reduce
the overall size of the awareness material, by using the scenario items presented in section 4.3.3 to measure
among the individuals to which the password security awareness material is to be distributed which attacks
need to be addressed (and in turn if some descriptions can be shortened or left out), it also indicates that
the initial baseline of correct responses is very high. This limitation will be further discussed in section 4.5.2.
In contrast, only four scenarios show significant improvements from the pre-treatment questionnaire to the
post-treatment questionnaire: S2, S12, S16, and S22. This changes slightly in the retention session. While
the overall number of individually significant differences remains the same in the retention questionnaire, S2
and S16 do not exhibit significant changes anymore and the difference for S10 becomes significant. However,
this can be attributed to the different sample in the retention. S2 and S16 exhibit ceiling effects when only
SME-r is considered in the pre-treatment questionnaire. Thus, no significant effects can be expected in the
retention session. For S10 on the other hand, the improvements in performance from the pre-treatment
questionnaire to the post-treatment questionnaire also largely stem from SME-r: while the other two SMEs
have overall 86.2% correct responses in the post-treatment questionnaire, SME-r has overall 46.2% correct
responses. Unfortunately, no participant took the opportunity to explain their choice in the free text ques-
tion pertaining to S11 in the retention questionnaire. Therefore, there is no data to offer an explanation for
the increase in correct responses by the employees of SME-r from 46.2% in the post-treatment questionnaire
to 100% in the retention questionnaire. Potential reasons which are not specific to S11 (such as conversa-
tions between the participants about the questionnaires in the 6 months retention period) are discussed in
section 4.5.2.

From the results pertaining to the assessment of the individual scenarios, improvements can be derived to
create the final version of the material. The analysis of H1a and H1b indicated a potential need to improve

10Of course they were not truly unknown during the retention, since the participants had seen them in the post-treatment
questionnaire. However, the priming with respect to these scenarios did not occur before working through the material.
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scenarios S9, S10, S17, S19, and S20. The analysis of the retention session (H1c and H1d) indicated a
potential need to improve scenarios S1, S9, and S21. In the following, these scenarios are discussed along the
attacks they represent in ascending order (i.e. S1, S9 & S10, . . . ). The final version with all improvements
was made available to the participants after the retention session.

S1 (Fraudulent Messages). S1 is among the scenarios showing a decrease below of correct answers in the
retention. However, only one participant answered incorrectly (after having answered correctly before) and
this participant did not use the free text question to explain why they changed to the incorrect response.
Therefore, the data obtained in the study is insufficient to derive improvements pertaining to S1 and no
change was introduced in the final version of the password security awareness material.

S9 & S10 (Eavesdropping on unencrypted communication). Both scenarios pertaining to eavesdropping
on unencrypted comunication showed a potential for improvements. Thereby, S911 is the one scenario which
clearly stands out in terms of individual changes. While achieving more than 85% correct responses in the
pre-treatment questionnaire, performance drops to about 77% in the post-treatment questionnaire and to
about 19% in the retention questionnaire. The (non-significant) drop in the post-treatment questionnaire
already indicates a need of improvement in the awareness material. However, the steep drop in the retention
questionnaire is very alarming. While only few participants made use of the possibility to explain their
choice in the free text question, the few responses of this scenario from the post-treatment questionnaire
still offered one potential reason12: the open wifi in the scenario was equated with a generally insecure
wifi. Consequentially, the respective formulation was reworked for the final version of the password security
awareness material to better explain what behaviour in open networks is secure (using encrypted connections)
and which behaviour might lead to security risks. The need for improvement with respect to scenario S1013
is less pronounced and only one participant who answered incorrectly used the opportunity to justify their
answer. While this special case pointed toward an ambiguity in one specific formulation, the data obtained
from the study does not provide a broad reason for the incorrect answers. Consequently, the only change in
the final version of the material pertaining to scenario S10 regards this one ambiguity.

S17 (Guessing after a break-in). The free text answers pertaining to S1714 showed one clear theme: the
concatenation of words was not perceived as leading to secure passwords, even when more than 20 characters
long. Instead, participants named dictionary attacks as possible way to guess the password. Therefore, an
additional explanation explicitly mentioning long passwords created by concatenation of words as well as
explanations outlining the limitations of dictionary attacks were added to the final version of the password
security awareness material.

11Text of S9: Mr. Schmidt is on his way to a client. Unfortunately, the train is delayed. Therefore, he sits down in a café at
the train station. There he uses an open wifi. He uses his laptop as usual, but pays attention that he visits all websites using
an encrypted connection.

12(Analogously to S11, no participant filled the free text question pertaining to S9 in the retention questionnaire.)
13Text of scenario S10: Mr. Schmidt is on a business trip visiting a client in a different city. There he stays in a hotel

and uses its charged premium unencrypted wifi to work in his room. To login to the wifi, he has to enter a user name and a
password.

14Text of S17: Mr. Schmidt is frequently on business trips and once he had his laptop almost stolen at the airport. Therefore,
he encrypts its hard drive and chooses to encrypt the hard drive and to login a password with more than 20 characters which
he creates concatenating multiple words to one another.
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S19 & 20 (Theft of a digital note of the password). With respect to scenario S1915 the same theme as for
S17 emerges: the participants did not believe a password created by concatenating words to a length of more
than characters was secure. Therefore, a reference to the explanations made for S17 was added to the final
version of the password security awareness material. Unfortunately, for scenario S2016 the data collected in
the study did not provide a reason for the lack of significant improvement. Consequently, no improvements
with respect to S20 were added to the final version of the password security awareness material.

S21 (Exploiting a weak reset-mechanism). Scenario S2117 is (beside S1 and S9) the last scenario not
scoring 100% correct answers in the retention. Unfortunately, none of the participants answering to this
scenario incorrectly used the opportunity to explain their answer in the free text question. Consequently, no
improvements could be derived from the study results with respect to S21.

Password Security Ratings

The participants’ ability to rate the security of passwords improved significantly after reading through the
material (H2a supported). This improvement is retained even after six months (H3b supported). Yet,
participants seemed to be hesitant to rate the security of long passwords composed of multiple concatenated
words correctly, which reflects the findings with respect to the assessment of scenarios outlined in section 4.5.1
and also findings reported in the literature [186]. In contrast, the participants could significantly better
identify insecure passwords. Interestingly, this difference in the ratings is significant in all three measurements
(i.e. pre-treatment, post-treatment, and retention). This seems to indicate that the awareness material was
more effective in improving the ability of the participants to recognise insecure passwords than the ability
to recognise secure ones. Therefore, one focus of further improvements of the awareness material must be
the inclusion and teaching of good creation strategies. As a first step, additional explanations and examples
were added to the respective sections of the material as outlined in section 4.5.1.

Clearing Up the Misconceptions

The prevalence of the different misconceptions varies greatly. Despite being reported in the literature review,
several misconceptions did not seem to be prevalent in the sample, as evidenced by the ceiling effects
found for M9, M13, M15, M16, and M19. Consequently, in awareness materials with space constraints or
which are distributed in environments with severe constraints on the time and effort spent working through
awareness materials, these five misconceptions could potentially be left out. In particular, in such cases the
questionnaire items presented in section 4.3.3 could be used to measure prevalence of all misconceptions
among the individuals to which the password security awareness material is to be distributed and only
include those misconceptions in the awareness material that appear prevalent.

15Text of S19: Since Mr. Schmidt has problems remembering the many passwords he needs for his job, he asks the IT-
department whether they can install a password manager on his work laptop. Since he wants to synchronise the passwords
to his business smartphone, he chooses a master password with more than 20 characters, which he creates by concatenating
multiple words.

16Text of S20: Mr. Schmidt has to use many passwords in his daily job to log on to all the different systems needs to access.
Since he also works on his business smartphone, Mr. Schmidt saves all the passwords in a Word document and synchronises
this document through a public third-party cloud storage provider between his laptop and his smartphone.

17Text of S21: Mr. Schmidt uses different external web services, as is usual in his company. For one of the web services, the
password can be reset using personal security questions. Instead of answering the questions truthfully, Mr. Schmidt chooses a
random character sequence as answers, writes this sequence down, and stores it where only he can access it.
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Overall, the developed interventions significantly reduced the prevalence of the misconceptions (H3a sup-
ported). This overall effect still holds in the retention session six months after the original treatment
(H3b supported). However, the results regarding multiple misconceptions warrant closer inspection. When
looking at the prevalence of the individual misconceptions, most of the misconceptions not affected by
ceiling effects (15 out of 18) could be cleared up by the interventions, leading to a significant increase be-
tween the pre-treatment questionnaires and the post-treatment questionnaires. This changes only slightly
in the retention questionnaire, where five misconceptions do not show a significant improvement anymore:
M5, M11, M17, M21, and M23. However, this effect can be attributed to the different sample in the
retention for four of these misconceptions: for M5, M17, M21, and M23 ceiling effects occur when only
SME-r is considered in the pre-treatment questionnaire. In contrast, M1118 proves more problematic. De-
spite showing an improvement from the pre-treatment to the post-treatment questionnaire, the employees of
SME-r perform significantly worse in the retention questionnaire. Unfortunately, the data collected during
the study does not provide reasons for this observation, since no free-text questions regarding the misconcep-
tions were included in the questionnaire. Therefore additional studies are needed to investigate M11 and its
intervention in more depth and future studies should include the respective free text questions analogously
to the scenarios.

The analysis also clearly indicated a need for improvement for some of the misconceptions. Firstly, the inter-
vention texts for the three misconceptions M12, M14, and M20 did not result in a significant improvement
with respect to the prevalence of the respective misconception. Secondly, despite exhibiting more than 90%
of correct responses in the post-treatment questionnaire, the two misconceptions M9 and M19 misled more
participants to an incorrect answer after the treatment, than they resulted in additional correct answers.
This as well indicates a need for improvements. Finally, the (in comparison to the other misconceptions)
relatively high number of incorrect responses in the post-treatment questionnaire regarding misconception
M2 also indicate a need for improvement of the intervention. In the following, each of the aforementioned
six misconceptions is discussed individually in ascending order (i.e. M2, M9, M12, . . . ).

M2: The inclusion of symbols anywhere in passwords makes them automatically more secure. While
M2 exhibits a significant improvement from the pre-treatment questionnaire to the post-treatment ques-
tionnaire, it reaches only 51.1% of correct responses. This is the lowest value among all misconceptions.
Consequently, further refinements are required. The following wording with more concrete examples – based
on the studies reporting this misconception and common mangling rules used with password cracking soft-
ware19 – was used in the final version of the password security awareness material:

Using specialized software, attackers try to mimick human behaviour when guessing passwords. They use
a long list of words (from dictionaries, but also passwords from past breaches) and apply different common
modifications to these words to generate additional words they will also use as guesses for the password. Such
modifications are:

• Appending or prepending numbers and symbols (e.g. adding an “!” to the end is a popular choice). Ex-
amples of passwords that can be guessed very quickly using such rules are “brooklyn16”, “bubblegum1!”,
“1proudmom” or “Mamamia!!!”.

18Text of M11: Internet browsers often have an integrated password manager, which allows saving passwords entered on
websites. Saving passwords in a browser is the same as saving them in a dedicated password manager. If the hard drive of your
device is not encrypted and your passwords are saved in a password manager, which is not protected by a master password
(no matter if in a browser or as dedicated program), attackers can easily copy your passwords off your hard drive, if they have
physical access to it or your device is infected with malware.

19Based on the winning contribution to the Best64 Challenge, aiming to find the most effective rules: https://hashcat.ne
t/forum/thread-1002.html
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• Substituting letters with numbers (e.g. E → 3) or with symbols (e.g. a → @). Examples of passwords
that can be guessed very quickly using such rules are “p@ssw0rd”, “L0vemetal”, “m0nkeyl10n”, or
“4n4belle”.

• Substituting lowercase letters with uppercase letters (in particular at the beginning of words). Exam-
ples of passwords that can be guessed very quickly using such rules are “pAsswOrd”, “Thisismypass”,
“NOTSOSURE”, “daywalker”, or “Lovemetal”.

Therefore, using numbers, symbols, or uppercase letters in your password will not automatically make it
harder to guess.

M9: Notes of passwords do not need to be particularly protected. M9 misled seven participants (i.e.
seven participants having answered correctly in the pre-treatment questionnaire answered incorrectly in the
post-treatment questionnaire). However, all five participants who answered incorrectly in the pre-treatment
questionnaire, changed their answer to the correct one in the post-treatment questionnaire and the portion of
correct post-treatment responses was 92.1%. Furthermore, the decrease in correct answers between the pre-
treatment questionnaire and the post-treatment questionnaire was not found to be a significant difference.
Thus, it seems that more testing of the intervention is required, before any further changes should be
proposed. Consequently, no changes were introduced into the final version of the password security awareness
material with respect to M9.

M12: Keyboard patterns are secure passwords. The analysis did not show a significant increase in correct
answers for M12. Additionally, it exhibits the largest number of misled participants of all misconceptions
(i.e. 10 participants), although the number of participants having answered incorrectly in the pre-treatment
questionnaire and correctly in the post-treatment questionnaire is still larger (i.e. 16 participants). The
intervention text already included an explanation of the misconception and how an attacker can use it
against the participants. To increase the clarity of this misconception’s formulation, the following rephrased
version is used in the final version of the password security awareness material:

Using walks or patterns on your keyboard as password (e.g. “1QAY2WSX” or “qwertz”) is no good practice
to generate secure passwords. As a matter of fact, such patterns will be present in the dictionary of every
attacker trying to guess passwords. Therefore, you should never use keyboard patterns as passwords, even if
they contain uppercase letters, numbers, and symbols.

M14: Attackers do not automate their attacks on passwords, but perform them by hand. The analysis did
not show a significant increase in correct answers for M14 as well. Due to the fact that this misconception
applies to many possible attacks on passwords and user accounts, the intervention was formulated in an
abstract manner with just two concrete examples. In order to make the underlying problems more tangible
for lay-users, the following refinement adding an example and a more concrete wording was used in the final
version of the password security awareness material:

Attackers can easily automate their attacks and do not have to perform attacks manually by hand. Specialized
software to e.g. test billions of different passwords in just one second after a successful break-in, build phishing
websites that look just like the original, or snoop on passwords in unencrypted network traffic are readily
available.
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M19: It is not necessary to set a password to lock the screen of unattended devices. The results with
respect to M19 were very surprising: before the treatment all responses were correct, but after the treatment
some participants changed to incorrect responses. This indicates that there might be an issue with the
intervention. However, since the decrease in correct responses was not found to be a significant difference
and the portion of correct post-treatment responses was 94.4%, it seems that further investigations are
required before further refinements to the intervention text can be proposed. Consequently, no changes with
respect to M19 were introduced into the final version of the password security awareness material.

M20: The passwords protecting work accounts have lower security requirements because the IT staff

is responsible for security. M20 did not show a significant improvement after the participants read the
intervention texts. The important aspect with this misconception is that users realise that they themselves
play a vital role in protecting their devices even at work (e.g. checking attachments for potential malware).
Thus, the following proposed improvement with a greater emphasis on the users role was used for the final
version of the password security awareness material:

You are responsible for the security of your devices, even at work when there is a dedicated IT department.
The staff of the IT department can help you, but in the end it is your job to keep the device secure. Many
attacks on organizations target the employees first, in order to get access to internal systems. Therefore, you
and the other employees are an important line of defence for your organization.

Further Improvements

The qualitative answers show that the participating employees desire additional concrete advice with respect
to two aspects: (1) how to create secure passwords and (2) password managers. The former should be
addressed in the final version of the awareness material to some degree by the information added with
respect to the strategy of concatenating multiple words as outlined in section 4.5.1. Yet, a section dedicated
to password creation strategies should be considered as future work. Need for the latter (which was not
addressed in the final version version of the awareness material and instead remains future work) is also
supported by the large number of participants who stated that they would start using a password manager
after having worked through the material. This uptake of password managers is a positive effect, as usage of
password managers is widely considered a good advice to lay-users by information security experts [109,195]:
even when not directly changing all passwords to unique randomly generated ones, password managers can
help users mitigate shoulder-surfing and phishing attacks by auto-filling passwords only on the correct domain
in the browser.

4.5.2 Limitations

The participant sample represents the first larger limiting aspect of the study presented in this chapter.
Firstly, six participants had to be excluded from the study due to their apparent thorough knowledge of
information security, despite the recruiting done by contact persons in each SME who were instructed to
make sure all participants they selected were lay-users. Future studies should not rely on the ability of
such contact persons alone, but rather include additional check items such as the RSeBIS [179] or the
HAIS-Q [158]. Albeit, depending on the country in which the study takes place a validated translation
might not be readily available. Secondly, all participants are employed in German SMEs. Consequently,
it is unclear whether the findings of this study fully translate to different groups of users and to different

69



4 Development and Evaluation of Effective Password Security Awareness Materials

countries. Therefore, future work should include the validation of the results in various contexts. Thirdly,
recruiting participants was a major hurdle. Concerns in the SMEs focused mostly on the potential impact on
productivity, due to the participants filling out the questionnaires in their working environment. This was a
huge factor deterring SMEs from participating in the study, ultimately deterring two of the three SMEs from
taking part in the retention session after six months. While addressing this issue is difficult, since thorough
investigations rely on thorough questionnaires, any researcher planning similar endeavours is advised to
consider this issue. As a result of the low number of participants, testing H1a and H1b (as well as H1c and
H1d respectively) had to be done with the same participants, potentially introducing a statistical bias into
the study. Future studies should try to minimise this bias by recruiting enough participants to test these
hypotheses with distinct groups of participants receiving all scenarios in all questionnaires, but receiving
questionnaires only at one measurement point per group (i.e. pre-treatment, post-treatment, retention). As
a second result of the relatively low number of participants in the sample, it was not possible to include a
control condition in the study design, although this would have allowed to present stronger evidence with
respect to the effectiveness of the awareness material and whether the questionnaires have an influence on
later measurements (i.e. whether there is a so-called carryover effect [47] and participants improve in later
questionnaires due to having thought about questions from previous questionnaire, having discussed them
with others, etc.).

Also, the evaluation pertaining to H2 (i.e. the assessment of the security of passwords) and H3 (i.e. clearing
up the misconceptions) is based on a less complex study design than H1: all items were shown in all
three questionnaires (i.e. pre-treatment, post-treatment, retention). This enabled a more straight forward
statistical analysis and rendered the study design for these two hypotheses more approachable. Yet, since the
analysis of H1 found a difference in performance between known and unknown items, future studies should
(a) either apply a study design similar to H1 to the other two hypotheses as well H2 and H3 or preferably
(b) follow the study design with a fully between subject design as described in the last paragraph.

The second larger limiting aspect of this study is introduced by following the recommendation of Haeussinger
and Kranz [91] to conduct the study in the real work environment of the participating employees in three
SMEs. The most reliable option in this regard would have been to monitor the password-related behaviour
of the employees in their organisation and check whether the awareness material influences this behaviour
[67, 203]. However, such a design has severe issues in a real world setting in organisations: Gathering
the necessary data might pose security risks (e.g. collecting passwords created by the employees to test
whether creation strategies change after the treatment) or have legal and privacy implications (e.g. surveilling
employees at their desks in order to see whether they store notes of passwords insecurely). Consequently, a
different study design was necessary, allowing to retain the anonymity and privacy of the participants as well
as avoid any security risks, while delivering the study materials to the participants’ real work environments
through a contact person in each SME. As a result, the participants were unsupervised throughout all
three stages of the study, i.e. filling the pre-treatment questionnaire, reading through the interventions, and
filling the post-treatment questionnaire. Therefore, a number of limitations arise: (a) participants might
have used the material while filling out the questionnaire, (b) participants might have filled out the post-
treatment questionnaire after reading the material only partially, (c) participants who work in the same SME
might have worked (partially) together, and (d) participants might have spent very different amounts of time
reading through the material which might have impaired consistency not only between organisations, but also
between the participants of each organisation. To counteract these issues, participants received instructions
during each of the four phases in the study. Participants were instructed to read the awareness material
carefully and in its entirety. Also, they were told that the post-treatment questionnaire would be sent out
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only after they had explicitly acknowledged having read the entire material. Last but not least, participants
were instructed to fill out the questionnaire by themselves.

Another limitation relates to the high baseline in the participant sample. Even before working through
the awareness material, over 88% of the responses pertaining to the scenarios were correct. Arguably, two
aspects might have contributed to this finding. On the one hand, despite being developed with feedback
from independent experts, multiple scenarios exhibited ceiling effects, rendering them not well suited for
the assessment of the awareness material’s effectiveness. This might indicate a methodological problem
resulting from misaligned difficulty levels of the scenarios, not uncovered during the pre-tests. In particular
for scenarios S1, S4, S5, S6, S7, S8, S11, S14, and S15 more than 95% of participant responses were correct
even before the treatment. Therefore, an important line of future work is the development of improved, more
difficult scenario questions. On the other hand, the participants in the sample might have already received
education with respect to password security before the study. To investigate both aspects, studies with more
difficult scenarios and different samples are needed.

Even though the study was conducted in the employees’ real work environment, it might be that the partic-
ipation in the study has motivated the employees more than they would have been otherwise. In particular,
the awareness material’s effectiveness outside the study setting and whether the significant improvements
found in the study lead to more secure behaviour might depend on how the awareness material is presented
to the users and what information is provided alongside it.

Currently the methodology as presented in section 4.3 mostly includes feedback from information security
experts and lay-uers on the material. While experts from the field of psychology gave feedback on the
questionnaires and on the interventions, no expertise other than information security was used for feedback
on the description of the attacks and defences. Future development efforts of awareness materials might
benefit from including additional feedback of experts from fields such as psychology, education science, or
visualisation and design on the complete awareness material.

Furthermore, the awareness material currently includes only the following technologies: password managers,
two-factor authentication, fingerprint readers, graphical passwords, hardware tokens, privacy filters, and
single-sign-on. Future versions of the awareness material might need to include additional alternatives to
text passwords should they gain widespread adoption (e.g. Face ID [8] or palm vein authentication [24]).

Last but not least, the set of misconceptions covered by the interventions might change over time. In
particular, research published since the systematic literature review presented in chapter 3 might report
on new misconceptions. To gauge the magnitude of this issue, a forward search based on the 20 relevant
publications identified in chapter 3 was conducted using the Google Scholar index. The same exclusion
criteria as applied in chapter 3 were used and only publications in the time frame since the original systematic
literature research (i.e. since 2017) were considered. Overall 344 publications were found using the forward
search (an additional 143 were excluded due to the exclusion criteria). Of those, 23 contained information
with respect to misconceptions of users regarding password security. This seems to imply an uptake in
research on misconceptions when compared to the original systematic literature review. With respect to
the results, on the one hand, several of these 23 publications provide further evidence for the prevalence
of different misconceptions identified before (M1/M2/M3: [90, 92, 161, 205, 207]; M4/M5: [92, 207]; M6: [92];
M7: [50,77]; M8: [153]; M10: [90]; M14: [84]; M15: [79]; M16: [153]; M19: [37,142]; M23: [79,84]). On the other
hand, some publications provide evidence contradicting the prevalence of two of the previously identified
misconceptions (M5: [137]; M6: [126,134,161]). This implies conflicting evidence for these two misconceptions
(M5 and M6) arising from the forward search. Also, both were prevalent among the participants of the
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study presented in this chapter. Consequently, further investigations into these misconceptions might prove
a valuable field for future research. In addition to the existing misconceptions, the aspect of password
reuse arose in a more differentiated form from the literature review [46, 83, 83, 84, 90, 106, 144, 196, 220], e.g.
Stobert and Biddle [196] find similar reuse rates for lay-users and experts, Choong et al. [46] report that
a substantial fraction of school children believe it is viable to “use the same password for everything”, and
Golla et al. [84] report on the aspect of users not believing that leaked reused passwords would be used in
automated attacks and that users believe changing all affected passwords to the same new password is a
viable defence strategy. These findings expand M14 to the aspect of password reuse, but might also be seen
as additional misconceptions. Another aspect which could be considered to be an additional misconception
pertaining to password reuse was reported by Habib et al. [90], who found that users believe it is a viable
strategy to reuse passwords between work and private accounts. Beside the area of password reuse, additional
misconceptions about password security seem to have emerged in the literature: Hayes et al. [96] as well
as Luna [133] report that users might think that a lack of memorability in passwords generally indicates
strength, Seitz and Hussmann [186] report that users believe passphrases to be less secure than they are
(which is in line with the results presented in this chapter), and Habib et al. [90] find that users only think
about guessing attacks when it comes to safeguarding passwords. Additionally, beside the area of text
passwords, Zimmermann and Gerber [239] find that users might believe that fingerprints cannot be stolen
from them in same way as text passwords (despite media reports about fingerprint forgeries based on photos).
These results of the forward search show, that regular updates to the awareness material are necessary and
that future revisions of the password security awareness material might need to adjust its scope by covering
misconceptions about other authentication schemes as well.

4.6 Conclusion

This chapter presented the development of a correct, complete, understandable, and effective password
security awareness material along a systematic process. It addresses all attacks deemed relevant by the
literature and independent information security experts from academia and industry and increases lay-users’
ability to correctly assess (a) whether specific password-related behaviour in different information security
scenarios is secure or insecure and (b) the security of passwords. Furthermore, it significantly decreased
the prevalence of misconceptions about password security. In particular, these abilities are retained or even
improved six months after reading through the developed password security awareness material. At the same
time, the awareness material was received positively by all participants.

The results of this study also point out areas for future work. The participating employees expressed the
desire to learn more about password managers and the composition of secure passwords. Thus, it might be
warranted to expand the awareness material accordingly or create additional awareness materials for these
topics. Also, it might be worthwhile to investigate how to make the transition towards using a password
manager easier for users.

The systematic development process presented in this chapter and applied to create the password security
awareness material can help create other awareness materials beyond the password context. It could be
easily applied to other information security contexts and other target audiences. Therefore, applying the
process in areas other than password security represents another important line of future work.
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Shoulder-surfing Resistant Text
Password Entry on Gamepads
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5 Requirements and Status Quo of Authentication in the
Gamepad Context

Gamepad-driven devices such as game consoles are an important part of many people’s lives. A 2017 report
by the entertainment software association found that about half of all American households own a dedicated
game console [68]. It is common to use accounts for e.g. video streaming like Netflix, music streaming
like Spotify, or game networks like Playstation Network on consoles. The text passwords protecting these
accounts are entered on game consoles almost exclusively using on-screen keyboards in combination with
gamepads as input devices, which are far more constrained (e.g. regarding the available buttons and input
precision) than the traditional combination of mouse and keyboard. At the same time, for many users time
spent on their consoles is also a social activity and therefore occurs in shared spaces: 53% of the users play on
average five hours with others in person per week (as opposed to online multiplayer games) [68]. Considering
that Renaud et al. [169] found in their survey that 90.9% of their participants would authenticate when not
alone, opportunistic shoulder-surfing [227] is a real threat, leaving users in a dilemma: either show mistrust
of people by asking them to look away [58], behave insecurely by letting them observe, or store the password
on the device, which enables purchases by every person with access to the device.

To address the challenge of shoulder-surfing resistant text password entry on gamepads, this chapter presents
the first investigation of this topic. To that end, it first describes the requirements of authentication which
specifically apply to the gamepad context (section 5.1) and all authentication schemes must fulfil in order to
be deemed suitable for the gamepad context. Overall six requirements across the three categories security,
technical, and usability are identified. One of the defining requirements of this scenario is the resistance to
opportunistic shoulder-surfing. It is important to note though that these requirements specifically applying
to the gamepad context must be fulfilled in addition to any general requirements [26] that might are from a
specific application scenario in the gamepad context (e.g. resistance against guessing attacks [27,119]),

Then, as second step building on the identified requirements, the authentication schemes currently deployed
in the gamepad context as well as a representative set of shoulder-surfing resistant schemes proposed in the
literature are assessed along the requirements. The results of this assessment (section 5.2) show that none
of the currently deployed and only four of the proposals in the literature fulfil all six requirements. From
the discussion of these assessment results (section 5.3) it becomes clear that the grid-based scheme by Kim
et al. [123] is the proposal which seems to be best suited for being adapted from a non-gamepad context
to the gamepad context. Form the work presented in this chapter two important next steps arise which
are then addressed in the next chapter: (1) an empirical assessment of the baseline performance in terms
of shoulder-surfing as well as usability of the on-screen keyboard (as the de-facto standard in the gamepad
context) and (2) an empirical evaluation of alternatives to the on-screen keyboard. Section 5.4 concludes
this chapter.
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Contributions described in this chapter:

• The requirements of authentication in the gamepad context are identified and outlined. They can
be grouped into three categories: security, technical, and usability. These requirements can inform
the design of new authentication schemes in the gamepad context.

• The authentication schemes currently deployed in the gamepad context as well as a representative
set of shoulder-surfing resistant authentication schemes proposed in the literature are assessed along
the identified criteria.

Parts of the results described in this chapter have been published in:

• P. Mayer, N. Gerber, B. Reinheimer, P. Rack, K. Braun, and M. Volkamer, “I (don’t) see what
you typed there! Shoulder-surfing resistant password entry on gamepads”, Conference on Human
Factors in Computing Systems (CHI), 2019.
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5.1 Requirements

5.1 Requirements

This section describes the requirements that specifically apply to authentication in the gamepad context.
To ease referring to the individual requirements in the remainder of this part of the thesis, they are each
assigned both, a numeric reference of the form Rx (where x is the number) and a short mnemonic descriptor.
The requirements are grouped into three categories: security, technical, and usability.

5.1.1 Security Requirements

Providing a shoulder-surfing resistant text password entry for usage with gamepads is the core motivation
behind the work presented in this part of the thesis, since it represents a key requirement of the gamepad
context as explained in the remainder of this section.

Using gamepad-driven devices such as game consoles is for many users a social activity: 53% of users play on
average five hours with others in person per week (as opposed to online multiplayer games) [68]. Therefore,
usage of these devices occurs in a so-called shared space [169]. Another defining aspect of authentication on
these devices is that they are usually used in conjunction with large displays such as TVs. Such large displays
have been found to be perceived qualitatively different to smaller displays [199]. Tan and Czerwinski [202]
found that users were more likely to read sensitive content on large screens and note that since such devices
are usually outside a user’s “personal zone”, they might be perceived as less private. Yet, research indicates
that 90.9% of users would authenticate in such a setting when not alone [169]. Together, these aspects
indicate a large potential for shoulder-surfing threats. Due to the threat model of usage in shared spaces,
the opportunistic observer (cf. section 2.3.1) is the most likely attacker in the gamepad scenario, since any
recording of the authentication procedure by a friend sitting on the user’s couch right next to them is likely
to draw attention. Since the definition of opportunistic observers [227] does not set a specific threshold to
achieve resistance, but rather states that the attacker has access to only “a small number of observations”,
the threshold is assumed to be “not more observations than there are characters in the password”1. In
conclusion, the requirement regarding shoulder-surfing resistance is:

R1: Authentication schemes used on gamepad-driven devices must resist shoulder-surfing
attacks by opportunistic observers, i.e. resist observers with not more observations than
there are characters in the password they want to observe. (resistant-to-opportunistic-
observers)

5.1.2 Technical Requirements

In addition to the security requirement R1, several technical requirements must be fulfilled by authentication
schemes in the gamepad context. Gamepads are very constrained input devices. In comparison to a keyboard,
gamepads offer far less buttons. However, they often also have output capabilities, such force-feedback
through vibration motors. Figure 5.1 depicts the input capabilities of a typical gamepad as considered for
this work. Modern gamepads are usually equipped with two small joysticks commonly referred to as analogue
sticks. They are used to capture directional input (i.e. input that moves something on the screen) and are
usually operated using the thumbs (i.e. one is operated with the left thumb one with the right thumb).

1It is necessary to acknowledge that this threshold is somewhat arbitrary.
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Analog sticks

Directional
control pad

Shoulder buttons

Front
buttons

Figure 5.1: The controls available on a typical gamepad.

In addition, gamepads have buttons which can be pressed. Firstly, there is one array of four buttons
representing a directional control pad. It consists of a cross-shaped rocking button with actuators underneath
and its working principle is that of a switch-activated joystick (minus the stick part) [10]. Secondly, there is
usually an array of four buttons on the other side of the gamepad. Last but not least, there are four so-called
shoulder buttons, which are positioned on the top of the gamepad. On the majority of modern gamepads
two of these shoulder buttons (one on the left side and one on the right side) are implemented as analogue
triggers (i.e. one dimensional analogue controls).

The technical requirements reflect these available controls of gamepads as well as their sensitivity and
precision. In particular, authentication schemes in the gamepad context must not require more different
buttons than available on a gamepad:

R2: Authentication schemes used on gamepad-driven devices must not require as controls
more than eight freely programmable buttons, one directional control pad, two analogue
sticks, and two analogue triggers if they are to be compatible with the gamepads of most
modern gamepad-driven devices. (compatible-with-gamepad-controls)

The accounts used on gamepad-driven devices usually require text password authentication (e.g. common
services such as Netflix or Xbox Live). Therefore, remaining compatible to these accounts is of the essence.
Such compatibility is trivial if the authentication scheme is explicitly designed for text password entry.
Otherwise compatibility can be achieved e.g. through an extension of a traditional on-screen keyboard, a
direct mapping of the characters to the gamepad controls, or scaling up the procedures of the schemes.
However, a crucial aspect to compatibility with test passwords is that no changes to the backend of the
verifier are necessary. The respective requirement is:

R3: Authentication schemes used on gamepad-driven devices must be compatible with text
passwords. (compatible-with-text-passwords)

Most operating systems of gamepad-driven devices do not allow installation of drivers for additional hard-
ware. Therefore, the following requirement arises:

R4: Authentication schemes used on gamepad-driven devices must not require support
for additional hardware such as biometric readers or token devices. (no-additional-
hardware)
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5.1.3 Usability Requirement

As is the case with any controls, the interaction with the gamepad is bounded by the capabilities of the
human interacting with it. Those restrictions must be followed or the user might not be able to engage in the
authentication procedure. Consequently, the layout of a typical gamepad (see Figure 5.1) in conjunction with
human anatomy poses restrictions on the controls which can be used simultaneously to enter a password.
For example, all controls on the front of gamepads (i.e. the analogue sticks, directional control pad, and
front buttons) are actuated using the thumbs when the gamepad is held as intended (i.e. only two controls
on the front can be actuated at the same time). This is reflected by the following requirement:

R5: Authentication schemes used on gamepad-driven devices must be operable within human
anatomic constraints2. (anatomically-compatible)

Furthermore, the analogue movement input controls used for directional input on gamepads (i.e. analogue
sticks) are generally less precise than a mouse or a trackball [69]. This is reflected by the following require-
ment:

R6: Authentication schemes used on gamepad-driven devices must not require mouse-
equivalent precision directional input. (no-mouse-equivalent-precision-input)

5.2 Assessment of Existing Schemes

This section presents the assessment of both, the schemes currently deployed in the gamepad context as
well as existing shoulder-surfing resistant schemes proposed in the literature in non-gamepad contexts3 (i.e.
schemes meeting R1), with respect to the requirements outlined in the last section.

5.2.1 Schemes Deployed in the Gamepad Context

Entry of text passwords in the gamepad context is mostly based on traditional text entry methods. Therefore,
all schemes for text password entry already deployed in the gamepad context (e.g. on game consoles) fulfil
the technical requirements R2-R44 and the usability requirements R5 and R6. The compromise is made in
terms of security, since text entered this way is easily observable. Therefore, in the remainder of this section
the deployed schemes’ properties regarding R1 are examined in detail and explanations provided why the
schemes are not likely to meet the security requirement R1.

On-screen Keyboards

All current gamepad driven devices (e.g. game consoles) offer on-screen keyboards for all text entry, including
text passwords. The on-screen keyboards consist of a grid of buttons corresponding to the characters which

2The measure for this requirement is that the author would be able to actuate all required controls on a gamepad while
holding it in the vendor-intended way. While this is somewhat arbitrary, it would be difficult to define and check this requirement
based on an “average-sized human hand” instead.

3Shoulder-surfing resistant schemes proposed for the gamepad-context in the literature would have been also included, but
to the author’s knowledge there are none.

4There are also deployed schemes with are used specifically for PIN entry. These schemes map each number 0-9 directly to
one button of the gamepad. These schemes are not considered here, since they are not compatible-with-gamepad-controls (R2)
when scaled up for a full alphanumeric alphabet.
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Figure 5.2: The on-screen keyboard used on the Xbox game console. The white cursor is currently positioned on the letter “y”.

can be entered (see figure 5.2). By default these buttons display all lowercase letters and numbers as well as
frequently used special characters. Uppercase letters and more special characters can be accessed by pressing
buttons on the gamepad which serve to switch the characters in the shown grid.

When used with a gamepad (opposed to e.g. touch input), all on-screen keyboards can be controlled by
using a cursor. The user moves this cursor (white rectangle in figure 5.2) to the desired character using the
analogue sticks or the directional pad and confirms the input by pressing a specific (platform dependent)
button on the gamepad. Since the cursor highlights the selected character at any time, observation of the
path taken on the on-screen keyboard is relatively easy. Therefore, this scheme is assumed to be highly
prone to shoulder-surfing threats (i.e. it does not meet R1).

Daisy Wheel

The only other scheme to enter text passwords currently deployed for the usage with gamepads, is Daisy
Wheel. This scheme is specifically developed for usage with gamepads and is based on a so-called pie menu

Figure 5.3: The interface of the Daisy Wheel scheme. The upper most petal is selected using the analogue stick. The four
characters in the selected petal are coloured reflecting the buttons the users needs to press on the gamepad to enter
the respective character.
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structure [42]. However, it is only available on the Steam5 platform with a special gamepad (i.e. most users
of the Steam platform still use a traditional on-screen keyboard [211]).

Its interface (see figure 5.3) looks like a daisy blossom and contains eight petals, each displaying four different
characters. First the petal is selected using one of the analogue sticks. Then, only in the selected petal,
the four characters are highlighted in different colours. The desired character on that petal is selected using
the array of four buttons on the front of the gamepad (cf figure 5.1), where the colour of the letters reflects
the colours of the buttons of the specific gamepad Daisy Wheel is designed for. Different sets of characters
(e.g., lowercase letters, uppercase letters, special characters) can be accessed analogously to the on-screen
keyboard by pressing the shoulder buttons on the gamepad and thereby changing the set of vsible characters.
Since the selected character in the petal briefly blinks as visual feedback, this scheme seems highly prone to
shoulder-surfing threats.

5.2.2 Existing Shoulder-Surfing Resistant Proposals from the Literature

As outlined in section 2.3.1, the literature describes five techniques used to counteract shoulder-surfing
threats: covert channels to the user, obfuscation of the user’s input through distractors, indirect input,
additional biometric layers, and portfolio authentication. In the following, a representative selection of
shoulder-surfing resistant authentication schemes proposed in the literature covering all five categories is
presented and assessed with respect to the requirements6 described in section 5.1. Table B.1 in appendix B
lists all assessments presented in the following.

Covert channels

Bianchi et al. [19] propose Secure Haptic Keypad, an authentication scheme using haptic feedback on a keypad
with three vibrating buttons as covert channel. Secure Haptic Keypad is proposed as alternative to traditional
keyboards for the entry of passwords. It completely foregoes visual feedback and instead relies completely
on the haptic feedback of three vibrating buttons. The buttons vibrate in special patterns (termed tactons)
which the user has to identify and subsequently press the button corresponding to the input they want to
make. Figure 5.4 shows an overview of the scheme and its components. Since the scheme does not require
directional input, R6 (no-mouse-equivalent-precision-input) is fulfilled and since it is specifically developed as
replacement for alpha-numeric keyboards it is compatible-with-text-passwords (R3). R2 (compatible-with-

Figure 5.4: Overview of the Secure Haptic Keypad scheme as depicted in [19] on page 1090.

5https://store.steampowered.com/
6Requirement R1 is not considered in the following, since all schemes are described as shoulder-surfing resistant in the

literature.
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Figure 5.5: Concept of the Glass Unlock scheme as depicted in [229] on page 1407.

gamepad-controls) and R5 (anatomically-compatible) are technically also fulfilled, as the scheme requires
only three buttons. However, while most modern gamepads offer haptic feedback through vibration motors,
this feedback is not available on a per button basis as intended for Secure Haptic Keypad, but only for the
gamepad as a whole. Additional haptic hardware could remedy this, but would lead to a violation of R4
(no-additional-hardware). Therefore, Secure Haptic Keypad is not suitable for deployment in the gamepad
context.

Winkler et al. [229] propose Glass Unlock. This authentication scheme uses smart glasses to display ad-
ditional information required for successful authentication. Glass Unlock is proposed as alternative for
unlocking smartphones and therefore geared towards usage with PINs. In such a scenario, the phone would
display a grid of empty buttons and the layout would be visible only on a personal display in the smart
glasses. Figure 5.5 depicts this concept. Given a personal display with high resolution, this concept can be
adapted for usage with text passwords on gamepads – e.g. as extension of an on-screen keyboard – lead-
ing to fulfilment of R2 (compatible-with-gamepad-controls), R6 (no-mouse-equivalent-precision-input), R3
(compatible-with-text-passwords), and R5 (anatomically-compatible ). However, the smart glasses represent
additional hardware which leads to a violation of requirement R4 (no-additional-hardware). Thus, Glass
Unlock is not suitable for usage in the gamepad context.

Krombholz et al. [127] propose the force-PIN authentication scheme, which uses the applied pressure in two
levels (termed “shallow pressure” and “deep pressure” by the authors) on touch-screens as covert channel.
Figure 5.6 illustrates this working principle. This scheme is specifically designed as replacement for PINs on

Figure 5.6: Working principle of the force-PIN scheme as depicted in [127] on page 207. Normal font digits indicate “shallow
pressure” and bold font digits indicate “deep pressure” touch input.
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mobile devices but it could theoretically be scaled up to using a full on-screen keyboard in conjunction with
pressure-dependant input used on all buttons. While gamepads do not offer touch-screens, they offer other
force-sensitive controls in the form of the analogue triggers on the top of the gamepad and the two analogue
sticks. These analogue controls could be used to trigger a “deep pressure” input after a certain threshold
is reached and a “shallow pressure” input otherwise. Overall this amounts to 18 potentially force-sensitive
inputs: the two one dimensional analogue triggers and overall eight directions for each of the analogue
sticks. Using not more than eight directions per analogue stick is a conservative choice motivated by the
study prototype used in [42] and also the number of directions used by the deployed scheme Daisy Wheel.
Increasing the number of directions might easily violate requirement R6 (no-mouse-equivalent-precision-
input). However, even using more directions on the analogue sticks, the number of analogue controls available
on the gamepad would still be less than the number of printable ASCII characters – which can be seen as
a lower bound of characters needed to be compatible-with-text-passwords (R3) – rendering the scheme
problematic with respect to requirement R2 (compatible-with-gamepad-controls). Also, using the plainly
visible analogue sticks instead of the much more subtle application of force on a touchscreen might render
the channel easier to observe and therefore not resistant-to-opportunistic-observers (R1). Thus, even while
the two requirements R4 (no-additional-hardware) and R5 (anatomically-compatible) might be fulfilled,
force-PIN is not easily adapted for shoulder-surfing resistant usage with gamepads.

Sasamoto et al. [176] propose the authentication scheme Undercover, which uses a trackball covered by the
user’s hand as covert channel to communicate a button layout to the user. The user places their hand on the
trackball (on the left of the device in figure 5.7), which is rotated by the system to indicate through its rotation
direction which of the five possible button layouts is active (on the right of the device in figure 5.7). Thus,
only the user knows which button to press. The Undercover scheme is designed to be used as replacement
for PINs at ATMs. The canonical implementation in [176] proposes to use the five buttons as input for a
graphical recognition-based authentication scheme. Therefore, to be compatible-with-text-passwords (R3),
the scheme would have to be adapted by increasing the number of buttons and consequentially the layout
displayed on the device has to be scaled up to accommodate a complete keyboard. This might compromise the
fulfilment of R1 (resistant-to-opportunistic-observers). While recognition-based graphical passwords can be
implemented using completely random passwords and will still exhibit favourable usability results [141]. As
a matter of fact this is considered best practice due to security considerations [53]. Therefore, user inputs in

Figure 5.7: Prototype of the Undercover scheme as depicted in [176] on page 187.
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Figure 5.8: Interface of the Tetrad scheme as depicted in [169] on page 394. The currently selected row is highlighted with a
blue border.

graphical recognition-based schemes are independent of each other. In contrast, users are unlikely to choose
random passwords [210], introducing dependence of the individual input. Therefore, having an unconcealed
input as in Undercover might allow an attacker to limit the search space of the secret substantially. In
addition, gamepads do not offer a trackball to convey the additional information to the user. They only
offer haptic feedback, which might also be easier observed (e.g. through the sound of the haptic actuation
motors). Therefore, Undercover does not seem to be suitable for the deployment with gamepads.

Obfuscation of Input

In the Tetrad scheme by Renaud et al. [169] the password is comprised of images. These are placed on the
screen in a grid among distractor images and have to be aligned either horizontally, vertically or diagonally
(see figure 5.8). Every interaction manipulates whole columns or rows in the grid, i.e. the distractors are
moved at the same time, making it hard to discern which images are part of the password. While Tetrad is -
to the author’s knowledge - the only authentication scheme explicitly designed with the limitations of shared
space and usage with TVs in mind and therefore easily fulfilling R2 (compatible-with-gamepad-controls),
R6 (no-mouse-equivalent-precision-input), R4 (no-additional-hardware), and R5 (anatomically-compatible),
it is based on a graphical authentication approach, leading to non-fulfilment of R3 (compatible-with-text-
passwords). Thus, Tetrad is not suitable for usage in the gamepad context.

In the Draw-A-Secret scheme by Jermyn et al. [112], the user draws their secret on a chequered canvas.
Zakaria et al. [233] propose three shoulder-surfing resistant variants of this scheme using different techniques
to obfuscate the input. The first variant automatically “draws” distractor strokes while the user is entering
the actual password. In the second variant, the password strokes disappear from the screen once the user has
finished drawing each one. The third variant builds upon the second, but the strokes disappear even sooner

Figure 5.9: Interface of the first variant of the Draw-A-Secret scheme by Zakaria et al. as depicted in [233] on page 3. The
distractor strokes are here highlighted using the darker colour.
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Figure 5.10: Interface of the Convex Hull Click scheme as depicted in [226] on page 180.

from the screen: A snaking effect is used where the strokes begin disappearing after a short delay while
user is still drawing each stroke. Figure 5.9 depicts the first variant of the scheme. As graphical password,
these variants are not compatible-with-text-passwords (R3). While it would theoretically be possible to
replace the original drawing grid with a grid offering more cells to accommodate a full keyboard and have
the user draw strokes from one character in the password to the next (similar to the Swype keyboard [200]
for touch-screen devices), this (a) might increase the necessary precision of the input due to the smaller
targets in case the size of the drawing canvas is not increased, rendering the scheme unsuitable with respect
to R6 (no-mouse-equivalent-precision-input) and (b) might reveal the characters of the password on the
screen when a change of direction in the swipe is necessary to reach the next character, rendering the scheme
not-resistant-to-shoulder-surfing (R3). Therefore, these variants of Draw-A-Secret are not suitable for usage
with gamepads, despite fulfilling R2 (compatible-with-gamepad-controls), R4 (no-additional-hardware), and
R5 (anatomically-compatible).

In the Convex Hull Click scheme proposed by Wiedenbeck et al. [226], the password is composed of multiple
icons. These icons are placed on the screen among distractor icons and the user has to envision the convex
hull spanned by the icons of their password and click inside it. As a graphical authentication scheme it is not
compatible-with-text-passwords (R3). The S3PAS scheme by Zhao et al. [237] uses in a similar approach
a grid of all available characters (where the characters not comprised in the password serve as distractors)
and the user has to click into the convex hull spanned by the characters in their password, thereby being
compatible-with-text-passwords (R3). Yet, both of these schemes are designed for mouse input and require
the user to navigate a cursor on-screen, hindering fulfilment of R6 (no-mouse-equivalent-precision-input)
when the cursor has top be moved with the analogue sticks. Therefore, Convex Hull Click and S3PAS do
not seem to be suitable for the usage with gamepads.

The grid-based scheme by Kim et al. [123] uses a M × N grid of characters, where N is the length of the
password, i.e. there is one column in the grid for each character in the password, and M is the number
of characters visible at the same time in each column, i.e. the number of rows. Each column contains all
characters in a random order. To login, the user has to scroll into view the character of the password in the
respective column (i.e. has to scroll the column until the character is one of theM characters visible for that
column). The characters of the password do not have to be aligned in the same row. Figure 5.11 illustrates
this concept. The non-password characters visible in the M × N grid serve as distractors to obfuscate
the input. Therefore, the number of rows is essential for the shoulder-surfing resistance of the scheme. A
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Figure 5.11: The basic working principle of the grid-based scheme. The password characters have to be scrolled into the M ×N
grid (marked in orange) for each column. Each column contains all characters in a random order. In the case of
this example, the password “TOYTRUCK” was entered. The characters are not aligned in one row. Input for this
scheme is ambiguous and all combinations in the grid have to be hashed and tested.

peculiarity of this scheme is that the user input is ambiguous and all combinations in the grid have to be
hashed and tested (unless the password is stored in the clear, which is contrary to best practices). The
scheme is intended for text input and is therefore compatible-with-text-passwords (R3) and while originally
developed for mouse input, the grid-based scheme can be adapted for usage with gamepads in a way that it
fulfils all remaining requirements. The buttons intended to scroll the columns up and down are replaced by
the y-axis input of one of the analogue sticks or the directional control pad. The column to be scrolled can be
selected using the x-axis input respectively, highlighting the currently selected column in colour. Only one
additional button is needed to indicate to the system when all characters of the password have been scrolled
into the grid. Therefore, the scheme only requires one analogue stick or the directional control pad and
one button, thereby fulfilling R2 (compatible-with-gamepad-controls), R4 (no-additional-hardware), and R5
(anatomically-compatible). The simple directional input fulfils R6 (no-mouse-equivalent-precision-input).
Thus, the grid-based scheme scheme can be used in the gamepad context.

The PairPasswordChar scheme by Rao et al. [166] uses a 10 × 10 grid in which all characters available for
input are randomly distributed in the grid’s cells (see figure 5.12). The centre of the grid is considered to
be its coordinate origin for the x-axis and y-axis. As a first step in the login procedure the user has to

Figure 5.12: Interface of the PairPasswordChar scheme as depicted in [166] on page 167. Illustrated here is the application of
the third rule, where the two characters in the password are ‘L’ and ‘s’.
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construct the tuples of each character p in the password and the subsequent character in their mind, i.e.
(p1, p2, ), (p2, p3), ...(pn, p1) (where n is the length of the password). Then the user has to click7 into certain
areas of the grid determined by the coordinates of the characters in the grid and the following set of rules:

1. If the cells of both characters are in the same column of the grid, the user has to click in the area
spanned by those cells and the cells with mirrored coordinates on the x-axis.

2. If the cells of both characters are in the same row of the grid, the user has to click in the area spanned
by those cells and the cells with mirrored coordinates on the y-axis.

3. If the cells of both characters are in different rows and columns, the user has to click in the rectangle
spanned by the coordinates of those two cells (see figure 5.12).

4. If the two characters are the same, the user has to click in the area spanned by the cell of this character
and the cell with mirrored coordinates on the x-axis and y-axis.

PairPasswordChar is intended for use with text passwords and therefore fulfils R3 (compatible-with-text-
passwords). The navigation in the grid can be implemented in the same manner as for a traditional on-screen
keyboard, fulfilling R2 (compatible-with-gamepad-controls), R6 (no-mouse-equivalent-precision-input), R4
(no-additional-hardware), and R5 (anatomically-compatible). Thus, the PairPasswordChar scheme is suit-
able for usage in the gamepad context.

Indirect Input

The cognitive trapdoor game scheme by Roth et al. [173] separates the keypad for PIN input into two
coloured sets and the user has to enter only the correct colour instead of the actual PIN, where for each
digit in the PIN multiple such game rounds are performed. The interface of the scheme is depicted in
figure 5.13. Since the cognitive trapdoor scheme requires only two buttons to be operated, it is compatible-
with-gamepad-controls (R2) and anatomically-compatible (R5). It also requires neither high-precision input
nor additional hardware, thereby fulfilling R6 (no-mouse-equivalent-precision-input) and R4 (no-additional-
hardware). When made compatible-with-text-passwords (R3), each character of the password would require
n = dlog2|96|e = 7 rounds (when following the descriptions in [173] for the determination of the number of
rounds required for each character with n = dlog2|A|e, where A is the alphabet and assumed to be the 96
printable ASCII characters). Assuming the NIST recommendation [85] of at least 8 characters for memorised

Figure 5.13: Interface of the cognitive trapdoor game scheme as depicted in [173] on page 238.

7The scheme is designed for mouse input.
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Figure 5.14: Interface of the SwiPIN scheme as depicted in [218] on page 1403.

secrets, the user would need to perform 56 rounds of the cognitive trapdoor game to authenticate. Using
this adaptation, the cognitive trapdoor game fulfils all six requirements.

Similarly, the SwiPIN scheme by von Zezschwitz et al. [218] separates the keypad for PIN input into two
coloured sets, but the user has to perform a gesture on a touch surface where the starting point is determined
by the colour of the number the user wants to enter and the swipe direction (left, right, up, down, none/tap)
by the specific number. For each character in the secret, one swipe gesture has to be performed. SwiPIN
fulfils requirement R4 (no-additional-hardware). For this scheme, issues arise when scaling it up to work with
text passwords instead of PINs. When keeping the directional input at four directions plus one button press,
an alphabet of 96 ASCII characters would require 20 coloured sets of characters and equally many directional
inputs. When using 8 directions (as e.g. used in the Daisy Wheel scheme described in section 5.2.1) the
scheme would still require 11 directional controls. This is well beyond the threshold of controls available on
typical gamepads, thereby rendering it not compatible-with-gamepad-controls (R2), and also beyond what
users could operate on a gamepad, thereby rendering it not anatomically-compatible (R5). Alternatively,
when using the two available analogue sticks, 48 directions would have to be mapped to each, thus violating
R6 (no-mouse-equivalent-precision-input). Therefore, while the scheme theoretically is compatible-with-
text-passwords (R3) and can accommodate text password input, its implementation would violate other
requirements. Therefore, the SwiPIN scheme seems not suitable for usage with gamepads.

DeLuca et al. [57] proposed the XSide authentication scheme which uses input on both, the front and the
back of the device. The secret in XSide is made up of horizontal and vertical strokes on touch surfaces
on the front and back of the device. The same stroke cannot be used twice in a row and diagonal strokes
are not possible. XSide does not require high precision input (only four directions: horizontal left/right,
vertical up/down) and therefore meets R6 (no-mouse-equivalent-precision-input). It also does not require
two or more controls on the front of the gamepad to be operated at the same time, therefore rendering
the scheme anatomically-compatible (R5). Adapting XSide to be compatible-with-text-passwords (R3) is
non-trivial, but could be achieved using techniques similar to the cognitive trapdoor game scheme. However,
the scheme requires a touch sensitive surface control at the back of the device, rendering it not compatible-
with-gamepad-controls (R2). Alternatively, R4 (no-additional-hardware) is violated, if touch surfaces on
additional hardware should be used as complement to the gamepad. Therefore, the XSide scheme is not
suitable for usage with gamepads.
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Figure 5.15: Working principle of the XSide scheme as depicted in [218] on page 1403. Users can use the touchscreen on the
front an the touch sensitive area on the back to enter their secret.

Shirazi et al. [175] found theMagiSign scheme [120] to be shoulder-surfing resistant. The secret in this scheme
consists of hand motions with a magnet (e.g. ring on one finger of the hand) which are captured by magnetic
sensors (see figure 5.16). The scheme does neither require mouse-equivalent precision input nor a lot of
different controls (thus fulfilling R2 and R6). It can be adapted to be compatible-with-text-passwords (R3)
by assigning different motions to letters and it is also anatomically-compatible (R5). However, gamepads do
not offer magnetic sensors which would have to be added as additional hardware, leading to a violation of
R4 (no-additional-hardware). Therefore, the MagiSign scheme is not suitable for usage with gamepads.

Additional Biometric Layers

Over the last years, biometric authentication is on the rise in particular due to its market penetration in the
mobile sector [191, 192]. However, the presence of biometric sensors (e.g. fingerprint readers) on gamepad-
driven devices is rare. The typical gamepad has no such sensors (cf. section 5.1.2). However, behavioural
biometrics do not need any additional sensors. They identify users based on the characteristics of their
input during normal operation, e.g. the speed and variance in inputs [178]. In particular, behavioural
biometrics based on the user’s specific gesturing patterns [56] and accelerometer based gait data [101] have
been proposed. Figure 5.17 illustrates the usage of parameters such as input speed and pressure as additional
layer to the Android unlock pattern.

Behavioural biometrics could be implemented based on the user’s input characteristics of the controls avail-
able on a gamepad during entry of a text password. Such an implementation would need neither ad-
ditional controls, thereby fulfilling R2 (compatible-with-gamepad-controls), nor high-precision directional
input, thereby fulfilling R6 (no-mouse-equivalent-precision-input), nor additional hardware, thereby fulfill-
ing R4 (no-additional-hardware). Since behavioural biometrics are based on the users input during normal
tasks they also do not require the users to operate more controls at one time than they can handle, thereby
fulfilling R5 (anatomically-compatible). Still, the additional biometric information would have to be veri-

Figure 5.16: Working principle of the MagiSign scheme as depicted in [175] on page 4. The magnet required in the scheme is
symbolised by the pen.

89



5 Requirements and Status Quo of Authentication in the Gamepad Context

Figure 5.17: Users can be identified by the individual way they enter their Android unlock pattern. Illustration from [56], page
992.

fied, thereby not being compatible-with-text-passwords (R3). Therefore, the behavioural biometrics are not
suitable for usage with gamepads.

Portfolio Authentication

DeAngeli et al. [54, 55] first proposed the portfolio authentication approach as a higher security variant
for recognition-based graphical passwords. These schemes have the same basic working principle as usual
recognition-based authentication. The password is a set of images. During authentication, a grid of images
is shown and the user has to select the image(s) which belong to their password (this selection process is
potentially repeated multiple times, depending on the concrete implementation). The difference portfolio
authentication introduces is that only a (random) subset of the images in the password have to be entered
during each authentication attempt (e.g. in [54] the password consist of 8 images and only four have to
be recognised during each authentication attempt). Dunphy et al. [62] investigated the shoulder-surfing
resistance of recognition-based graphical portfolio authentication. Their prototypes were intended for use on
mobile phones (see figure 5.18) and need neither additional controls, thereby fulfilling R2 (compatible-with-
gamepad-controls), nor high-precision directional input, thereby fulfilling R6 (no-mouse-equivalent-precision-
input), nor additional hardware, thereby fulfilling R4 (no-additional-hardware)1. It also requires just one

Figure 5.18: Interface of the graphical portfolio authentication scheme by Dunphy et al. as depicted in [62] on page 7 (“high
entropy” version on the left, “low entropy” version on the right).

90



5.3 Discussion

Figure 5.19: Interface of the partial passwords scheme. Screenshot from https://aliorbank.pl/hades/do/Login (accessed on
2017-01-24).

directional control and is therefore anatomically-compatible (R5). However, as graphical scheme it is not
compatible-with-text-passwords (R3). Yet, the portfolio approach has also been applied to text passwords
(e.g. by banks [140]). Such textual portfolio authentication (also termed “masked passwords” [140] or “partial
passwords” [11]) requires the user to enter only a subset of the characters of their password during each
authentication attempt. Figure 5.19 depicts the interface of a partial password implementation as deployed
on the Internet. In the gamepad context, such a scheme could be combined with an on-screen keyboard. The
resulting scheme would fulfil all the requirements since the interaction is based on an on-screen keyboard,
which leads to the fulfilment of requirements R2−R6 and the portfolio approach leads to fulfilment of R1.
Thus textual portfolio authentication seems to be suitable for usage with gamepads.

5.3 Discussion

This section discusses the results and the methodology of the assessment of the different schemes presented
in this chapter. Thereafter, possible next steps to continue this line of work are outlined.

5.3.1 Results

In its first part, this chapter outlined the specific requirements of authentication in the gamepad context,
which were grouped into three categories: security, technical, and usability. These requirements can guide
and inform the design and development of new authentication schemes in the gamepad context. However,
they only supplement the requirements put forward for authentication in general. Therefore, when designing
new authentication schemes, it is of the essence to consider the full application scenario and the respective
general requirements which might apply in the specific application scenario. Such general requirements
are e.g. described by Bonneau et al. [26] in their framework for comparative evaluation of authentication
schemes or by Mayer et al.’s [139] extension of Bonneau et al.’s framework. Using the terminology of [139],
the requirements described in this chapter should be treated as hard-constraints, i.e. all authentication
schemes in the gamepad context need to fulfil them.

In its second part, this chapter assessed authentication schemes currently deployed in the gamepad con-
text. The de facto standard regarding deployed schemes are on-screen keyboards which are only somewhat
adapted to the gamepad context, but implemented on all major platforms in a similar way. An alternative
implementation geared more towards the usage with gamepads is the Daisy Wheel scheme. However, it is
only available on the Steam platform with a special gamepad (i.e. most Steam users still use a traditional
on-screen keyboard). None of the currently deployed schemes include specific counter-measures to shoulder-
surfing. This is somewhat unsurprising, since the most common implementation is to use the default text
entry method and no specific password entry scheme. Such default text entry schemes are mostly used to
enter non-sensitive information (e.g. search terms in video streaming applications) and therefore give explicit
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feedback to users regarding the currently entered characters. This is unsuitable for the entry of secrets such
as text passwords. Thus, it seems that none of the currently deployed schemes fulfil all six requirements
outlined in this chapter, indicating a need for future designs to fill this gap.

One possibility to fill this gap is the adaptation of shoulder-surfing resistant authentication schemes proposed
in the literature (potentially for different contexts). Therefore, in addition to the currently deployed schemes,
a representative set of shoulder-surfing resistant authentication schemes proposed in the literature was as-
sessed as well covering the five categories: usage of covert channels, obfuscation of the user’s input through
distractors, usage of indirect input, additional biometric layers, and portfolio authentication. It is found that
only four meet all of the requirements identified in the first part and can be feasibly adapted to the gamepad
context: the grid-based scheme [123], PairPasswordChar [166], the cognitive trapdoor game [173], and textual
portfolio authentication [11, 140]. PairPasswordChar is however, a scheme requiring the memorisation and
application of complex rules by the user to determine where to click in the grid of characters. It is therefore
not easily understood, making it a subpar candidate. The cognitive trapdoor game was originally proposed
as PIN replacement and when scaling it up to work with text passwords, users would have to complete 56
rounds of the trapdoor game. This highly repetitive task is likely to incur an unacceptable penalty to the
scheme’s usability and therefore renders it a subpar candidate as well. Textual portfolio authentication is
feasible, but requires either increased lengths for the text passwords or will decrease the offered security
level. The grid-based scheme seems to be the proposal which is most suitable for adaptation to the gamepad
context, since the basic working principle and interface need to be changed only slightly in an adaptation.
However, even for the grid-based scheme it becomes apparent that it does not leverage the true potential of
the inputs available on gamepads. Therefore, novel proposals specifically tailored to the gamepad context are
needed. One such proposal is the Colorwheels scheme which was developed as part of the work underlying
this chapter, but is explicitly not a contribution in this thesis. It is therefore described as post scriptum to
this chapter (section 5.5).

5.3.2 Limitations

The basis for the identified requirements is the current state of the art in terms of gamepad design, sensor
availability, and typical platforms of gamepad-driven devices. If this basis changes, it will become necessary
to update the requirements accordingly. Among the requirements which might easily change are R2 (i.e.
the controls available on a typical gamepad) and respectively also R6 (i.e. anatomical constraints set by
the available controls in conjunction with human anatomy), if new generations of gamepads are brought to
the market and find wide-spread adoption. Likewise, R3 is directly linked to the human ability of handling
high precision input with the controls available on a gamepad and might change depending on the available
controls. To counteract the need to change these requirements over time, a more abstract wording could
have been chosen for the requirements which might then just have referred to the current state of the art.
This in turn, however, might have decreased the usefulness of the requirements for concrete designs, since
their application would have necessitated a research in what the current state of the art is by the designer
of the new authentication scheme. Also, changes to these requirements are expected to manifest only over
longer periods of time, as the steady but slow evolution of gamepads has shown in the past [159]. In
contrast, R1 will remain important as long as authentication takes place in shared spaces, i.e. as long as
people authenticate on gamepad-driven devices while others are present. Due to the social nature of the
activities gamepad-driven devices are used for (i.e. watching movies or playing games), one can argue that
this is unlikely to change. Likewise, R4 depends on the perseverance of text passwords and is therefore also
unlikely to change in the short term [98]. R5 depends on the platforms of gamepad-driven devices, which are
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usually relatively confined. However, more open platforms might still play a role in the future. A prediction
with respect to R5 is therefore difficult.

Regarding the set of shoulder-surfing resistant authentication schemes from the literature, it must be ac-
knowledged that this selection does not represent the result of a systematic literature research. Instead, the
schemes were chosen to reflect representative authentication schemes of each of the five categories described
in the literature: covert channels, obfuscation of input, indirect input, behavioural biometrics, and portfolio
authentication. Therefore, while schemes that fulfil all six requirements could be identified, a systematic
literature review might uncover additional schemes fulfilling all of the requirements.

5.3.3 Next Steps

From the assessment of the schemes, several open questions emerge, outlining the next steps in continuation
of the work presented in this chapter:

• Since none of the currently deployed schemes include specific counter-measures to shoulder-surfing, it
seems important to empirically assess a baseline for the on-screen keyboard as de-facto standard in the
gamepad context. This would allow to more precisely gauge the shoulder-surfing threat in this context
and determine how resistant to opportunistic shoulder-surfing the deployed schemes truly are.

• Empirically assessing alternatives to the on-screen keyboard in terms of both, usability and shoulder-
surfing resistance, would allow to gauge potential trade-offs in shoulder-surfing resistance and usability
as well as inform future development and evaluation of authentication schemes in the gamepad context.

In summary, a comparative empirical evaluation of the usability properties and shoulder-surfing resistance
of the on-screen keyboard and alternative schemes is required. The execution of this empirical evaluation is
presented in the next chapter.

5.4 Conclusion

This chapter outlined the requirements of authentication in the gamepad context. None of the currently
deployed and only four of the assessed proposals from the literature fulfil all six requirements. Overall, more
investigations into the suitability of authentication schemes in the gamepad context – in terms of both,
security and usability – are needed. Only then can a true baseline for the performance of currently deployed
schemes be established. Assessing the suitability of proposals – both, those adapted from non-gamepad
contexts as well as those specifically tailored to the gamepad context – in comparison to this baseline is the
most important next step to continue the work towards truly usable and secure user authentication in the
gamepad context.

93



5 Requirements and Status Quo of Authentication in the Gamepad Context

5.5 Chapter 5 Post Scriptum: Colorwheels

While some of the shoulder-surfing resistant schemes described in section section 5.2 can be adapted for
use in the gamepad context, none of them were specifically developed for this context. As part of the work
underlying this chapter (i.e. [138]) a novel password entry scheme called Colorwheels was developed based
on the results described in this chapter. While Colorwheels explicitly is not a contribution of this thesis, an
understanding of this scheme is required for the next chapter. Therefore, Colorwheels is described in the
remainder of this section as post scriptum to this chapter.

Colorwheels is specifically designed for shoulder-surfing resistant input of text passwords using gamepads.
The general design of the scheme is based on pie menu structures [42], similar to the Daisy Wheel scheme
described in section 5.2. Its interface consists of two pie menu “flowers” with eight petals each. These
overall 16 petals contain all possible characters (i.e. uppercase and lowercase letters, numbers, and special
characters) for the password entry. This design is depicted in figure 5.20. Colorwheels is designed specifically
for text entry with a gamepad, thus meeting requirements R4 and R5. Due to the two flowers, Colorwheels’s
operation necessitates the availability of two analogue sticks on the gamepad. Each stick is used to select
petals in one of the flowers: the left stick to select petals in the left flower and the right stick to select petals
in the right flower. Each petal holds either 6 or 5 characters, allowing the placement of all 94 printable
ASCII-characters on the petals of the two flowers.

The entry of each password character is performed with the following four-step procedure (see figure 5.21):
(1) The characters appear randomly distributed on the petals of the two flowers and the user locates the
petal with the desired character. (2) Once the user locates the petal with the desired character, they press
the ×-button to confirm that they have found it. Upon pressing the button, all the characters vanish from
the petals. (3) Then the user selects the petal. Each flower corresponds input-wise to one of the two
analogue sticks. To select a petal in the left or right flower, the left or right analogue stick have to be used
respectively. Since there are only eight different positions for each analogue stick, the scheme meets R3. The
current input is reflected by a light change in colour of the selected petal (visible in figure 5.21 in step 3
where the upper petal on the right flower is selected). (4) The user confirms the selection of the petal using
any of the shoulder buttons. Upon pressing the button to confirm the selection, a new random distribution
of characters appears on the petals and the procedure begins anew for the next character.

Colorwheels belongs to the category of authentication schemes obfuscating the users’ inputs (see sec-
tion 2.3.1). To obtain the password, a shoulder-surfing attacker would have to memorise the random distri-
bution of all characters in the time the user locates the petal with the character they want to enter. The
basic assumption underlying the shoulder-surfing resistance is that this task is cognitively demanding enough

(left petal)  (right petal)
Selection in all directions

Confirm
Selection

Confirm SelectionConfirm Selection End Input

Figure 5.20: The interface of Colorwheels and the button layout to operate it.
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Step 3
User selects the petal located in step 1 using the 

analogue sticks (here: top in right flower). A 
change to a subtly lighter color gives feedback.

Step 1
Characters appear in a random distribution on the 
petals. User locates petal on which the character 

they want to enter is.

Step 2
User confirms that they have found the petal and 
upon pressing the ⨉-button all characters vanish 

from the petals.

Step 4
Upon confirming the selection of the petal a new 
random distribution of characters appears on the 

petals.

Figure 5.21: The password entry procedure of Colorwheels.

to protect against opportunistic shoulder surfing, i.e. meeting requirement R1. However, this opportunistic
shoulder-surfing property must still be validated in an empirical evaluation.

At any time during the procedure, the scheme requires less than two concurrent controls on the front and
less than the number of overall available buttons, meeting requirements R2 and R6. Using the �-button,
the last entered character can be deleted, allowing for easy recovery from errors.
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6 Empirical Evaluation of Three Authentication
Schemes in the Gamepad Context

From the last chapter, i.e. the assessment of the schemes currently deployed in the gamepad context (sec-
tion 5.2.1) as well as the proposals in the literature for non-gamepad contexts (section 5.2.2), it became
apparent that an empirical evaluation to determine a baseline in terms of usability as well as shoulder-
surfing resistance is needed to gauge the real-world resistance to opportunistic shoulder-surfing of schemes
already deployed in the gamepad context. Of most interest is the incumbent scheme, i.e. the on-screen
keyboard. An empirical evaluation also allows to compare this baseline of the incumbent scheme to alterna-
tives from the literature as well as schemes tailored-specifically to the gamepad context. Such a comparative
empirical evaluation will indicate where trade-offs among the evaluated schemes exist, which possible alter-
natives to the incumbent scheme are better suited to be used in the gamepad context, and which design
directions might be worth to follow.

Therefore, this chapter presents a comparative evaluation of three schemes discussed in the previous chapter:
(a) the on-screen keyboard (section 5.2.1) as incumbent and de facto standard in the gamepad context in
order to determine a baseline, (b) the grid-based scheme (section 5.2.2) as proposal from the literature,
which was found in the discussion of the results in the last chapter (section 5.3.1) to be the scheme from the
literature most suitable for an empirical evaluation, and (c) the Colorwheels scheme (section 5.5) as proposal
designed specifically for password entry with gamepads. To that end, two user studies – one online study
and one lab study – were conducted to comparatively evaluate the three schemes’ resistance to opportunistic
shoulder-surfing and their usability as determined by the metrics effectiveness, efficiency, and satisfaction
of ISO 9241-11:2018-03 [108]. Conducting both, an online study and a lab study, allows harnessing the
advantages of both study settings. Both studies are based on the same methodology (section 6.1). The
procedures of the online study (section 6.2) and the lab study (section 6.3) differ slightly: while both studies
empirically evaluate the opportunistic shoulder-surfing resistance, only the lab study evaluates the usability
metrics. To assess the shoulder-surfing resistance, participants were asked to recover a password by observing
video recordings of its entry. To assess the usability, participants used the three schemes themselves and
their performance with respect to the metrics efficiency, effectiveness and satisfaction were measured.

From the discussion (section 6.4) it becomes apparent that the results of the two studies confirm how little
protection even against opportunistic shoulder-surfing the commonly used on-screen keyboard provides: It
is significantly more susceptible to shoulder-surfing than the other two schemes in both studies. Both other
schemes fare better, but the Colorwheels scheme seems to exhibit a more robust shoulder-surfing resistance.
Usability-wise, the on-screen keyboard fares best. It performs significantly better in terms of efficiency
and satisfaction than the other two schemes as well as significantly better in terms of effectiveness than
Colorwheels. Colorwheels scores significantly better in terms of efficiency and satisfaction than the grid-
based scheme and is rated highest by the participants in terms of intention to use the scheme in the future.
This indicates that there currently exists a clear trade-off between usability and shoulder-surfing resistance,
but that users are willing make this trade-off in the context of text password entry on gamepads in order to
better protect themselves from shoulder-surfing. Section 6.5 concludes this chapter.
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Contributions described in this chapter:

• A baseline in terms of usability and shoulder-surfing resistance is established for the on-screen
keyboard (as incumbent and de-facto standard in the gamepad context) by conducting two user
studies – an online study and a lab study – using similar methodologies.

• The viability of alternatives to the on-screen keyboard is assessed, by evaluating two additional
schemes in the same study settings:

1. The grid-based scheme, which is a shoulder-surfing resistant authentication scheme proposed
in the literature and identified as most viable candidate adaptable to the gamepad context.

2. The novel Colowheels scheme (section 5.5) which was specifically designed for the gamepad
context.

Parts of the results described in this chapter have been published in:

• P. Mayer, N. Gerber, B. Reinheimer, P. Rack, K. Braun, and M. Volkamer, “I (don’t) see what
you typed there! Shoulder-surfing resistant password entry on gamepads”, Conference on Human
Factors in Computing Systems (CHI), 2019.
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On-Screen Keyboard

Grid-based Scheme Colorwheels

H1b H1a

H1c

Figure 6.1: Overview of the hypotheses regarding the shoulder-surfing resistance of the three authentication schemes evaluated
in the gamepad context. The • indicates for each hypothesis which authentication scheme is expected to perform
better (i.e. is more shoulder-surfing resistant).

6.1 Methodology of the User Studies

This section describes the hypotheses investigated in the two user studies, the design decisions regarding the
study methodologies, and the implementations of the three schemes.

6.1.1 Hypotheses

Since the on-screen keyboard (as the baseline condition) does not employ any measures to counter shoulder-
surfing attacks, it is expected that it is the least resistant scheme in this aspect. The respective hypotheses
are:

H1a: The Colorwheels scheme is more resistant to opportunistic shoulder-surfing attacks than
the on-screen keyboard.

H1b: The grid-based scheme is more resistant to opportunistic shoulder-surfing attacks than the
on-screen keyboard.

While the grid-based scheme is geared towards being shoulder-surfing resistant, the full entry is gradually
revealed during password entry and old input is visible until the complete password is entered. Therefore,
a simple shoulder-surfing strategy is to memorise the characters in one column each time and then check
during the next observation which one of the five characters appears again. In contrast, Colorwheels shows
the randomly distributed characters only before the individual character selection is performed (cf. sec-
tion 5.5). Therefore, the attacker would have to memorise the complete (randomised) character layout (i.e.
the positions of all 94 characters) for each character in the password, when employing a similar strategy.
Therefore, Colorwheels is expected to be more resistant:

H1c: The Colorwheels scheme is more resistant to opportunistic shoulder-surfing attacks than
the grid-based scheme.

Figure 6.1 gives an overview of these three hypotheses.
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6.1.2 Design Decisions for the Methodology

Most studies regarding shoulder-surfing resistance are conducted as lab studies (e.g. [19, 36, 57, 59, 75, 121,
122, 175, 218, 229]). In contrast, only very few user studies have been conducted online [12, 219]. Yet, both
types of studies have their advantages and disadvantages.

A lab study allows participants to use the schemes under test themselves to get familiar with the potentially
unknown scheme. Thereby, a lab study also allows assessing the usability of the schemes. In contrast,
an online study has to rely on explanatory videos and texts for the familiarisation with the schemes and
assessing the usability is not possible. Also, users might be more motivated in a lab study since they are
observed. Online studies, on the other hand, are unobserved and therefore controlling confounding variables
might not be possible. Attention check questions can help mitigate this problem by asking whether the
participant cheated [111], but such attention checks always rely on self-reported data and must therefore be
complemented by other metrics. Yet, participants can engage the online study whenever they have time,
without the need of supervision by an experimenter, facilitating the collection of large samples. Furthermore,
while lab studies necessarily rely on local recruiting, online studies can reach a much wider population.

Due to these different advantages and disadvantages of online studies and lab studies, it was decided to
conduct both: an online study and a lab study. Additionally, this allows the collection of more data to assess
the shoulder-surfing resistance and allows the comparison of the two studies’ methodologies with respect to
the advantages and disadvantages outlined before.

The design of the two studies is based on the methodology of Aviv et al. [12], who conducted a blend of an
online study and a lab study to gain a baseline for the shoulder-surfing resistance of smartphone PINs and
the Android pattern lock. In the following, a brief overview of their methodology and the adaptations needed
for its application in the gamepad context are given. The detailed procedures are described in section 6.2
for the online study and section 6.3 for the lab study.

The assessment of the shoulder-surfing resistance by Aviv et al. [12] is based on 10 attack trials using “video
recordings of a single expert user being attacked by participants”. This design decision is carried over into the
gamepad context, since it minimises the introduction of unwanted variance in the collected data (as opposed
to using recordings of different users with potentially different familiarity of the schemes). Following the
methodology in [12], the videos for the grid-based and on-screen keyboard schemes were varied regarding the
entry speed of the password and the interaction, i.e. different paths taken on the on-screen keyboard from
one character to the next and different scrolling directions for the columns in the grid-based scheme. For
Colorwheels only the speed was varied, since the interaction cannot be changed. Due to the mobile scenario,
Aviv et al. [12] also varied the size of the device and the viewing angle in the videos and treated both as
within-factors. However, it can be argued that this is not relevant in the gamepad scenario, since it can
be assumed that the observer has a clear and unobstructed view of the full GUI on the screen where the
text entry takes place (e.g. from the couch in front of the television, when the goal is to watch a movie or
play a game together). Also, observing the gamepad in addition to the screen does not give an advantage,
since all input is directly reflected in the authentication schemes’ GUIs. In the grid-based scheme, the GUI
shows which column is selected and the letters are shifted in the direction pressed on the analogue stick.
Only which letters are visible on the screen at the end is important to an observing attacker, the input at
the gamepad is not. For Colorwheels, the GUI highlights the petal which is selected using the analogue
sticks, also directly reflecting the input. Consequently, the videos showed only the authentication schemes
as displayed on the screen.
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Each of the ten videos shows the entry of the same randomly generated password. This password was chosen
to not introduce bias into the study. It requires usage of the different character sets in the on-screen keyboard,
since otherwise the shoulder-surfing task might be rendered unnecessarily easy for this scheme and thereby
favour the other two schemes in the study. Also, using a dictionary word might have put the grid-based scheme
in a disadvantage and favoured the other two schemes. Therefore, the password in the videos was chosen
at random to include uppercase letters, lowercase letters, numbers and symbols. The random password
entered in all the videos for the on-screen keyboard and the grid-based scheme is W8@b=L. The length of six
characters was chosen according to the NIST recommendation for random memorised secrets [85]. To align
the guessing probability of Colorwheels with that of the grid-based scheme, the length of the password had
to be increased by one character to W8@b=Lx.

Participants saw each video only once and had to guess once after each video in both studies presented in this
chapter. This design decision was made to be more consistent with the opportunistic nature of observations
in the gamepad scenario, i.e. one video represents one opportunistic observation at another users home.

Analogously to Aviv et al. [12], the different schemes were treated as between-subjects factor and participants
were not allowed to take notes. For our lab study, participants were recruited locally using flyers on campus,
online gaming forums, and word of mouth. Potential participants of the lab study had to fill out a short
sign-up questionnaire in which they stated their experience with game consoles.

6.1.3 Apparatus

All three schemes were re-implemented for this empirical evaluation using the Unity game engine1 for usage
with a Dualshock 4 gamepad. All three implementations share a common basis consisting of a menu structure
to start the scheme and a backend which recorded the performance metrics for our usability evaluation, i.e.
the time needed to authenticate (efficiency) and whether the authentication was successful (effectiveness).
During development, all three schemes were tested in informal pre-test sessions with people recruited on
campus. The user interaction of Colorwheels is already described in detail in section 5.5. In the following
the user interaction of the other two schemes is described.

On-Screen Keyboard. The on-screen keyboard for our study was designed to resemble the layout and func-
tionality commonly found on gamepad-driven devices. All keys are aligned in a grid showing numbers in the
top row and lowercase letters and some commonly used symbols in the remaining rows. Figure 6.2 shows
the displayed (default) keyboard and the gamepad button layout used to operate the keyboard. Additional

Move up/down & 
left/right

Move 
up/down

Move 
left/right

Confirm
Selection

End Input

Delete
Selection

Switch to upper 
case

Switch to special characters

Figure 6.2: Our on-screen keyboard implementation. The currently selected character is highlighted in blue.

1https://unity3d.com/unity
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Move up/down 
& left/right

Move 
up/down

Move 
left/right

End Input Move up (R1)
/down (R2)

Move up (L1)
/down (L2)

Figure 6.3: Our implementation of the grid-based scheme with the original German interface as used in the study. The currently
selected column is highlighted in turquoise. Each column corresponds to one character in the password (i.e. first
column to first character, etc.). The characters in the light-grey cells are considered as input for the respective
character of the password.

character sets (uppercase letters, symbols) can be accessed by pressing the shoulder-buttons of the gamepad.
The desired character can be chosen by moving the selection (highlighted in blue) using either the directional
control pad or the analogue sticks. Using the ×-button, the currently selected character is entered for the
password. Pressing the �-button deletes the last entered character, so users can correct errors.

Grid-Based Scheme. The interface of this scheme was designed to resemble the original depictions in [123]
as much as possible, while retaining a homogeneous look with the the on-screen keyboard and Colorwheels.
The interface comprises a grid of 6 by 5 grey cells, as depicted in figure 6.3. Only the analogue sticks (or
alternatively the directional control pad) are needed to operate the scheme. Pushing any stick to the left
or right lets the user select the column. Pushing up or down scrolls the characters in that column. The
password character has to be scrolled into any of the grey cells. The scroll buttons in the original interface
(which were used for the mouse input) were not needed anymore and therefore removed.

From the results of the pre-tests, two changes were introduced into the user interaction for the grid-based
scheme used in the study. Firstly, the grid was expanded to 6 by 7 cells with the two rows of black cells
(one above and one below the grey cells as depicted in figure 6.3), since users felt that this change would
help them to get an idea which characters are scrolled into view next. Secondly, the functionality to scroll
the characters in the selected column up with the L1/R1-buttons and to scroll the characters in the column
down with the L2/R2-buttons was added.

6.2 Online study

This section describes the procedure, the participant sample and the results of the online user study. The
study methodology conforms to all requirements of the university’s ethics commission.

6.2.1 Procedure

In the following the procedure of the online user study is described. It consists of five phases.

Introduction and Informed Consent. The participants first received a short briefing outlining the study
scenario (shoulder-surfing in the gamepad context), the remainder of the study (including the shoulder-surfing
task), and explanations in case they want to withdraw from the study. Further, participants were asked to
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not complete the study on a mobile device and to provide their consent for participation and processing
of their data. Then, they were asked whether their eye sight was normal (with or without corrections).
Participants who reported to have a bad eye sight (that was not corrected to normal) were told that they
could unfortunately not participate in our study.

Familiarisation with the Scheme. Participants were randomly assigned to one of the three schemes and
shown an explanatory text and illustrations describing the assigned scheme and how to operate it. They
were also asked to watch a video similar to those used later in the study for the shoulder-surfing trials, but
with a different password (they were told which password was entered in the video and could watch it as
often as they liked).

Shoulder-surfing the Scheme. Participants had to play the role of an attacker performing an opportunistic
shoulder-surfing attack. To that end, they watched the videos2 as outlined in section 6.1. Participants were
told that they are not allowed to pause or rewind the video, take pictures or videos of the online study and
its contents, or use pen and paper to take notes. In order to prevent participants from pausing, rewinding,
or replaying the video, the control elements of the video player were hidden. Additionally, the button for
proceeding to the next page of the questionnaire was hidden until the video playback was finished. Videos
could be started by the participant by clicking anywhere on it and were automatically played in full-screen
mode. Upon completion of the playback, the HTML-node containing the video was deleted from the DOM
of the survey page to prevent repeated playback. Participants watched the videos for the scheme they were
assigned to one after the other until they either had successfully recovered the password from the input
shown in the videos, or had watched all ten videos without successfully recovering the password. In between
the videos, they could either enter a guess for the password in a free text field or indicate that they have
no idea about the password at all. In case the participants successfully recovered the password they were
complimented on their performance. In case they failed to recover the password they were told that they
should not bother as the goal of the study was to evaluate the respective scheme’s resistance against shoulder-
surfing. Participants who were assigned Colorwheels or the grid-based scheme were further told that this
scheme was specifically developed to be resistant against shoulder-surfing attacks.

Attention Checks. After the completion of the shoulder-surfing task, participants were asked (a) whether
they had used any aids – such as pen and paper – to help them guess the password, (b) whether they
had found and applied a possibility to pause or rewind the video, and (c) whether they had completed the
study on a mobile device. These questions served both as attention check and to check whether participants
had followed the instructions. If the answer to any of those questions indicated that a participant had not
followed the instructions, they were excluded from the analysis.

Demographics and Debriefing. Finally, participants were asked to provide demographic information. On
the last page, participants were thanked for their participation and were given the code they needed to
receive their compensation as well as contact details in case any questions would arise.

2The videos used in the study are available along the other study materials for download as supplemental material to the
paper underlying this chapter at https://dl.acm.org/citation.cfm?id=3300779.
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Table 6.1: Overview of the demographics of the online study participants.

Authentication scheme Gender Age
Female Male < 20 20–30 31–40 41–50 51–50 > 60

On-screen keyboard 8 11 0 6 5 5 2 1
Grid-based scheme 6 13 0 4 8 4 3 0
Colorwheels scheme 14 12 1 9 7 6 3 0

Total 28 36 1 19 20 15 8 1

Table 6.2: Overview of the shoulder-surfing resistance results in the online study.

Authentication scheme Number of observations needed to obtain password Failed to obtain
password1 2 3 4 5 6 7 8 9 10

On-screen keyboard 4 1 1 2 1 3 7
Grid-based scheme 1 1 17
Colorwheels scheme 26

6.2.2 Participants

Participants were recruited using the German panel “Clickworker”. Participants required on average 13
minutes and received a compensation of 3€. 93 participants completed our study. 10 had to be excluded from
the analysis because they failed attention checks. In addition, 10 participants who stayed less than 14 seconds
on the page introducing the scheme were excluded, since this is insufficient to familiarise themselves with the
scheme3. Four participants had to be excluded because the completion times for the video pages were shorter
than the length of the video and five participants had to be excluded due to technical problems. The final
sample therefore includes 64 participants (see table 6.1 for an overview of the participants’ demographics).

6.2.3 Results

To investigate H1a−c, three Wilcoxon rank-sum tests were run to account for the ordinal scale level of the
data (i.e. number of observations needed to obtain the password, whereas participants who failed to obtain
the password after having watched all ten videos were coded with “11”), using a Bonferroni-Holm-adjusted
alpha-level to correct for multiple testing. Table 6.2 lists the values for all three authentication schemes. The
analysis shows that, in accordance to our assumptions, the on-screen keyboard is least resistant to shoulder-
surfing attacks. Participants need less observations to obtain the password in comparison to Colorwheels
(Z = −4.61, p < .001, r = .687). Therefore, H1a is supported. Likewise, more observations are needed
to obtain the password entered with the grid-based scheme than with the on-screen keyboard (Z = −3.50,
p = .002, r = .567), thereby supporting H1b. The analysis did not reveal significant differences between the
number of observations needed to obtain the password entered with the Colorwheels scheme and with the
grid-based scheme (Z = −1.67, p = .094). Consequentially, H1c is not supported.

314 seconds was the shortest time spent on the introductory page by a participant who successfully guessed the password.
In order to not favour any one scheme this same threshold for exclusion was applied to all schemes in the study.
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6.3 Lab study

This section describes the procedure, the participant sample and the results of the lab user study. The study
methodology conforms to all requirements of the university’s ethics commission.

6.3.1 Procedure

In the following, the procedure of the lab user study is described. It consists of five phases.

Introduction and Informed Consent. The participants first received a short briefing outlining the study
scenario, the remainder of the study, and explanations in case they want to withdraw from the study. Then
they were asked to provide their consent for participation and processing of their data.

Familiarisation with the Scheme. Participants were randomly assigned to one of the three schemes and
received an explanatory text and illustrations of the assigned scheme and its operation. To familiarise
themselves with the assigned scheme they used it three times to enter a random password supplied to them
on-screen. A new random password had to be entered during this familiarisation phase for each of the three
runs. The password was displayed on-screen to decrease impact of the transcription.

Usability Assessment. All participants had to enter three different randomly generated passwords which
were individually randomly generated, analogously to the familiarisation phase. However, during the three
assessment runs in this phase, the ISO 9241-11:2018-03 [108] metrics effectiveness, efficiency, and satisfaction
were recorded. Effectiveness was measured using the portion of successful password entries among the three
(participants had only one attempt for each password). Efficiency was measured using the mean of the
average time needed to enter the password across the three password entries. As in the familiarisation
phase, the password was displayed on-screen. Satisfaction was measured using two metrics: (a) the SUS
questionnaire and (b) the participants’ usage intention of their assigned scheme, measured on a 5-point
Likert scale as agreement to the statement “I would like to use this authentication scheme instead of the
one I currently use in the future.” (Likert scale labelled as “Disgree”, “Disagree somewhat”, “Undecided”,
“Agree somewhat”, “Agree”, and additional “Does not apply” option). The usability assessment (as well
as the subsequent shoulder-surfing task) were performed on a 13" laptop screen instead of a television-sized
screen, in order to remain comparable to the online study setting.

Shoulder-surfing the Scheme. The participant had to play the role of an opportunistic shoulder-surfing
attacker. To that end, all participants watched the videos as outlined in section 6.1. They watched the
videos for the scheme they had used during the usability assessment, one after the other until they either
had successfully recovered the password from the input shown in the video, they had watched all ten videos
without successfully recovering the password, or they asked to stop the experiment since they felt they would
never be able to recover the password. In between the videos they noted their guess for the password on a
paper provided to them. In case the participants successfully recovered the password they were complimented
on their performance. In case they failed to recover the password they were told that they should not bother as
the aim of the study was to evaluate the respective scheme’s resistance against shoulder-surfing. Participants
who were assigned Colorwheels or the grid-based scheme were further told that this scheme was specifically
developed to be resistant against shoulder-surfing attacks.
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Table 6.3: Overview of the demographics of the lab study participants.

Authentication scheme Gender Age
Female Male < 20 20–30 31–40 41–50 51–50 > 60

On-screen keyboard 14 15 3 16 3 5 1 1
Grid-based scheme 12 17 6 17 6 0 0 0
Colorwheels scheme 11 18 7 13 8 0 1 0

Total 37 50 16 46 17 5 2 1

Table 6.4: The participants’ were distributed between the study groups to achieve homogeneous distribution of experience with
game consoles.

Authentication scheme Experience with game consoles
low medium high

On-screen keyboard 10 10 9
Grid-based scheme 10 9 10
Colorwheels scheme 10 10 9

Total 30 29 28

Demographics and Debriefing. In this last phase, participants were asked to fill out a questionnaire pro-
viding information about their demographics. Then, they received a short debriefing, were thanked for their
participation and received their compensation.

6.3.2 Participants

A total of 87 individuals (37 female, 50 male) participated in the lab user study (see table 6.3 and 6.4
for participants’ demographics). To achieve a diverse mix of participants having varying degrees of prior
experience with gamepads and game consoles, all potential participants had to fill out a short online signup-
questionnaire asking them about their experience with game consoles and gamepads (low, medium, or high)
and their email address (to contact them in case they were selected for the study). Links to this signup-
questionnaire were distributed on campus using flyers and mailinglists. Additionally, postings were made
in several Facebook groups and online forums relating to console gaming to recruit participants outside the
university. Participants received a compensation of 5€.

6.3.3 Shoulder-Surfing Resistance Results

Since the participants in the lab study had the opportunity to stop before having watched all ten videos (the
reasons and implications of this aspect are further discussed in section 6.4.1), it is not possible to analyse how
many observations participants needed to obtain the password. They might have been able to successfully
guess the password if they had continued. Therefore it is analysed instead how many participants succeeded
in obtaining the password, independently of how many videos they watched. Therefore, the shoulder-surfing
resistance in the lab study is rather a measure of the perceived difficulty of shoulder-surfing attacks. This
aspect is further discussed in section 6.4.

To account for the nominal scale level of the data, Fisher‘s exact test was used to investigate H1a−c, using
a Bonferroni-Holm-adjusted alpha-level to account for multiple testing. Similar to the results from the
online study, the analysis showed that the on-screen keyboard provides little protection against shoulder-
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Table 6.5: Overview of success rates for the shoulder-surfing attacks in the lab study and of of the online study (for easier
comparison of portions of participants who guessed the password correctly).

Authentication scheme Lab Study Online Study

On-screen keyboard 93.1% (27/29) 63.2% (12/19)
Grid-based scheme 37.9% (11/29) 10.5% (2/19)
Colorwheels scheme 0.0% (0/29) 0.0% (0/26)

surfing, with 27 out of 29 participants successfully obtaining the password entered with this scheme, which
is significantly more than the successfully obtained passwords for both, the Colorwheels scheme (0 out of 29,
FET: p < .001) and the grid-based scheme (11 out of 29, FET: p < .001). H1a and H1b are thus supported
by our results. Finally, a third Fisher’s exact test revealed that significantly more participants succeeded
in obtaining the password entered with the grid-based scheme than with the Colorwheels scheme (FET:
p < .001), providing support for H1c. Table 6.5 summarises the shoulder-surfing resistance results of both
studies.

6.3.4 Usability Results

The usability of the three schemes was assessed in terms of effectiveness (i.e. portion of successful authen-
tication attempts), efficiency (i.e. time needed to enter each of the three passwords), and the participants’
satisfaction (i.e. SUS scores).

Effectiveness. Figure 6.4 shows an overview of the successful authentication attempts. The on-screen key-
board scores best in terms of effectiveness: out of the three password entry attempts each participant had,
82.1% of participants had three successful attempts, 17.9% had two successful attempts, and no participant
had 1 or less successful attempts. The grid-based scheme fares slightly worse: 67.9% had three successful
attempts, 28.6% had 2 successful attempts, and 3.5% had one successful attempt. Colorwheels fares worst:
48.3% had three successful attempts, 34.5% had two successful attempts, and 17.2% had one successful
attempt. Non-parametric tests were used for the analysis since a Kolmogorov-Smirnov test indicated non-
normally distributed scores for all three schemes (p < .001). A Kruskall-Wallis test revealed significant
differences in effectiveness between the three schemes (χ2(2) = 7.54, p = .023, η2 = .066). Pairwise com-
parisons using Wilcoxon rank-sum tests with a Bonferroni-Holm-adjusted alpha-level revealed a significantly
higher rate of successful password entries for the on-screen keyboard compared to the Colorwheels scheme
(Z = −2.67, p = .008, r = .35). There were no significant differences between the Colorwheels scheme and the
grid-based scheme (Z = −1.59, p = .113) or the grid-based scheme and the on-screen keyboard (Z = −1.22,
p = .222). A closer look at the errors participants made during the three authentication attempts reveals
that the similarity of characters is a major problem of the grid-based scheme: 9 out of 11 failed attempts

Figure 6.4: Effectiveness measured as the number of successful authentication attempts performed during the usability assess-
ment phase of the lab study.
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Figure 6.5: Boxplots of the efficiency data, measured as the mean of the overall time needed to enter the password across the
three password entries.

to authenticate using the grid-based scheme can be attributed to participants confusing the target character
with a similar character, whereas only 3 out of 6 failed authentication attempts arise from this problem for
the on-screen keyboard and 9 out of 20 for the Colorwheels scheme. Other errors include participants mixing
up uppercase and lowercase letters (1 for the Colorwheels scheme and on-screen keyboard each, 2 for the
grid-based scheme), and forgetting to enter a character or entering an extra character (2 for the on-screen
keyboard).

Efficiency. Figure 6.5 shows an overview of the times needed to enter the password. Outliers deviating
more than 1.5-times the interquartile range from the mean were excluded from the analysis, resulting in
an exclusion of four data points (two falling below the threshold for the on-screen keyboard, and one each
falling below and exceeding the threshold for the Colorwheels scheme). It becomes clear that analogously
to the effectiveness results, the on-screen keyboard fares best with 24.6 seconds as mean time needed for
one password entry attempt. However, in contrast to the effectiveness results, the ranks of the other two
schemes are reversed: Colorwheels takes less time for one password entry attempt than the grid-based scheme
(61.3 seconds and 87.5 seconds respectively for mean times needed for one password entry attempt). All
assumptions for conducting an ANOVA were met. Therefore, an ANOVA was run with the used scheme as
the independent variable and the mean of the overall time needed to enter the password across the three
password entries as the dependent variable. The analysis revealed significant differences in the mean time
needed to enter the password (F (2, 80) = 93.78, p < .001, partial η2 = 0.701). Pairwise comparisons with
a Bonferroni-Holm-adjusted alpha-level showed that participants need significantly less time to enter the
password using the on-screen keyboard compared to the Colorwheels scheme (t(52) = −16.81, p < .001,
r = .92) and the grid-based scheme (t(32.39) = −12.10, p < .001, r = .91). However, authenticating
themselves also took participants significantly less time using the Colorwheels scheme compared to the grid-
based scheme (t(34.36) = −4.88, p < .001, r = .62).

Satisfaction. Figure 6.6 shows an overview of the SUS scores. Again, outliers deviating more than 1.5-times
the interquartile range from the mean were excluded from the analysis, resulting in the exclusion of four
data points (three falling below the threshold for the on-screen keyboard and one falling below the threshold
for the Colorwheels scheme). The satisfaction results show the same ordering of the schemes as the efficiency
results: the on-screen keyboard fares best with a mean SUS score of 88.0, then follows Colorwheels with a
mean SUS score of 73.5, and last is the grid-based scheme with a mean SUS score of 64.0. All assumptions
for conducting an ANOVA were met. Therefore, an ANOVA was run with the authentication scheme used to
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Figure 6.6: Boxplots of the satisfaction data measured with the SUS questionnaire.

enter the password as the independent variable and the SUS scores as the dependent variable. The analysis
revealed significant differences in the SUS scores (F (2, 80) = 33.40, p < .001, partial η2 = 0.455). Pairwise
comparisons with a Bonferroni-Holm-adjusted alpha-level showed that the SUS scores were significantly
higher for the on-screen keyboard compared to the Colorwheels scheme (t(40.01) = 5.71, p < .001, r = .67)
and the grid-based scheme (t(39.30) = 8.85, p < .001, r = .82). However, the SUS scores also indicate that
participants were significantly more satisfied with the Colorwheels scheme than with the grid-based scheme
(t(55) = 2.92, p < .005, r = .37).

Figure 6.7 shows an overview of the participants’ intention to use their assigned schemes in the future.
Outliers deviating more than 1.5-times the interquartile range from the mean were excluded from the analysis,
resulting in the exclusion of two data points (both falling below the threshold for the Colorwheels scheme).
The “Does not apply” responses were excluded from the analysis. It becomes clear that Colorwheels fares
best with respect to this metric (mean Likert score of 4.5, where higher values represent stronger usage
intention), followed by the grid-based scheme and the on-screen keyboard (mean Likert scores of 3.0 and 2.8
respectively). However, it is important to note that only five of the participants assigned to the on-screen
keyboard did not choose the “Does not apply” option and therefore data with respect to this scheme is
scarce. Thus, due to the low number of responses with respect to the on-screen keyboard and the ordinal
nature of the data, Fisher’s Exact Test with Bonferroni-Holm-adjusted alpha-levels was used for the analysis.
An overall Fisher’s test found a significant difference in usage intention between the three schemes (FET:
p < .001). Follow-up tests indicated the presence of significant differences between Colorwheels and the
on-screen keyboard (FET: p < .019) as well as Colorwheels and the grid-based scheme (FET: p < .001). In

Figure 6.7: Boxplots of the usage intention data measured as 5-point Likert values (higher values represent stronger usage
intention).
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On-Screen Keyboard

Grid-based Scheme Colorwheels

H1b (supported) H1a (supported)

H1c (not supported)

On-Screen Keyboard

Grid-based Scheme Colorwheels

H1b (supported) H1a (supported)

H1c (supported)

Lab StudyOnline Study

Figure 6.8: Overview of the results of the hypothesis tests of the two studies presented in this chapter. Note that the results
of the lab study rather represent the perceived shoulder-surfing resistance with respect to Colorwheels. The •
indicates for each hypothesis which authentication scheme is expected to perform better (i.e. is more shoulder-
surfing resistant). Note the difference in the statistical tests used for the analysis, as explained in section 6.2.3 and
section 6.3.3.

contrast, the follow-up tests did not indicate a significance difference between the on-screen keyboard and
the gird-based scheme (FET: p = .062).

6.4 Discussion

In this section, first the two studies’ results and then their limitations are discussed.

6.4.1 Results

Figure 6.8 summarises the results of the two studies with respect to H1a−c. Unsurprisingly, the on-screen
keyboard does not fare well in terms of shoulder-surfing resistance. Hypotheses H1a and H1b are supported
in both studies, indicating that the grid-based scheme and our own proposal Colorwheels are more shoulder-
surfing resistant than the on-screen keyboard. The results regardingH1c, i.e. the differences between the grid-
based scheme and Colorwheels, are more ambiguous. While the online study does not indicate a difference,
the lab study does. This discrepancy might be due to differences in the study setting. On the one hand, due
to the substantial number of participants who had to be excluded from the online study, the sample sizes also
vary considerably between the two studies (64 in the online study, 87 in the lab study). On the other hand,
the attackers in the lab study were potentially stronger: they (a) had expertise with gamepads (cf. table 6.4),
(b) used the schemes before the actual “attack” and (c) saw their previous guesses when writing down the
next one (since all guesses were written down on the same sheet of paper). In contrast, the participants of the
online study could familiarise themselves only with the explanatory video and the description of the schemes
and did not see their previous guesses. Therefore, the participants in the lab study might have had a better
understanding of the schemes. They actually used them, which might have facilitated the development of a
shoulder-surfing strategy. Overall these results seem to suggest that Colorwheels’s shoulder-surfing resistance
is more robust, even in the face of stronger attackers or is at least more effective in conveying the perception
of a stronger resistance to opportunistic shoulder-surfing attacks. At the same time, these differences indicate
that future work should investigate the influence of each of the three differences (usage of scheme before
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shoulder-surfing task, ability to review earlier guesses, and stopping to guess before having watched all ten
videos) on the results in isolation.

Usability-wise, the on-screen keyboard fares overall best: it exhibits the highest success rates, the fastest
password entry times, and the highest SUS scores. This is unsurprising, since the scheme is deployed in
the wild and therefore participants are likely to know it and those having experience with gamepads and
game consoles are likely to have used on-screen keyboards before. On the other hand, Colorwheels and
the grid-based scheme were unknown to the participants. Regarding the differences between these two
schemes, Colorwheels fares better. Efficiency-wise, the combination of visual search and interaction required
to enter each character in the grid-based scheme seems to take longer than the alternating visual search
and interaction tasks in Colorwheels. Shiffrin and Schneider [190] showed that people can learn to search in
parallel for a particular set of targets, indicating that entry times with Colorwheels might decrease over time.
Additionally, passwords are usually not entered very frequently in the gamepad context, rendering efficiency
overall less important. Thus, the trade-off in terms of efficiency might not impact the user experience to a
strong degree. Still, improving this aspect should be a goal of future work. Effectiveness-wise there does not
seem to be a significant difference between the grid-based scheme and Colorwheels. Both schemes can be
improved: despite the font in the schemes being explicitly chosen to be monospaced, with serfis, and so that
usually similar looking characters could be distinguished (e.g. the letter “O” and the number “0”), it lead to
a number of mistakes, where similar characters were confused with one another. Regarding user satisfaction,
Colorwheels and the grid-based scheme performed worse in terms of SUS scores than the on-screen keyboard.
However, Colorwheels’s SUS score (75) is still in the “good” range [16] and significantly exceeds the score
of the grid-based scheme (64). In addition, Colorwheels scores best in terms of usage intention, indicating
that in the context of text password entry on gamepads, users are willing to trade usability for increased
shoulder-surfing resistance. Albeit, it must be noted that due to the high number of participants in the
on-screen keyboard group who chose “Does not apply” as response to the usage intention statement, the
data in this respect might be biased.

6.4.2 Limitations

The online study setting did not allow using a large screen (e.g. television) as monitor for the videos. Hence,
to remain compatible, the lab study was performed on a smaller 13" screen as well. Participants might have
performed differently in settings with large screens. However, it can be argued that this limitation does
not negatively impact the two studies presented in this chapter. Participants had the explicit instruction to
try and observe the password entry. Thus, the privacy-diminishing effects of large displays as outlined in
section 5.1 lose importance. Yet, a comparative lab study using a large screen would allow a closer inspection
of this issue. Furthermore, both studies used videos as a compromise due to the intention of conducting an
online study. As Aviv et al. [13] report, depending on the scheme under test, a live observation study might
lead to more successful observation attacks. Also, all videos were watched directly one after the other and
there was no other interaction during password entry. Usually the victim would enter the password only once
and (especially in case multiple people are present) the attacker might be distracted by e.g. a conversation.
This might render the attackers in the two studies presented in this chapter stronger in this respect than
they might be in a real setting. In the lab study the setting was easily controlled. It was ensured that
participants followed all instructions. To compensate the lack of direct control over the participants, the
online study used additional self-reported attention check questions (e.g. whether participants took notes)
and technical measures (e.g. to prevent controlling the video playback and prevent skipping of videos by
hiding the button to get to the next page until the video had finished playing). Yet, all measures ran in the
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participant’s browser. Some participants managed to circumvent these measures and had to be excluded
from our study. These exclusions were based on the participants’ time spent on the pages showing the videos.
Additionally, participants who spent very little time familiarising themselves with the authentication schemes
in the online study were excluded from the analysis. Thereby, the same time limit was used for all schemes,
despite participants being potentially already familiar with the on-screen keyboard, to prevent favouring the
other schemes, by making sure people spend more time with their descriptions. Moreover, analogously to
Aviv et al. [12] participants were not allowed to take any notes during the attack. This design decision was
made to increase the consistency between the two studies and among the participants of the online study.
Yet, in a real “attack”, an attacker might use their smartphone to subtly take text notes, when recording a
video is too obvious. Furthermore, the discrepancy in the shoulder-surfing resistance between Colorwheels
and the grid-based scheme in the two studies might be due to the differences in the study setting leading to
a stronger attacker in the lab study. Lastly, as all evaluations comparing established schemes (such as the
on-screen keyboard) which participants might be familiar with to schemes which participants are unfamiliar
with always introduces a bias. Even when the familiarity of the established scheme is considered in the study
design as confounding variable and groups are balanced with respect to this aspect, it is not possible to know
beforehand, whether familiarity with the established scheme is beneficial with respect to the participants’
performance in the new scheme or even decreases it.

Using videos for the evaluation of the shoulder-surfing resistance poses the challenge of selecting representa-
tive videos. Therefore, recordings of one single expert user were used. These videos were, however, varied in
terms of speed and interaction. The participants saw the videos in a randomised order to mitigate ordering
bias. In order to increase the studies’ replicability, the videos used for the familiarisation with the schemes
and the shoulder-surfing trials are openly available. Another aspect potentially impacting replicability is
the choice of the password used in the shoulder-surfing studies. As outlined in section 6.1.2, the password
was chosen with great care as to not favour any scheme over the others. However, users seldom choose
random passwords for their accounts. Consequentially, the shoulder-surfing results might differ, when an-
other password is used. In particular, dictionary words might impair the resistance of the grid-based scheme.
Furthermore, replicability among different participants could be increased by supplying a shoulder-surfing
strategy (e.g. the optimal strategy for each scheme). However, this necessitates finding the optimal strategy
first or might introduce bias if multiple equally optimal strategies exist straining different skills of the user
and one is chosen for the study.

The implementations of the three schemes recorded the effectiveness and efficiency metrics automatically and
therefore reliably without errors. The satisfaction was measured using the standardised SUS questionnaire.
With respect to the recording of the shoulder-surfing metric (i.e. the password guesses) the online study
recorded the password entry in a text field not obfuscating the input (i.e. not hiding the password behind
symbols such as “*”) and in the lab study the experimenter always clarified any legibility issues. Therefore,
the results of the studies are as reliable as possible in this respect. However, contrary to expectations,
participants of the lab study asked to be allowed to stop the shoulder-surfing task prematurely, if they
believed it to be futile. Those participants were allowed to stop the task not only out of ethical considerations
(participants were allowed to stop their participation in the study anytime), but also since this might
reflect the sentiment of an opportunistic observer in the real world. However, this introduced the subjective
perception of success probability into our shoulder-surfing metric for the lab study. Consequentially, a direct
comparison of the results of the two studies is not possible.
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6.5 Conclusion

This chapter presented two studies investigating the shoulder-surfing resistance and usability of three text-
entry schemes in the gamepad context. Building on the results of the previous chapter, the following three
schemes were investigated: the on-screen keyboard as incumbent in the gamepad context, the grid-based
scheme as shoulder-surfing resistant proposal adapted for the usage with gamepads, and Colorwheels as
scheme specifically designed for shoulder-surfing resistant text entry with gamepads.

The results of the two studies show that unfortunately there is a clear trade-off between shoulder-surfing
resistance and usability among the evaluated schemes. The on-screen keyboard is highly susceptible to
shoulder-surfing attacks, but scores highest in all usability metrics. The presented baseline values for the
on-screen keyboard should serve as thresholds for future evaluations of alternative schemes. With respect to
the alternatives tested in the two studies, Colorwheels seems to fare better than the grid-based scheme. It
offers a more robust shoulder-surfing resistance and better usability than the grid-based scheme as well as the
overall best scores in terms of usage intention. Therefore, Colorwheels seems to represent a design direction
which is worth to follow. However, Colorwheels should still only be considered as a first step towards a
truly deployable scheme, i.e. a scheme where the optimal trade-off between shoulder-surfing resistance and
usability has been achieved.
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Part III

Secure and Efficient Storage of
Passwords in Portfolio Authentication

115





7 The (t,n)-threshold Verification Scheme for Portfolio
Authentication

As becomes apparent from the description of attacks on user authentication in section 2.3, many of those
attacks do not rely on guessing the correct password, but instead rely on capturing it in the clear, e.g. in
a shoulder-surfing attack in shared spaces as described in chapter 5 and 6. Section 2.3.1 introduced several
techniques to counter capture attacks such as shoulder-surfing: using covert channels, obfuscation of the
user’s input, using indirect input, additional biometric layers, and portfolio authentication. This chapter
investigates an open problem of the latter of these techniques: While the results in usability studies of
portfolio authentication schemes [62] are promising, one challenge currently faced in the implementation of
such schemes is the lack of a verification scheme (section 2.2.4) which allows secure and efficient verification
of the input provided by the user. The efficiency metric in the scope of this paper is storage, i.e. how much
information must be stored to perform the verification of the password elements entered by the user.

Usually the secure verification of user input is implemented using secure key derivation functions (KDF),
e.g. salted hashes. Consequently, a naive approach to storage could be to compute all authorised subsets
of the password elements and store salted hashes of all the subsets for later comparison to the information
entered by the user. However, the required storage of this naive approach grows factorially in the difference
of the sizes of the portfolio and the authorised subsets. Therefore, it is inefficient in terms of the required
storage.

To address this challenge of secure and efficient storage of passwords in portfolio authentication schemes,
this chapter proposes the (t, n)-threshold verification scheme. First, the general operations and properties
required of verification schemes in the domain of portfolio authentication are summarised (section 7.1).
Then, the general concept of the (t, n)-threshold verification scheme is described (section 7.2). It is based on
two building blocks – cryptographic secret sharing and key derivation functions – to provide a secure way
to derive a common secret for all authorised subsets of the password. Two variants of the (t, n)-threshold
verification scheme are presented, based on two different secret sharing schemes, namely Blakley secret shar-
ing [23] (section 7.2.1) and Shamir secret sharing [187] (section 7.2.2). These two (t, n)-threshold verification
variants are compared against the naive approach and each other. Section 7.3 provides a discussion of the
security properties of the three different approaches (i.e. the two (t, n)-threshold verification variants as
well as the naive approach) and section 7.4 presents a storage efficiency comparison of the three schemes.
Then, section 7.5 summarises and discusses the findings, describes further applications of the (t, n)-threshold
verification scheme, and points out areas of future work. Section 7.6 concludes this chapter.
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Contributions described in this chapter:

• Compilation of the general operations and properties required of verification schemes in the domain
of portfolio authentication.

• The (t, n)-threshold verification scheme as solution to the problem of secure and efficient password
storage in portfolio authentication with two concrete variants using two different secret sharing
schemes, i.e. Blakley secret sharing and Shamir secret sharing.

• A comparison of the two proposed (t, n)-threshold verification variants regarding security and effi-
ciency against each other and a naive approach.

Parts of the results described in this chapter have been published in:

• P. Mayer and M. Volkamer, “Secure and Efficient Key Derivation in Portfolio Authentication Schemes
Using Blakley Secret Sharing”, Annual Computer Security Applications Conference (ACSAC), 2015,
pp. 431–440.
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7.1 Requirements

This section describes the required operations and properties that any verification scheme (i.e. any scheme
that operates in the verification phase; cf. section 2.2) used for portfolio authentication should provide.
The requirements presented here are mainly derived from findings and properties described by Pieprzyk et
al. [165].

7.1.1 Required Operations

There are two primary operations every password verification scheme needs to provide, independently of
its use in a portfolio setting. Firstly, the scheme must be able to create the verification information by
translating the password into verifiable information during enrolment. Secondly, the scheme must offer an
operation for the actual verification. In the case of traditional text passwords these two operations would be
applying an appropriate KDF to the password (creation of the verification information) and the comparison
of the value derived from the user input to the value stored during enrolment (verification). Additionally, it
must be possible to delete the verification information during the termination phase. Since this is a trivial
operation, it is excluded in the following.

7.1.2 Optional Operations

While not strictly necessary, additional operations might be desirable when a verification scheme is used
with portfolio authentication to allow for a higher usability in some re-enrolment scenarios.

Adjusting the Portfolio Overhead. A change in the security policy of the authentication scheme might
require the user to enter a smaller or larger subset of their password for each authentication attempt. This
corresponds to adjusting the portfolio overhead. If the portfolio overhead can be adjusted without changing
the password, this can prevent users from having to learn completely new passwords in such cases. Instead,
only additional challenge-response pairs need to be learned.

Adding and Removing Challenges. In case a challenge-response pair is known to be compromised, it is
desirable to allow removal of the respective pair and addition of a replacement pair. Ideally this operation
involves only changing the respective pairs, while leaving the remaining portfolio untouched. That way, the
user does not have to learn a completely new password but only the respective challenges.

7.1.3 Security Properties

As explained in section 2.1, the primary goal of any authentication scheme is to protect access-restricted
resources. Therefore, it is imperative that a verification scheme never impairs an authentication scheme’s
security properties. In terms of security, the focus of verification schemes lies on two aspects, namely secure
storage and guessing resistance.

Secure Storage. It has long been best practice to not store passwords in the clear [28]. Therefore, every
verification scheme is required to not rely on the availability of the password in the clear, i.e. the verification

119



7 The (t,n)-threshold Verification Scheme for Portfolio Authentication

scheme is required to not prevent the password’s storage in a cryptographically hashed form. In particular,
the verification scheme should offer storage comparable to cryptographically secure salted hashes1

Guessing Resistance of Password Elements. The strength of every authentication scheme against guess-
ing attacks depends on its password space. Therefore, a verification scheme should not decrease the space of
possible passwords, below the desired security threshold2. It needs to be adaptable to the desired strength
of the authentication scheme.

Guessing Resistance of Verification Scheme Values3. All verification schemes which rely on storing mul-
tiple values as verification information instead of just one need to ensure that the guessing resistance of these
values of the verification scheme is at least as high as the guessing resistance of the authentication secrets.
Otherwise, it might be easier for an attacker to guess the verification scheme values instead of the actual
authentication secret. In such a case the overall guessing resistance might be impaired.

7.1.4 Efficiency Properties

Any proposed verification scheme should be more efficient than naive approaches such as the one outlined in
the introduction to this chapter. Efficiency in the scope of this chapter refers to storage, where the influence
of the portfolio overhead should be minimised in order to keep the cost of the shoulder-surfing resistance as
low as possible. In contrast, computation time (another typical efficiency metric) is not considered, since it
is best practice to artificially prolong the verification to thwart guessing attacks [73].

7.2 The (t,n)-threshold Verification Scheme

The key difference between portfolio authentication schemes (such as those studied by Dunphy et al. [62]) and
traditional authentication schemes (such as text passwords) lies in the variability of the allowed user input
during the authentication procedure. In portfolio authentication the password is regarded as being composed
of elements and every authorised subset of password elements is sufficient to authenticate a user. To address
the open problem of secure and efficient password storage in this setting, a novel verification scheme designed
for usage with portfolio authentication schemes is introduced. It utilises secret sharing and key derivation
functions (KDF) to derive the same secret from all authorised subsets of the password elements. It is denoted
(t, n)-threshold verification scheme (in resemblance of (t, n)-threshold secret sharing), where n is the total
number of elements in the password and t the threshold size of authorised subsets of password elements.
Figure 7.1 depicts an overview of the phases of the user access control procedure as introduced in section 2.2,
setting the (t, n)-threshold verification scheme in its generic form into the context of the procedure’s different
phases. It is important to note that the password elements e are not used directly for input into the (t, n)-
threshold verification scheme, but only the derivatives e of these elements after application of an appropriate
(i.e., cryptographically and computationally secure) key derivation function (KDF).

1An explicit recommendation of a specific hash function is not given here, since the security of hash functions changes over
time. However, the reader is advised that there are hash functions specifically created for password storage, such as argon2
(https://github.com/p-h-c/phc-winner-argon2).

2According to Florêncio et al. [73] at the time of writing resisting 106 guesses is enough to thwart online guessing attacks
and 1014 guesses is enough to thwart offline guessing attacks.

3This requirement is derived from the work presented in the remainder in this chapter, but already explained here, since it
is very relevant as requirement to any other verification scheme that stores multiple vales as verification information.
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Figure 7.1: Overview of all phases of the user access control procedure (cf. section 2.2): Enrolment, Identification, Authen-
tication, Verification, Authorisation, and Termination. The steps in which the (t, n)-threshold verification scheme
operates are marked in red.

In the remainder of this section, two variants of (t, n)-threshold verification are being described, one based
on Blakley secret sharing and one based on Shamir secret sharing.

7.2.1 Variant 1: Based on Blakley Secret Sharing

The first variant of the (t, n)-threshold verification scheme is based on Blakley secret sharing [23]. The
reasoning behind choosing Blakley secret sharing, is the observation that Blakley secret sharing – being
based on hyperplane geometry – allows to predetermine the individual shares with only slight modifications.
Thereby, the derivative pseudo-random values e can be used directly as shares.

In the following first the basic working principles of Blakley secret sharing are described. Then, the Blakley
secret sharing variant of the (t, n)-threshold verification scheme is described. Figure 7.3 at the end of this
section gives an overview of this variant in the context of the phases of the user access control procedure.

Blakley Secret Sharing

Blakley secret sharing is a form of cryptographic (t, n)-threshold secret sharing (cf. section 2.6). Blakley
proposed to use hyperplane geometry to solve the cryptographic (t, n)-threshold secret sharing problem [23].
The shared secret is canonically defined as the first coordinate of a randomly chosen point x in a t-dimensional
vector space over a Galois field GF (p), where p is a prime (see figure 7.2). For the remainder of this chapter,
i ∈ {1, . . . , n} denotes the index of the party and j ∈ {1, . . . , t} denotes the coordinate in the t-dimensional
vector space.

121



7 The (t,n)-threshold Verification Scheme for Portfolio Authentication

Figure 7.2: Conceptual depiction of the Blakley secret sharing scheme, which is based on hyperplane geometry. The shared
secret is a random point in a t-dimensional vector space over a Galois Field GF (p), where p is a prime. The shares
are hyperplanes intersecting in the secret point.

Dealing Phase. To distribute the shares, the dealer chooses a sufficiently large prime p and a t-dimensional
point

x =


x1
...

xt


at random. In canonical implementations, its first coordinate x1 serves as the secret. Then, the shares for
each of the n parties are generated. The dealer chooses t values mij at random for each party and calculates
the shares yi using the equation:

mi1x1 +mi2x2 + · · · +mitxt = yi (7.1)

The resulting n× t matrix (the entirety of all coefficients mij) is denoted M . M is public information and
does not need to be kept secret [31]. It can be stored in the clear. The dealer distributes only the values yi

to the n parties.

Combination Phase. To reconstruct the secret, t parties need to combine their shares and the respective
coefficients from M to form the system of equations

M ′x = y′, (7.2)

where y′ is the vector of shares provided by the parties andM ′ is the t×t matrix of the respective coefficients.
This linear system of equations is then solved for x. The reconstructed secret is x1.

Working Principle of the Variant Based on Blakley Secret Sharing

Enrolment. The basic working principles of Blakley’s secret sharing scheme are unchanged for the (t, n)-threshold
verification scheme. Each challenge-response pair in the authentication scheme corresponds to one party in
the secret sharing scheme. The first step remains choosing a suitable p and a t-dimensional point

x =


x1
...

xt

 .

This point x is the common secret and corresponds to the actual password in a traditional text password
scheme. Consequently, it should only be stored after the application of an appropriate KDF. Using the
complete point x and not only its first coordinate x1 is a change from Blakley’s original procedure introduced
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after consultation of an expert in the field of cryptography. In the following, the value derived from x is
denoted s = KDF (x). Care should be taken when choosing the value p for GF (p). The larger p is, the more
resilient the scheme is to guessing attacks (see section 7.3.1 for details).

The rest of the creation procedure deviates slightly from Blakley’s secret sharing scheme. Only t − 1
coefficients mij are chosen at random. The remaining coefficient mit is calculated using equation (7.1), by
using the values mij chosen before and as shares yi the values ei = KDF (e1). This is a notable deviation
from Blakley’s original procedure insofar as the distributed share is predetermined by the system and not
chosen at random. However, the use of cryptographic hash functions as KDF ensures that all values are
indistinguishable from randomly chosen values. Therefore, the security properties of Blakley’s scheme remain
unchanged (assuming the usage of a cryptographically strong hash function; see section 7.3 for details). The
depiction of the enrolment phase in figure 7.3 illustrates the involved operations.

All coefficients of M and the value s are retained and stored for the verification procedure. Together they
represent the verification information and correspond to the password hash in a traditional text password
setting.

Note that when using Blakley secret sharing in affine geometry as we do here, it is important to ensure during
the creation of the verification information that none of the hyperplanes are parallel (i.e. the determinants
of all t × t submatrices M ′ of M are unequal to zero). Otherwise, there exist M ′ which are not uniquely
solvable, i.e. the secret point x is not unique.

Verification. Whenever a user wants to authenticate to the system, first the user’s inputs to the authen-
tication scheme e′i need to be collected during the authentication phase. The collected e′i are used in the
verification phase to derive the values e′i in the same fashion as during the creation procedure. Then, the
e′i and the stored coefficients mij are used to form the linear system of equations (7.2) which is solved for
x. The value s′ obtained by application of the respective KDF to x is then compared to the stored common
secret s. During verification there is no deviation from Blakley’s original procedure. Thus, all authorised
subsets of password elements can recover the common secret. The depiction of the verification phase in
figure 7.3 illustrates the involved operations.

Adjusting the Portfolio Overhead. Adjusting the portfolio overhead corresponds in the (t, n)-threshold
verification scheme to changing the threshold t. In order to adjust the threshold (i.e. transforming the
(t, n)-threshold verification scheme into a (t ± k, n)-threshold verification scheme), the matrix M needs to
be recreated. This requires the point x or all shares yi. While an authorised subset is not sufficient for
the actual adjustment, any authorised subset of the password can recover x. Using the recovered x, the
procedure is then similar to the original creation procedure as outlined in the explanations of the enrolment
phase at the beginning of this section. Only the number of columns in M needs to be adjusted according to
the desired change (i.e. the index in each row of M is adjusted to j ∈ {1, . . . , t± k}).

Adding and Removing Challenges. To add challenge-response pairs (i.e. transforming the (t, n)-threshold
verification scheme into a (t, n + k)-threshold verification scheme), k rows have to be added to M . To
perform the necessary calculations, x has to be reconstructed (which is possible, given any authorised subset
of the password). With x the creation procedure using equation (7.1) as outlined in the explanations of the
enrolment phase at the beginning of this section can be used to add rows to M .
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Figure 7.3: Overview of the Blakley secret sharing variant of the (t, n)-threshold verification scheme in the context of the phases
of the authentication procedure.

Removing challenges from the scheme (i.e. transforming the (t, n)-threshold scheme into a (t, n−k)-threshold
scheme) is trivial. The respective k rows (i.e. shares and coefficients) are simply removed fromM . Of course
this is only viable if n− 1 ≥ t.

7.2.2 Variant 2: Based on Shamir Secret Sharing

The second variant of the (t, n)-threshold verification scheme is based on Shamir secret sharing [187]. The
reasoning behind choosing Shamir secret sharing is that it is one of the most widely used secret sharing
schemes and therefore implementations are widely available. In this variant, the pseudo-random values ei

are not used directly as shares, but rather as keys to encrypt the random shares.

In the following, first the basic working principles of Shamir secret sharing are described. Then, the Shamir
secret sharing variant of the (t, n)-threshold verification scheme is described. Figure 7.5 at the end of this
section gives an overview of this variant in the context of the phases of the user access control procedure.
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7.2 The (t,n)-threshold Verification Scheme

Figure 7.4: Conceptual depiction of the Shamir secret sharing scheme, which is based on polynomial interpolation over GF (p),
where p is prime. The shares are points on that polynomial.

Shamir Secret Sharing

Like Blakley secret sharing, Shamir secret sharing is a form of cryptographic (t, n)-threshold secret sharing
and consists of two phases: (1) the dealing phase in which each of the n parties is assigned a secret share
and (2) the combination phase in which t or more parties can collaborate to reconstruct the secret using
their shares.

Shamir proposed to use polynomial interpolation to solve the cryptographic (t, n)-threshold secret sharing
problem [187]. The shared secret is canonically defined as the constant term a0 of a randomly chosen
polynomial f (x) = a0 + a1 ∗ x + a2 ∗ x2 + · · · + at−1 ∗ xt−1 in GF (p), where p is a prime (see figure 7.4). For
the remainder of this chapter, i ∈ {1, . . . , n} denotes the index of the party.

Dealing Phase. To distribute the shares, the dealer chooses a sufficiently large prime p, the shared secret
a0 ∈ GF (p), and a set of coefficients ai ∈ GF (p) at random. Then, the shares for each of the n parties are
generated. The dealer chooses n mutually distinct non-zero values xi ∈ GF (p) (one for each of the i parties)
and calculates the shares yi using the equation:

yi = f (xi) = a0 + a1 · xi + a2 · x2
i + · · · + at−1 · xt−1

i (7.3)

The dealer distributes the values (xi, yi) to the n parties.

Combination Phase. To reconstruct the secret, t parties need to combine their shares and use Lagrange
interpolation to reconstruct the polynomial f :

f ′(x̄) =
t∑

i=1
y′i

t∏
j=1,j,i

x′j − x̄
x′j − x′i

(7.4)

where (x′i, y
′
i) are the share values provided by the parties. Using the reconstructed polynomial f ′, the shared

secret f ′(0) = a′0 can be calculated.

Working Principle of the Variant Based on Shamir Secret Sharing

Enrolment. The basic working principles of the Shamir secret sharing scheme are unchanged for this vari-
ant of the (t, n)-threshold verification scheme. Each challenge-response pair in the authentication scheme
corresponds to one party in the secret sharing scheme. The first step remains choosing a suitable p, the
secret a0 ∈ GF (p), a set of coefficients ai ∈ GF (p) for the polynomial f , and n mutually distinct non-zero
values xi ∈ GF (p). Then, the shares (xi, yi = f (xi)) are calculated using equation (7.3).
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Figure 7.5: Overview of the Shamir secret sharing variant of the (t, n)-threshold verification scheme in the context of the phases
of the authentication procedure.

Thereafter, the values ei = KDF (ei) are derived from the password elements ei and used as (symmetric)
keys to encrypt the shares for storage with a secure symmetric encryption algorithm:

ci = Encsym

(
(xi, f (xi)) , ei

)
All encrypted shares ci and the value s = KDF (a0) are retained and stored for the verification procedure.
Together they represent the verification information and correspond to the password hash in a traditional
text password setting.

Verification. Whenever a user wants to authenticate to the system, first the user’s inputs to the authen-
tication scheme e′i need to be collected during the authentication phase. The collected e′i are used in the
verification phase to derive the values e′i in the same fashion as during the creation procedure. Then, the e′i
are used to decrypt the stored shares

(
x′i, f (x′i)

)
= Decsym

(
ci, e

′
i

)
.
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7.3 Security Evaluation

Using the decrypted shares
(
x′i, f (x′i)

)
and equation (7.4), the polynomial f is then reconstructed. The

value s′ = KDF (f (0)) obtained by application of the respective KDF to f (0) is then compared to the
stored common secret s. All authorised subsets of password elements can be used to reconstruct the correct
polynomial. The depiction of the verification phase in figure 7.5 illustrates the involved operations.

Adjusting the Portfolio Overhead. Adjusting the portfolio overhead corresponds to changing the threshold
t. In order to adjust the threshold, i.e. transforming this second variant of the (t, n)-threshold verification
scheme from a (t, n)-threshold verification scheme into a (t ± k, n)-threshold verification scheme, a new
polynomial of degree t ± k − 1 needs to be chosen. Therefore, the complete enrolment has to be redone,
encrypting the new shares with the derived values ei derived from the password elements ei.

Adding and Removing Challenges. To add challenge-response pairs, i.e. transforming this second variant
from (t, n)-threshold verification scheme into a (t, n+k)-threshold verification scheme, additional shares have
to be created and encrypted using the new password elements. To perform this operation, the polynomial
f (x) has to be reconstructed (which is possible, given any authorised subset of the password). With f (x),
additional shares can be created as outlined in the explanations of the enrolment phase at the beginning of
this section.

Removing challenges from the scheme (i.e. transforming the (t, n)-threshold scheme into a (t, n−k)-threshold
scheme) is easily possible by deleting the respective k encrypted shares ci. Of course this is only viable if
n− 1 ≥ t.

7.3 Security Evaluation

This section deliberates the proposed (t, n)-threshold verification scheme variants regarding the security
aspects identified in section 7.1.3. First the guessing resistance is discussed, then the secure storage.

7.3.1 Guessing Resistance

The guessing resistance is determined by the two values p and t. Thereby, p determines the guessing
resistance when guessing one value of the (t, n)-threshold verification scheme directly, e.g. any share yi or
the shared secret x or a04. On the other hand, t determines the guessing resistance when guessing the
password elements ei and subsequently applying the normal (t, n)-threshold verification procedures. In the
following, first the security with respect to guessing values of the (t, n)-threshold verification scheme directly
is discussed. Thereafter, the security regarding the guessing of password elements is discussed. Note that
the former is not relevant for the naive approach outlined in the introduction to this chapter, since it only
uses KDF and no other underlying mathematical structure only direct guessing of the password elements is
possible. Therefore, the naive approach is only discussed in the context of guessing password elements.

Guessing Resistance of (t,n)-threshold Verification Scheme Values

Both, Blakley and Shamir secret sharing, are perfect secret sharing schemes. Therefore, the guessing resis-
tance of the variables in the (t, n)-threshold verification scheme is directly related to the size of GF (p), i.e.

4In perfect secret sharing, an attacker would have to guess at least t shares.
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the number of possible values for each variable. There are only p distinct values any variable in the system
can represent. Therefore, any attacker needs on average p

2 attempts to guess the correct value. This holds
obviously if the attacker tries to directly guess x or a0 respectively.

Additionally, guessing the secret, i.e. x or a0, does not get easier if a share is known to the attacker. If
the attacker tries to guess the correct shares yi and was (in the worst case) able to obtain all but one share
they have again to try on average p

2 values for the remaining share. This holds for both variants of the
(t, n)-threshold verification scheme.

• Variant 1 - Blakley secret sharing: By definition, the linear system of equations (7.2) has one
solution, since the determinant of the t× t matrixM is unequal to zero for all possible vectors of shares
y. Consequently, all shares yi ∈ {1, 2, . . . , p} are equiprobable.

• Variant 2 - Shamir secret sharing: By definition, the Lagrange interpolation polynomials are
unique for each set of t < n points. Therefore, each of the p different shares yi yields a valid polynomial
of degree t− 1 in equation (7.4). Consequently, all shares yi ∈ {1, 2, . . . , p} are equiprobable.

Also, for both variants guessing the share is not easier than a standard brute force attack, even when the
number of available shares p′ < p is constrained by the authentication scheme. However, the guessing
resistance then decreases to p′

2 .

It is important to choose p for both variants as explained below, to ensure that the space of actually chosen
passwords is not shrunk unintentionally. Note that in the following it is assumed that the passwords (i.e.
the sets P = {e1, . . . , en}) are randomly chosen (i.e. user choice is not modelled). Following the classical
information theoretic argumentation in [116] it is of the essence to ensure that

H ≤ −
p∑

i=1

1
p
log2

(
1
p

)
.

As stated before, the attacker has to test on average p
2 values to to find x1. Consequently, p should ideally

be chosen such that
p ≥ 2H+1, (7.5)

where H is the desired strength against guessing attacks of the authentication scheme in bit. Otherwise,
guessing one share is easier than guessing an authorised subset of the password.

Guessing Resistance of Password Elements

When guessing password elements, knowledge-based authentication exists mostly at two security levels:
the PIN-level and the password-level. While the main focus of this thesis is the password-level, both of
these these two levels are specifically considered in the following deliberations. For both of these levels a
sample configuration will be provided below, which does not impair the guessing resistance in comparison
to non-portfolio authentication schemes. The portfolio overhead of o = 3

2 as used in [62] is applied in all
configurations.

128



7.3 Security Evaluation

PIN-level. The PIN-level spans a password space of 104 entries. It is used widely, from unlocking smart-
phones to banking applications. To achieve this security level in a portfolio setting, t is chosen as

tP IN = 4.

Applying the portfolio overhead o = 3
2 , n is therefore set to

nP IN = 6.

In accordance with the deliberations regarding the size of p for the two (t, n)-threshold verification variants,
it was chosen as p = 216 − 15, so that guessing the shared secret, i.e. x or a0 respectively, is harder than
guessing an actual authorised subset of password elements. Using these values for the parameters n, t, and p,
the setting of the PIN-level is equivalent to random PINs of length 6, where 4 elements of the PIN have to be
entered during the authentication phase over the usual 10 digit alphabet A = {0, 1, . . . , 9}. This results in an
unchanged overall effort for the attacker of |A|t = 104 = 2log2 (10)·4. While this effort is below the threshold of
106 for online guessing attacks proposed by Florêncio and Herley [73], it offers the same guessing resistance
as normal PINs. This holds for the two (t, n)-threshold verification variants as well as the naive approach.

Password-level. The password-level is more ambiguously defined, but can generally be regarded as the
security level needed to withstand guessing attacks on traditional text passwords. As Florêncio and Herley
[73] note in their review of password research literature and best practices, online guessing is a prevalent
and easily performed attack, while offline guessing is only relevant when a specific set of prerequisites are
met. They propose 106 guesses as threshold to resist online guessing attacks. Since any attacker needs
on average to exhaust half the available password space to guess a password, the password space of the
password-level of security must be larger than 2 · 106. As Florêncio and Herley [73] note, exceeding this
threshold generally does not hold benefits, unless the necessary guesses also exceed the threshold for offline
guessing (i.e. 1014). Consequently, the following example of the password-level stays as closely as possible
above the online guessing threshold. To that end, t is chosen as

tP assword = 5.

Again, n is determined by applying the portfolio overhead o = 3
2 . It is therefore set to

nP assword = 8.

Using these values for n and t, the setting of the password-level is equivalent to random passwords of length
9, where 6 elements of the password have to be entered during each authentication attempt. In order to
reach the desired password space of 2 · 106, an alphabet of size 19 is chosen (195 ≈ 221.24 > 106). This is
also in line with the findings of Florêncio and Herley [72], who found that password policies used by large
Internet companies result in minimum strengths of about 20 to 27 bits. In order to achieve that guessing
the shared secret, i.e. x or a0 respectively, is harder than guessing any authorised subset of the password, p
was chosen as p = 232 − 5 for the two (t, n)-threshold verification variants.
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7.3.2 Secure Storage

Both (t, n)-threshold verification scheme variants provide secure storage of the verification information.
Analogously to the procedure common in traditional text password settings, the shared secret, i.e. x or a0

respectively, is only stored for later verification of the user input after the application of an appropriate KDF.
As long as the KDF is secure, the shared secret is secure. In particular, it is recommended to follow best
practice and include salting into the KDF. These considerations hold analogously for the naive approach
outlined in the introduction to this chapter. Additionally, the shares in the Shamir secret sharing variant
have to be encrypted with a secure symmetric encryption algorithm.

7.4 Efficiency Evaluation

Efficiency in the domain of verification is determined by the required storage5. Therefore, this section
compares the two (t, n)-threshold verification scheme variants against each other and the naive approach
outlined in the introduction to this chapter (a short description of the naive scheme is also provided below).

7.4.1 Storage Calculation for the Naive Approach

To the author’s knowledge, there is no other verification scheme for portfolio authentication described in
published literature. Therefore, in the absence of viable alternatives, the following naive verification scheme
already outlined in the introduction to this chapter is used as a baseline for the efficiency comparison.

The naive scheme creates salted hashes for all authorised subsets during the enrolment phase and stores all
these hashes. During the verification phase the user’s input is hashed and compared to all possible hashes.
The verification is successful if the hashed user input is equal to one of the stored hashes.

The required storage in bytes of this naive approach grows factorially in the portfolio overhead and can be
determined using the equation

bnaive =

 n

t

 · bhash, (7.6)

where n denotes the total number of elements in the password, t denotes the size of the authorised subsets
(i.e. the number of elements required during authentication) and bhash denotes the size of one hash in bytes
(including the salt).

7.4.2 Storage Calculation for Blakley (t,n)-threshold Verification Variant

The first variant of the (t, n)-threshold verification scheme, i.e. the variant based on Blakley secret sharing,
needs to store the shared secret s and the coefficients mij . The values mij are in GF (p). As outlined above
in section 7.3.1, using a sufficiently large prime number p is essential in order to not decrease the security of
the used scheme against guessing attacks. The number of coefficients needed depends on the overall password
size (number of elements) and the size t of the authorized subsets. The storage requirement bBlakley in bytes
is given by: (a) the n · t coefficients of M , whose size is determined by the number of bytes necessary to
store one integer smaller or equal to p (rounded up), plus (b) the stored secret s, whose size is determined

5In contrast, it is generally undesirable if password verification is too fast, since this renders guessing attacks easier.
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by the number of bytes necessary to store the value (rounded up). Formally this can be expressed using the
equation

bBlakley = n · t ·
⌈
log2(p)

8

⌉
+ bhash, (7.7)

where bhash denotes the size of the hash s of x in bytes (rounded up, including the salt). From this equation
it becomes apparent that the required storage grows polynomially in n and t.

7.4.3 Storage Calculation for Shamir (t,n)-threshold Verification Variant

The second variant of the (t, n)-threshold verification scheme, namely the variant based on Shamir secret
sharing, needs to store the shared secret s and the encrypted shares ci. Both parts in the encrypted share (i.e.
xi and f (xi)) are in GF (p). Again a sufficiently large prime number p is essential in order to not decrease
the security of the used scheme against guessing attacks. The number of encrypted shares is determined by
n. The storage requirement bShamir in bytes is therefore determined by: (a) the n encrypted shares ci and
the encryption initialisation vectors whose size is determined by the length of the cipher blocks necessary to
store two integers smaller or equal to p (rounded up), plus (b) the stored secret s, whose size is determined
by the number of bytes necessary to store the value (rounded up). Formally this can be expressed using the
equation

bShamir =

(
n ·
⌈

2 · log2(p)
bblock · 8

⌉
+ 1
)
· bblock + bhash, (7.8)

where bhash denotes the size of the hash s of a0 in bytes (rounded up, including the salt) and bblock denotes
the size of the cipher block in bytes (rounded up). From this equation it becomes apparent that the required
storage grows polynomially in n.

7.4.4 Comparison Methodology

To compare the storage requirements, the naive approach as well as both (t, n)-threshold verification variants
are evaluated at PIN-level and password-level security. The example configurations described in section 7.3
are used as basis for this storage evaluation.

To explore the properties of the (t, n)-threshold verification variants beyond these two security levels, results
for six additional configurations are provided. These additional configurations are based on random strings
over the broadly considered alphabet of the 95 characters on a standard US keyboard (see e.g. [100]). The
recommended key lengths for high security cryptographic keys given by Eastlake et al. [63] serve as upper
bound in terms of password strength. At the time of writing appropriate key lengths are in the 86 to 106 bit
range. The parameter p for these configurations is chosen as the largest prime representable with the same
number of bytes as the minimum value for p as determined by equation (7.5).

Barker et al. provide recommendations in terms of key length and respective hash functions [17]. At the
time of writing SHA-256 and AES-128 are adequate choices. Thus, salted SHA-256 (hash size 32 bytes) is
considered as hashing algorithm and AES-128 as symmetric encryption throughout the whole evaluation.
Salted SHA-256 hashing is used as KDF for both, the naive and the (t, n)-threshold verification scheme.
Following the recommendations of Moriarty et al. [147] the salt was chosen to be 64 bit. Therefore, the size
of the hashes and salts is bhash = 40 bytes for both (t, n)-threshold verification variants as well as the naive
approach.
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Figure 7.6: The storage requirements of the naive approach and the two (t, n)-threshold verification scheme variants in bytes.
Lower values are better.

7.4.5 Comparison Results

In the following, the storage at the aforementioned security levels is described. The PIN-level and the
password-level are described in detail (for a summary of the results see figure 7.6). The levels beyond these
two are summarised.

PIN-level

Using equation (7.6) with settings for the PIN-level, the overall storage requirement for the naive approach
is

bnaive =

 6

4

 · 40 bytes = 600 bytes.

For the two (t, n)-threshold verification variants, the storage requirements in the PIN-level setting are:

bBlakley = 6 · 4 · 2 bytes + 40 bytes = 88 bytes

bShamir = (6 + 1) · 16 bytes + 40 bytes = 152 bytes

It becomes apparent that the variant based on Blakley secret sharing is the most efficient option at the
PIN-level.

Password-level

On the password level, the storage requirements of the naive approach as well as the two (t, n)-threshold
verification variants are:

bnaive =

 8

5

 · 40 bytes = 2240 bytes

bBlakley = 8 · 5 · 4 bytes + 40 bytes = 160 bytes

bShamir = (8 + 1) · 16 + 40 bytes = 184 bytes
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7.5 Discussion

Table 7.1: The storage requirements in bytes b of the proposed (t, n)-threshold verification scheme for the additional configura-
tions. The values for the naive approach are also given for reference. H is the desired strength of the authentication
scheme. n and t are the portfolio parameters.

H n t bnaive bBlakley bShamir

39,42 9 6 3360 364 200
52,56 12 8 19800 712 248
65,70 15 10 120120 1390 536
78,84 18 12 742560 2200 632
91,98 21 14 4651200 3568 728
105,12 24 16 29418840 5416 824

Analogously to the PIN-level, at the password-level the variant based on Blakley secret sharing is the most
efficient option at the password-level.

Beyond password-level security

Table 7.1 shows the storage requirements of the six additional configurations based on the settings outlined
in section 7.4.4. From the data it becomes apparent that the more authorised subsets there exist for one
password, the more storage is required by both, the naive approach and the (t, n)-threshold verification
variants. However, due to the different growths of the required storage in both approaches (polynomial vs.
factorial) the difference between the naive approach and the (t, n)-threshold verification variants steadily
increases. The (t, n)-threshold verification variants are substantially more efficient in terms of storage than
the naive approach for large numbers of authorised subsets. However, the differences between the two
variants become also more pronounced. While for the PIN-level and password-level the variant based on
Blakley secret sharing is the more efficient choice, this reverses for larger configurations (i.e. larger values of
n, t, and p).

7.5 Discussion

This section discusses the (t, n)-threshold verification scheme presented in this chapter along the results
of the security and efficiency evaluation as well as the limitations of the two evaluations. Thereafter, it
highlights possible next steps for the continuation of this work.

7.5.1 Results

This chapter introduces the (t, n)-threshold verification scheme, a novel verification scheme to facilitate secure
and efficient verification in portfolio authentication schemes. Two (t, n)-threshold verification variants are
proposed. The first variant is based on Blakley secret sharing and therefore uses hyperplane geometry to
derive a shared secret from all authorised subsets of password elements. The second variant is based on
Shamir secret sharing and therefore uses Lagrange interpolation to derive a shared secret. The storage
efficiency of both variants was evaluated against a naive approach and their security properties discussed.

In terms of storage efficiency, the comparison revealed that both of the proposed (t, n)-threshold verification
variants require substantially less storage space for the verification information than the naive approach.
The required storage of the (t, n)-threshold verification scheme grows only polynomially, while the storage
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of the naive approach grows factorially in the length of the password and the size of the authorised subsets.
The efficiency in terms of storage space can be regarded as the most important trait of the (t, n)-threshold
verification scheme. The storage requirement of the (t, n)-threshold verification scheme is four times (variant
2) to six times (variant 1) smaller in the PIN-level security setting and twelve times (variant 2) to fourteen
times (variant 1) smaller in the password-level security setting than for the naive approach. The additional
configurations let this difference become even more apparent: the longer the password is (assuming the same
portfolio overhead), the larger the difference becomes.

Furthermore, differences between the two (t, n)-threshold verification variants became apparent. While the
first variant (based on Blakley secret sharing) is more efficient for small n, t, and p, the second variant
(based on Shamir secret sharing) is more efficient for larger configurations. This is due to the usage of block
ciphers in the second variant. The cipher’s block size leads to storage inefficiencies in small configurations,
since smaller amounts of data are then simply padded with zeros and take the same space as larger amounts.
However, depending on the specific application scenario, it might also be possible to further increase the
storage efficiency of the second variant by (a) decreasing the block size of the cipher, (b) using a simple
counter instead of a random IV, or (c) using a secure stream cipher instead of the block cipher. Yet, a full
investigation of such variants constitutes future work. Overall, the differences between the two variants show
that it is of the essence to be aware of one’s exact requirements in terms of the parameters n, t, and p when
deciding for one of the two variants in terms of efficiency.

It is also important to acknowledge that using portfolio authentication with either approach imposes a penalty
to storage efficiency. The storage requirement of both (t, n)-threshold verification variants is much larger
than in the non-portfolio scenario, where only one hash of 40 bytes would have to be stored for a traditional
password in this comparison. Yet, this additional storage requirement is not unreasonable: assuming the
password-level security and an organisation with 30.000 user accounts, traditional text passwords would
require 1.2 megabytes of storage capacity (40 · 30′000 = 1′200′000 bytes) and the use of (t, n)-threshold
verification would require 4.8 megabytes of storage (160 · 30′000 = 4′800′000 bytes).

In terms of security, the properties regarding secure storage and the guessing resistance of the (t, n)-threshold
verification variants were investigated. Regarding the secure storage of the authentication information it
could be shown that the choice of a secure KDF allows secure storage for both (t, n)-threshold verification
variants. Regarding the guessing resistance, the verification scheme can be adapted to the desired strength
of the authentication scheme by choosing p large enough according to equation (7.5). However, it becomes
apparent from equation (7.7) and equation (7.8) that balancing the storage requirements and the resistance to
guessing attacks by carefully choosing the parameter p can be of the essence. For PIN-level or password-level
secrets and in scenarios where storage efficiency is not of utmost importance, this is not critical. However,
when longer secrets are stored and storage efficiency is of the essence, the advantage in terms of storage can
decrease.

Additionally, the (t, n)-threshold verification variant based on Shamir secret sharing relies not only on an
appropriate KDF, but also on a symmetric cipher, rendering implementations potentially more complex.
Therefore, implementers should mind the different mathematical structures (hyperplane geometry versus
Lagrange interpolation) underlying the two variants and base their decision of which variant to implement
not only on efficiency considerations.
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7.5.2 Limitations

While this chapter discusses the security properties of the (t, n)-threshold verification scheme, it is conceivable
that detailed cryptanalyses using techniques such as lattice-based algorithms or a modelling using integer
linear programming might potentially necessitate to re-evaluate the choice of the parameters n, t, and p for
either of the two (t, n)-threshold verification variants. Thus, it might be a worthwhile direction of future
work to apply such techniques.

With respect to the efficiency analysis, several configurations based on the usual portfolio overhead of o = 3
2

were presented. Depending on the specific use case, evaluations including other portfolio overhead values and
different sizes for the alphabet might be required for practitioners to get an overview of possible configurations
more easily. Also, salt values longer than the 64 bits chosen from the recommendations in the literature
might increase security, but also impact storage efficiency. The 64 bits represent the lower bound of the
recommendations in the literature and this value was chosen, since it minimises the impact of the salt on
the overall storage comparison.

7.5.3 Next Steps

From the work presented in this chapter, two lines of future work emerge:

• To illustrate the application of the (t, n)-threshold verification scheme to different authentication
schemes, concrete use cases should be developed which can serve as blueprints for researchers and
practitioners seeking to implement portfolio authentication schemes based on (t, n)-threshold verifica-
tion.

• To strengthen the evaluation of the security properties, additional cryptanalyses using lattice-based
algorithms or integer linear programming modelling should be conducted by experts in the respective
fields.

To facilitate the usage of the (t, n)-threshold verification scheme in portfolio authentication schemes, the
next chapter presents three use cases of the scheme’s application as blueprints for future implementations.
The additional cryptanalyses are left explicitly as future work for experts in the respective fields.

7.6 Conclusion

This chapter introduced the (t, n)-threshold verification scheme. It serves as an important enabler for new
and existing portfolio authentication schemes, offering secure and efficient password verification. The two
(t, n)-threshold verification variants offer several points of differentiation.

The first variant is based on Blakley secret sharing and therefore uses as underlying mathematical structure
hyperplane geometry. It seems to be the most efficient option for small n, t, and p. Also, it easily offers all
optional operations. In terms of security it only relies on the security of the used KDF.

The second variant is based on Shamir secret sharing and therefore uses Lagrange interpolation as underlying
mathematical construct. It seems to be the most efficient option for higher security configurations (i.e.
beyond PIN-level security). Analogously to variant 1, it offers all optional operations. However, in terms of
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security it not only relies on the security of the used KDF, but also on the security of the used symmetric
block cipher.
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8 Use Cases of the (t,n)-threshold Verification Scheme

As described in the previous chapter, the (t, n)-threshold verification scheme is an enabler of secure and
efficient storage for a wide variety of authentication schemes. In this chapter three use cases of applying the
(t, n)-threshold verification scheme are presented. Two of these use cases represent the original knowledge-
based authentication application scenario: graphical recognition-based passwords (section 8.1) and partial
passwords (section 8.2). In addition, the third use case will discuss the application of the (t, n)-threshold
verification scheme in a different scenario: the ZeTA authentication scheme which is based on the human
ability to connect semantically related concepts (section 8.3). In each use case the mappings of the elements
in the respective authentication scheme onto the elements of the (t, n)-threshold verification scheme are
described along the procedures necessary for enrolment as well as authentication and verification.

Last but not least, the use cases as well as further areas of application spanning different types of authen-
tication schemes and enabling redundancy for authentication factors in case of loss, damage or theft are
discussed (section 8.4). Section 8.5 concludes this chapter.

Contributions described in this chapter:

• Description of three use cases for the (t, n)-threshold verification scheme: graphical recognition-
based passwords, partial passwords, and the ZeTA authentication scheme.

• Discussion of further areas of application beyond the three use cases described in detail.

Parts of the results described in this chapter have been published in:

• P. Mayer and M. Volkamer, “Secure and Efficient Key Derivation in Portfolio Authentication Schemes
Using Blakley Secret Sharing”, Annual Computer Securit Applications Conference (ACSAC), 2015,
pp. 431–440.

• P. Mayer and M. Volkamer, “Poster: Secure Storage of Masked Passwords”, European Symposium
on Security and Privacy Posters (Euro S&P Posters), 2017

• A. Gutmann, K. Renaud, J. Maguire, P. Mayer, M. Volkamer, K. Matsuura, and J. Muller-Quade,
“ZeTA-Zero-Trust Authentication: Relying on Innate Human Ability, Not Technology”, European
Symposium on Security and Privacy (Euro S&P), 2016, pp. 357–371.
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8.1 Use Case 1: Graphical Recognition-Based Passwords

This section presents the first use case for the (t, n)-threshold verification scheme: graphical recognition-based
passwords. Graphical recognition-based passwords were already introduced in section 2.1.1: the password
in these schemes is composed of graphical elements and instead of freely recalling the password, users have
to decide whether presented information is familiar or not (i.e. recognise if the information is part of the
password).

As outlined in section 2.3, it was proposed to use portfolio authentication as a measure to mitigate shoulder-
surfing risks of graphical recognition-based passwords [62]. However, the secure storage was left as an open
problem. In the following it is outlined, how (t, n)-threshold verification can be used to securely store
graphical recognition-based passwords. First the enrolment and then the authentication and verification
procedures are explained. Figure 8.1 depicts an example of the full procedure.

Enrolment. The graphical recognition-based password P is split up in its elements, i.e. the single images
êi. For each image its index in the grid j and an identifier of the respective grid k are concatenated to
create the elements ei = j.k. This step ensures that the elements ei do not only depend on the size of the
grid, but also on the number of grids. Following the procedure of the (t, n)-threshold verification scheme,
these elements are then hashed to generate the derivatives ei. Then, the shared secret x or a0 (depending
on the used variant) is chosen and its derivative s = KDF (x) or s = KDF (a0) (depending on the used
variant) stored for later verification. Using the values ei and either x or a0 (depending on the used variant),
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Figure 8.1: Overview the different phases of the authentication procedure when applying the (t, n)-threshold verification scheme
to graphical recognition-based passwords. Here the KDF is applied directly on the images instead of their indices
in the grid. This deviation from the textual description is intended to increase the clarity of the illustration. The
index of the respective grid is used as normal in this step and denoted Gx for the xth grid.
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the enrolment procedure for the respective variant of the (t, n)-threshold verification scheme is applied (i.e.
either the matrix M is generated using the method described in section 7.2.1 or the encrypted shares ci are
created using the method described in section 7.2.2) and the result stored alongside the value s.

Authentication and Verification. For the authentication, the system generates a set of t challenges. Each
challenge is represented by one grid (including the respective password element it contains). The t challenges
are displayed to the user who clicks the image ê′i belonging to the password. Then, analogously to the
enrolment, the indices j and k are concatenated to form the elements e′i = j.k and then hashed to derive
the values e′i. The e′i are then used as input for the verification procedure of the respective (t, n)-threshold
verification variant (i.e. to solve the linear system of equationsMx′ = y′ for x′ or use Lagrange interpolation
to restore a′0). As last step, it is verified that the value s′ = KDF (x′) or s′ = KDF (a′0) (depending on the
used variant) matches the previously stored s. If the two values match, the user has entered the correct
authorised subset as response to the challenges and the authentication attempt is successful.

8.2 Use Case 2: Partial Passwords

This section presents the second use case for the (t, n)-threshold verification scheme: partial passwords. Par-
tial passwords are a special form of authentication based on text passwords. When using partial passwords,
the users are required to enter only a randomly chosen subset of the password’s characters instead of the
complete password. In that, partial passwords are the result of a straight forward application of portfolio
authentication to text passwords. Figure 8.2 depicts the procedure as seen by the user on a banking website.
Sometimes this technique is also used in two-factor schemes [88]. This section outlines how to apply the
(t, n)-threshold verification scheme to partial passwords.

In the following, first the enrolment and then the authentication and verification procedures are described,
when applying (t, n)-threshold verification to partial passwords. Figure 8.3 depicts an example of the full
procedure for the first variant of (t, n)-threshold verification.

Enrolment. First, the textual password P is split up into its characters and each character êi is concatenated
with its index i in the password to create the elements ei = êi.i. This step ensures, that in order to guess a
share, not only the right character, but also its correct position in the password is required. Following the
procedure of (t, n)-threshold verification, these elements are hashed to generate the derivatives ei. Thereafter,
the shared secret x or a0 (depending on the used variant) is chosen and its derivative s = KDF (x) or

(1)
(3)

(2)

Figure 8.2: A typical login procedure using partial passwords: (1) the user specifies her/his user name (Id in this example),
(2) the user clicks "Next" to proceed to the password entry, (3) randomly selected characters of the password
have to be entered (in this example, the first, second, fifth, and twelfth character). Screenshots from https:
//aliorbank.pl/hades/do/Login (accessed on 2017-01-24).
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Figure 8.3: Overview the different phases of the authentication procedure when applying the (t, n)-threshold verification scheme
to partial passwords.

s = KDF (a0) (depending on the used variant) stored for later verification. Using these values ei and either
x or a0 (depending on the used variant), the enrolment procedure for the respective variant of the (t, n)-
threshold verification scheme is applied (i.e. either the matrix M is generated using the method described
in section 7.2.1 or the encrypted shares ci are created using the method described in section 7.2.2) and the
result stored alongside the value s. Note that the storage verification information allows determining the
length of the password through the number of rows in M or number of encrypted shares ci. However, as
becomes apparent from figure 8.2 this does not reveal information about the password which is not visible
on the login interface anyway and therefore does not impair the security properties of partial passwords.

Authentication and Verification. To authenticate a user, the system generates a challenge by randomly
selecting t positions i ∈ {1, 2, . . . , n} in the password, where n = |P |. This challenge is displayed to the user
who has to enter the respective characters ê′i of the password. Then, analogously to the enrolment, the pair
of ê′i (supplied by the user) and the respective i (supplied by the server) are concatenated and hashed on
the server to derive the values e′i. These values are then used as input for the verification procedure of the
respective (t, n)-threshold verification variant (i.e. to solve the linear system of equations Mx′ = y′ for x′

or use Lagrange interpolation to restore a′0). In the last step, it is verified that the value s′ = KDF (x′) or
s′ = KDF (a′0) (depending on the used variant) matches the previously stored s. If the two hashes match,
the user has entered the correct authorised subset and the authentication attempt is successful.
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8.3 Use Case 3: ZeTA

This section presents the third use case for the (t, n)-threshold verification scheme: ZeTA. ZeTA (zero trust
authentication on untrusted channels) is an authentication scheme designed to be secure in spite of untrusted
devices and communications or shoulder-surfing attacks [89]1. This authentication scheme harnesses the
human capability to build up semantic networks of related concepts and is thus based on innate human-
based computation.

A secret in ZeTA is built up of two or more concepts (e.g. words) and logical connections between them, such
as yellow OR wheel. During authentication, the user is then asked in a challenge-response fashion, whether
another concept is related. Suppose the secret is yellow OR wheel and the challenge was sunflower, then the
user would have to answer yes (or TRUE). If the challenge for the same secret was water, the user would
have to answer no (or FALSE). Consequently, one important prerequisite of ZeTA is the availability of a
sufficiently large knowledge base of concepts. From this knowledge base, the verifier must be able to create
challenges and check the user’s response against the secret. The user has to respond to multiple challenges
until a previously set certainty threshold is reached. This certainty threshold determines the security level
of the ZeTA scheme by defining the probability with which an attacker is able to guess the correct answers
to the aforementioned yes/no-challenges. Depending on the implementation it is also possible to introduce
noise by requiring the user to respond to a certain portion of the challenges incorrectly.

This section outlines how (t, n)-threshold verification can be used to prevent needing to store ZeTAs au-
thentication secret in the clear to perform the necessary checks of the responses. In the following, first
the enrolment and then the authentication and verification procedures are described, when applying (t, n)-
threshold verification to the ZeTA scheme. Figure 8.4 depicts the full procedure.

Enrolment. Analogously to the previous two use cases a shared secret x or a0 (depending of the used variant)
is chosen and its derived value s = KDF (x) or s = KDF (a0) (depending on the used variant) stored for
later verification. However, unlike the previous two use cases of the (t, n)-threshold verification scheme,
this third use case does not utilise the authentication secret directly to derive the verification information.
Instead all concepts in the knowledge base are used as values êi and form a tuple with the respective correct
answer with regard to the users secret. Revisiting the example from before and assuming the secret to be
yellow OR wheel, the concept ê1 = “sunflower” would then form the tuple e1 = (“sunflower” ,TRUE ) and
the concept ê2 = “water” would then form the tuple e2 = (“water” ,FALSE ). From these tuples are then
derived the values ei = KDF (ei). Using the values ei and either x or a0 (depending on the used variant),
the enrolment procedure for the respective variant of the (t, n)-threshold verification scheme is applied (i.e.
either the matrix M is generated using the method described in section 7.2.1 or the encrypted shares ci are
created using the method described in section 7.2.2) and the result stored alongside the value s.

Authentication and Verification. To authenticate the user, the system then chooses any concept êi from the
knowledge base as challenge (potentially marking the chosen concept as used to prevent replay attacks). The
user’s response ri is then used to form the tuple e′i = (êi, ri) and its derivative value e′i = KDF (ei). These
values are then used as input for the verification procedure of the respective (t, n)-threshold verification
variant (i.e. to solve the linear system of equations Mx′ = y′ for x′ or use Lagrange interpolation to restore
a′0). Last but not least, it is verified that the value s′ = KDF (x′) or s′ = KDF (a′0) (depending on the

1Only section 4.3 of [89] represents a contribution of this thesis’s author.
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Figure 8.4: Overview the different phases of the authentication procedure when applying the (t, n)-threshold verification scheme
to the ZeTA authentication scheme

used variant) matches the previously stored s. If the two hashes match, the user has entered the correct
authorised subset and the authentication attempt is successful.

8.4 Discussion

This section discusses the three use cases for the (t, n)-threshold verification scheme presented in this chapter
and the limitations that arise from these use cases.

8.4.1 Results

This chapter presented three use cases of the (t, n)-threshold verification scheme described in chapter 7.
The first two use cases show how easily (t, n)-threshold verification can provide secure and efficient storage
of the passwords for portfolio authentication schemes such as graphical recognition-based passwords and
partial passwords. The third use case shows the versatility of the (t, n)-threshold verification scheme beyond
portfolio authentication: instead of applying (t, n)-threshold verification directly to the secret, it is applied
to the structure on which the ZeTA authentication scheme is based.
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8.4 Discussion

While the three use cases outlined in this chapter only cover knowledge-based authentication, the (t, n)-
threshold verification scheme can be applied to far more general contexts. All devices and authentica-
tion schemes come with design spaces that are specific to the respective device and authentication scheme
(e.g. [180]). Using the proposed (t, n)-threshold verification scheme, each device can offer multi-factor authen-
tication tailored to its specific requirements and features (screen size, presence of keyboard or touchscreen,
biometric sensors etc.) while still being able to verify all the information securely and efficiently. The (t, n)-
threshold verification scheme is an important enabler in this regard. For example, it is a natural extension
of the (t, n)-threshold verification scheme to support passwords that comprise elements of different types
(i.e. originate from different types of authentication schemes). Such an extension requires only an adequate
KDF to derive the respective value ei from the user input. Therefore, it is conceivable to allow multi-factor
passwords in systems in which not all factors have to be provided for each authentication attempt, e.g. one
element of the password could be a text password, a second element a certificate on a smart card, a third
element a biometric such as a fingerprint, another element a USB-token and so on, but only two of these are
required at login. This can be beneficial in scenarios where not all factors are available at all times, where
factors are prone to error, or when factors become unavailable (e.g. due to theft or failure).

One simple illustrative example for the combination of different authentication schemes by using the (t, n)-
threshold verification scheme can be directly derived from the use cases outlined in this chapter. Imagine
an application scenario, where authentication to the same account takes place on different devices, e.g. a
laptop or desktop computer and a mobile device with only a touchscreen as input device (e.g. tablet or
smartphone). While the laptop offers a keyboard for text password entry, the touchscreen device does not.
Using on-screen keyboards has been shown to decrease the guessing resistance of password which have to
be entered on them [143]. Therefore, a possible solution enabled by the (t, n)-threshold verification scheme
would be to combine a text password with a graphical recognition-based password. During the enrolment, the
user would have to choose a text password and would be assigned a graphical recognition-based password in
the usual manner for each of the schemes. The (t, n)-threshold verification scheme would then be configured
in such a way that either of these secrets are sufficient to login. During authentication the interface would
either ask for the text password or the graphical password depending on the device the user is using at the
time. Of course this scheme requires the user to memorise two secrets instead of just one and therefore serves
only to illustrate the type of solutions (t, n)-threshold verification enables. The design of practical solutions
of this kind remains future work.

8.4.2 Limitations

From the three use cases a limitation already discussed in section 7.5 becomes clearly visible: while the storage
requirements of the (t, n)-threshold verification scheme are considerably lower than for naive approaches, they
also represent a substantial uptake in comparison to non-portfolio schemes. The magnitude of this uptake
profoundly depends on the respective authentication scheme. Among the use cases presented in this chapter,
it becomes most pronounced in the third use case: for ZeTA the verification information is based on the
entire knowledge base underlying the scheme. Storing this information for each user of a system might
amount to overall sizeable storage requirements. In contrast, the uptake in the other two use cases seems
negligible in most application scenarios. Consequently, storage must still be a consideration when evaluating
the usage of the (t, n)-threshold verification scheme in conjunction with any authentication scheme.
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8 Use Cases of the (t,n)-threshold Verification Scheme

8.5 Conclusion

This chapter presented three use cases of the (t, n)-threshold verification scheme from the knowledge-based
authentication domain. While these three use cases already outline the wide range of possible applications of
the (t, n)-threshold verification scheme, possible areas of application go beyond these presented use cases and
can span multiple types of authentication, thereby enabling novel authentication schemes adapting to the
users environment by utilising available authentication factors and compensating for factors that might be
unavailable in certain situations (e.g. fingerprint recognition shortly after taking a shower or bathing).
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9 Conclusion

This chapter highlights the most important aspects of this thesis in a brief summary of the results (section 9.1)
and the main contributions (section 9.2). Thereafter, the directions of future research (section 9.3) outline the
continuation of the research presented in this thesis. A few final remarks conclude this thesis (section 9.4).

9.1 Thesis Summary

The research presented in this thesis focuses on enabling secure and usable user authentication. To this end,
its three parts addressed three distinct challenges.

9.1.1 Part I: Effective Password Security Awareness Materials

The first part of this thesis (chapter 3 & 4) addresses the challenge of how to create password security
awareness materials which are correct, complete, understandable, and effective. To achieve this, a systematic
process for the development of awareness materials is developed and applied to the password security context.
The first step focused on the aggregation of relevant content, i.e. descriptions of relevant attacks and defences
as well as interventions to clear up common misconceptions about password security identified in a systematic
literature review. Thereafter, in the second step structured feedback of independent experts was used to
ensure the material’s correctness and completeness. Then, in the third step feedback of lay-users was used
to ensure the material’s visual appeal and understandability. Finally, in the fourth step an evaluation in
the field with employees of three German SMEs ensured the material’s effectiveness and provided additional
feedback for improvements to create the final version of the material. From the results of the evaluation it
became apparent that the awareness material was received very positively by the participating employees.
Additionally, it significantly improved their ability to identify secure behaviour with respect to passwords
and significantly decreased the prevalence of the identified misconceptions.

9.1.2 Part II: Shoulder-surfing Resistant Text Password Entry on Gamepads

The second part of this thesis (chapter 5 & 6) addresses the development of shoulder-surfing resistant text
password entry, when using constrained input devices such as gamepads in shared spaces. It first describes
the requirements of text password entry using gamepads. Then, it presents an assessment along these
requirements of (a) schemes currently deployed in the gamepad context and (b) shoulder-surfing resistant
authentication schemes proposed in non-gamepad contexts. The assessment shows that none of the currently
deployed and only three of the proposals in the literature fulfil all requirements. Thereafter, the shoulder-
surfing resistance and the usability of three authentication schemes in the gamepad context were evaluated in
two user studies. The results of this evaluation show that on-screen keyboards (the de facto standard in this
context) are highly susceptible to shoulder-surfing attacks, but fare best in terms of usability. In contrast,
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9 Conclusion

the Colorwheels scheme (a novel shoulder-surfing resistant authentication scheme specifically geared towards
the gamepad authentication context) seems to offer the most robust shoulder-surfing resistance, while still
exhibiting more favourable usability results than the adapted grid-based scheme (a shoulder-surfing resistant
scheme from the literature identified as adaptable during the assessment). In particular, the Colorwheels
scheme shows the highest future usage intention, which indicates that users are willing to trade usability
for increased shoulder-surfing resistance in the context of text password entry on gamepads and that this
scheme’s design direction is worth pursuing further in future work.

9.1.3 Part III: Secure and Efficient Storage of Passwords in Portfolio
Authentication

The third part of this thesis (chapter 7 & 8) addresses the challenge of providing a solution for secure and
efficient storage of passwords in portfolio authentication schemes. In portfolio authentication the password
is regarded as being composed of elements and every authorised subset of password elements is sufficient to
authenticate a user (cf. section 2.5). Such schemes are used to counter capture attacks such as shoulder-
surfing, but a verification scheme which allows secure and efficient verification of the input provided by the
user had been missing until now. Therefore, the novel (t, n)-threshold verification scheme is presented. It
allows the derivation of the same secret from all authorised subsets of the password elements through the use
of secret sharing and key derivation functions. The security as well as efficiency properties of two variants of
the scheme are evaluated against a naive implementation and against each other. These evaluations show the
(t, n)-threshold verification scheme always exhibits more favourable properties than the naive approach. The
application of the (t, n)-threshold verification scheme is illustrated based on three use cases. Two of the use
cases illustrate the application of the (t, n)-threshold verification scheme in its originally intended application
scenario, i.e. knowledge-based portfolio authentication. The third use case shows the applicability of the
scheme beyond its originally intended application scenario.

9.2 Summary of Contributions

Several contributions to the field of usable and secure user authentication are presented throughout the three
parts of this thesis:

9.2.1 Part I: Effective Password Security Awareness Materials

• The results of the systematic literature review give an overview of the misconceptions about password
security which were identified in the literature. Overall, 23 misconceptions were identified, covering a
wide range of aspects of password security. The misconceptions can be grouped into four categories:
composition, handling, attacks, and miscellaneous.

• A systematic development process is of the essence when trying to create awareness materials which
are truly correct, complete, understandable, and effective. The process presented in this thesis for
the creation of information security awareness materials combines the state of the art described in
the current scientific literature, the expertise of independent experts from academia and industry,
feedback from lay-users, as well as a formal evaluation in three organisations in order to ensure all
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9.2 Summary of Contributions

four of these properties. Thereby, it enables the creation of awareness materials which are correct,
complete, understandable, and effective.

• Using the process outlined before, a password security awareness material was created. Its evaluation
showed that users exhibit a significantly improved ability to assess password-related behaviour, a
significantly improved ability to assess the security of passwords, and a significantly decreased overall
prevalence of misconceptions about password security.

9.2.2 Part II: Shoulder-surfing Resistant Text Password Entry on Gamepads

• The investigation of authentication in the gamepad context identified six requirements across three
categories (i.e. security, technical, and usability) that all authentication schemes intended to be used
in this context need to fulfil. These requirements can inform the design of new authentication schemes
in the gamepad context.

• Based on the identified requirements, an assessment of the authentication schemes currently deployed
in the gamepad context as well as a representative set of shoulder-surfing resistant authentication
schemes proposed in the literature was performed. From the results of this assessment it becomes
apparent that none of the currently deployed authentication schemes and only four of the proposals
from the literature fulfil all requirements.

• From the results of two studies – one online study and one lab study using similar methodologies – a
baseline performance regarding the shoulder-surfing resistance and usability for the on-screen keyboard
(the incumbent and de-facto standard of authentication in the gamepad context) was established.
While being rated favourably in terms of usability, the on-screen keyboard proved highly susceptible
to shoulder-surfing attacks.

• Using the same methodology employed in the evaluation of the on-screen keyboard, the shoulder-surfing
resistance and usability of two alternative schemes was assessed:

(a) The grid-based scheme by Kim et al. [123], which is a shoulder-surfing resistant authentication
scheme proposed in the literature and identified as the most viable candidate adaptable for the
gamepad context.

(b) The novel Colorwheels scheme (section 5.5) which was specifically designed for the gamepad
context.

The assessment of the schemes showed that the Colorwheels scheme seems to exhibit a more robust
shoulder-surfing resistance and future usage intention than both, the on-screen keyboard and the grid-
based scheme, while also showing better usability properties than the grid-based scheme.

9.2.3 Part III: Secure and Efficient Storage of Passwords in Portfolio
Authentication

• To address the challenge of secure and efficient password storage in portfolio authentication schemes,
the (t, n)-threshold verification scheme was proposed. Two variants of the verification scheme – one
based on Blakley secret sharing and one based on Shamir secret sharing – were presented.
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• The security and efficiency of the two variants of the (t, n)-threshold verification scheme were evaluated
and compared to a naive approach and against each other. The results of this evaluation showed that
the two (t, n)-threshold verification variants exhibit more favourable properties.

• To illustrate the application of the (t, n)-threshold verification scheme to different knowledge-based
authentication schemes, three use cases were presented: graphical recognition-based passwords, partial
passwords, and the ZeTA authentication scheme.

• To expand upon the three use cases, further potential applications of the (t, n)-threshold verification
scheme beyond the scope of knowledge-based authentication are described. These further areas of
application span far more general contexts including different types of authentication (i.e. knowledge-
based, token-based, biometric). Thereby, the usage of (t, n)-threshold verification allows to develop
authentication schemes which can adapt to the user’s environment and provide authentication using
factors available in that environment (e.g. specific biometric sensors) as well as fault tolerance in the
face of failing authentication factors.

9.3 Future Research

Each of the three parts of this thesis raises and discusses individual open questions for future research. In
the following the most important of these questions are described for each of the three parts.

9.3.1 Part I: Effective Password Security Awareness Materials

Regarding the creation of password security awareness materials, it is important to base the materials on a
solid foundation, i.e. the content which is included in the material must be carefully selected and curated.
One of the initial sources for the content of the awareness material whose creation and evaluation is described
in chapter 4 are the misconceptions identified in the systematic literature review in chapter 3. From the
evaluation presented in section 4.4, it becomes apparent that most of these misconceptions are prevalent in
the sample of SME employees in the presented study. Yet, it is important to acknowledge that the relevant
set of misconceptions will change over time as evidenced by the material’s effectiveness in reducing the
prevalence of the misconceptions. The same holds for the other content of the password security awareness
material as well. Therefore, the material should be updated regularly to include the relevant contents. With
respect to the misconceptions in particular, future research should focus on identifying the patterns behind
the changes to the individual misconceptions induced by the material over time, in order to identify the most
effective designs for the interventions.

Additionally, the investigation of interactions between the prevalence of different misconceptions might prove
to be a valuable direction of future research: Identifying clusters of misconceptions which are usually prevalent
in the same user would allow clearing up these misconceptions in the awareness material together and
therefore might allow to form additional synergies in the material’s content.

Last but not least, certain trade-offs had to be made in the design of the evaluation of the awareness material.
Conducting the study in the real work environment of the participating employees left them unsupervised
during the entire study procedure. Therefore, the results should be validated in future research using a more
regulated setting (e.g. a lab study) and different participant samples.
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9.3.2 Part II: Shoulder-surfing Resistant Text Password Entry on Gamepads

Part II includes two studies, one online study and one lab study. Since the results of these two studies differ
with respect to one hypothesis, it is important to note the three aspects in which they differ. Firstly, the
participants in the lab study had a deeper understanding of the scheme they had to shoulder-surf, due to
the fact that they actually operated the scheme during the usability assessment before the shoulder-surfing
attack. Secondly, the participants in the lab study wrote their guesses on one sheet of paper. Therefore, when
making a guess, they saw their previous guesses. Thirdly, the participants in the lab study asked whether
they could stop guessing the password during the evaluation of the shoulder-surfing resistance and due to
ethical reasons they were of course allowed to stop. All three of these aspects warrant further investigations.
The impact of each of these differences should be investigated individually in future research, in order to
identify which influence they have on the tested hypotheses.

Additionally, the studies suggest that users are willing to trade usability for increased shoulder-surfing
resistance in the context of text password entry on gamepads. Gaining a deeper understanding of the factors
involved in the users’ willingness to accept this trade-off might prove valuable for future authentication
scheme designs. Also, the question arises whether this effect translates to other contexts in public, shared,
and private spaces.

9.3.3 Part III: Secure and Efficient Storage of Passwords in Portfolio
Authentication

For part III two aspects stand out as particularly valuable directions for future work. Firstly, a more in-depth
cryptanalysis using lattice-based algorithms or a modelling using integer linear programming might uncover
situations in which a re-adjustment of the choices for the parameters n, t, and p for either of the two variants
of the (t, n)-threshold verification scheme becomes necessary.

Secondly, the (t, n)-threshold verification scheme can serve as an enabler for authentication schemes that
adjust to the environment (e.g. available inputs on the user’s device) in which the authentication takes place.
The use cases presented in chapter 8, already outline how to apply the (t, n)-threshold verification scheme
to individual authentication schemes. As outlined in section 8.4, one natural extension of the presented use
cases would be the combination of a graphical recognition-based scheme and a traditional text password.
Such a combination would allow to e.g. use the text password on devices that have a hardware keyboard
and the graphical scheme on devices with a touchscreen. However, it is unclear how users would react to
such hybrid schemes and their investigation might prove to be a valuable direction of future work.

9.4 Final Remarks

Despite several prophecies to the contrary, text passwords (and their derivatives such as PINs) are the
dominant type of authentication today and are unlikely to be replaced any time soon. In contrast, the
ever growing number of devices and accounts users will use on these devices will only further aggravate the
problems underlying the challenges addressed by the research in this thesis. The ever expanding range of
attacks employed by cyber criminals necessitates the availability of correct, complete, understandable, and
effective awareness materials explaining the relevant attacks and respective defences to users. The advent of
new form factors of devices and the usage of text passwords on constrained input devices such as gamepads
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require new authentication schemes specifically adapted to these contexts. The increased use of mobile
devices in public or shared spaces increasingly shapes a new threat landscape, where capture attacks such
as shoulder-surfing are more relevant than ever.

By addressing three distinct challenges encompassing the three entities involved in user authentication (i.e.
the user, the authentication scheme, and the verifier), this thesis demonstrates the breadth of the field of
usable and secure user authentication ranging from awareness materials, to the development and assessment
of authentication schemes, to applying cryptography to craft secure password storage solutions. Therefore,
I argue that the research processes, results, and insights described in this thesis represent important and
meaningful contributions to the state of the art in the research on usable and secure user authentication,
offering benefits for users, organisations, and researchers alike.
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A Appendices to Part I

A.1 Examples for Attack Automation

Table A.1: Examples of how the attacks from the framework by Bonneau et al. [26] could be automated.

Attack Automation

Attacks targeted directly at the user and the interaction with their devices
Phishing Using markov models and neural networks allows the auto-

mated creation of phishing messages [113].
Theft of an Insecurely Stored Physical of the Password While no automation for stealing objects using drones is de-

scribed in the research literature, it is easily conceivable that
through advances in object recognition and autonomous nav-
igation drones might be able to identify and steal authentica-
tors such as tokens or smart cards or even physical copies of
passwords.

Shoulder-surfing The automated analysis of password entry is easily possible
[135]. Such techniques could be combined with strategically
placed high resolution surveillance cameras to capture user-
names and password while using image recognition to identify
the context the password was entered in to fully automate this
type of attacks.

Attacks targeting the user’s device as well as remote services
Compromising the User’s Device Automated attacks based on internal observation facilitated

through compromising a user’s device can be mounted using
any self-replicating malware such as viruses or worms [201].

Targeted Guessing While this attack is based on intimate knowledge of the user,
automated attacks combining information available from dif-
ferent social networks have been shown to be feasible [21].

Untargeted Guessing Among the most important cases of untargeted guessing are
online attacks using remote servers as oracle. Such attacks
can be automated with software such as Hydra-THC2 which
allows attacks over a wide variety of protocols commonly used
by Internet services.

Guessing after System Break-In Software to mount unthrottled automated guessing attacks af-
ter passwords have been stolen from servers is widely available.
Among the most popular software are Hashcat3 and John the
Ripper4.

Theft of an Digital Copy of the Password Automated theft of password vaults through malware has been
well documented [87].

Attacks targeted at the communication between the user’s devices and remote services
Compromising the network traffic between the users’ devices
and the remote services

The use of unencrypted communication can be especially dan-
gerous and facilitate easily automated interception of pass-
words or secondary authentication information (such as ses-
sion cookies) [41]. However, even encrypted traffic can be tar-
geted using man-in-the-middle attacks [102,104]. For example
the compromise of the Dutch CA DigiNotar lead to illicitly
issued certificates for man-in-the-middle attacks and the CA
was therefore subsequently removed as root CA from all major
browsers [3].

2https://github.com/vanhauser-thc/thc-hydra (visited 2019-07-06)
3https://hashcat.net (visited 2019-07-06)
4https://https://www.openwall.com/john/ (visited 2019-07-06)
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A Appendices to Part I

A.2 Intervention Texts

Table A.2: The wording of the intervention texts after the round of expert feedback. Note that the wording represents a
translation into English from the German original versions created for the study. Creating German texts was
necessary to allow the study presented in chapter 4.

ID Wording of the Intervention after Expert Feedback
M1 Using specialized software, attackers try to mimick human behaviour when guessing passwords. Thereby, they use a

long list of words (from dictionaries, but also passwords from past breaches) and apply different common modifications
to these words to generate additional words they will also use as guesses for the password:

• Appending or prepending numbers and symbols (e.g. adding an “!” to the end is a popular choice)
• Substituting letters with numbers (e.g. E → 3) or with symbols (e.g. a → @)
• Substituting lowercase letters with uppercase letters (in particular at the beginning of words)

M2

M3
M4
M5 Attackers will adjust their list of passwords to try according to the circumstance. In particular, they can use words

from many languages to try and guess your password.
M6 Unfortunately, it happens time and again that even large web services handle the passwords of their users carelessly

which then leak to attackers. Therefore, even passwords which are very hard to guess should not be reused. If a
password is leaked by a service in the clear, it does not matter how hard it is to guess. This also holds for passwords
you enter frequently. Do not reuse them. The more often you reuse a password at different services, the bigger is the
chance of it getting into the hands of an attacker.

M7

M8 If you store a written down password in a safe and secure location, making such notes can actually be beneficial (e.g.
after changing a password until you have memorized it). However, if you do not need a note of a password anymore,
you should dispose it (e.g. burn it). If you keep your written down passwords securely stored, having such notes is more
secure than reusing passwords: Guessing a unique password is more difficult to guess than a password that might have
leaked from another service which was affected by a leak, even if that password is a variation of a different password.

M9 Written down passwords must always be stored in a secure location (i.e. a location that can only be accessed by
yourself). If you use a password manager you should in most cases set a strong master password. Only in cases where
all of the four criteria below are met, it is not mandatory to set a password:

• You are the only user of your devices
• The hard drive of your device is encrypted
• You do not synchronize your passwords across your devices
• You always lock your devices, when you are not using them

Otherwise you have to set a master password which can withstand guessing after a system break-in.

M10 Scientists have found that changing passwords you need to remember proactively (i.e. without occurrence of an incident)
is unhelpful in protecting your accounts. The additional effort required of the users is unproportionally larger than the
achieved security benefits. Even governmental bodies, such as the US NIST or the British NCSC are already adapting
their recommendations. They recommend to change passwords only when the old one has fallen into the hands of an
attacker instead of changing it proactively. These governmental bodies believe that the web services have to implement
a rigorous monitoring of their own systems and that they should use so-called lock-out mechanisms (e.g. limiting the
number of possible login attempts). Changing passwords that have to be remembered is therefore obsolete advice which
should not be followed anymore.

M11 Internet browsers often have an integrated password manager, which allows saving passwords entered on websites.
Saving passwords in a browser is the same as saving them in a dedicated password manager. If the hard drive of
your device is not encrypted and your passwords are saved in a password manager, which is not protected by a master
password (no matter if in a browser or as dedicated program), attackers can easily copy your passwords off your hard
drive, if they have physical access to it or your device is infected with malware.

M12 Using walks or patterns on your keyboard as password (e.g. “1QAY2WSX”) is no good practice to generate secure
passwords. As a matter of fact, such patterns will be present in the dictionary of every attacker trying to guess
passwords.

M13 Attackers can easily use specialized software to guess all combinations of days, months, and years. Therefore, using
your dog’s birthday or the birthday of your favorite actor instead of your own will not render your password harder to
guess for a professional attacker. This holds in all situations, where attackers can make large numbers of guesses (e.g.
when a web service does not limit the number of possible login attempts, before the account is locked).

M14 Attackers can easily automate their attacks using readily available specialized software. Using such software, attackers
can easily e.g. test many different passwords or snoop on unencrypted network traffic.

M15 Some people think that only cyber-criminals from the other side of the planet will typically attack them. Others
believe that only those close to them will try to get access to their devices. However, attackers can come from both of
these groups.M16

M17 Even if you use your email account only to send messages to others, it is still a valuable target for attackers. Exploiting
the possibility to reset passwords of other accounts is particularly relevant. Your email account holds email from all
the services you use. Therefore, attackers can easily look up all the web services you use and reset their passwords to
access them.

Continued on next page
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A.2 Intervention Texts

Table A.2 – continued from previous page
ID Wording of the Intervention after Expert Feedback

M18 The SIM-PIN is the PIN you have to enter to unlock the telephony functions of your mobile phone. This PIN is not
sufficient to protect the data which is stored on a smartphone. An attacker with physical access to the phone can easily
remove the SIM from the phone to bypass this check. Moreover, many phones simply allow bypassing the entry of the
SIM-PIN, resulting in a phone that is not able to make calls, but is unlocked to access all data on it.

M19 You should set a password lock and use it whenever you leave a device unattended – even if a co-worker or friend is in
the vicinity (e.g. same office). If during your absence these people leave too (e.g. are called away, make telephone calls,
or go to the toilet) your device is completely unprotected.

M20 You are responsible for the security of your devices. Even at work when there is a dedicated IT department, it is your
job to keep the device secure.

M21 The value of your accounts is not influenced by how regularly you use it. Instead, the only determining factors are the
data which can be accessed in the account and which actions can be performed in the account.

M22 Money is not the only valuable associated with your bank account. When accessing your online banking account,
attackers can easily see where you are shopping, when you book your holidays and where you are paying abroad, your
address, your phone number . . . All they need is your password, no TANs are needed. (Note for readers: TANs are
transaction numbers. All German banks require these to authorize transactions. Since all participants in our study
were German, all knew this term and its semantics in the context of online banking.)

M23 Some people believe that they are not important enough to even be targeted by attackers. This is a misjudgment which
can have potentially severe consequences. Many attacks on the Internet (e.g. guessing passwords of users at a web
service or sending phishing emails) can be easily automated and are then performed in an untargeted fashion. Do not
fall for the illusion of not being affected by attacks. Learn how to defend yourself, for when attackers just try to get
access to as many accounts as possible. Otherwise you will fall victim to an attacker.
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A Appendices to Part I

A.3 Scenario Texts

Table A.3: The scenarios used in the study. Originally developed and used in German they are presented here translated in
English. For each attack there are two scenarios, one representing secure and one representing insecure behaviour.

Attack # Scenario

Fr
au

du
le
nt

m
es
sa
ge
s

Se
cu
re 1 Mr. Schmidt works together with his colleague Mr. Müller on the same project. Mr. Schmidt is the vacation

substitution for his colleague. He receives an email in which his colleague asks him to send the project plan
to his private email address, because he wants to work on it in his rainy vacation. Mr. Schmidt does not
send the information to the private email address.

In
se
cu
re

2 Mr. Schmidt’s boss is on a business trip to visit a client. Mr. Schmidt receives an email in which his boss
informs him that a person from the help desk of the client will contact Mr. Schmidt to get access to the
web-interface of the project management software. Shortly after, Mr. Schmidt’s phone rings: it is the person
from the help desk. Since he received the announcement of the call from the email-address of his boss, Mr.
Schmidt gives the person from the help desk the required password.

T
he
ft

of
an

in
se
cu
re
ly

st
or
ed

ph
ys
ic
al

co
py

of
th
e
pa

ss
w
or
d

Se
cu
re 3 Mr. Schmidt finds it difficult to remember his passwords. Therefore, he keeps a note of his private passwords

at home in a locked drawer of his desk, which only he can open.

In
se
cu
re

4 Mr. Schmidt has to change the password for one system in the company every 90 days. He already had to
call the help desk of his company multiple times to have them reset a password he could not remember after
a mandatory change. When changing the password for the next time, he makes a note of it and stores the
note under his mouse pad on his desk.

Sh
ou

ld
er
-s
ur
fin

g Se
cu
re

5 Mr. Schmidt sits in the train on his way to a client. The train is fully booked, the seat next to him taken. Mr.
Schmidt checks emails using his smartphone. Due to an urgent request from his boss, he has to access the
web-interface of the project management software used in this company to list a cost report. He notices that
the person in the seat next to him tries to look at the screen of his smartphone inconspicuously. Therefore,
he leaves his seat and moves to an area in the train where he is undisturbed, so that no one can spy on the
sensitive data he is accessing.

In
se
cu
re

6 Mr. Schmidt is sitting in a café and waits on his colleague to have lunch together. Since his colleague sent
him a text message saying that he will be 30 minutes late, Mr. Schmidt wants to use the time to work on
his laptop. While he is working a couple approaches and asks whether they can join him at the table. Since
all other tables in the café are fully occupied, Mr. Schmidt agrees. One of them sits down on the opposing
side of the table, one sits down next to Mr. Schmidt who continues his work and logs in multiple times to
the web-interface of the project management software of his company.

C
om

pr
om

is
in
g

th
e
us
er
s’

de
vi
ce
s Se

cu
re 7 Mr. Schmidt sits in his office. He is printing presentation slides for a meeting. The printer is located at the

other end of the corridor. Before Mr. Schmidt leaves his desk to fetch the print-out, he locks his laptop.

In
se
cu
re

8 Mr. Schmidt has to share a file with this colleague Mr. Müller. The file is too large to attach it to an email.
Since he has no USB stick at hand, he uses the one he found last week in the parking lot of his company.

E
av
es
dr
op

pi
ng

on
un

en
cr
yp

te
d

co
m
m
un

ic
at
io
n

Se
cu
re 9 Mr. Schmidt is on his way to a client. Unfortunately, the train is delayed. Therefore, he sits down in a café

at the train station. There he uses an open wifi. He uses his laptop as usual, but pays attention that he visits
all websites using an encrypted connection.

In
se
cu
re

10 Mr. Schmidt is on a business trip visiting a client in a different city. There he stays in a hotel and uses its
charged premium unencrypted wifi to work in his room. To login to the wifi, he has to enter a user name and
a password.

E
av
es
dr
op

pi
ng

on
en
cr
yp

te
d

co
m
m
un

ic
at
io
n Se
cu
re 11 Mr. Schmidt has to access the web-interface of a client’s system. He receives a warning that no encrypted

connection is possible although this has worked in the past. Therefore, Mr. Schmidt calls the client using a
phone number known to him, describing the problem. He does not access the web-interface until the problem
is solved.

In
se
cu
re

12 Mr. Schmidt is at a client in a different city to prepare a new project. He has to stay several nights and books
a room in a hotel. Once he is in his room, he tries to access the web-interface of the project management
software of his company. He receives a warning stating there is problem with the security of the connection,
although the connection is encrypted. The problem does not occur with the web-interface of his email
account. He infers that the web-interface of the project management software is misconfigured and enters his
credentials.

Continued on next page
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A.3 Scenario Texts

Table A.3 – continued from previous page
Attack # Scenario

Ta
rg
et
ed

gu
es
si
ng Se

cu
re 13 Mr. Schmidt takes his private smartphone to work (but does not use it for business purposes). He does not

want that friends or colleagues can access the phone by guessing his PIN. Since he shares the phone with his
wife in their free-time, she should be able to easily remember the PIN. Therefore Mr. Schmidt uses as PIN
the birthday of the family dog, which is only known to him and his wife.

In
se
cu
re 14 Mr. Schmidt finds it difficult to remember passwords. Therefore, he uses as password for his laptop at work

Alexander1997, the first name and the year of birth of his child.

U
nt
ar
ge
te
d

gu
es
si
ng Se
cu
re 15 Mr. Schmidt has to perform small design tasks. For this purpose, he has to open an account with Adobe to

purchase and download software such as Photoshop and InDesign. For the user account, he chooses a long
password (substantially longer than 8 characters), which is neither in the lists of frequently chosen passwords
nor derived from the company name Adobe.

In
se
cu
re 16 Mr. Schmidt has problems remembering all the passwords he needs for his job and privately. Therefore, he

uses walks on the keyboard, such as 1q2w3e4r%, to create secure passwords.

G
ue
ss
in
g
af
te
r

sy
st
em

br
ea
k-
in

Se
cu
re 17 Mr. Schmidt is frequently on business trips and once he had his laptop almost stolen at the airport. Therefore,

he chooses to encrypt the hard drive using a password with more than 20 characters which he creates
concatenating multiple words to one another.

In
se
cu
re

18 The company in which Mr. Schmidt is employed uses an external web service to store important client data.
Mr. Schmidt learns that this web service was the target of a successful hacker attack and that password data
was stolen. His password is Al3xand3r!, derived from the name of his son. Since the password is longer than
8 characters and contains multiple numbers and a symbol he does not change it.

T
he
ft

of
a

di
gi
ta
lc

op
y

of
th
e
pa

ss
w
or
d

Se
cu
re 19 Since Mr. Schmidt has problems remembering the many passwords he needs for his job, he asks the IT-

department whether they can install a password manager on his work laptop. Since he wants to synchronise
the passwords to his business smartphone, he chooses a master password with more than 20 characters, which
he creates by concatenating multiple words.

In
se
cu
re

20 Mr. Schmidt has to use many passwords in his daily job to log on to all the different systems he needs to
access. Since he also works on his business smartphone, Mr. Schmidt saves all the passwords in a Word
document and synchronises this document through a public third-party cloud storage provider between his
laptop and his smartphone.

E
xp

lo
it
in
g
a
w
ea
k

re
se
t-
m
ec
ha

ni
sm

Se
cu
re 21 Mr. Schmidt uses different external web services, as is usual in his company. For one of the web services,

the password can be reset using personal security questions. Instead of answering the questions truthfully,
Mr. Schmidt chooses a random character sequence as answers, writes this sequence down, and stores it where
only he can access it.

In
se
cu
re

22 Mr. Schmidt uses different web services in his private life. For one of the web services the password can
be reset using a link in an email sent to him. As password for the respective email account he chooses
@lex@nder1997 (derived from the first name and year of birth of his son), since it is more than 8 characters
long and contains multiple special characters.
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A Appendices to Part I

A.4 Misconception Items

Table A.4: The items for each of the misconceptions, translated from the German originals used in the study. The IDs relate
to the misconceptions as presented in chapter 3. The items marked with an ‘*’ are inversely phrased.

ID Item of the Intervention

M1 Adding numbers makes passwords automatically more difficult to guess.
M2 Adding symbols makes passwords automatically more difficult to guess.
M3 Adding uppercase letters makes passwords automatically more difficult to guess.
M4 Replacing lowercase letters in the password with numbers, symbols, or uppercase letters makes the password automat-

ically more difficult to guess.
M5 A word from another language than your own mother tongue is a secure password.
M6 Reusing passwords is OK for secure passwords, but should be avoided for weak passwords.
M7 It is OK to reuse passwords from user accounts that you log in frequently for different user accounts.

M8* Security-wise, it is better to write passwords down and keep them in a secure location than to reuse passwords for
different user accounts.

M9* Notes of passwords must always be stored in a secure location.
M10 Passwords should be changed frequently.
M11* Storing passwords in the browser is the same as storing passwords in a password manager.
M12* Walks or patterns on the keyboard (e.g., 1qay2wsx) represent insecure passwords.
M13 Using dates of birth that are not your own is a good way to choose secure passwords.
M14* Attacks on user accounts can be automated.
M15 All attackers are strangers from the other end of the world.
M16 All attackers are only people you know.
M17* Email accounts have particularly high security requirements.
M18 A SIM PIN is sufficient to protect data on a smartphone.
M19* It is necessary to lock your devices (PC, laptop, smartphone, etc.), even if you leave them unattended only for a short

time.
M20 User accounts in an organization have lower security requirements than private user accounts, because the IT depart-

ment watches over them.
M21 The security requirements of a user account depend on how often it is used.
M22 Only bank accounts with high account balance are a rewarding target for attackers.
M23 One can be too unimportant to be attacked.
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B Appendices to Part II

B.1 Overview of the Assessment of Authentication Schemes

Table B.1: Assessment of whether the existing shoulder-surfing resistant authentication schemes fulfil requirements R2-R6 as
defined in section 5.1. For the sake of completeness this table also includes the Colorwheels scheme which is
specifically tailored to the gamepad context and described in more detail in section 5.5.

Type Proposal R2 R3 R4 R5 R6

C
ov
er
t
C
ha

nn
el
s

Secure Haptic Key-
pad [19]

yes yes yes somewhat, haptic
feedback not for
individual buttons

yes

Glass Unlock [229] yes yes yes no, requires external
private display

yes

force-PIN [127] no, requires more
force sensitive con-
trols

yes somewhat, requires
extension of charac-
ter grid

yes yes

Undercover [176] no, requires con-
cealed placement of
trackball

yes somewhat, requires
extension of the in-
put grid

yes yes

O
bf
us
ca
ti
on

of
In
pu

t

Tetrad [169] yes yes no, graphical yes yes
Draw-A-Secret vari-
ants [233]

yes yes no, graphical yes yes

Convex Hull Click
[226]

yes somewhat, designed
for mouse input

no, graphical yes yes

S3PAS [237] yes somewhat, designed
for mouse input

yes yes yes

Grid-based scheme
[123]

yes yes yes yes yes

PairPasswordChar
[166]

yes yes yes yes yes

Colorwheels (sec-
tion 5.5)

yes yes yes yes yes

In
di
re
ct

In
pu

t

Cognitive Trapdoor
[173]

yes yes yes yes yes

SwiPIN [218] no, requires too
many directional
controls when scaled
up from PIN to text
password

yes yes yes yes

Xside [57] no, requires touch
interface on back of
device

yes somewhat, requires
extension of charac-
ter grid

yes yes

MagiSign [175] yes yes yes no, requires
magnetic
sensor

yes

Behavioural biometrics [56] yes yes no, needs additional
verification of bio-
metric information

yes yes

P
or
tf
ol
io

A
ut
he
nt
i-

ca
ti
on

Graphical Portfolio
Authentication [166]

yes yes no, graphical yes yes

Textual Portfolio
Authentication
(section 5.5)

yes yes yes yes yes
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