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Abstract:
Attitudes and behaviors toward cybersecurity best practices vary greatly across groups and generational context might impact
how individuals conceptualize their accountability related to digital technology. There may also be age-based vulnerabilities
resulting from personal perceptions about the importance of engaging in best-practices. However, age may not be as critical as
experience when it comes to implementation of these behaviors. Using the Cybersecurity Behaviors subscale of the Online Secu-
rity Behaviors and Beliefs Questionnaire (OSBBQ), this study compared the self-reported cybersecurity attitudes and behaviors
across college-aged individuals from Generation Y and Generation Z. Data were derived from a convenience sample of predo-
minantly African-American and Caucasian respondents (N=593) recruited from two public universities in Virginia, USA. Four
of the eight OSBBQ subscale items demonstrated significant differences between Generation Y and Generation Z adults. Gene-
ration Y adults reported greater reviewing of privacy policies on social media, maintenance of antivirus updates, watching for
unusual computer performance, and acting on malware alerts, but no significant differences on the other items. It is reasonable
to assume that the observed elevated scores were accompanied by greater individual knowledge of information security simply
because of being older as a cohort, suggesting that the group was also more experienced and less likely to perceive themselves
as invulnerable to online victimization.

Introduction
The shared global cyberspace, encumbered within an increasingly digital world, is available to

most people around the world. Although most individuals interact within this shared online cyber-
space—likely multiple times per day—there is not necessarily a common standard regarding what
is normal behavior online. There is an amazing amount of variability regarding personal attitudes,
beliefs, and cybersecurity behaviors related to the protection of personal information and aggressors
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tend to prey on unassuming individuals who can be more easily (socially) engineered relative to tech-
savvier users (Mitnick & Simon, 2002; Parsons, Young, Butavicius, McCormac, Pattinson, & Jerram,
2015; Rezgui & Marks, 2008). That said, no individual or group is exempt from being targeted and
victimized in cyberspace.

What happens online in cyberspace has real consequences in the offline world. Cybercrime is an
increasingly looming threat not only to individuals, but governments as well, and publicly available
information security safeguards and best-practices are disseminated to help protect the global citi-
zenry from misuse, or unauthorized use, of their personal data and identity. This is exemplified by the
investment in cybersecurity education and implementation provided by the United States Department
of Homeland Security. Specifically, the Cybersecurity & Infrastructure Security Agency (CISA), hou-
sed within Homeland Security advises that with the interconnectedness of the world and the inherent
advantages this affords, increased connectivity can yield increased risk of various forms of cybercrimes
such as theft, fraud, and abuse, and that people who are (increasingly) reliant on digital technology
need to be aware that this reliance makes our society as a whole more vulnerable to cyberattacks
that take the form of corporate security breaches, spear phishing attempts, and social media fraud
(CISA, n.d.). According to the National Cyber Awareness System, governments provide “a variety of
information for users with varied technical expertise (and) those with more technical interest can read
the Alerts, Analysis Reports, Current Activity, or Bulletins (whereas) users looking for more general-
interest pieces can read the Tips” (National Cyber Awareness System, n.d.).

Unfortunately, awareness should not be mistaken for action, and it only represents the starting
point for the process safeguarding oneself online. Inevitably, individuals must act with effective and
consistent behavior corresponding to established best practices. As an example of where the breakdown
between information and implementation often occurs, consider that CISA notes that user authentica-
tion is extremely important in the cyber world and that passwords are the most common way people
authenticate, yet the effectiveness of passwords for information security is only high when guidance
regarding complexity and confidentiality are followed (CISA, 2018). Research consistently demonstra-
tes the ineffectiveness of password use as a cybersecurity safeguard when individuals do not adhere to
established guidance for making passwords safe and secure, which is most easily accomplished by in-
creasing complexity and adding multi-layered authentication. When standards are not met, individual
(and often employer) efforts at information security become compromised (Jenkins, Grimes, Proudfoot,
& Lowry, 2014; Sen, 2018; Zimmermann & Renaud, 2019).

Technological Divide
Given the omnipresence of digital technology embedded in daily life, it is essential to understand

if generational gaps—typically expressed as the digital divide—continue to impact awareness, per-
ception, and behaviors related to an individual’s accountability for cybersecurity. In essence, everyone
has a role in safeguarding the shared cyberspace; however, in an increasingly interconnected world,
generational context might impact how someone perceives their role and responsibilities. The notion
of a digital divide refers to the varying degrees of access to and proclivity toward use of technology
across defined cohorts, although the phrase once offered reference to the distribution and value of (di-
gital) information technology in society as a whole (Brants & Frissen, 2017). The generation to which
an individual is chronologically associated may play a significant role in influencing this connection
between knowing a best-practice and actually employing that practice in everyday life as a result of it
becoming an internalized value.
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Research suggests there is a general decline in what is generally understood as an age-based
digital divide, most notably, in more developed nations (Holderness, 2013). Even though people with
more experience tend to have more knowledge of security threats and therefore feel more confident
in defending against cybersecurity threats (Huang, Rau, & Salvendy, 2010), generational differences
may still play a significant role in how people perceive their ability to mitigate potential threats. For
example, the notion of a grey divide posits that age-based obstacles might prohibit older adults from
taking full advantage of digital avenues for communication and connectivity (Quan-Haase, Williams,
Kicevski, Elueze, & Wellman, 2018), and that older adults may be less familiar with nuances of newer
digital forms of interaction (Comunello, Ardèvo, Mulargia, & Belotti, 2016). On the other hand, evi-
dence suggests that older individuals are fully capable of engaging in digital activities online (Pratt,
2018). Overall, it is still possible that different generations of technology users are more or less vul-
nerable to having their data misused due to their personal habits, learned throughout their own lives
including the time period when they were first faced with being aware of digital safety needs.

When considering the attitudes and behaviors of digital immigrants relative to digital natives
as an example, differences can be seen between individuals whose technology was singularly analog
compared to those who were born into a world that was almost exclusively reliant on digital technology
(Campos-Castillo, 2015). The divide can therefore be conceptualized as being fueled by many factors,
including but not necessarily limited to age and experience. The terms digital native and digital immi-
grant were coined by Prensky (2001), referring to natives born around 1980 or late (highly associated
with being greater and more proficient users of technology) and immigrants who are typically older
adults not born into today’s digitally-engaged world (and therefore assumed to be both less proficient
and less frequent users of technology). What differentiates natives and immigrants is also qualita-
tively different relative to the distinction separating, for example, Baby Boomers (those born in the
mid 1940’s through the early 1960’s) and subsequent generations. That said, those born over the past
two decades are not simply natives to the digital world, they are seemingly more reliant upon it being
present and operational as a fixed structure embedded within their environment (Colbert, Yee, & Ge-
orge, 2016). However, this does not necessarily assume these individuals have greater competence with
regards to minimizing individual vulnerabilities that accompany the increased reliance and usage.

“The digital divide is not simply an issue of access, but also of obstacles to . . . use” (Kennedy,
Wellman, & Klement, 2003, p. 73). In general, the knowledge of, and behaviors related to, information
security for older adults may outrank those of younger adults who are no more than a few years
their senior. While this could lead to a perception of decreased vulnerability when operating in online
spaces, any differences need not be solely reliant on age. For example unsolicited disclosure online
is often motivated by the desire for convenience and a desire to maintain relationships (Krasnova,
Spiekermann, Koroleva, & Hildebrand (2010), neither of which is necessarily age dependent.

There is also the say-do gap that exists between the acquisition of knowledge and implemen-
tation of a behavioral practice (Daud, Rasiah, George, Asivatham, & Thangiah, 2018; Hoppa, 2018;
Noble, Haytko, & Phillips, 2009). Simply having access to important information does not guarantee
internalization of the significance of that information, nor the corresponding actions pursuant to those
internalizations. It is also possible that experience using digital technology is more essential than chro-
nological age, especially as people mature over the course of their life (Eshet-Alkalai & Chajut, 2009).
Attitudes, access, proficiency, and reasons for using any form of digital technology are all critical com-
ponents when trying to understand the ‘say-do’ gap (van Deursen & van Dijk, 2014)—referring to
the continuum of possible behaviors existing between knowledge and action. As an example, consider
that personal information concerning your whereabouts in real-time should be kept private in order
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to minimize the chances of being victimized resulting from the various forms of cybercrime aggressors
typically engage in, yet many people expose themselves to unnecessary risk by publicly posting their
daily activities online for everyone to access.

In terms of cyber-related security practices, there may even be a reverse digital divide impacting
the integrity of society’s information security infrastructure at a macro level. At face value, it may seem
that older individuals who are adapting to newer technologies exert increased stress on the inherent
limitations of the typical cybersecurity infrastructure found in home or organizational settings, but age
does not always dictate vulnerability. This directly speaks to the human element—where there may
be an automatic and biased assumption that as age increases so does risk—but in fact, it may be that
“the most intractable aspects are in fact sociotechnical” (Jeong, Mihelcic, Oliver, & Rudolph, 2019, p
2). Developmental issues unique to the individual may be more important regarding what contributes
to specific generational groups’ engagement (or lack thereof) in essential cybersecurity practices.

Generations X, Y, & Z
Who belongs to which generation is not exact, although there is general agreement of the approxi-

mate distinctions. One cause for this is in how the generations are defined across studies (Reisenwitz
& Iyer, 2009). Both Generations X and Y are considered to be high adopters of digital technology, most
notably the Internet (Lissitsa & Kol, 2016), yet there are subtle differences given what types of digital
tools and products were being introduced at specific times throughout the past sixty years. According
to Gurau (2012), Generation X—arguably those born between 1961 and 1979—are characterized by
technological savviness, and Generation Y—those born between 1980 and 1999 are the Millennials
who have the distinction of being the first generation born into a digitally high-tech world (Desy &
Wolanskyj, 2017; Norum, 2003). Because each generation is defined by unique collective experiences
and values, differences in attitudes and behaviors are often visible despite the often small and see-
mingly inconsequential differences in year of birth. According to DelCampo, Haggerty, and Knippel
(2017), although generational differences have always been present, the increase in life expectancies
has resulted in most recent several generations “working side by side” (p. 1).

Consider that emerging adults have used technology in almost all aspects of their lives and from a
very early age. This is exemplified by the staggering number of users of the Internet and social media.
In one recent study of the general population in the United States, results showed that well over 80%
of young adults ages 18-29 actively interacted with at least one social media site, and that nearly 100%
of young adults use the Internet (Perrin, 2015).

Generation Z represents the current wave of individuals entering and exploring emerging adult-
hood. This is a unique period of development between adolescence and mid-late twenties characteri-
zed by significant developmental changes that promote movement toward becoming self-sufficient and
independent (Arnett, 2000). It is also a time where perceived invulnerability is likely to be greater. Ac-
cordingly, these individuals may be less concerned about cybersecurity threats that might result from
omission of basic security practices (Lapsley & Hill, 2010). Research has demonstrated that young
adults are at greater risk of victimization from cybersecurity attacks (Algarni, Xu, & Chan, 2015; Rez-
gui & Marks, 2008), possibly resulting from the amount of personal information disclosed online (Fogel
& Nehmad, 2009; Litt, 2013).

It seems that for some people, it is not until after being victimized that perceived invulnerabi-
lity begins to change; however, simply being victimized may not necessarily motivate an individual to
engage in more frequent cyber security best-practices (Chen, Beaudoin, & Hong, 2017). Research exa-
mining Generation Z in particular has demonstrated this cohort’s collective knowledge and understan-
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ding regarding the need for cyber security, but with poorer consistency compared to other generations
(Kim, 2014). In one study, college students under 20 years of age demonstrated the lowest scores on
knowledge of information security awareness when assessed using a self-report questionnaire (Farooq,
Isoaho, Virtanen, & Isoaho, 2015).

In addition, distinctions between what constitutes Generation Y versus Generation Z appear to
be somewhat arbitrary. Cilliers (2017) defines Generation Y as individuals born between 1980 and
1995, and Generation Z as individuals born from 1996 and on. Jiří (2016) also considers Generation
Z as beginning in 1996 but Generation Y as beginning in 1977. Nagy (2017) defined Generation Y as
1977-1994 and Generation Z as 1995-2012. Goh and Lee (2018) defined Generation Y as individuals
born 1980-1998 and Generation Z as individuals born 1995 through 2009. Other authors suggest that
Generation Y includes individuals born 1977-1994 and Generation Z as individuals born in 1995 and
later (Morton, 2002; Noble et al., 2009). For the purposes of this study, Generation Y was defined as
individuals born 1977-1994, and Generation Z was defined as individuals born 1995 and later.

Rapid growth and changes in technology are also impacting social attitudes toward cybersecurity
as a general facet of an increasingly global society (Colwill, 2009). Research suggests that an indivi-
dual’s perception of information security significantly impact behaviors and decision-making (Huang,
Rau, Salvendy, Gao, & Zhou, 2011). Despite this, the human component inherent to all cyber security
still suffers from gaps between an individual’s intent and their actual behavior (Shropshire, Warkentin,
& Sharma, 2015). One possible explanation for this ‘say-do’ gap is the presence of the hypothetical bias,
which is defined as an overestimation of willingness (intent) or an inaccurate estimation of positive
(behavioral) outcomes when examining a given behavior (Ajzen, Brown, & Carvajal, 2004). Notwith-
standing, there is evidence to suggest that knowledge of information security policies and procedures
predict positive attitudes towards these policies, and further, that information security knowledge and
attitudes are positively related to self-reported behavior (Parsons, McCormac, Butavicius, Pattinson,
& Jerram, 2014).

In a study investigating perceptions of information security towards security threats such as vi-
ruses, spam, and password attacks, researchers have demonstrated that a person’s knowledge of thre-
ats to information security, the impact of the threat (e.g., the duration and scope), perceived severity of
the threat (e.g., degree of harm and consequences), and past exposure to threats relate to participants’
perceptions of the overall danger associated with specific threats (Huang, et al., 2010). Interestingly,
perceptions of information security threats were dependent upon the types of losses associated with
those threats, and people seemed to be more concerned by a threat if it was likely to result in potential
financial loss or personal inconvenience. This suggests that people might be more motivated to engage
in specific practices only in circumstances where they perceive the threat as directly related to some
aspect of their personal or professional well-being, rather than a more overarching urgency pervading
daily life.

Purpose of Study
Although young adults may be known for their tech savviness (as evidenced by their ability to

navigate the Internet and engage on social media), there is a potential area of weakness regarding
perceived information security awareness and corresponding behaviors that differ based on generati-
onal cohort. It seems reasonable to assume significant differences would exist between the attitudes
and behaviors of older generations (Baby Boomers and Generation X compared to Generation Z for
example); however, there is less understanding about the differences that might exist between the two
most recent digitally native generations. As such, the current study sought to compare the information
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security attitudes and behaviors of Generation Y Millennials born between 1977 and 1995 and Genera-
tion Z adults born after 1995 to help examine potential differences in information security awareness
and practices. Having a better understanding of these relationships can provide insight into the online
behaviors of digitally native emerging adults.

Methods
Sample

Data were obtained from students recruited from two public universities—one a large and cul-
turally diverse research oriented school and the other a smaller Historically Black university—in a
semi-urban area of southern Virginia. Collecting data as part of convenience sampling was approved
by the Institutional Review Boards at both institutions. Participants at the larger school were recrui-
ted through the university’s research pool database for psychology students, and participants at the
smaller school were granted access to the survey via a secure hyperlink provided via email announce-
ments. All participants provided informed consent prior to accessing the surveys. Participants had to
be born between 1977 and 1999, ensuring they were from Generation Y or Z and at least 18 years old.

Data from 688 respondents were collected during the 2017-2018 academic school year. Of these,
67 respondents were removed prior to further analyses for not reporting their year of birth. Further, 28
respondents were removed for not answering items other than the demographics questionnaire. The
resulting sample for this study was 593 respondents, with an average age of 22.06 years (SD = 4.80).
When examined by generation, the average age of Generation Y individuals was 27.48 years (SD =
5.02, median = 25.50) and 19.52 years for Generation Z (SD = 1.33, median = 19.00).

Measures
Demographic information.. A demographics questionnaire created for this study asked parti-

cipants to self-report their age, gender, race, and ethnicity. The majority of the sample were African
American or Caucasian female undergraduate students, approximately 65% of whom were born bet-
ween 1995 and 1999. These data are itemized in Table 1.
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Information Security Behaviors.. The current study utilized a portion of the items from the
Online Security Behaviors and Beliefs Questionnaire (OSBBQ), which is a Likert-scaled questionnaire
consisting of 75 items assessing perceptions of information security awareness and associated self-
reported behaviors (Anwar, He, Ash, Yuan, Li, & Xu, 2017; Li, He, Ash, Xu, Anwar, & Yuan, 2014; Li et
al., 2019). Initially developed for use within a corporate employee population, items ask respondents to
rate their degree of comfort with specific information and cybersecurity-related tasks and to evaluate
their computer and Internet abilities. For the purpose of this study, only the subscale assessing self-
reported cybersecurity behaviors were included (see Table 2), as other items regarding computing skills
and proficiency are more directly related to vocational environments and were therefore not relevant
to the research question of this study.

Table 2. Cyber Security Behavior Items of the OSBBQ
1 I use different passwords for my different social media accounts (e.g., Facebook, Twitter, LinkedIn).
2 I usually review privacy/security settings on my social media sites (e.g., Facebook, Twitter, LinkedIn).
3 I keep the anti-virus software on my computer up-to-date.
4 I watch for unusual computer behaviors/responses

(e.g., computer slowing down or freezing up, pop-up windows, etc.).
5 I do not open email attachments from people whom I do not know.
6 I have never sent sensitive information (such as account numbers, passwords, and social security number)

via email or using social media.
7 I back up important files on my computer.
8 I always act on any malware alerts that I receive.
9 I don’t click on short URLs posted on social media sites unless I know where the links will really take me.

Results
The data were first assessed for missingness in response patterns. A missing values analysis was

performed using SPSS (version 25) on each of the nine cyber security behavior items on the OSBBQ.
All items demonstrated less than 1% missingness with the exception of item 5 (“I do not open email at-
tachments from people whom I do not know”), which demonstrated 16% missingness. The missingness
response pattern on item 5 was found to be significantly correlated with response patterns on two other
items (item 3, p = .029; and item 8, p = .007). As a result, item 5 was removed from further analyses.
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Response data for the remaining eight items were assessed for normality of response distribution.
All items fell within the acceptable range for both skewness and kurtosis (< |1.96|; Sheskin, 2011). A
series of independent samples t-tests were performed to assess for response differences in each item
between Generation Y and Generation Z adult participants. Of note, the distribution of Generation Y
and Generation Z adults in this sample lead to an oversampling of Generation Z adults. As a result,
the sample in these analyses could not claim relative equality in group sample sizes (Generation Y
= 35.20% of sample; Generation Z adults = 64.80% of sample). Levine’s Test of Equality of Variances
was non-significant for all comparisons, indicating satisfactory levels of homogeneity in between-group
variances. All other assumptions of independent samples t-tests were met. Results of the analysis are
provided in Table 3.

Four of the eight subscale items demonstrated significant differences between Generation Y and
Generation Z adults: item 2 (reviewing privacy/security policies on social media accounts), item 3
(maintaining anti-virus software updates), item 4 (watching for unusual computer behaviors/responses),
and item 8 (acting on malware alerts). Generation Y participants endorsed greater cyber security prac-
tices compared to Generation Z adults specifically for these four items (see Table 4). Statistical signifi-
cance was observed for items 3 and 4 at the p< .001 level, item 8 at the p<.01 level, and item 2 at the
p<.05 level.

International Journal of Cybersecurity Intelligence and Cybercrime, Vol. 3, Iss. 1, Page. 42-55, Publication date: February 2020.

49



A Reverse Digital Divide Debb et al.

Discussion
This study considered the potential role of generational cohort as an influencer of information

security attitudes and self-reported practices of college student adults from Generation Y and Gene-
ration Z—individuals born between 1977 and 1999. Results showed that the younger, Generation Z
adults from this sample demonstrated less endorsement of widely known cybersecurity best practices.
This was observed in items specifically focused on reviewing privacy policies (item 2), noticing unu-
sual computer performance (item 4), and having an awareness of antivirus and malware automatic
notifications (items 3 and 8). Data suggest that Generation Y individuals from this self-report sample
being engaged in safer information security practices compared to their Generation Z counterparts. It
is reasonable to assume that the safer practices the older group self-reported is accompanied by gre-
ater knowledge of information security simply because of the additional years of being engaged in a
digital-technology world. Specifically, it was hypothesized that Generation Y would rank higher than
Generation Z adults on the OSBBQ Cybersecurity Awareness subscale, and significant differences
were observed for half of the items included in the analysis.

In 2015, then President of the United States Obama compared the current state of the collective
cyberspace to the Wild West, implying that it needed a sheriff to consistently safeguard this publi-
cly shared space (NPR, 2015). Given that Generation Z adults were barely adolescents at that time,
it is understandable that Generation Y adults may comparatively seem to be more hypervigilant to
potential risks. As a general perception of how the two cohorts may perceive their online presence, Ge-
neration Y adults may be less likely to perceive themselves as invulnerable in this ‘wild west’, yet the
pervasiveness of digital technology in our society appears to be increasing digital literacy, ultimately
leading towards the thinning of the generationally-based digital divide.

From a developmental perspective, it is possible that the normal adaptations that occur throug-
hout one’s life impacted how individuals in this study perceived the literal meaning of the items. This
could be due to cultural differences inherent to their generational cohort and the individual experien-
ces that occur over time with age. For example, people tend to lose their sense of invulnerability as
they age (Denscombe & Drucquer, 1999) and generation Y adults grew up in a world where adapting
to privacy and cybersecurity threats were first becoming more commonplace. These individuals are
now at an age where the realities of (online) risk have become part of their conscious awareness as it
relates to their lack of invulnerability.

We can assume that “digital immigrants. . . have progressed rapidly in moving into the digital
world – adapting to and relying more on technology for work and personal use,” (Autry & Berge, 2011,
p. 461), potentially making them more vigilant as a generational cohort. Participants report of what
was internally motivated them to be vigilant and behave in accordance with best-practices could have
been negatively impacted. Research suggests that people who have not been personally affected by
a significant cybersecurity breach tend to not have the urgency that motivates people to engage in
best-practices consistently (Dodel & Mesch, 2017). In essence, when external motivators to behave are
minimal, there is a stronger possibility of succumbing to the say-do gap. It is possible that individuals
from this sample may become more motivated if they had been severely victimized at some point in
their lives; however, this data was not collected. Data from this study did suggest that these partici-
pants were motivated by some, but not all, cybersecurity-related factors (as identified by the OSBBQ).

Despite this, the digital divide continues to close as a result of the omnipresence of technology
across our globally connected society. Future generations are likely to experience an entirely diffe-
rent cyberspace with different types of threats that cannot necessarily be quantified by traditional
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self-report instrumentation pertaining to isolated events such as opening email attachments and re-
viewing social media policies. The future digital divide may actually reflect how each of us perceive our
interconnected accountability for the portions of cyberspace we dynamically occupy from a sociodemo-
graphic perspective, rather than generational.

Limitations & Future Directions
Although this study provides useful insights about the presence of and nature surrounding gene-

rational differences in cyber security attitudes and behaviors, it is not without its limitations. First,
this was a cross-sectional study that did not allow for the examination of change in perceptions over
time. Second, all data were derived from participant self-report and therefore do not speak to possible
differences between Generation Y and Generation Z’s intended behaviors and their actual behaviors.
Third, while the sample was ethnically diverse, it primarily consisted of African American and Cauca-
sian female undergraduate students from a convenience sample, which was expected given the student
populations at both schools. Accordingly, inferences between results from this sample and hypothesi-
zed results from other populations cannot be taken for granted. Future studies should aim to bridge
the gap on information and online security attitudes and behaviors between corporate environment
employees and other cohorts, specifically emerging adults. As such, the range of ages included could be
increased in future studies in order to make more meaningful comparisons between the generations.

Conclusion
This study examined the cybersecurity attitudes and self-reported behaviors of Generation Y and

Generation Z adults. Data suggest that there was a statistically significant difference between how
these two groups of adults were conceptualizing specific components of cybersecurity—most notably
the direct feedback from their computer’s software. As the sociotechnological divide overtakes any
remaining digital divide, researchers should continue to assess the interrelationships between human
performance and the ever-increasing automation embedded within society in order to better under-
stand and subsequently mitigate the negative effects of the knowledge (say) – performance (do) gap.
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