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Abstract. Although Radio Frequency IDentification (RFID) systems
promise a fruitful future, security and privacy concerns have affected the
adoption of the RFID technology. Several studies have been proposed to
tackle the RFID security and privacy concerns under the assumption that
the server is secure. In this paper, we assume that the server resides in the
cloud that might be insecure, thus the tag’s data might be prone to privacy
invasion and attacks. Xie et al. proposed a new scheme called “cloud-based
RFID authentication”, which aimed to address the security and privacy
concerns of RFID tag’s data in the cloud. In this paper, we showed that
the Xie et al. protocol is vulnerable to reader impersonation attacks, loca-
tion tracking and tag’s data privacy invasion. Hence, we proposed a new
protocol that guarantees that the tag’s data in the cloud are anonymous,
and cannot be compromised. Furthermore, the proposed protocol achieves
mutual authentication between all the entities participating in a commu-
nication session, such as a cloud server, a reader and a tag. Finally, we
analysed the proposed protocol informally, and formally using a privacy
model and CasperFDR. The results indicate that the proposed protocol
achieves data secrecy and authentication for RFID tags.

Keywords: RFID · Cloud server · Privacy · Security protocol · Privacy
model · CasperFDR

1 Introduction

Radio Frequency IDentification (RFID) is a wireless technology that uses radio
signals to identify tags attached to objects [1]. A typical RFID system is com-
posed of three main components, namely a tag, a reader and a backend server.
The reader broadcasts radio frequency (RF) signals to power, send and receive
data from passive RFID tags without physical contact. The RFID tag is an iden-
tification device attached to an item that transmits stored information to the
nearby reader(s) through the RF channel. The reader sends the tag’s data to
the backend server, which stores data about the RFID tags it manages [1].

There are increasing concerns around the security and privacy of the RFID
systems [2]. Communication between the reader and tag is vulnerable to intercep-
tion, modification, fabrication and replay attacks. Therefore, there are extensive
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studies attempting to achieve a mutual authentication between all the parties
involved in an RFID communication session. Some of these studies can be found
in [3–11].

In [11], the authors divided the proposed RFID mutual authentication studies
into two approaches:

– Server-based RFID mutual authentication [3,4,6,7,9]: In this approach, the tag
and reader depend on the backend server to be authenticated. When the reader
receives a message from the tag, it forwards the tag’s message to the server to
be processed. The server stores secret data related to the tags. The researchers
in this scheme assume that the server is secure, and their main focus is to secure
the data transmission between the tags and the readers.

– Server-less RFID mutual authentication [5,8,10]: This approach takes into
account an offline authentication, where the reader authenticates the tag offline
without the need to contact the server. This is based on tag authentication
credentials previously stored in the reader. For instance, the reader contacts
the Certification Authority (CA) during the initialisation phase to retrieve a
list of legitimate tags’ data.

A new approach, where the RFID tags’ data can be stored in a remote server
residing in the cloud, has gained increasing attention. The tags’ data stored
in the cloud might be vulnerable to data breach and/or privacy invasion by a
malicious attacker or internal employees. Therefore, while integrating RFID into
the cloud, the security and privacy of the RFID tags must be considered.

To this end, the authors in [11] proposed a new scheme called “cloud-based
RFID authentication”. In this scheme, the authors aimed to address the security
and privacy concerns of RFID tag’s data in the cloud. Three entities participate
in this scheme, namely a tag, a reader and a cloud server. This scheme is shown
in Fig. 1. The reader is connected to the tag through a wireless channel, while the
communication between the reader and the cloud server uses a Virtual Private
Network (VPN). The authors assumed that the tag’s and reader’s data are stored
in an encrypted hash table in an untrusted cloud server. The authors proposed
an RFID authentication protocol that preserves the reader’s and tag’s privacy
against an untrusted cloud server. Improvements to this study will be the focus
of this paper. The protocol details can be found in Sect. 2.

RFID Tag Reader Cloud Server

Fig. 1. The cloud-based RFID authentication approach

The authors in [11] claimed that their proposed protocol resists reader imper-
sonation attacks as only the legitimate reader can compute the authentication
messages. Furthermore, they also claimed that their protocol preserves privacy
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by hashing the tag’s data with a random number, which provides communica-
tions with confidentiality and freshness.

In this paper, we examined the cloud-based RFID authentication proto-
col [11], and we discovered the following:

1. An attacker is able to impersonate the reader without compromising the
secret data shared with the tag, thus causing the tag to be updated with the
wrong values and permit tracking the tag’s location.

2. By using a privacy model, we found that the attacker can confirm that two
sessions are related to the same tag, thus allowing unauthorised tracking.

3. By using CasperFDR, we found that the tag’s secret data is not protected
as the attacker can perform man-in-the-middle attacks and obtain the secret
data at the end of the protocol session.

Hence, we propose a new protocol that uses some of the notations in [11]
while utilising new notions that improve the cloud-based RFID authentication
protocol. We called our protocol “improved cloud-based RFID authentication”.

The rest of this paper is organised as follows: in Sect. 2, we demonstrate the
cloud-based RFID authentication protocol. In Sect. 3, we discuss the detailed
attacks on the cloud-based RFID authentication protocol. In Sect. 4, we show
the improved cloud-based RFID authentication protocol in detail. In Sect. 5, we
analyse the proposed protocol with respect to informal analysis, performance
analysis, mechanical formal analysis (using CasperFDR) and a privacy model.
In Sect. 6, we offer concluding remarks.

2 Review of the Cloud-Based RFID Authentication
Protocol

This section reviews the cloud-based RFID authentication protocol as proposed
in [11].

2.1 Notations

The notations are defined as follows:

R: denotes the identity of an RFID reader
T: denotes the identity of an RFID tag
S: denotes the number of authentication sessions between a reader and a tag,
with bit length L
M: denotes the last number of sessions between a reader and a tag
Nr: denotes a random number generated by a reader
Nt: denotes a random number generated by a tag
PRNG(): denotes the Pseudo Random Number Generation (PRNG) function
H(): denotes a secure one-way hash function with output length L, that is, H():
{0,1}∗→{0,1}L
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E(): denotes an encryption function using a symmetric algorithm with a reader
secret key
D(): denotes a decryption function using a symmetric algorithm with a reader
secret key
⊕: denotes the XOR operation
‖: denotes the concatenation operation stop

2.2 The Cloud-Based RFID Authentication Protocol

During the registration phase, the reader encodes the tag with three secret values,
namely R, T and S. The reader also adds unique initialised records, i.e.{H(R‖T‖S)
and E(R‖T‖S)} into the cloud server. The authors assume that the registration is
secure and performed in a “closed” environment. The protocol works as follows:

– The tag generates H(R‖T‖S) as an authentication request and sends it to the
reader.

– The reader retrieves E(R‖T‖S) from the cloud by sending the index H(R‖T‖S)
to the server. Then, the reader decrypts D(E(R‖T‖S)), verifies R and obtains
T and S.

– The reader generates a random number Nr as a challenge to the tag, and sends
Nr to the tag.

– The tag calculates H(R‖T‖Nr) as a response and generates a random number
Nt as a challenge to the reader.

– The reader verifies the tag’s response, and if valid, the next step is started;
otherwise, the protocol is terminated.

– The reader tries to read the next record indexed by H(R‖T‖(S + 1)) from the
cloud server and checks the integrity. If there is a valid record, this implies
that the tag has been desynchronized. The reader attempts to read the S + 2th

record indexed by H(R‖T‖(S + 2)), until finding the last valid record.
– The reader writes E(R‖T‖M’) with the index H(R‖T‖M’) into the cloud

server, where M’ = M + 1.
– The cloud sends H(R‖T‖M’) ⊕ H(E(R‖T‖M’)) to the reader to confirm that

the update process has been successful.
– The reader sends the authentication messages H(R‖T‖Nt) ⊕ M’, and H(T‖R‖

M’) to the tag.
– The tag calculates H(R‖T‖Nt) XORed with the received H(R‖T‖Nt) ⊕ M’ to

obtain M’, and then it calculates and verifies H(T‖R‖M’). If successful, this
implies that M’ is not modified by an attacker, and subsequently synchroni-
sation is achieved again by updating S=M’ on the tag. Moreover, the validity
of M’ also means that the reader is authenticated by the tag.

3 Weaknesses of the Cloud-Based RFID Authentication
Protocol

In this section, we show the main weaknesses found in the cloud-based RFID
authentication protocol.
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3.1 Reader Impersonation Attack

In [11], the authors claim that their proposed protocol achieves mutual authen-
tication between the tag and the reader, as only the legitimate reader knows
the data (R, T, M) and can compute the authentication messages. However, we
found that the attacker can impersonate a legitimate reader and be successfully
authenticated by the tag without compromising the internal tag’s data. The
scenario for accomplishing this attack is as follows:

– The tag starts a normal session with the reader and sends H(R‖T‖S).
– The reader sends Nr to the tag.
– The tag generates Nt and sends H(R‖T‖Nr), and Nt to the reader.
– After the reader authenticates the tag, it asks the tag to update its value by

sending N = H(R‖T‖Nt) ⊕ M, and G = H(T‖R‖M).
– The attacker blocks N and G from reaching the tag and obtains N and G for

further use. As a result, the tag will not update the S value.
– Since the tag did not update the S value, the attacker will track the tag’s

location.
– The tag starts a new session with the reader, and sends H(R‖T‖S) to the

reader.
– The reader sends Nr’ to the tag.
– The tag generates Nt’ and sends H(R‖T‖Nr’), and Nt’ to the reader.
– After the reader authenticates the tag, it asks the tag to update its value by

sending N’ = H(R‖T‖Nt’) ⊕ M’, and G’ = H(T‖R‖M’), where M’= S + 1.
– The attacker obtains N’ and G’, and calculates the following:

1. Since M’ = M + 1, the attacker changes the 2 least significant bits (LSB)
of N to be compatible with N’ when it is incremented by 1 and assigns the
result to N”. In other words, if for example N is 111000 and N’ is 101011,
the attacker changes N to N” = 111010.

2. N” ⊕ N’ = H(R‖T‖Nt) ⊕ M ⊕ H(R‖T‖Nt’) ⊕ M’
3. (N” + 1) ⊕ N’ = (H(R‖T‖Nt) ⊕ M + 1) ⊕ H(R‖T‖Nt’) ⊕ M’. Note that

M + 1 = M’.
4. (N” + 1) ⊕ N’ = H(R‖T‖Nt) ⊕ H(R‖T‖Nt’)
5. ((N” + 1) ⊕ N’) ⊕ N = (H(R‖T‖Nt) ⊕ H(R‖T‖Nt’)) ⊕ H(R‖T‖Nt) ⊕ M
6. ((N” + 1) ⊕ N’) ⊕ N = H(R‖T‖Nt’) ⊕ M

– The attacker impersonates the reader and sends H(R‖T‖Nt’) ⊕ M and the
obtained G, i.e. G = H(T‖R‖M) to the tag.

– The tag calculates H(R‖T‖Nt’) XORed with the received H(R‖T‖Nt’) ⊕ M
to obtain M, then calculates and verifies H(T‖R‖M); if successful, the tag
authenticates the attacker not the legitimate reader.

3.2 Location Tracking (Privacy Analysis)

The researchers have proposed a number of privacy models to evaluate the
privacy of the RFID protocols. In this paper, we will focus on a well-known
and frequently cited privacy model proposed in [12]. The authors developed
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an untraceable privacy (UPriv) model that demonstrates how the attacker can
trace a tag’s location. Their model is summarised as follows: An adversary (A)
controls the communication channel between a tag (T) and a reader (R) by
interacting either passively or actively with them. The adversary can run the
following queries:

– Execute (R, T, i) query: The adversary can passively eavesdrop on a session
(i) and obtain access to the exchanged messages between R and T.

– Send (V, U, m, i) query: The adversary can perform active attacks by imper-
sonating an entity such as U ∈ T and sends a message (m) to entity V ∈ R
during session (i). Also, the adversary can alter or block the exchanged mes-
sage(s).

– Corrupt (T, K) query: The attacker can physically access the tag’s memory
T and read the tag’s secret value (K).

– Test (T, i) query: When this query is invoked for session (i), depending on a
randomly chosen bit b ∈ {0, 1}, A is given Tb from the set {T0, T1}. A succeeds
if it can guess the bit b.

Untraceable privacy (UPriv) is defined as a game (g) played by the adversary
(A) and the reader and tag instances. The game consists of three phases:

1. Learning phase: A can send the Execute, Send, and Corrupt queries to any
random T0 and T1 tags.

2. Challenge phase: A is given a tag Tb ∈ {T0, T1}, and sends any Execute,
Send and Corrupt queries to Tb.

3. Guess phase: A terminates the game and outputs a bit b’, which is its guess
of the value of b. The success of A in winning g and thus breaking the notion
of UPriv is quantified in terms of A’s advantage in distinguishing whether A
received T0 or T1, i.e. it correctly guesses b.

We evaluated the privacy of the cloud-based RFID authentication protocol
using this model, and we found that the adversary can correlate two sessions to
the same tag, thus allowing the tag’s location tracking as shown below:

1. Learning phase: A impersonates a reader R and sends the Send (R, T0, Nr,
i + 1) query in the session (i + 1) by sending Nr to tag T0 and thus obtains
H(R ‖ T0 ‖ Nr), NtT0 .

2. Challenge phase: A chooses two fresh tags T0, T1 to be tested and sends a
Test (i + 1, T0, T1) query. Depending on a randomly chosen bit b ∈ {0, 1}, A
is given a tag Tb from the set {T0, T1}. A sends the Send (R, Tb, Nr, i + 1)
query in the session (i + 1) by sending the same random number (Nr) to tag
Tb and thus obtains H(R ‖ Tb ‖ Nr), NtTb

.
3. Guess phase: A terminates the game if:

Tb = T0, then H(R ‖ Tb ‖ Nr) = H(R ‖ T0 ‖ Nr)
Hence, it is highly likely that this is the same tag where the adversary had
initially eavesdropped, i.e. Tb = T0. Else Tb = T1.
Therefore, the attacker successfully correlates two sessions to the same tag,
and thus allowing unauthorised tracing.
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3.3 Analysing Data Secrecy in the Cloud-Based RFID
Authentication Protocol Using CasperFDR

We used CasperFDR to formally analyse the cloud-based RFID authentication
protocol between the reader and the tag. CasperFDR is a compiler developed
by Gavin et al. [13], which takes a high-level description of the protocol and
analyses the protocol description against the stated specification (goals) to show
whether the protocol meets the main requirements. CasperFDR has been used to
model communication and security protocols and verify the authentication and
secrecy requirements of the protocol, which are the main goals of the Xie et al.
protocol. CasperFDR has confirmed its capability to find vulnerabilities in many
protocols such as in [14–16].

We prepared a CasperFDR script. In the script, we assume that the reader
knows about the tag’s data. The communication between the reader and server
is secure, therefore we did not check the protocol in this area. In the #Free
variables Section, the reader (R) and tag (T) are defined as Agent; the random
numbers Nr and Nt are defined as Nonce; and TID (tag identifier), RID (reader
identifier), S, and M are defined as Data.

#Free variables
T, R: Agent
Nr: Nonce
Nt: nonce
TID, RID, S, M: Data
h: HashFunction
InverseKeys = (h, h)

As mentioned in Sect. 2, the main goals of the cloud-based RFID authen-
tication protocol are authenticating the reader to the tag, and vice versa, and
verifying that the data, such as R, T, S and M remain secret between the reader
and tag. These goals are shown in the script in the #Specification Section, where
data secrecy is depicted as Secret, such as Secret(R, M, [T]), which means that
M should be a secret between R and T. The goal predicate authentication takes
the form of Agreement, such as Agreement(T, R, [TID, RID]), which means that
the tag is authenticated to the reader, and both parties agreed on the data values
TID and RID.

#Specification
Agreement(T, R, [TID, RID])
Secret(R, M, [T])
Secret (T, S, [R])
Secret (T, TID, [R])
Secret(T, RID, [R])

In addition, in the #Intruder information Section, the intruder is defined to
be Mallory, who can take full control of the session; he can impersonate any
entity in the protocol, read the messages transmitted in the network, intercept,
analyse, and/or modify messages.
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After compiling the CasperFDR script and feeding the output to the verifier
tool called Failure-Divergence Refinement (FDR), a man-in-the-middle attack is
found. It states that the attacker will recover the value of M, which should be a
secret value. We used the Casper compiler to analyse the attack found by FDR.
The attack is illustrated below:

1. T → Mallory : H(R ‖ T ‖ S)
2. Mallory → R : H(R ‖ T ‖ S)
3. R → Mallory : Nr
4. Mallory → T : Nr
5. T → Mallory : H(R‖T‖Nr), Nt
6. Mallory → R : H(R‖T‖Nr), Nr
7. R → Mallory : N= H(R‖T‖Nr)⊕M, G = H(T‖R‖M)

The attacker performs a man-in-the-middle attack and eavesdrops on a ses-
sion between the tag and the reader. The attacker impersonates the reader to
obtain the tag’s messages and then impersonates the tag to send the tag’s mes-
sages to the reader. Casper shows that the attacker can replace the tag’s random
number (Nt) with the reader’s generated random number (Nr), and at the end of
the protocol run the attacker can calculate M = H(R‖T‖Nr)⊕ N and obtain M.

As a result, in Sect. 4, we propose a new improved cloud-based RFID authen-
tication protocol.

4 The Improved Cloud-Based RFID Authentication
Protocol

In this section, we explain the proposed protocol in detail.

4.1 Goals of the Proposed Protocol

The proposed protocol aims to protect the tag’s data from being revealed by
any entity except the legitimate reader. The privacy of the reader is beyond the
scope of the paper. The proposed protocol should meet the following goals:

– Mutual authentication: The protocol should provide mutual entity authenti-
cation, where the communication should take place between valid tag, reader
and cloud server. The readers should authenticate the cloud server before
making any further process. At the end of the protocol, the tag should receive
a message from the reader that confirms the legitimacy of the reader.

– Tag data anonymity: The RFID tag should support a mechanism for conceal-
ing the tag’s data from any entity except the legitimate readers.

– Untraceability: If the data being sent from the tag to the reader is static
or linked to data sent previously, the tag holder’s location could be tracked.
Therefore, the RFID tag’s responses should be anonymous and unlinkable in
order to prevent such an attack.
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– Resistance to replay attacks: An adversary can eavesdrop on the communi-
cation between the reader and tag, reuse the data and send it repeatedly.
Therefore, the generated messages should be fresh to the protocol session.

– Resistance to desynchronisation attacks: An adversary can eavesdrop on the
communication between the reader and tag, modify the flow of data and
prevent messages from reaching their target. Therefore, the server should store
the old and new values of the tag in order to authenticate the tag and reach
synchronisation even if the attacker blocks the exchanged messages.

– Resistance to impersonation attacks: An attacker can respond to a reader
query and can claim that this response is coming from a legitimate tag, and
this fabrication enables the attacker to masquerade as a legitimate tag. Simi-
larly, an attacker may impersonate the legitimate reader and attempt to obtain
access to the tag’s data. Hence, to prevent such attacks, the tag’s data should
be protected during transmission.

4.2 Assumptions

We present an improved cloud-based RFID authentication protocol, which oper-
ates under the following assumptions:

– The reader contacts the tag through a wireless channel that is susceptible to
attacks.

– The communication channel between the reader and the cloud server is secure.
– There are multiple readers in the system, so a tag can be read in many different

locations.
– This scheme only supports readers that are tamper-resistant, for example,

they have a secure memory and a rigid access control mechanism.
– The tag’s data are stored in non-volatile memory, such as EEPROM or Flash

memory, where they can be updated.
– All the operations in the tag are atomic, i.e. either all of the operations or none

are processed. Although this operation might be expensive to implement, it
will defend the tags if the attacker kills the electromagnetic field between the
reader and the tag or simply the tag moves from the reader’s signal.

– The cloud server is not trusted, it might reveal the tag’s data to intruders.

4.3 Protocol Behaviour

The main protocol features are discussed below:

– Tags are capable of computing XOR, generating a pseudo-random number
and calculating hash functions.

– The reader can compute XOR, generate a pseudo-random number, calculate
hash functions and perform symmetric operations.

– The proposed protocol uses random numbers in an attempt to prevent location
tracking and replay attacks.

– After a successful authentication between the cloud server and tag, both par-
ties update their values to be used in the next transaction.
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– The cloud server does not store the tag’s ID and tag’s secret key; it stores the
hash of the tag’s ID and the encryption of the tag’s ID and tag’s secret key
to provide confidentiality and anonymity to the tag’s data.

– The cloud server stores both the old and the new tag’s data in order to prevent
desynchronization attacks.

– Additional tag memory is necessary in our protocol to store a list of ran-
dom numbers received from previous queries, which can be done by adding
extended on-chip non-volatile memory on the RFID tags.

– Each legitimate reader contains a master key used for a symmetric encryption.
– The reader does not store any data related to the tags.
– The system operator is responsible for managing the system. The system

operator encodes the RFID tag’s data into the tags and the cloud server, and
assigns the master key to all the readers it manages during the initialisation
phase.

4.4 Notation

The notation used in the proposed protocol are presented below:

1. The notation related to the tag is:
– IDi: The ith tag’s ID
– Ki: The ith tag’s secret key

2. The notation related to the reader is:
– rn: The nth reader in the system
– MK: The master key shared by all the legitimate readers used for a sym-

metric encryption and decryption
3. The notation related to the cloud server is:

– H(IDnew): A unique hash of the updated ID
– EMK(IDnew ‖ Knew): The updated data (IDnew, Knew) associated with

the ith tag encrypted with the master key
– H(IDold): A unique hash of the old ID
– EMK(IDold ‖ Kold): The old data (IDold, Kold) associated with the ith tag

encrypted with the master key
4. Other notation used in the proposed protocol is:

– x: The value kept as either new or old to show whether the tag uses the
old or new values of ID and K

– R1: A pseudo-random number generated by the reader
– R2: A pseudo-random number generated by the tag and serving as a tem-

porary secret for the tag
– Ek(M): A message M encrypted with a key
– A ← B: The value of A is updated to that of B
– J: The transaction number
– i: The number of the tag in the system
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Table 1. The proposed improved cloud-based RFID mutual authentication protocol
(successful run)

4.5 Protocol Description

The scheme consists of two phases, namely initialisation and authentication.

Initialisation Phase. We assume that the initialisation phase is carried out
via a secure channel in a secure environment. The initialisation process is sum-
marised below:

1. For each tag the system operator manages, the system operator assigns a
unique H(IDi), which serves as an index, and EMK(IDi ‖ Ki) in the cloud
server.

2. For the ith tag, the system operator assigns IDi and Ki in the ith tag.
3. Initially, H(IDold), and EMK(IDold ‖ Kold) in the cloud server are set to null.
4. The system operator assigns the master key in each reader the system manages.

Authentication Phase. The authentication process is shown in Table 1 and is
described as follows:
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1. Reader: The reader starts the session by generating a random number R1 and
sending it to the tag.

2. Tagi: The tag performs the following:
– Generates R2 as a temporary secret for this session.
– Computes the following messages:

HID = H(IDi) ‖ R1, which serves as an index message
M1 = IDi ⊕ R2
M2 = H(IDi ‖ Ki ‖ R1 ‖ R2), which serves as an authentication message

– Sends HID, M1 and M2 to the reader.
3. Reader: The reader sends HID to the cloud server.
4. Cloud server: The cloud server performs the following:

– For all the stored H(IDnew) and H(IDold), it searches for H(IDi) until there
is a match. Marks x = new or old based on the matched H(IDi).

– Retrieves the associated data, i.e. EMK(IDx ‖ Kx).
– Sends EMK(IDx ‖ Kx) and x to the reader.

5. Reader: The reader performs the following:
– Decrypts EMK(IDx ‖ Kx) using the master key, and obtains IDx and Kx.
– Re-computes M1 ⊕ IDx to obtain R2.
– Re-computes M2’ = H(IDx ‖ Kx ‖ R1 ‖ R2). If there is a match, the

reader authenticates the tag. Furthermore, the reader confirms that the
data within the server’s message is correct and authenticates the cloud
server.
If M2’ == M2 and the received x value is new, this implies that the tag’s
data are synchronised with the server’s data, then the reader updates (ID
and K) to be used in the next transaction (J + 1):
IDJ+1

new ← H(IDJ
new)

KJ+1
new ← H(IDJ+1

new ⊕ KJ
new)

– Calculates H(IDJ+1
new ), and encrypts the new values, i.e. EMK(IDJ+1

new ‖
KJ+1

new ) using the master key.
– Notifies the server to update their values by sending:

H(IDJ+1
new ), and EMK(IDJ+1

new ‖ KJ+1
new )

6. Cloud server: The cloud server performs the following:
– Writes the following data in its database:

H(IDnew) ← H(IDJ+1
new )

EMK(IDnew‖Knew) ← EMK(IDJ+1
new‖KJ+1

new )
H(IDold) ← H(IDJ

new)
EMK(IDold‖Kold) ← EMK(IDJ

new‖KJ
new)

Hence, the cloud serverwrites thenewvalues in thenewdatafields (H(IDnew),
EMK(IDnew‖Knew)), and writes the old entries in the old data fields
(H(IDold), EMK(IDold‖Kold)).

– Sends an OK message to notify the reader that the update process has
been successful.

7. Reader: The reader performs the following:
– If the reader received the OK message from the cloud server, the reader noti-

fies the tag to update its data such as (IDi, Ki) by calculating M4=H(KJ+1
new

‖ R1 ‖ R2) using the updated tag’s secret key.
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– Sends M4 to the tag.
8. Tagi: The tag performs the following:

– Computes IDJ+1
i ← H(IDJ

i ) and KJ+1
i ← H(IDJ+1

i ⊕ KJ
i ).

– Re-calculates M4’ = (H(KJ+1
i ‖ R1 ‖ R2), and if it is equal to the received

value of M4, then it authenticates the reader and updates ID and K to:
IDJ+1

i ← H(IDJ
i )

KJ+1
i ← H(IDJ+1

i ⊕ KJ
i )

If M2’ == M2 and the received value of x is old, the reader still authenticates
the tag but this implies that the tag’s data has been desynchronised, thus the
reader does not update the current values of ID and K. It sends no update to
the server and sends M4 = H(KJ

new ‖ R1 ‖ R2) to the tag using the current value
of the tag’s secret key. Then, the tag re-computes M4 using the current values.
If there is a match with the received M4, the tag authenticates the reader and
updates its data, as shown in the previous step.

If there is no match with the received M4 using the current or new values of
IDi and Ki, then the tag does not authenticate the reader and will not update
its data.

5 Protocol Analysis

5.1 Informal Analysis of the Improved Cloud-Based RFID
Authentication Protocol

Our proposed protocol meets the following requirements:

– Mutual authentication: If the reader successfully calculates the tag’s responses
M1 and M2, it authenticates the tag, as only the legitimate tag can calculate
such responses. Similarly, if the tag calculates M4 and it finds a match with
the received M4, it confirms that the reader is legitimate and authenticates
it. Furthermore, the reader decrypts the server’s message (EMK(IDx ‖ Kx)),
and if the tag’s messages M1 and M2 are authenticated, this means that the
cloud server sends legitimate data within the message, and hence the reader
authenticates the server.

– Tag data anonymity: The tag stores two values, namely ID and K that are
supposed to be secret and that are not revealed to any entity except the legit-
imate readers. The tag’s data are not sent in the clear, as they are protected
using fresh random numbers (HID, M1 and M2) and sent within the hash
function (HID and M2). Therefore, only the legitimate reader can extract
these values. Furthermore, if the cloud server is a malicious entity, this will
not affect the tag’s data privacy, as the cloud server stores the hash of the
tag’s ID and the encrypted tag’s data; and without the master key, the cloud
server cannot disclose the tag’s data.

– Tag location privacy (untraceability): In the proposed protocol, the tag’s
responses are changed in each session using the updated tag’s values and
fresh random numbers (R1 and R2), and thus the attacker will obtain new
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responses every time he eavesdrops on a session. Moreover, if the previous
authentication session failed, the tag’s responses will change due to the exis-
tence of new fresh random numbers.

However, in case that the tag did not update its values due to desynchroni-
sation attacks or any other means of interruption, the attacker can track the
location of the tag as the tag always replies with H(ID), which remains the
same until the tag interacts with a legitimate reader and updates its data.

– Resistance to replay attacks:Theproposedprotocol utilises a challenge-response
scheme, in which each party maintains a set of random numbers that it encoun-
tered from a previous protocol run in order to avoid repeated random numbers.
Therefore, if the tag received an already used random number it ignores the
query.

– Resistance to desynchronisation attacks: In the proposed protocol, the desyn-
chronisation attack is avoided by storing the previous values of the tag’s data
in the cloud server, and hence it achieves synchronisation. For instance, if the
attacker blocks M4 more than once, the tag will not update its data. In the
next session, the reader contacts the desynchronised tag and sends the tag’s
HID message to the cloud server, then the cloud server will find a match with
the tag’s old data and send EMK(IDold ‖ Kold) and x = old, as HID matches
(H(IDold)); and thus synchronisation is still achieved.

– Resistance to tag and reader impersonation attack: To impersonate the tag,
the attacker must be able to compute a valid response (HID, M1 and M2)
to a reader query. However, it is hard to compute such responses without
knowledge of ID and K. Similarly, the attacker needs to be in possession of
ID, K and R2 to impersonate the legitimate reader and send M4.

– Compromising the reader: The only risk that the system may encounter is
compromising the reader; hence the attacker will gain the master key. How-
ever, in the Assumption Sect. 4.2, we assumed that the proposed protocol only
supports readers that are tamper-resistant, for example, they have a secure
memory and a rigid access control mechanism.

Table 2 shows how our proposed protocol provides more security and pri-
vacy features than the cloud-based RFID authentication protocol. Based on the
discovered weaknesses, we found that the cloud-based RFID authentication pro-
tocol is vulnerable to reader impersonation attacks; hence mutual authentication
is not achieved. Moreover, we used CasperFDR to analyse the cloud-based RFID
authentication protocol, and it showed that an attacker can discover the secret
value (M); hence the tag data anonymity is compromised. In addition, we used
a privacy model to analyse the tag location privacy in the cloud-based RFID
authentication protocol, and we found that the attacker can successfully corre-
late two sessions to the same tag, which allows unauthorised tracing.

5.2 Performance Analysis

In this section, we conduct a comparative analysis of the performance cost
regarding storage cost, and communication cost.
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Table 2. Comparison between the cloud-based RFID authentication protocol and our
proposed protocol

RFID system main requirements Cloud-based protocol Our proposed protocol

Tag data anonymity No Yes

Tag location privacy No Yes under assumption
that the tag has
updated its values

Resistance to replay attack Yes Yes

Resistance to desynchronisation Yes Yes

Resistance to tag impersonation Yes Yes

Resistance to reader impersonation No Yes

Mutual authentication No Yes

– Storage cost: Due to the limitation of tag memory, the tag should store a
minimum amount of data. In the proposed protocol, the tag stores two values
in a rewritable flash memory namely (ID, K), as they change in different
authentication sessions, each of which has a length of 224 bits. Since the tag’s
memory can store 1 Kilobyte of data, in our protocol the tag securely stores
224 ∗ 2 = 448 bits in the memory. Additional tag memory is necessary in our
protocol to store a list of random numbers received from previous queries, for
example by adding extended on-chip non-volatile memory on the RFID tags.

– Communication cost: In the proposed protocol, the tag sends three messages
(HID, M1 and M2) in order to be successfully authenticated. A total of 896 bits
are sent over the channel.Hence, it provides a relatively low communication cost.

5.3 Analysing Data Secrecy and Authentication in the Proposed
Protocol Using CasperFDR

To formally analyse the proposed protocol and confirm that the secrecy and
authenticity between the reader and tag are achieved, we used CasperFDR [13].

We prepared a CasperFDR script. In the script, we assume that the reader
knows about the tag’s data. The communication between the reader and server
is secure, therefore we did not check the protocol in this area. In the #Free
variables Section, the tag (T) and reader (R) are defined as Agent; the random
numbers R1 and R2 are defined as Nonce; and ID (tag identifier), K (tag key)
are defined as Data.

#Free variables
T, R: Agent
R1: Nonce
R2: nonce
ID, K: Data
h: HashFunction
InverseKeys = (h, h)
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As mentioned in Sect. 4.1, the main goals of our protocol are authenticating
the reader to the tag, and vice versa, as well as verifying that the data, such as ID,
K and R2 are secure. These goals are shown in the script in the #Specification
Section as shown below:

#Specification
Agreement(T, R, [ID, K, R2])
Secret (T, ID, [R])
Secret (T, K, [R])
Secret(T, R2, [R])

In addition, in the #Intruder information Section, the intruder is defined as
Mallory, who can take full control of the session; he can impersonate any entity
in the protocol, read the messages transmitted in the network, intercept, analyse
and/or modify messages.

After compiling the CasperFDR script and feeding the output to FDR,
CasperFDR did not find any feasible attack, which means that mutual authen-
tication is achieved successfully between the reader and the tag, and the tag’s
data are protected and transfered securely.

5.4 Privacy Analysis

We deployed the same privacy model described in [12] to evaluate the privacy of
the proposed protocol. We found that the adversary cannot invade the privacy
of the tag and trace its location as shown below:

– Learning phase: The adversary eavesdrops on a valid session between R and
T0. He sends the Execute command and then maintains the following values:
R1, HID = H(ID0) ‖ R1
M1= ID0 ⊕ R2
M2= H(ID0 ‖ K0 ‖ R1 ‖ R2)

– Challenge phase: A is given a tag Tb ∈ {T0, T1} randomly. He starts a new
session with Tb by impersonating the reader, sends R1 to Tb within the Send
query and terminates the session. Tb responses can be:
HID = H(IDb) ‖ R1
M1= IDb ⊕ R2
M2= H(IDb ‖ Kb ‖ R1 ‖ R2)

A will not be able to guess the correct tag (bit b), as the received messages M1
and M2 contain a random number (R2) generated by the tag, which changes
in every session and is not known to the adversary. Moreover, regarding the
HID message, if the tag encounters a repeated random number, such as R1,
it will terminate the session.

6 Conclusion

In this paper, we examined the cloud-based RFID authentication protocol, and
we found that the protocol is prone to reader impersonation attacks, and location
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tracking. Moreover, we formally analysed the cloud-based RFID authentication
protocol using CasperFDR, which demonstrated that the secrecy of the protocol
is not protected as the attacker can perform a man-in-the-middle attack and
obtain the secret data. Therefore, we proposed an improved cloud-based RFID
authentication protocol that is based on the strengths in the cloud-based RFID
authentication protocol while avoiding its security and privacy issues. The pro-
posed protocol has been analysed informally, and we showed that it is more
immune to reader impersonation attack and location tracking attacks than the
Xie et al. protocol. Furthermore, it can resist other forms of attacks, such as
reply attacks, desynchronisation attacks, and impersonation attacks. Also, we
illustrated that the tag data anonymity is preserved, and hence the cloud server
and the attackers will not be able to obtain the tag’s data. In addition, the com-
munication session between the reader and the tag was formally analysed using
CasperFDR, and it did not find any feasible attack. Finally, we showed that the
proposed protocol can comply with the required tag’s memory storage cost and
communication cost.
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