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ABSTRACT

In this paperwe proposea novel solution to the problem of managing
cryptographickeys for end-to-endencryption,in a way that meetslegal
requirements fowarrantednterception Also includedarea discussiorof
what might constitutea reasonableset of requirementgor international
provisionof suchservicesan analysisof the cryptographicpropertiesof
the scheme,considerationof how it might operatein practice,and a
generalisatiorof the schemeto providefor ‘split escrow’ (i.e. allowing a
user to distribute trust over several TTPSs).
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1. Introduction

There has beenmuch recentdiscussionon the questionof how to meet users’ requirementsfor

security services, such as confidentiality and authentication,whilst at the same time meeting
legitimate requirementsof governmentagenciesfor accessto communicationsa survey of recent
work can be found in an article by Denningand Branstad,[1]. The discussionhas beenlargely

promptedby the US government’sClipper proposalq 2], aswell asthe increasinguse of electronic
meansfor transferringcommercially sensitivedata. On the one hand, userswant the ability to

communicatesecurelywith otherusers,whereverthey may be, and on the otherhand,governments
haverequirementgo intercepttraffic in orderto combatcrime and protectnationalsecurity. Clearly,

for any scheme to be acceptable on a wialss,it mustprovidethe servicethatuserswant,aswell as

meeting the legal requirements in the territories it serves.

To createa platform that canbe usedto provide userservicesijt is anticipatedthat solutionswill be
basedon the use of trusted third parties (TTPs) from which users can obtain the necessary
cryptographickeys with which to encrypttheir dataor make use of other security services. Law
enforcemenfagenciesrequirementwill be focusedon the needto obtain the relevantkeys from a
TTP within their jurisdiction, so that they can decryptpreciselythosecommunicationghat they are
authorised to intercept.

In this paperwe proposea novel mechanismthat will enableTTPsto perform the dual réle of
providing users with key managementservices and providing law enforcementagencieswith
warrantedaccessto a particular user’'s communications. Unlike other proposals,the mechanism
allows usersto updatetheir keys accordingto their own internal security policies. Moreover, it
provides a framework for Diffie-Hellman key establishment which obviates the need for directories.

After briefly consideringpossibleattackson the mechanismyve list typical applicationrequirements
for sucha schemeand considerhow well the proposedmechanismmeetstheserequirements. It is

importantto notethat the schemedescribedhere hasbeendesignedio establishkeys for providing

end-to-endconfidentiality services,and not for integrity, origin authenticationor non-repudiation
services;the appropriatenesef the mechanisnfor providing theseservicesis a matterfor further

study. We concludeby consideringpossiblevariants of the basic method, including a scheme
allowing ‘split escrow’,andalsohow otherproposedschemedgor using TTPsin this way relateto the

described method.

This paperwasproducedaspartof the UK DTI/EPSRC-funded.INK PCPproject‘Third-Generation
SystemsSecurityStudies’(3GS3). Participantsn this projectare Vodafoneltd, GPT Ltd and Royal
Holloway, University of London. The authorswould like to acknowledgehe valuablecommentsand
suggestion®f their colleaguesn the 3GS3project. We would also like to thank Burmester(and,
independently, Andersomyr pointing out the possiblerelevanceof Burmester'sattack,[4], which we
discuss in Sectio.5 below.

2. The Mechanism

The proposednechanisnis baseduponthe Diffie-Hellman algorithmfor key exchangd3]. In order
to simplify our description,we considerthe mechanisnonly in relationto one-waycommunication
(such as e-mail). The adaptation of the scheme for two-way communication is very straightforward.

More specifically we presemiie mechanisnin the contextof a pair of usersA andB, whereA wishes
to sendB a confidential messageand needsto be providedwith a sessionkey to protectit. We
supposehat A and B haveassociated TPs TA and TB respectivelywhere TA and TB are distinct.
Note that, sincethis schemds intendedto provide warrantedaccesgo usercommunicationssia the
TTPs,we assuméahat eachTTP is locatedwithin the jurisdiction of someinterceptingauthority,and
that eachTTP operatessubjectto the regulationsof that authority (typically one might expectsuch
TTPs to operate within the terms of some kind of licence).



08/09/96 Practical solutions to key escrow and regulatory aspects

2.1 Initial requirements

Prior to use of the mechanism,TA and TB needto agreea numberof parametersand exchange
certain information.

Everypair of TTPswhoseuserswish to communicatesecurelymustagreebetweerthemvaluesg
andp. Thesevaluesmay be differentfor eachpair of communicatingT TPs,and musthavethe
usualpropertiesrequiredfor operationof the Diffie -Hellman key exchanganechanismnamely
that g must be a primitive elementmodulo p, where p is a large integer (satisfying certain
properties). Thesevalueswill needto be passedo any client usersof TA and TB who wish to
communicate securely with a client of the other TTP.

Everypair of TTPswhoseuserswish to communicatesecurelymustagreeon the useof a digital
signaturealgorithm. They mustalsoeachchoosetheir own signaturekey/verificationkey pair,
and exchange verification keys in a reliable way. Any Bssishing to receive a messafjem a
userA, with associated TP TA, mustbe equippedwith a trustedcopy of TA's verification key
(typically this would be provided by their own TTB, perhaps by means of a signed certificate).

Everypair of TTPswhoseuserswish to communicatesecurelymustagreea secretkey K(TA,TB)
and a Diffie-Hellmankey generatingfunction f. This function f shall take asinput the shared
secretkey and the nameof any user,and generatefor that usera private integerb satisfying
1< b< p-1(whichwill be a ‘private receivekey’ assignedo that user—-seemmediatelybelow).
The secretkey K(TA,TB) might itself be generatediy a higher-levelDiffie-Hellman exchange
between the TTPs, or by any other bilaterally agreed method.

GiventhatB is to be providedwith the meansto receivea securemessagdérom A, prior to useof the
mechanismA and B needto be providedwith certain cryptographicparametersdy their respective
TTPs.

Usingthe functionf, the secretkey K(TA,TB) andthe nameof B, both TA and TB generatethe
privateintegerb satisfyingl < b < p-1 (asdescribedabove) This key is known asB'’s private
receivekey. The correspondingublic receivekeyfor B is setequalto g° mod p. The private
receivekey b for B needsto be securelytransferredfrom TB to B (like the other transfers
discussechere, this can be performed‘off-line’). Note that B will be able to deriveits public
receivekey from b simply by computingg® mod p. Note alsothat this key can be usedby B to

receive secure messages from any user associatedAyitlowever a differentkey pair will need

to be generated if secure messages need to be received from users associated with another TTP.

A mustbe equippedwith a sendkey pair, for usewhen sendingconfidentialmessage$o users
associatedavith TTP TB (in fact this key pair could be usedwith many, perhapsall, otherTTPs,
aslong astheysharethe valuesg andp). A's TTP randomlygenerates private sendkeyfor A,
denotedh (wherel < a< p-1). A's public sendkeyis thensetequalto g modp. TAthensigns

a copy ofA’s public send key concatenated with the nam#& a$ing its private signature key; this
yields a certificatefor A's public sendkey. The signedcertificateis thenpassedo A, together
with a copy of A's privatesendkey a (this mustbe doneusinga securechannelbetweenA and
the TTP).

In fact, in principle at least,A could generatehe private sendkey a him/herself,and thenonly
passits public sendkey to TA (by somereliable meanswhich doesnot needto preservesecrecy).
TA would thensign a copy of A's public sendkey concatenatedvith the nameof A to yield a
certificate forA’s public send key, which would then be pasisadkto A. Thekey escrowsystem
would still work eventhoughA’'s TTP might not know A’s private sendkey. However,aswe
discussn moredetail below,the key escrowsystemworksin a moreflexible way if A's TTP has
accesgo A's privatesendkey, while giving the TTP the private sendkey of A doesnot give the
TTP access to any more encrypted messages than if the TTP did not have access to this key.

A mustalsobe equippedwith a copy of B's public receivekey. B's privatereceivekey b canbe
computedoy TA usingf, the nameof B, andthekey K(TATB). TAcanthencomputeB’s public
receive key ag’, which can then be transferred in a reliable way fighto A.
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2.2 The mechanism itself
As we have seen, prior to use of the mechamspgssesses the following information:
A’s own private send keg,
a certificate forA’s own public send keygt modp), signed byA's TTP TA,
the public receive keygf mod p) for userB, and;
the parameterg andp.

This information can be employed to generatea shared key g®® mod p for protecting the
confidentialityof a messagédo be sentfrom A to B. This key canbe usedasa sessiorkey, or, even
better, as a key-encryption key (KEK). The KEK would then be used to encrypt a ssatsditakey.
This latter approach has a number of advantages. For example:

it would facilitate the sendingof emailto multiple recipients sincethe messageanbe encrypted
once under a random session key, and this sessiarakelyenbe distributedto eachrecipientby
encrypting it using the KEK, and

it allows the use of a new key for each message.
UserAthen sends the following information to uger

the messagencryptedusingthe sessiorkey (either g mod p or a key encryptedusing g** mod
P),

A's public send keyd® modp) signed byTA, and
the public receive keygf modp) for userB

Oncereceivedthe public receivekey g° modp allows userB to find its correspondingrivatereceive
key b (therewill bea differentreceivekey for eachTTP with whoseusersB communicates).UserB
can then generate the (secret) sessiorgRayodp by raisingA’s public receive keygf modp) to the
power ofB’s own private receive kedy, and thus can decrypt the received message.

A diagrammatic representation of the scheme is given in Figure 1.

TA B
A’s private send key B’s private feceive key
B’s public receive key

A B

Encrypted message + A’s public send

key + B’s public receive key

Figure 1: Use of the TTP scheme for one-way encrypted communication

2.3 Warranted interception

Shouldtherebe a warrantfor legalinterceptionof this communicationan interceptingauthority can
retrieveeitherthe private sendkey of the ‘sendinguser’ or the private receivekey of the ‘receiving
user’ from the trustedthird party within its jurisdiction, and usethis in conjunctionwith the public
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receive key of the ‘receiving user’ or the public send key of the ‘sending resgr&ctivelyto find the
session key for the encryption. Thé&s@o requiremenfor the interceptingauthorityto dealwith any
TTPs outside of its jurisdiction, or for any TTPs outside of its jurisdiction to know what is going on.

More specifically, supposeauserA (servedby TTP TA) hassenta messagédo userB (servedby TTP
TB). Therearetwo casego considerhamelydependingon whetherTA or TB is requiredto provide
access to the encrypted message.

First suppos@Ais required to provide accessthis message.Therearetwo waysin which TA could
recover the shared kef® modp, namely it can combine either:

. B's privatereceivekey b (generatedrom K(TA,TB) andthe nameof B usingthe key generating
functionf), with

- A’s public send keyd® modp), sent with the message,
or

«  A’s private send keg, with

. B’s public receive keyd modp), sent with the message.

Second suppose thaB is required to provide accetssthis message.Then,becausd B will nothave
accesgo A's private sendkey, thereis only oneway in which TB could recoverthe sharedkey g*
modp, namely by combining

. B's privatereceivekey b (generatedrom K(TA,TB) andthe nameof B usingthe key generating
functionf), and

- A's public send keydf modp), sent with the message.

When presentedwith the appropriateauthorisinginformation (e.g. a warrant), there are then two
possiblewaysfor the TTP to usethis informationto provide warrantedacces¢o communications.
The TTP could pass the appropriate keys to the intercepting authorityeartdkeno furtherpartin
the interception process, or the TTP couseits escrowedkey(s)to deciphemessagepresentedo it
by the intercepting authority, without revealing the keys themselves.

In order to assess the relative merits of these diffeyg@mtoacheso providingwarrantednterception,
we first needto considerfour possiblesituations(wherethe first two correspondo what seemto be
the most likely scenarios). We use notation corresponding to our discussion immediately above.

1. TTP TAis warrantedo provideaccesgo all outgoingcommunicationgrom a userA for which it
acts.

2. TTP TBis warrantedto provide accesdo all incoming communicationgo a userB for which it
acts,

3. TTP TAis warrantedto provideaccesdo all incoming communicationgfrom usersfor which it
acts) to a useB for which it doeshot act,

4. TTP TBis warrantedo provideaccesgo all outgoingcommunicationgto usersfor which it acts)
from a uselA for which it doesiot act,

We first suppose that the TTP is required to provide keys to the intercepting authority. In daise (1)
sufficientfor TA to providethe private sendkey(s)for A, anddivulging thesekeysto the intercepting
authority will not reveal information about any traffic not being sentby the user coveredby the
warrant. Note that, if TA did not possesshe private sendkey for A, thenit would be much more
difficult for TA to provide warrantedaccesdo all A's messagesit would be necessanfor TTP to
supplythe sessiorkey for eachindividual recipient). In case(2), TB cansupplyB'’s private receive
keysfor eachof the otherrelevantTTPs; asbefore,divulging thesekeysto the interceptingauthority
will not revealanyinformationaboutany traffic not beingsentto B. In case(3), TA cansupplyB'’s
private receivekey (which it canwork out), againwithout revealingany information not coveredby
the warrant. Case(4) is the mostproblematic sinceTB will not haveaccesgo A’s privatesendkey.
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In this case(which is ratherlesslikely thancaseq1) or (2)), the only thing that TB cando is provide
the interceptingauthoritywith the key g* mod p for everyotheruserB which A sendsmessageo.
Thusin all but one,relatively unlikely, case the TTP canvery easily provide exactly the key which
will enablethe interceptingauthorityto gain accesgo the identified user'scommunicationswithout
providing access to any communications which the intercepting authority is not entitled to.

The secondapproachto providing warrantedaccess,.e. having the TTP deciphermessageson

demand’,avoidsany of the problemswe havejust discussed.However,the main disadvantagef this
approachss the increasecamountof communicatiorrequiredbetweenthe TTP andthe intercepting
authority, and the potential delay in accessing enciphered information.

In thefinal analysisthe exactwayin which the TTPsprovidewarrantedaccesso communicationss
a political matter, and may eveary from domainto domain. The purposeof the abovediscussioris
to show what options are available, and consider their technical advantages and disadvantages.

2.4 Properties of the mechanism
We next observe a few significant properties of the proposed mechanism.

- First notethat a usercanarrangefor his/hersendkey pair to be changedat any time. A user
simply requestsis/herTTP to generatea new key pair for him/herself,which is then passedy
the TTP to the user (along with a signed certificate).

- No directoriesarerequiredto makethe systemwork. An entity wishingto senda messag®nly
needso obtainthe public receivekey for the intendedrecipientfrom his/herown TTP, who can
generate this information merely from the nashéhe recipientandthe identity of therecipient’s
TTP. Arecipient of an enciphered message will, givenrtftemationcontainedn the message,
possesall the datanecessaryo obtain the sessionkey, without further referenceto any third
parties.

- Whilst, giventhe descriptionabove receivekey pairsare apparentlyfixed, by including the year
(or monthandyear)within the scopeof the key generatingfunction f, all receivekey pairs can
automaticallybe updatedat regularintervals. We discussan option of this typein moredetailin
Sectiord.1below.

2.5 Possible methods of attack

We concludethis discussionof the mechanismby consideringwhat approachesnight be usedto
attack the scheme. First observethat the schemeis basedon the Diffie-Hellman key exchange
schemewhich haswithstooddetailedscrutiny over a period of time. The only meansof attackon
Diffie-Hellman of relevance here would appear to be the Burmester a#tokh[ch we now discuss.

The basicidea of the Burmesterattack (in the contextof the schemepresentechere)is as follows.
SupposaiserA haspublic sendkey ¢?, anduserB haspublic receivekey g° modp. Thenthekey to
be used to protect messages sent ffoim B will beg® modp. Now supposehata third user,C say,
managego persuadeB thatits public sendkey is g* mod p (we considerbelow waysin which this
might occur). This meansthat the sessiorkey usedfor encryptingmessagesentfrom C to B is g*°
mod p. C nextclaimsto havetemporarilylost its copy of the sessiorkey, and asksB to supply a
replacementopy (by somesecuremeans). B, believing that C is entitled to a copy of this key,
complies, and now has the means to decipher all the traffic sent ffotmB.

As discussedn Burmester'spaper,[4], thereare manywaysin which suchan attackcanbe avoided,
evenwithout consideringhow C managesgo persuadeB thatg® mod p is really C's public sendkey
(we returnto this latter point in a moment). First andforemost,B shouldneverdivulge the session
key g™ modp, evenif B believesthat C is really entitledto it (sinceif C is really entitledto it, then
why cannotC recomputet for him/herself?). Secondjn a practicalimplementatiorusersshouldbe
preventedfrom directly accessingsessionkeys, thereby preventingthem from divulging secrets
accidentally or deliberately. This is probably a good idea in most practical security systems.
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We now returnto the key part of the abovediscussionnamelythe meansby which C managedo
persuadeB that A's key is really C's key (eventhoughC doesnot know the private key a). There
would appeatto bethreemainwaysin which this might occur. We considereachof them,andshow
that in each case either simple measures can prevent such attacks, or that the attack does not apply.

1. Thefirst possibilityis that C persuade#'s TTP (TA) that C's public sendkey is g* mod p, and
getsTA to sign a certificateto this effect. To avoidthis, a TTP mustalwaysget proof thata user
possesses the private key corresponding to a public key before signing a certificatdfemttiet
this public key belongs to theser. This could be donebe askingthe userto utilise the privatekey
to sign somedatawhich couldthen be checkedusingthe public key. Thisis in any casealready
accepted as good practice for the operation of a certification service.

2. The second possibility is thats TTP (TA) colludes withC andgenerates certificateto the effect
that C's public sendkey is g modp. Whilst this may be possible, TA alreadyhasthe meansto
read A's messagesand hencegains nothing by such an attack! The whole point of any key
managemensystembasedon TTPsis thata usermusttrustthe TTP they appointto act on their
behalf. We are thus entitled to ignore this case.

3. Thethird possibility is that C persuadesomeother TTP (TC say)that C's public sendkey is g°
mod p, and getsTC to sign a certificateto this effect. Howeverthe aboveattackwill no longer
work in this case sinceB’s privatereceivekeysfor usersC andA will be different, sincetheyare
served by different TTPs. This should be clear by observing that esergprivatereceivekeyis
computedas a function of a key sharedby their respectiveTTPs. Hence,althoughA and C
apparentlysharea sendkey, the sessionkey for protectingmessagesentfrom A to B will be
different from the sessionkey usedfor protectingmessagesentfrom C to B, and henceB,
however co-operative he/she might be, cannot reveal any useful informafion to

The aboveanalysisshowsthat giventhat, beforegeneratinga certificate,a TTP alwayschecksthat a
user possesses the priviey correspondingdo the public key which they claim astheir own, thenthe
Burmester attack does not apply.

3. A Typical Set of Requirements on a Trusted
Third Party Scheme

Clearly, the definition and agreementof a set of requirementsacceptableacrossa broad set of
countries is largely a political process. However, we can give a set of typlialy requirement®n
which to base an analysis of the suitability of the proposed mechanism.

Use of the schemeshould provide visible benefitsfor the user The designand operationof the
scheme means that the TTPs eaipableof offering their servicego userson a commerciabasis.
By signing up to dicensedT TP, the userwill beableto communicatesecurelywith everyuserof
every TTP with whom his TTP hasan agreement.The userwould potentially be ableto choose
from a number of TTPs in his home country, thus increasing his trust in the TTP.

The scheme should allow national and international operatitime proposed scheme achieves this by
allowing usersin any country, wherean appropriateT TP residesto communicatesecurely. It
also ensureghat the interceptingauthority can obtain the requiredkeysfrom a TTP within its
jurisdiction.

Details of the schemeshouldbe public. This is achievedor the proposedschemeby the publication
of this paper!

The scheme should be based on well known technige®iffie-Hellman certainly qualifies.

All forms of electronic communicationshould be supported The proposedschemecan easily be
adapted to include two-way communication such as voice telephony.

The schemeshouldbe compatiblewith laws and regulationson interception,as well ason the use,
exportandsaleof cryptographianechanisms.This matteris the subjectof further study, but no
problems have yet been identified.
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Accessnustbe providedto the subject’sincomingand outgoingcommunicationwherea warrant is
held This is clearly achievedfor the proposedscheme as the subject'sTTP will be able to
provide the appropriate session keys.

The schemeshould supporta variety of encryptionalgorithms,in hardware and software As the
proposedschemedealssolely with key managementany suitableencryptionalgorithm can be
used,aslong asit is availableto usersof the schemgwhereverthey reside)andto the relevant
interceptionauthority. The bestway to achievethis may be to usea standardist of algorithms,
such as the ISO register.

An entity with a warrant should not be able to fabricate false evidehbis. isparticularlyapplicable
in countries where interceptedcommunicationsare admissibleas evidencein court. The
proposedschemeas it standsdoes not meet this requirement,but the provision of digital
signatures as an additional service by the TTP will allow it to be met.

Wherepossible,usersshouldbe able to updatekeysaccordingto their own internal policies The
proposedschemeallows a userto have new sendkey pairs generatedas often aswished. The
receivekeys,which aregeneratedieterministicallypasedon the TTPs’ sharedkey andthe user’'s
identity, are more permanentand changeonly if the TTPs’ sharedkey or the user’'sidentity
changes. However,as we have alreadynoted,if thereis a requirementfor receivekeysto be
changedat regular intervals, a date stamp could be included within the scope of the key
generatingunctionf. This would havethe advantagehatany privatereceivekey providedto an
interceptingauthority would haveonly a limited period of validity, meaningthat the warranted
interception capability could only last for a certain time period before needing to be renewed.

Abuseby either side should be detectableby the other. We believe that this is the casefor the
proposedschemealthoughabuseby collusionbetweerthe two sidesmay still be possible. The
main disincentive to such abusey bethe ‘shrink-wrapped’provisionof the software which we
would expect to be bundled in with, say, an email system or other telecommunications software.

Usersshouldnot haveto communicatewith TTPsother than their own. The only communication
required in the proposed scheme is with the user’'s own TTP.

On-line communicatiorbetweenT TPs should not be required The independengenerationof the
receivekeysin the proposedschememeansthat no such communicationis requiredfor the
proposed scheme.

4. Two variations on the basic mechanism

The proposedschemecan almostcertainly be modified in manyways. We briefly presenttwo such
modifications, and consider their associated advantages and disadvantages.

4.1 Time bounding of TTP keys

As we havealreadydiscussedin the schemedescribedabovea user’sreceivekey pair is apparently
fixed, sinceit is generatechs a deterministicfunction of a secretkey sharedby two TTPs and the
name of the receiving user. Wew describeoneway in which this problemcanbe overcomethough
the use of date-stamps.

- The modified systemrequiresthe use of two key-generatingunctionsf and g insteadof one
(althoughf andg might be the same function).

«  WhenevemuserA requestdis/herTTP TA to supplya copy of the public receivekey of entity B,
TAfirst compute8’'s permanenprivate receive kel usingf with inputs:

1. the identity ofB,
2. the secret key shared BA andTB,

justasbefore. TAthenusesg with thetwo inputsb anda currentdate-stampo generatg¢odays
private receive key foB, which we denote’. TAthen passeB’s public receivekey for today(g”
modp) to A.
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- A usesB's public receivekey for today(in conjunctionwith A’s private sendkey) to computea
sessiorkey g whichis usedto encryptthe messagéo B. A alsosendsa copy of today’spublic
receivekey with the encryptedmessagealong with the currentdate-stamp. Ideally TA should
bind the date-stamp ®'s public receive key for today using a digital signature.

- As before B will have been equipped with its own permanent private receivb kgyts TTP TB.
B canthenusethe functiong to computeb’ from b andthe currentdate,andhencecomputeg®”,
and thus decrypt the message.

The main advantages of this modified scheme are as follows.
- Every user’s receive key pair will automatically change every day.

- Time-boundingof warrantscould be enforcedby only providing receivekey pairs for the days
specified in the warrant to an intercepting authority.

The main disadvantage is as follows.

.« The TTP will needto passseveralkey pairsto an interceptingauthority to provide accessto
communications for a period of time exceeding one day.

4.2 A scheme allowing split escrow

In an environmentwherecommercialTTPswill belooking to offer additionalserviceso their users,
it is possiblethat someuserswill want the extra reassuranceffered by having their keys shared
betweena numberof independenTTPs. The proposedprotocolis easily adaptableto provide this

feature. For instance the ideasof Micali [5] for addingsecretsharingon top of existing schemes
couldbe adopted. We now proposeanothersolutionwhich hasthe advantagef reducingthe number
of key pairs that message originators need hold.

4.2.1 Operation of the modified mechanism

For this scheme to operate, and unlike Micali's scheBjeeyeryuserA (with identity ID ) will have

a distinct modulup, and basg,, used to secure all messages originated.byhese are computed as
deterministicfunctionsof 1D 4, €.9.pa = Fy(IDa) andga = Fy(IDa), whereF, and Fq are universally
agreed functions.

Now suppose that each user subscribes to a set of TTPs, whidetiepreparedo trustcollectively
but perhapsotindividually. Thus,aspreviously,in the contextof the situationwhereuserA wishes
to senda secretmessageo userB, we supposdhat A subscribedo the setof TTPs{ X}, andthatB

subscribedo the setof TTPs{Y;}. Eachof the TTPsX; will needto know the identities of all

memberof the sets{ X;} and{Y;}, andeachpair of TTPs(X;,Y;) sharea secretkey which we denote
by Kj;. Observethat eachof the TTPsin the set{ X} will needto be within the jurisdiction of the
intercepting authority within which resides, and similarly forg}.

Before A can senda secretmessageo B, two key pairs will needto be establishedas we now
describe.

» A will needto be equippedwith a sendkey pair. Eachof the TTPsX; generates partof A's
private sendkey; denotethe part generatedy X; asS,. EachX; alsocomputegheir part of A's
public send key as

Pa = gASAi :

EachTTP X; now signsa concatenatiorof the nameof A with their part of A's public key, and
passesheresultingcertificate,denoted<P,;>, togethemwith Sy to A. A cannow computehis/her
private send key as

SA=Z§i'
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andA'’s public send key will be
.S Sy
P.=0a" =[]9™-
i

» B will needto be equippedwith areceivekey pair (and A will needto be given a copy of B’s
public receivekey). Eachpair of TTPs(X;,Y;) now usea functionf, taking asinput their shared
secretkey K;; andthe identity of B (IDg), to generatea part of B's private receivekey which we
call ;. l.e.

Ssij = f(Kj;,IDg).

For eachj, the valuesof Sg; will be sent(securely)from TTPY, to B. B’s privatereceivekey for
use when receiving messages from clients; afill then be

SBiZZ S -

J

Each of the TTPX; will perform the same calculation Bsand will also compute
—n S
Psi =0,

Each of these values will then be passefl ¥¢ho can then calculais public receive key as

R=[1R

It is important tonotethatthe privatereceivekey ‘components'S; areindependentf the identity
of A, but the public receive keys will vary depending on who the sender is.

The session key to be used to secure messages sent from A to B will then be
S\ — Sy —
ga® = (Rp)> =(P)™

and hence can be calculated by bdthndB. Theencipherednessagavill thenbe sentaccompanied
by the certified pieces of A’s public send kdy,# together withB’s public receive keys.

Key escrowwill now operatein an exactlyanalogousvay to thatdescribedn Section2.3 above,with
the exceptionthateachTTP within a domainwill now be requiredto supplytheir partsof eitherthe
send private key or the receive private key.

4.2.2 Properties of the modified mechanism
This modified version of the mechanism has the following properties.

» This modified scheme has a possible advantage over the sdesanibedn Section2, evenwhen
each user only has one TTP. In this modified scheme useremnigesioreoneprivatereceivekey
for eachother TTP in the system,and only one private sendkey. The storagerequirementfor
receivekeysis thus unchangedandthe storagerequirementor sendkeysis potentially reduced
(depending on the number of different valueg ahdp used in the basic scheme).

» It is not possiblefor a userA to choosetheir own ‘modulus’ p, and ‘base’ ga, becauseA might
include hidden structurewithin them which would allow accessto other users’ private receive
keys. For example p, might be chosersothatsomepolynomialwith small coefficientshasa root
modulop,, therebyfacilitating the useof the NumberField Sieve. In addition, p, mustbe prime,
as its deterministic construction might otherwise compromise its factorisation.

» A user should probably not be permitted to change his/her moghylsimce that woulghotentially
provideaccesgo severaldifferent public keyscomputedfrom the sameprivatekey usingdifferent
moduli. This might, at leastin principle, leadto an attackon the private key usingthe Chinese
Remainder Theorem.
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» A possiblealternativeto deterministicgeneratiorof moduli is for a TTP to generatgandsign) a
modulusp, for A's use. This would thenneedto be passedo eachof the TTPsX;, andalsowith
eachmessagesentby A. Sucha schemehastherisk thatit might be possiblefor a userto obtain
several different moduli, and hence deterministic generation is probably preferable.

» Aneed not use the same eET TPsall thetime. Forexamplegiventhatcontactinga long list of
TTPsmay be expensiveand/orinconvenientthe sendemay chooseto usethe full setof TTPs
only for particularly sensitive messages.

» It would be preferableto allow usersto includea single public key with their messagesignedby
all of their TTPs,ratherthanthe individual componentspecifiedabove;apartfrom anythingelse
this would reduce the communications overhead. However, it is not clear whetlanthédone
without increasingthe possibility of ‘cheating’ the escrowsystem;it would also probablyrequire
the TTPs to communicate amongst themselves, which is not necessary with the current scheme.

5. Options and Other Issues

5.1 Trusting TTPs

The receivingparty musttrust the sendingparty’s TTP, in orderto verify the sendingparty’s public
key, andalsobecausédhe sender'sTTP cangeneratdhe receiver’s privatekey. However,this trust
only concerns communications between the receiver and senders belonging to that TTP.

There mayalsobe a needfor a certificationhierarchyto identify a commonpoint of trustfor different
TTPs; alternatively, all TTPs could manage their inter-relationships by bilateral agreement.

5.2 The Choice of Values

Therehasbeenconsiderablaliscussiorin the literatureon the benefitsof usinga compositemodulus
for Diffie-Hellman. This, and other matterssuchas the length of the modulusp and the primitive
elementy, are beyond the scope of this paper.

5.3 Commercial Value

The proposedschemereliesentirely on its perceivedvalueto usersin orderto be takenup. Service
providerswill wantto recoverthe costof settingup the servicefrom their customers. Thereforethe
scheme must be able to provide value-addedend-to-end services that users want.  Further
investigation is required to assess the level of demand for services such as:

« end-to-end encryption;

« end-to-end authentication;

« non-repudiation of sent messages;
« message integrity.

Given that users will be paying for theservicestheywill expecta sufficientlevel of security. In the
eventof securityfailure with financial impacton the user,he will expectto be ableto recoverthis,
either via his insurersor from the organisationrunning the TTP. This makesrunninga TTP a
potentiallyexpensivebusinessunlessthe financial risks run by the TTP canbe adequatelyprotected
against. If TTPs are not commercially viable, then the scheme will not be viable.

5.4 Combined two-way Session Key

The two-way version of the proposedschemeprovidestwo keys for communication:one for each
direction. These could be combined to form a single session key, or just on&afsbeuld be used.
The advantages and disadvantages of this are a matter for further study.
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6. Other Published Schemes

We concludethis paperby briefly indicating how two otherkey establishmenschemeselateto the
scheme described above.

6.1 The Goss Scheme

A schemadesignedoy Gosshasbeenpatentedn the US [6]. In this schemea sharedsecretkey is

establishedy combiningtwo Diffie-Hellman exponentiationsising fixed and varying (per session)
parameters.At first sight, this appeargo correspondo the receiveand sendkeysin the proposed
scheme. However,the Gossschemeausesa universalmodulusand primitive element. If x andx' are

A’s fixed and variant keys, andandy' areB’s, then the shared key is calculated as

o Oa*Y

This could beviewedasa variantof the proposedwo-way protocolwherebya universalmodulusand
primitive element are used and the two keys are combined by XOR-ing them.

6.2 Yacobi Scheme

The schemeof Yacobi [7] is almostidentical to the Gossone, but usesa compositemodulus,and
combines the session keys by modular multiplication rather than XOR-ing.
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