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Haseoeni pesynvmamu po3pooxu modeni
no6edinKU AHMAZOHICMUMHUX d2eHmi6 68 YMO-
eax xioeprondaixma. Iloxasano, wo ompumana
MO0etb MOJHCEe BUKOPUCMOBYEAMUCS 0151 AHATIZY
npouecie ineecmyeanns 6 cucmemax Gesnexu 3
YPaxyeanHsam npunyuweHHs, wo Ha iHeecmuuii-
Hi npoYuecu 3HAUHOI0 MIPOI0 6NIUBAE NOBEOINKA
azenmie, wo Gepymo yuacmo 6 Kibepronduixmi.

IIpeocmasneno 3azanvii nioxoou 00 po3poo-
xu modeni. Ilepw 3a eéce, chopmosana cucme-
Ma nOHAMb, NPUNYUEHD i 0OMENCEHb, 8 PAMKAX
AKUX i nogunna Gymu pospobaena mamemamus-
Ha mo0ens Noeedinku. 3 YpaxyeaHHam Ubozo
Po3pobaeno mamemamuuny Mooejb NO6eoin-
KU KOHQaiKxmyowux azenmis, axa npedcmasie-
Ha Yy euznndi anzeOpaiunux i oudepenuianbHux
pietanv. Y pospobaeniii modeni 6i0oopadiceno
AK MexHiuni xapaxmepucmuku cucmemu 6esne-
Kil, max i nCUX0J102iMHi 0COOIUB0CME YHACHUKIE
xibepxondaixma, axi enausaromo Ha Qinan-
C08i xapaxmepucmuxu npouecié iHeecmyeau-
Ha cucmem xibepbesnexu. Biominnoro o0co6-
aueicmio npononosanoi modeni € 00HOUACHU
PO321510 N0GediHKU CMOpin KibepKondaixma He
SIK He3aNeNCHUX CMOpin, a K 63aiMOBNAUGAIO-
wux 00un Ha 00noz0 azenmis. Mooeno marxosic
0036015€ iMimyeamu eénaue w0 Oecmadinizye
Ha noeedinKy KoHpIiKmyouux cmopin 36ypens
3 oKy cepe0osuwa NPOMUCMOAHHSL, 3MIHIOOYU
cmyninwy ypasnueocmi cucmemu xibepoesnexu
Pi3HuUx eéekmopax amax i pieeHv ycniwHocmi ix
npoeedenns.

3 euxopucmannam po3pobnenoi moodeni
BuUKOHAHO iMimauiiine M00e108AHHA NOBedIHKU
63AEMOOIIOMUX Az2eHMIE 8 YMOBAX KibepKoHpIiK-
ma. Pesynomamu modenosanns noxazanu, wo
Haeimo naunpocmiwi cmpamezii nogedinku ama-
Kyrouoi cmoponu (“naiicnabma aanxa”) i cmo-
ponu 3axucmy (“uexaii i ousucs”) dozsoasoms
3abesnenumu indopmauiiiny 6esnexy xonmypy
oOisnec-npouecis.

Pospobneny modenv 63aemooii amaxyiono-
20 1 3AXUCHUKA MOJNCHA PO32ASA0AMU K THCMPY -
MeHm MO0eN06AHHS NPOUECi6 NOBEOIHKU KOH-
daikmyrouux cmopin npu peanizauii pizHux
cuenapiie ineecmyeannus. Pesynvmamu mooe-
J0BAHHS 0al0OMb MONCAUGICML 0C00AM, SKi
npuiimalomo piuieHHs, ompumyeamu niompum-
KY w000 HANPAMIE iHeecmyBanHs 6 Ge3nexy KoH-
mypy Giznec-npoyecie

Knrouoei cnosa: mooeni nosedinku, anma-
20nicmuuni azenmu, 0epeso amaxu, Konmyp 6is-
Hec-npoyecia
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1. Introduction

nectedness increased the vulnerability of computer systems

The Internet revolution has radically changed the way
people, companies and governments communicate and con-
duct business. But at the same time, this global intercon-

to information security breaches. Protection of information
systems, data, intellectual property and business processes
from attacks, misuse or technical failures has become and, ac-
cording to forecasts, will remain a key task for organizations.
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Studies related to the economics of information se-
curity [1-3], that is, the question of how much to spend
on security countermeasures, despite their large number,
demonstrate the following features.

First, most of them are purely economic in nature, that
is, the discussion of investment issues in the cybersecurity
system is conducted exclusively using financial categories
such as investment portfolio, profitability, payback period,
discounted profit, etc. [4—6]. That is, purely economic anal-
ysis methods are used to describe and analyze systems that,
by their nature, are more organizational and technological.

Second, the findings of the researchers do not always
coincide, and often they are just the opposite. This can be
explained by the fact that investment in information security
does not usually bring direct cash benefits, such as higher
incomes or lower costs; their main contribution is to prevent
possible economic losses [7, 8]. Again, this can be viewed as
a discrepancy between the methods used and the features of
the objects being analyzed.

Most of the publications consider the protection object
as a kind of “black box”, to which various cyber attacks are
directed, the effectiveness of opposing to which depends on
the amount of funds invested in security. At the same time,
no comments are made on where exactly the invested funds
are directed. In other words, the structure of the protected
object in terms of both executable operations and the re-
sources required for this is not done. At the same time, there
is practically no mention in the publications about the level
of protection provided, tacitly assuming that the higher the
better [9, 10].

The data and systems protection efforts carried out by
practitioners and scientists focused primarily on the tech-
nical aspects of cybersecurity, that is, which assets need
protection at a certain level and which security countermea-
sures provide this protection. Taking into account the high
cost of cybersecurity measures and budget constraints, a
“fully protected organization” is not only a difficult, but also
unattainable goal [11—13]. Instead of total protection of the
organization, the organization’s business processes should
be considered, on which the financial well-being of the or-
ganization depends, which can be viewed as the goal of the
organization’s functioning. This view reflects a service-ori-
ented approach that defines important services and service
packages in an organization. Threats and vulnerabilities are
assessed in the context of services, and not for individual as-
sets. Because the organization has fewer services than assets,
analysis takes less time and is better managed than assets. A
service-oriented perspective is better connected with gener-
ating business revenue [14].

Business objectives and processes to support and achieve
goals are in the focus of business risk assessment. The idea is
to identify and analyze business processes and assign them
value according to how they are related to business goals. To
do this, vulnerabilities and threats for these processes are
identified and assessed. The impact of accessibility, integrity
and confidentiality violation on critical business processes,
as well as information systems that support these processes,
the valuation of which is directly related to business reve-
nues, is evaluated [15, 16].

There are several advantages in terms of business.
Since this structure is based on the classic of business
management — Michael E. Porter’s value chain model, it
is much more comprehensible for the top management of
the organization than the traditional model focused on

assets-threat-vulnerability. The approach is efficient in
terms of time, costs and resources, since a detailed anal-
ysis of assets, possible threats and vulnerabilities is not
required. The main directions are set by important business
processes. The approach also supports business process
reengineering and business continuity planning, which
would otherwise be performed as a separate analysis [17].

Thus, the loops of the organization’s business processes
and security business processes should be the objects of
protection.

The loop of the organization’s business processes is a set
of information resources and related business processes, the
fulfillment of which in a given sequence leads to the achieve-
ment of the organization’s goal:
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The security system business process loop is a set of
business processes and the resources necessary for them, the
implementation of which ensures the normal functioning of
the organization’s business process loop:
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The practice of cyber defense of business processes has
demonstrated the following feature. The effectiveness of cy-
ber defense of business process loops depends on the amount
of investment that is directed to the respective areas. At the
same time, decisions on the allocation of certain amounts
fall within the “wait and see” scenario, i. e. decisions are of
reactive nature and are taken upon the implementation of a
successful cyber attack. On the other hand, the attacking
side acts according to the “weakest link” scenario. Thus, the
effectiveness of the creation and functioning of cyber defense
systems is determined by the behavioral characteristics of
the attacking and defending sides, which can be seen as con-
firming the relevance of developing behavioral patterns for
the interacting parties of the cyber conflict.

2. Literature review and problem statement

Taking into account the remark made at the end of the
previous section, it should be noted that the investment
model of security systems should reflect, first of all, the
behavioral characteristics of the participants in a cyber
conflict.

The most frequently cited model of investing in in-
formation security is a single-period model [3, 4], which
determines the optimal amount of investment to protect
information and information systems. According to the
Gordon-Loeb (GL) model, the optimal level of investment
is achieved when the marginal utility of investment equals
the marginal cost of investment. The proposed theoretical
economic GL model has demonstrated that for the given
functions of the probability of violation of the protection pe-
rimeter, the maximum amount that a risk-neutral company
should invest in information security does not exceed 37 %
of its expected losses due to security breaches. The authors
of the GL model also state that firms with limited financial
resources should focus on protecting information with medi-
um-level vulnerabilities, since protecting extremely sensitive
information can be extremely expensive. Later, a modified
Gordon-Loeb model [9] was proposed by expanding the



scope of the GL model, incorporating external effects and
showing that socially optimal investments in information
security increase by no more than 37 % of the expected loss.

It should be noted that the GL model is primarily a
theoretical framework that helps security professionals un-
derstand the economics behind investing in information
security. The authors of the GL model provided an illus-
trative example [10], demonstrating the definition of the
appropriate level of investment in information security in
the real case. However, the actual limitations in the practical
implementation of the model are much more stringent.

Another limitation is related to the simplification of the
model, according to which investments are directed to pro-
tecting the sole information resource of the organization. In
fact, investments can be made to protect various information
resources, as there are correlated risks in the system and
modern practical solutions are often multifunctional. The
third flaw questioned the suitability of the selected function
families in the GL model. In [18, 19], it is argued that there is
no reason to assume that the functions used reflect any real
scenario for reducing vulnerability.

The GL model assumes the use of it by a risk-neutral
decision maker (DM). In [20], optimal investment in secu-
rity is determined in case a decision is made by a non-risk-
minded decision-maker. In addition, the optimal level of
investment depends on the asset to be protected, the vul-
nerability of the asset and the potential loss associated with
it. The model also simulates one attack of a single attacker
for one period with a fixed potential loss, which is an exces-
sive simplification of reality. Compared to the risk-neutral
GL model, a non-risk-minded decision maker increases his
investment while increasing the expected loss, but no more
than the amount of the loss. Under these conditions, there is
a minimum potential loss, below which the optimal invest-
ment is zero.

In [2], the optimal level of investment in security is
investigated under various attack scenarios — in the case
of targeted and opportunistic attacks. When there are no
budget constraints, total investment falls when a partic-
ular vulnerability reaches a certain level. There is also a
minimum level of vulnerability, below which investments
are zero. When the total budget is limited, investments in
protection against a certain type of attack increase, when
potential losses from an attack increase, or when the budget
size increases. The results of the analysis show that a lim-
ited budget is allocated to mitigate the vulnerabilities that
cause the most damage, and which are often associated with
targeted attacks, with the result that organizations with
very limited security budgets are subject to opportunistic
attacks. The same results with a similar approach based on
the GL model were presented in [21].

The GL model [3, 10], the modified GL model [9] and
the studies [2, 20-22] can be considered as theoretical
foundations that provide good economic rationales for cy-
bersecurity investment decisions regarding the optimal level
of investment and budget allocation to eliminate certain vul-
nerabilities. However, the simplifying assumptions are too
broad to use these approaches in practice, regardless of the
size of the firm that plans the investment. An information re-
source used by a business process is rarely exposed to a single
threat or attacked by a single attacker. Investment decisions
in these approaches are made on the basis of a combination of
vulnerability and size of loss, which is treated as permanent.
Models operate with a single variable in the risk equation,

namely, with decreasing overall vulnerability, to reduce the
likelihood of attacks that cause the most damage. In fact, the
risk equation can be solved by taking the level of exposure
instead or using a combination of detection, preventive or
corrective measures.

Another analytical model [23], which considers the
optimal level of investment in information security, has
more realistic assumptions, such as the presence of various
simultaneous attacks, and the model’s goal is to analyze
the distribution of investments in relation to targeted and
opportunistic attacks.

Even if we exclude the theoretical nature of the models
analyzed above and assume that they can be used in practice,
the approaches are not universal, equally acceptable for dif-
ferent business structures. The considered models are more
focused on large firms with a deep hierarchy of management.
The upper level determines the amount of finance that can
be used to ensure information security, and the next levels
in the organization choose measures in accordance with the
budget constraint. A small firm has a single budget that in-
cludes all of its investments and expenses. Each investment
in information security must compete for limited financial
resources with other investments. The models that optimize
the information security budget are aimed primarily at large
companies with complex business processes.

The “analytic hierarchy process” (AHP) is a universal
mathematical method for making multi-criteria decisions,
including both quantitative and qualitative criteria, as well
as expert assessments. In [24], instead of constructing a
mathematical investment model, it was proposed to consider
the investment process as a multi-criteria task. To solve it,
it is necessary to define many goals, set their priority and
importance for decision-makers, to form a set of quantitative
and qualitative indicators of achieving goals. The rules of
comparison (preference) of their values, presented both in
quantitative and qualitative terms, should also be specified.
The AHP approach is used not only to evaluate alternatives
to investing in information security in order to make the
most effective use of a limited security budget, but also to
justify additional investments in security, if possible. The
authors propose to use the evaluation option of the AHP,
forming criteria and subcriteria for the distribution of in-
vestment budget funds, as well as determining the weights
of these criteria. Each alternative to maintain and improve
security is evaluated for each criterion and subcriterion
separately, and then receives an assessment that reflects how
well the alternative distribution of the invested funds meets
a certain criterion or subcriterion. The proposed criteria are:
confidentiality, data integrity, and availability. The latter
can be divided into three subcriteria: authentication, reli-
ability and availability. Each criterion and subcriterion may
have different importance. The following importance esti-
mates were proposed in [24]: exceptionally high, extremely
high, very high, high, fairly high, and moderately high. This
rating scale allows you to correctly justify decisions made in
the absence of quantitative assessments, replacing them with
appropriate qualitative expert assessments.

The AHP methodology requires careful preliminary
preparation — a clear definition of the criteria, sub-criteria
and obtaining their comparative assessments. It is necessary
to determine the essence of the criteria importance, which
are subjective in nature and can be interpreted differently by
decision-makers. It is often difficult to establish boundaries
between the importance of criteria. For example, grades:



exceptionally high, extremely high, very high, high, fairly
high, and moderately high have very close meanings. Even
if the importance of the criteria is well defined, the nature
of uncertainty in the case of information security risks can
make the assessment problematic. Using the AHP to eval-
uate information security investment alternatives requires
good security expertise and a thorough understanding of the
methodology. The described methods can be implemented in
the behavior models of interacting agents of cybersecurity
systems in the case of a significant variety of implemented
attacks and means of counteracting them. However, real sta-
tistics of cyberattacks committed, even in relation to critical
infrastructure facilities, show that the variety of attacks, as
well as countermeasures, is insignificant. The variety and
intensity of threats depend, first of all, on the capabilities of
the attacker (the power of his computing facilities), secondly,
on the goals and objectives of the attacker, and thirdly, on
the “price” of confidential information.

In [25], a class of business structures is pointed out
for which the AHP approach may be acceptable, as well
as difficulties associated with its preparation and use are
noted. The approach can be used by small firms to evaluate
investment alternatives if they have clear security objectives,
which is doubtful. At the same time, there is a need to search
for security experts as consultants who have knowledge and
experience of working with the model, while working close-
ly with the CEO of the company to decide on the criteria,
sub-criteria and their importance for the company. This is
a time-consuming process, and the economic justification
for using this approach is doubtful, since the analysis itself
may be more expensive than the solution necessary to ensure
security.

[26] demonstrated the possibility of combining the AHP
method with linear programming to select alternative op-
tions for investing in information security. Despite a rather
unexpected combination of decision support methods, the
main direction of the methods used is optimization of the
investment project portfolio in the field of information tech-
nology (IT) security in the organization. The motivation
for using the proposed approach is extremely conflicting
and changing requirements for the cybersecurity of orga-
nizations, in addition to the variety of initial conditions
encountered in organizations. The peculiarity of using the
proposed combination of methods is as follows. Instead of
ranking or evaluating various alternatives based solely on
their advantages, by defining the goals of the organization
and then coordinating the decisions with the goals, it is
possible to optimally allocate resources for all projects in the
investment portfolio. The approach described in this article
is to provide a general decision-making structure that can
be adapted by practitioners and adjusted by other research-
ers. The proposed approach may be of interest in modeling
the behavior of a group of decision-makers with their own
preferences, with subsequent coordination of decisions and
preferences.

In [27], an optimization model is presented that com-
bines the cost of selected security measures and the level
of confidence in achieving security goals. Discrete dynam-
ic programming was used to obtain a Pareto optimality
compromise curve containing alternative security solu-
tions. Budget constraint dictates the best security solution
available on a crooked compromise. According to [28], the
proposed method is limited and does not allow finding
equivalent security alternatives with the same confidence

level. In [28], an evolutionary optimization algorithm is used
to determine equivalent safety profiles at the same cost level.

The disadvantage of both models is the lack of consider-
ation of the measures interaction in the security profile. The
security measures in the profile, apparently, are aggregated
mechanically, without taking into account the overall effec-
tiveness. In other words, these methods are not applicable in
the context of synergistic threats. In general, the methods
may be applicable in large firms to agree on alternative sets
of security measures. At the same time, the methods require
a deep understanding of the organization’s security goals
and the necessary actions and resources to achieve the goals.
The interconnection of security goals and business goals
(that is, the interaction of the loops of business processes
and security processes) is not provided by the mentioned
methods.

In [29], the dilemma of the system administrator is
solved, that is, security measures are selected within the
budget constraint and at the same time, residual damage
is minimized. The paper considers the security problem as
a series of successive attacks by an attacker to achieve his
goal. The attacker is looking for vulnerabilities that can be
used to penetrate the system to find new vulnerabilities in
the system for further development. It is also assumed that
the attacker can bypass the defense at a certain cost. The
authors argue that the decision to manage security should
take into account the possible benefits of the attacker. The
attacker is not motivated to attack if the effort exceeds the
gain. At the same time, the authors argue that the goal of the
attacker can only be damage, so the benefit does not have
to be a monetary gain. An attack tree is used to model the
dynamic interaction between the attacker and the defender.
Multipurpose optimization and competitive co-evolution
were chosen to conduct a cost-benefit analysis. The authors
emphasize the importance of a long-term security policy and
that countermeasures should not be based on cost-benefit
calculations of intermediate strategies.

The attacker’s description, motivation, and actions indi-
cate that this approach is more suitable for analyzing target-
ed than random attacks. This computationally complex ap-
proach is based on game theory methods, which puts forward
certain requirements for both the design of models and their
further use. Despite its complexity, the described model is
too simplified to cover the cost aspects of security measures.
The model assumes that security measures are independent
of each other, which is not a practical assumption. Security
effectiveness can be achieved when the selected set of se-
curity measures takes into account interdependencies. The
authors define security measures as preventive measures to
stop an attacker who has reached his goal. The focus is on the
costs and benefits of the attacker. The model does not clearly
take into account the choice of recovery measures in order
to reduce the costs that arise in the event of attacks. In some
cases, it may be appropriate not to invest in the prevention
of attacks, but to invest in minimizing the costs arising from
attacks. By its nature, this model is perhaps the most consis-
tent with the tasks of constructing models of the behavior of
interacting agents under conditions of cyber conflict.

The work [30] considers the problem of investments
in information security related to cash costs of implemen-
tation, indirect costs and risk reduction. The paper intro-
duces a distinction between “passive” and “active” threats.
The former represent attacks independent of defense, the
latter show the attacker’s ability to respond to implement-



ed defense. The peculiarity of the work is that it considers
multistage attacks and potential correlations in successful
actions at various stages. The combined effectiveness of
countermeasures is determined by choosing the effec-
tiveness that is the highest among them. The paper uses
nonlinear multipurpose integer programming and mixed
transforms of integer and linear programming to find Pare-
to optimal solutions.

In [31], a methodology is presented for finding the
optimal combination of security measures within a given
budget. The first step is to analyze risks and evaluate the
effectiveness of countermeasures against various vulnera-
bilities. Based on the results of the risk assessment, control
games between the defender and the attacker are simulated
using various vulnerabilities. Multipurpose multiple-choice
knapsack optimization techniques are used in the solutions
of various control games in order to decide on the distribu-
tion of the security budget. In [32], stochastic programming
is used to make investment decisions on various types of
countermeasures within a given budget. In addition to the
security competency required to use the approaches, experi-
ence in mathematical modeling is also required. The models
presented above deal with the problem of finding the best set
of countermeasures that maximize security within limited
financial resources.

The work [33], devoted to the choice of security mea-
sures, uses the attack tree approach to analyze information
security risks and assess the cost and probability of success
of attacks from the attacker’s point of view. The authors
consider rational profit-oriented attackers who compare
their success and benefits with the cost of carrying out the
attack and possible fines if they are captured and punished.
A rational attacker is unlikely to attack if the expected costs
exceed the benefits. The paper suggests a simple method of
economic justification of security measures — the search for
an adequate set of measures sufficient from a security point
of view. Sufficiency in the context of the proposed model
means the minimum probability of an attack, which is con-
sidered as the main one. Adequacy implies that the cost of
protective measures should not exceed the value of the assets
to be protected.

The model takes into account two players — the attacker,
who is aimed at a specific organization. In fact, an attacker
can have several goals. A rational attacker will attack the
company where he expects the greatest benefit. Thus, any
security measure that makes an attack more costly for an
attacker can prevent the attack. The formulation of the
sufficiency condition established in the model, which may
turn out to be economically irrational, is also doubtful. The
ultimate goal of a rationally acting company is not to prevent
attacks, but to minimize the risk of them. It may be more
costly for a company to prevent an attack than to invest in
security measures that minimize the impact of the attack.
Therefore, the sufficiency condition in this model can lead to
excessive investment in security.

The use of game theory methods to assess not only
investment volumes, but also their effective distribution
by objects that differ in the amount of information, vul-
nerability, and probability of attack, is given in [34]. The
authors of the work rightly note that the search for a solu-
tion is complicated by the uncertainty of the opponent’s
actions. Under these conditions, a satisfactory solution is
proposed that corresponds to the saddle point of the objec-
tive function. This function can express one of the indica-

tors of the defense system — the share of lost information,
profit from investments in defense, their profitability —
depending on the ratio of attack and defense resources,
accordingly. The paper analyzes the conditions for the
existence of a saddle point in one- and two-level systems,
which differ in the number of objects and obstacles that
protect them. The intervals of the ratios of the means of
the attacking and the defending sides are found in which
a saddle point can exist. It is shown that the saddle point
existence intervals are determined by the form of dynamic
vulnerability of objects and the distribution of informa-
tion among objects. However, it should be noted that the
application of this approach encounters certain difficulties
in practical implementation. First of all, all strategies for
the behavior of opponents should be known, which allows
you to build a complete game matrix. Cost estimates of
player behavior strategies should also be known. At the
same time, the construction of the objective function may
turn out to be an ambiguous process due to the incomplete
awareness of the player about the possible response actions
of the enemy. All these requirements for the mathematical
formulation of the problem can make the application of
game theory methods extremely difficult and sometimes
impossible [35, 36].

In [37], an approach is presented related to the applica-
tion of game theory for predicting the behavior of players, as
well as designing mechanisms for the interaction of agents
with directly opposite goals. Attention should also be paid
to the presented explanation of how a large number of people
with different interests interact (the so-called non-coalition
or non-cooperative games) in modern global technical sys-
tems, such as the Internet. In particular, the explanation of
how in such systems the common good is often achievable
without the intervention of a single governing body (“dicta-
tor”) is noteworthy.

In [38], an approach to the construction of a cyber world
is proposed, which is designed to study the security of cy-
ber systems operating on the Internet. These systems are
represented as a complex of various interacting teams of in-
telligent agents. This work differs from other similar ones in
that it considers various options for the interaction of team
agents, which can be both in a state of antagonistic confron-
tation and cooperation. The task of analyzing interacting
agents is considered as an example of distributed denial of
service attacks. The environment was implemented on the
basis of a discrete event modeling system, which made it
possible to integrate agent-based modeling with simulation
of basic Internet protocols. Despite the technical elaboration
of approaches to modeling agent behavior, issues of assessing
the economic efficiency of interaction or opposition are not
considered in the work. However, it can be considered as the
foundation on which the “building” of economic assessments
of the effectiveness of the strategies used for the behavior of
interacting agents can be built.

An example of the practical application of the behav-
ior models of interacting agents under conditions of cyber
conflict is given in [39]. A search model for rational options
for strategies for mutual investment management in the
cybersecurity systems of large educational institutions is
considered. The work demonstrates various relationships be-
tween the parameters of investing in cybersecurity systems
and solving other problems related to the protection of the
information and educational environment of large educa-
tional institutions. The developed model is recommended



primarily as an information-algorithmic component for a
decision support system for the analysis and optimization
of mutual investment strategies in the information and ed-
ucational environment of educational institutions and their
cybersecurity systems. The difference between the proposed
solution and similar in this segment of scientific research
is the ability to determine specific parameters and recom-
mendations in the process of mutual investment. Reference
should be made to the work [40], in which the issues of cyber
defense of educational resources are brought up to the level
of development of a classifier for cyber threats, which allows
to give cost estimates of both information resources and the
costs of attacks and means of counteracting them.

Studies related to the economics of information securi-
ty, that is, the question of how much you need to spend on
security countermeasures, despite their multiplicity, demon-
strate the following features. Firstly, most of them are purely
economic in nature, that is, the discussion of investment
issues in the cybersecurity system is conducted exclusively
using financial categories, such as investment portfolio,
profitability, payback period, discounted profit, etc. That is,
methods of analysis of purely economic systems are used to
describe and analyze systems that, by their nature, are more
socio-technological.

Secondly, the findings of the researchers do not always
coincide, and often they are just the opposite. This can be
explained by the fact that investment in information security
does not usually bring direct cash benefits, such as higher
incomes or lower costs; their main contribution is to prevent
possible economic losses. Again, this can be viewed as a dis-
crepancy between the methods used and the features of the
objects being analyzed.

In most publications, the object of protection is consid-
ered as a kind of “black box”, to which various cyber attacks
are directed, the repel efficiency of which depends on the
amount of funds invested in security. At the same time, no
comments are made on where exactly the invested funds are
directed. In other words, the structure of the protected ob-
ject in terms of both executable operations and the resources
required for this is not done. However, there is practically
no mention in the publications about the level of protection
provided, tacitly assuming that the higher the better.

3. The aim and objectives of the study

The aim of the study is to develop a model of the behavior
of antagonistic agents under a cyber conflict, the purpose of
which is the possibility of scenario modeling of the behavior
of the parties to cyber conflict, ultimately influencing the
choice of the direction of investing limited financial resourc-
es of the investment budget.

To achieve this goal, it is necessary to solve the following
tasks:

— to identify the basic concepts that are used in models
of interaction of antagonistic agents and directly affect the
decision-making on the direction of investment to protect
against a particular attack vector, as well as the assumptions
and limitations of the model;

— to develop the mathematical model of interaction be-
tween the parties to the conflict, influencing the adoption or
change of previously made investment decisions;

—to perform simulation modeling based on the devel-
oped mathematical model to confirm the logic of the behav-

ior of the parties to the conflict and assess the impact of their
behavior on the use of investments.

4. Basic concepts in models of interaction between
the parties under a cyber conflict

The analysis carried out in [41] made it possible to for-
mulate a list of basic concepts and categories used in the
description of investment processes in security systems that
should be used in the developed model of antagonistic agents
behavior. Table 1 presents the basic concepts related to in-
vestment strategies in cybersecurity systems that underlie
the interaction of the defender and the attacker in a dynamic
behavior model.

Table 1

Basic concepts in the models of interaction of the cyber
conflict parties

Concept Definition
Favorable and universally recognized name or
Reputation reputation for merits, achievements, reliability,
P etc. In this case, the reputation refers to the public
authority of the company
. The level of security possessed by company assets.
Vulnerability It can also be called the asset protection level
Security vectors are externally visible and accessi-
ble system resources that can be used to organize
attacks on the system. The weight (or magnitude)
Securit of the vector is set in accordance with the poten-
Y| tial damage that could be caused by any exploita-
Vectors . e
tion of the vulnerability.
Examples of security vectors are: network servers,
web pages, email, mobile devices, system configu-
ration, and others
Defender | Available resources are distributed among assets
Opportunities | to increase the level of asset sustainability
Attackers | Part of the resources of attackers available for dis-
Opportunities | tribution among the defender’s assets
Share of Part of the opportunities aimed at protecting the
investment | company’s assets
The number of attacks that cybercriminals distrib-
Share of . .
ute between the security vectors of defenders in
attacks . .
accordance with previous successful attacks
Successful | Attacks capable to violate asset protection through
attacks security vectors
' Monetary benefit from improving asset security,
Profit of L . .
which in turn enhances reputation, thereby im-
Defenders s .
proving financial performance
Attackers | Monetary advantage from violation of defenders’
Welfare assets
The weak link strategy is that the attacker ratio-
“WeakLink” | nally puts more effort into attacking systems with
Investment |a low level of security. Once the organization’s
Strategy perimeter is broken, attackers can often take ad-
vantage of this
The basic idea is that in case of uncertainty about
P the expected benefits, it may be better to wait
Wait and .
,, for key events. Once a security breach occurs,
See” Invest- - .
ment Strategy more information appears to evaluate the expected
benefits of security investment, which makes the
assessment more accurate




The formed concepts should be included in the mathe-
matical model, since they reflect the nature of the interaction
of the parties to the conflict and influence the distribution of
limited investment funds.

The model was based on the assumptions and limitations
presented in Fig. 1.

Assumptions and limitations of the model

L Opportunities N

The Reputation damage is considered the indirect costs that the
influence of | | company incurs as a result of cyber attacks.
Ll cyberattacks | | The model assumes the value for each of the three security
on the vectors as the weight that they attach to their reputation, as
company well as the status of vector vulnerabilities and successful
reputation attacks
Defenders The model used assumes that the budget for information

security does not depend on the financial performance of the
company

Attackers
Opportunities

Opportunities for attackers are assumed to be constant for
each period. It is not known how attackers behave, on what

Rq i they base their economic justification and how they form
their resources for future attacks
The cost of The cost of a single attack determines the damage that a
™ asingle || single attack does to defenders. The cost of a single attack is
attack how much money the defender needs to stop the attack
Types of The model does not distinguish between internal and external
L,/ Attacks and attackers, they are identical, their number is not determined.
Attackers The model does not break attacks into various types

Security cost

The cost of security is reflected in the decision on the shares
of investments in each security vector when it is violated

Fig. 1. Assumptions and limitations of the behavior model

The following should be indicated as the main | Defender Defenders
limitations of the developed model. The model is Capabilities
limited to only three threat vectors and means to L I —
counter them. Such a restriction from the point of Investment Investment Investment
view of the practical implementation of the model is Vector Vector Vector
reasonable, based on the variety of attacks carried A B C
out on a particular object. It is also not critical, since
the proposed model can be easily adapted not only
for a specific type of cyberattack, but also for their | Battlefield
number. Vulnerability Vulnerability Vulnerability
The second limitation of the model is the unified Vector Vector Vector
cost of cyber attacks for all vectors, and independent ‘i /‘B ‘C
of countermeasures. This limitation can also be easily
removed in the process of adapting the model for a par-
ticular cyber attack object and type. Attack Vector A ‘ ’ Attack Vector B ‘ ’ Attack Vector C ‘
The model also does not include various financial
indicators and approaches for analyzing each invest- Attackers
.. . L. Attacker Capabilities
ment decision, such as: cost-benefit analysis, risk anal-

ysis, net present value (NPV), annual loss expectancy
(ALE), return on security investment (ROSI), and
others. The reason for this is that financial analysis
would require a more complex model, including empir-
ical data, to give greater accuracy to the results of the
study. These issues can be considered as directions for
future research.

5. Development of a mathematical model of
the behavior of the parties to
cyber conflict

The model focuses on the dynamics of the inter-
action of the attacker and the defender in the field of
information security in order to discover the invest-
ment strategies used by opponents.

The model represents a defender who protects as-
sets from a group of cybercriminals trying to compro-
mise a company’s assets with cyber attacks. An asset
can take many forms, such as a customer list, website,
payables register, or strategic plan. Increased security
may be associated with protecting the confidentiality,
integrity, authenticity or availability of the asset for
authorized users.

The formation of the model is limited by three
possible threats, which can be considered as separate
security vectors of access to the company’s informa-
tion assets. Each information asset can be protected
by investing in appropriate protection. For each
security vector, there is one access method and one
protection method. Finally, protection is effective if
it can repel incoming attacks.

The model consists of three submodels, which
are shown in Fig. 2: defender submodels, confron-
tation environment submodels, and attacker sub-
models.

The Defender’s model represents a defense mech-
anism against cyber attacks aimed at violating the
security of an information asset. In each period, the
defender makes a decision on choosing the target
investment information resource to determine his
own protection configuration. It is assumed that the
defenders have basic protection for each vector, and
their capabilities are sufficient for additional efforts
undertaken in case of security breaches.

Fig. 2. General structure of the interaction model

The defender organizes the protection of his own infor-

mation assets with the help of countermeasures displayed

by

three security vectors (A, B and C). The result of the

defense, ultimately, affects the reputation of the company,



which can be measured by financial results. In the model,
security vectors are described by the vulnerability state
of each vector. At the end of the attack, information about
its success or reflection (indicating a specific security
vector) becomes available. For each of the vectors, suc-
cessful and repulsed attacks are counted. The share of
investments for each security vector is calculated based
on the share of successful attacks on this vector in the
total number of successful attacks. This means that the
defender will invest the appropriate share of investments
in the corresponding security vector, which is proportion-
al to the number of successful attacks conducted against
this vector.

Reputation is measured in relative units. Reputation
is adjusted based on the results of successful or repulsed
attacks across all security vectors. In the case of repulsed
attacks, the reputation of the company increases, while suc-
cessful attacks result in a loss of reputation.

The financial indicators of the defenders are determined
on the basis of expert estimates of the monetary value of each
reputation score.

The attacker is aimed at violating the security of the
company’s business processes and makes some efforts to
attack. Since the attacker does not know exactly what re-
sources his attack should be directed to, for gaining profit he
bases his actions on the knowledge of the successful attacks
distribution on target resources known to him from previous
experience.

The attacker identifies and uses the weakest link, i. e. the
security vector with the lowest protection. If the attacker
succeeds, he will make a profit, which will correspond to
lower financial indicators for the defender. The attacker does
not act indiscriminately; he rather attacks only when it is
beneficial.

Successful historical attacks in the attacker’s model
prompt him to direct attacks to the weakest link, not ne-
glecting the other objectives of the attack, but allocating a
smaller part of the resources for their attack.

The sum of the accumulated successful attacks for each
vector allows the attacker to determine the weakest link and
make a decision for the next attack in order to use the most
vulnerable security vector.

The distribution of the attack direction is determined
by the attackers as a result of the accumulated successful
attacks for each vector. To implement the strategy of the
weakest link in this model, attackers must switch from one
direction of attack to another when the current direction is
not favorable for him to continue attacks.

To make a decision on changing the attack vector, it is
necessary to compare the current value of accumulated suc-
cessful attacks with the same value for the previous period.
To do this, the “switch” parameter is used, which indicates
that when the ratio of the current value to the value of the
previous period is less than 1, it is not profitable for the
attacker to continue using this vector and it is necessary to
proceed to attacks in other directions.

Whenever an attacker decides to stop attacking one
vector and switch to another, investments directed to other
vectors will increase.

The effectiveness of attackers is the sum of violations of
all vectors multiplied by the cost of a single attack. The wel-
fare of attackers is determined by financial indicators, the in-
crease of which is a function of the productivity of attackers.

To reflect the interaction of defenders and intruders,
each of which has certain capabilities and make appropri-
ate investment decisions, a third model is implemented — a
model of the confrontation environment (battlefield). The
main variables of this model are vulnerability and successful
attacks on each security vector.

Vulnerability means the security level of each of the
attack vectors. The positive value of the vulnerability in-
dicates the weaknesses in ensuring security in this area of
protection. This indicator can be calculated based on the
ratio of defender and attacker investments in this area of
defense and attack.

In essence, the vulnerability is determined by the differ-
ence between the resources that the attacker directs to the
corresponding vector and the resources that the defender
allocates to fix security flaws in the same vector.

Successful attacks are important for this model, as
they will initiate subsequent investment decisions for
both opponents. So if the vulnerability of the vector is
below zero, there will be no successful attacks, since
the defender has equal or superior capabilities than the
attacker, and he is able to repel all attacks. On the other
hand, if the vulnerability of the vector is above zero, suc-
cessful attacks should be expected. The share of invested
funds to protect a given direction in combination with the
cost of repelling an attack in this direction determines the
number of attacks that a defender can repel in case of a
security breach.

The constants used in the model, which are set at the
beginning of the simulation and allow modeling various
scenarios of the interaction of antagonistic agents and the
distribution of investments following from this, are present-
ed in Table 2.

Table 2

Parameters of the behavior model of the interacting parties
to the conflict

Symbol Description
c1 Number of Dismissed Attacks
cy Activated Uncertainty
3 Attackers Capabilities
c4 Attack Unitary Cost
Cs Base financial performance
C6 Base reputation
c7 Defenders Capabilities
cg Dismissal time
Cg Information Sharing
10 Reputation to money rate
c11 Time of reputation loss
Ci2 Time to build up reputation
c13 Time to report attack
Cl4 Vector A Value
15 Vector B Value
Cl Vector C Value

The designations of the variables used in the model are
presented in Table 3.



Table 3
Variables of the behavior model of the interacting parties to
the conflict
Symbol Description Symbol Description
. Vulnerability of
X1 Reputation Xo5 Vector B
. Vulnerability of
X9 Reported Reputation X926 Vector C
. Successful Attacks on
X3 Adjustment X7 Vector A
- Successful Attacks on
X4 Dismissed A 98 Vector B
- Successful Attacks on
X5 Dismissed B x99 Vector C
X6 Dismissed C X30 Breaches Vector A
. Defenders Financial . Breaches Vector B
Performance
Fraction of Attacks on
X Vector A X390 Breaches Vector C
Fraction of Attacks on Accumulated Suc-
X9 Vector B X33 cessful Attacks on
Vector A
Fraction of Attacks on Accumulated
X10 X34 Successful Attacks on
Vector C
Vector B
Accumulated
X1t Report on Vector A X35 Successful Attacks on
Vector C
X2 Report on Vector B X3 Past Value A
X3 Report on Vector C X37 Past Value B
Reported Successful
Xi4 Attacks on A X38 Past Value C
Reported Successful .
15 Attacks on B 89 Switch A
Reported Successful .
*16 Attacks on C xi0 Switch B
Fraction of Invest- .
H7 ment in Vector A Xat Switch €
Fraction of Invest-
X8 ment in Vector B x40 | Attackers performance
v Fraction of Invest- N Accumulated Attack-
19 ment in Vector C 3 ers Wealth
. . Defenders Accumulat-
X90 High Uncertainty X4 ed Profits
X1 Low Uncertainty X45 Adjustment
99 Middle Uncertainty X46 Erosion
X Uncertaint X, Accumulated
23 y 17 Attackers Wealth
. Vulnerability of N Increasing Financial
2z Vector A 8 Performance

A formal presentation of the basic relationships between
the variables described earlier and determining the essence
of the relationship between the participants in the cyber
conflict, leading to a change in the investment scenario and

the redistribution of funds, is given below in the form of

an algebraic and differential equation system. Taking into

account the presence of feedback in the real interaction of

the parties of the cyber conflict (reinforcing and damping
circuits), the moment of time should be indicated for each
variable, however, such a record significantly cluttered the
system of equations.

doey/dt=0xs5-x46,

X9=C6—(C14%x24) —(C15%X25) — (€162 26),
X3=Xo—=X1,

x4=c1/cs,

X5=C1/Cs,

X6=C1/Cs,

x7=(c10%x1)*es,
Xg=239>33/ (X33 403X 34T241XX35),
X9=240>%34/(X39>X33 23424 1X35),
X10=X41X035/(X39%X33T2040XX34HX35),
X11=X27/C13,

X12=X28/C13,

X13=X29/C13,

doers/de=x11-x4,

doys/de=x1a—2s,

dacye/dt=a13-2s,
xX17=x14/ (X147 2151216),
X18=X15/(X14T 2151 216),
X19=X16/(X14T215TX16),

x20=coxrnd(min((0.75+0.00498x£),0.999),
max(1.5-(0.00998)x¢, 1.001))+(1—c)xrnd0.75,1.5),

x31=coxrnd(min((0.95+0.0008x),0.999),
max(1.1-(0.0018)x¢, 1.001))+(1—cg)xrnd (0.95,1.1),

yr=coxrnd(min((0.875+0.00248x£),0.999),
max(1.25—(0.00498)xt, 1.001))+(1—co)x
xrnd (0.875,1.25),

x93=if(ca=0,1, if(ca=2,292, if(ca=1, 221, 220))),
X94=(C37agXCX23) — (€77X17),
X95=(C3xX9XCX23)—(C7X18),
X96=(C37X010%CX23) —(€7%X19),

7=if(x24>0, ((c37x8) —((c7%x17)/c4)), 0),
28=if(2r25>0, ((c5ac9) —((c7x18)/c4)), 0),
X29=if(2026>0, ((c3%10)—((c7x19)/€4)), 0),

X30=X27/C13,



X31=X28/C13,

X32=X29/C13,

dacs/de=acs0,

dacgs/de=xss,

dass/de=xs,,

xse=delay(xss, 1,0),

xs7=delay(xs4, 1,0),

x3g=delay(xss, 1,0),

x39=if(xr33—2036<1,0,1),

xg0=if(x34—237<1,0,1),

x41=1f(x35—238<1,0,1),

x42=((xr30) +(x31)+(X32)) %4

dacgs/de=2s7,

dacgs/de=2xs,

x45=if(a3>0, (x3/c12), 0),

x46=1f(r3<0, (abs(xs/c11)), 0).

The resulting system of equations describes the behavior
of the attacker and defender in the process of cyber conflict,
the interaction of which determines the direction of invest-

ment in the security system of the business process loop, as
well as the moments of the direction change.

protection). To start the model and select the initial attack
vector, some initial spread in the values of the accumulated
successful attacks on the considered vectors must be specified.
Otherwise, the attack vector should be selected randomly (the
given version of the program does not provide this).

The initial conditions for successful attacks accumulated
by attackers will determine the subsequent actions for both
opponents. Whenever one security vector is violated in pro-
tection, significantly exceeding the other vectors, attackers
use it. For a basic launch, the initial conditions for accumu-
lated successful attacks are presented in Table 4.

Table 4
Initial modeling conditions for the “Weakest Link” scenario
Accumulated Successful Attacks. Vector A 100
Accumulated Successful Attacks. Vector B 75
Accumulated Successful Attacks. Vector C 50

In this case, vector A is the weakest link identified by the
attacker in the first period. The initial values were chosen
in such a way as to visually reflect the preference that the
attacker gives to one of the vectors compared to the others.
However, there is a second preferred vector (vector B), show-
ing the share of the attackers’ capabilities allocated for each
successful attack of the vector.

Fig. 3 shows successful attacks for all three attack vec-
tors. An interesting feature can be noted on this graph — a
change in the proportion of analyzed attack vectors that the
attacker performs as soon as another weak link is detected.
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6. Simulation of the interacting agents behavior

The described model of interaction between attacking
and defending sides was used to simulate their behavior in
various conditions from the point of view of choosing strat-
egies for investing in a cybersecurity system. In accordance
with the developed methodology for modeling the behavior
of interacting agents under conditions of cyber conflict [41],
the developed mathematical model was implemented in the
dynamic system simulation tool PowerSim (Powersim Soft-
ware AS, Norway). It should be noted that any software that
supports the simulation of dynamic systems can be used as a
modeling environment. Alternatively-MATLAB+Simulink,
AnyLogic, etc. can be offered.

As an option, modeling of the “weakest link” mechanism
was chosen. This mechanism initiates investment strategies
for both attackers and advocates. It is the process of inter-
action between the attacking and the defending parties that
allows you to determine the weakest link in their vectors in
order to decide on the direction and amount of investment.
The mechanism of the weakest link starts with the initial
conditions, reflected in the accumulated successful attacks
in the submodel of attackers.

As the initial conditions, zero conditions were chosen for
financial indicators (accumulated costs of attacks and their

Jan 1 Jul 1 Jan 1 Jul 1 Jan 1
2019 2020
Fig. 3. Distribution of successful attacks by
vectors (X7, X8, X29)

Fig. 4 shows the dynamics of the accumulation of suc-
cessful vector attacks. In case of successful completion of the
attack, the value of the counter of successful attacks of the
corresponding vector simply increases by units.

10,000 //

5.000 ~Vector A
’ ~Vector B
—Vector C

Jan 1 Jul 1 Jan 1 Jul'1 Jan 1

2019 2020

Fig. 4. Accumulation of
successful vector attacks (x33, 234, 235)

Along with the change in the number of successful vector
attacks, the vulnerability of the defense vectors also changes



depending on the interactions of attackers and defenders.
This means that when the capabilities of attackers exceed the
capabilities of defenders, the vulnerability in the protection
vector that is most at risk will increase, which corresponds
to a decrease in the security level of this vector. Fig. 5 shows
the dynamics of the vulnerability of each security vector.
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Fig. 5. Vulnerability of attack vectors (X4, 225, X26)

To better understand the dynamics of investment deci-
sions made by both opponents when the mechanism of the
weakest link is activated, Fig. 6 shows how attackers and de-
fenders act in accordance with their respective capabilities.
When an attacker determines the weakest link in the de-
fense, he will use this advantage as long as this advantage is
relevant and the defender closes the security gap, forcing the
attacker to switch to another target in the following periods.

~Vector A
~Vector B
—Vector C
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Jan 1 Jul 1
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Jan 1

Fig. 6. Distribution of investments by
attack vectors (xg, X9, X10)

Fig. 7 shows an increase in the welfare of the attackers
in the base run. However, defenders can effectively protect
their information assets, even if attackers successfully attack
the weakest link in the security vectors.
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Fig. 7. Growth in welfare of attackers (x47)

Thus, the simulation experiment showed that attackers
constantly find the weakest link and direct attacks against
it (vector A). After the defender blocks attacks, the attacker
switches to the next weak link.

In the case of a balance between attack vectors (equal
number of successful attacks in previous periods), the applica-

tion of the weakest link approach is impossible. The capabili-
ties of attackers and defenders are the same, successful attacks
do not occur, because attackers do not find the weakest link,
and defenders can effectively protect their information assets.

Thus, the proposed behavior model of interacting agents
in a cyber conflict has shown that even the simplest behav-
ioral strategies of the attacking side (the “weakest link”) and
the defense side (“wait and see”) can provide information
security for the business process loop. In this case, the simu-
lation results presented in Fig. 3—7 show that the attack side
promptly switches to attacks on a different vector if the at-
tack is successfully repelled on a previously selected vector.
The defense side redirects investment resources, ensuring
timely protection of the business processes, identifying the
weak link in the cybersecurity system at the current time.

The obtained simulation results not only do not contradict
the simulation results when using other mathematical models
(both analytical and simulation) of similar processes [42, 43],
but also significantly supplement the previously obtained
results. This is achieved due to the fact that, unlike the ones
mentioned earlier, the model operates not so much with the
behavior of individual cyber conflict agents as with their joint
activity, takes into account the mutual influence of agents on
each other, and also takes into account the influence of the
confrontation environment, which is a source of random dis-
turbances (in particular, setting the degree of vulnerability of
various attack vectors and the level of their success).

7. Discussion of the behavior simulation results of
the interacting parties of cyber conflict

Analyzing the results, the following features of the rela-
tionship of the dynamics of the simulated processes should
be noted.

The distribution of successful attacks by vectors (Fig. 3)
is in accordance with the vulnerability of the protection
vectors from these attacks (Fig. 5). This corresponds to the
previously formulated assumptions inherent in the model
of interaction of antagonistic agents. In particular, as soon
as the vulnerability of vectors B and C becomes negative,
the percentage of attacks along vector C drops to zero from
the initial level of 50. This means that the business process
loop security system is considered invulnerable to attacks
on these vectors. After that, the attackers do not take any
attacks on this vector. The reason for the fall in the vulnera-
bility of vectors is exogenous.

The second interesting feature of the behavior of the
parties to the conflict is associated with a slight decrease in
the vulnerability of protection by vector A, which carries out
the bulk of attacks on the business process loop. When the
vulnerability drops by 15 % from the initial maximum value
of 600 over a period of about 2 months, attacks are switched
almost synchronously along vector B, which follows vector
A in terms of vulnerability.

Fig. 4 clearly demonstrates the increase in the accumu-
lation of successful attacks on vector B (up to 500 from the
previously achieved accumulated value of 1,000, which has
been preserved over the entire previous time). Moreover,
by the invulnerable vector C (Fig. 5), the accumulation of
successful attacks is not observed (Fig. 5), since the attacker
does not consider this vector as promising for attacks.

The distribution of attacks by the corresponding vectors
and their successful (or unsuccessful) conduct lead to the



next investment activity of the defending party, as follows
from the definition of the “wait and see” scenario. Since
no attacks are made on vector C as unpromising for the
attacking side, the share of the defense investment for this
vector drops to 0. Fig. 6 shows that the initial distribution
of investments was set as follows: vector A — 0 %, vector B —
50 %, vector C — 50 %. Since vector A is the most vulnerable,
which follows from the analysis of the attacks carried out by
the defense side, the investments are redistributed between
the vectors, and the share of funds allocated for protection
(vulnerability reduction) from attacks of vector A increases
to 80 % of the total. Since the vulnerability of the other two
vectors is not zero, appropriate means are also allocated to
ensure protection against attacks on these vectors (B and C).
In addition, another feature of the defending side behavior
should be noted. Since no attacks are undertaken with re-
spect to vector C, the defenders cannot make a conclusion
regarding the vulnerability of this vector (the absence of
the results of the reflection of attacks due to their absence).
Therefore, the defender does not reduce investments in vec-
tor C to zero, creating some “insurance” fund in the amount
of up to 10 % of the total investment.

Fig. 7 shows a decrease in the growth rate of the general
well-being of attackers, which occurs just at those times when
the vulnerability of vector A falls, and, accordingly, the num-
ber of successful attacks falls. The growth rate is restored as
soon as the vulnerability of vector A increases again.

The general conclusion based on the analysis of the model
variables of conflicting agents interaction in a cyber conflict
is the consistency of the dynamics of processes in individual
stages of the security system functioning and the coinci-
dence of the results of modeling the impact of the behavioral
aspects of cyber conflict on investment processes in security
systems as a whole with the results of other authors obtained
on other models of the processes under consideration.

8. Conclusions

1. The basic concepts, the relationships between them
and the limitations that were used in the development of the
mathematical model are formed. The concepts were associat-
ed with constants and variables of the developed mathemat-
ical model. Model variables reflect both the behavioral and
economic aspects of the security system functioning. These
aspects together determine the nature of the participants’
interaction in cyber conflict, influencing the distribution
of limited investment funds. The formed assumptions and
limitations of the developed model determine the degree of
simplicity of the simulated processes and the resulting set of
the simulated processes.

2. The mathematical model is developed that describes
the interaction of defenders and attackers in a confron-
tation environment in the form of a system of algebraic
and differential equations. The chosen form of the model
representation is traditional for displaying the properties
of variables and relations between them. This allows to im-
plement the mathematical model in the form of a program
model in various modeling environments at the subsequent
stages of modeling (system-dynamic modeling, game-theo-
retic modeling).

3. The process of simulation using the software imple-
mentation of the resulting mathematical model is completed.
As an option, modeling of the “weakest link” mechanism
was chosen. This mechanism initiates investment strategies
for both attackers and defenders. The model did not include
various financial indicators and approaches for analyzing
each investment decision, such as: cost-benefit analysis, risk
analysis, net present value (NPV), annual loss expectancy
(ALE), return on security investment (ROSI). The simula-
tion result showed good agreement with the results obtained
by other authors.

References

1. Gordon, L. A,, Loeb, M. P, Lucyshyn, W. (2003). Sharing information on computer systems security: An economic analysis. Journal
of Accounting and Public Policy, 22 (6), 461-485. doi: https://doi.org/10.1016 /j.jaccpubpol.2003.09.001

2. Huang, C. D., Hu, Q., Behara, R. S. (2006). Economics of information security investment in the case of simultaneous attacks. The
Fifth Workshop on the Economics of Information Security. Available at: http://weis2006.econinfosec.org/docs/15.pdf

3. Gordon, L. A., Loeb, M. P. (2002). The economics of information security investment. ACM Transactions on Information and Sys-
tem Security, 5 (4), 438—457. doi: https://doi.org/10.1145/581271.581274

4. Gordon, L. A., Loeb, M. P. (2006). Budgeting process for information security expenditures. Communications of the ACM, 49 (1),
121-125. doi: https://doi.org/10.1145/1107458.1107465

5. Bohme, R., Nowey, T. (2008). Economic Security Metrics. Lecture Notes in Computer Science, 176—-187. doi: https://doi.org/
10.1007/978-3-540-68947-8_15

6. Gordon, L. A,, Loeb, M. P,, Lucyshyn, W. (2003). Information security expenditures and real options: a wait-and-see approach.
Computer Security Journal, 19 (2), 1-7.

7. Suby, M., Dickson, F. (2015). The 2015 (ISC)2 Global Information Security Workforce Study. A Frost & Sullivan White Paper, 46.
Available at: https://www.isc2.org/-/media/Files/Research/GISWS-Archive/GISWS-2015.ashx?la=en&hash=01D5BD45477F
B7B45EF773366CF7D1D9BB6A6753

8. Whitman, M. E.(2003). Enemy at the gate. Communications of the ACM, 46 (8),91-95. doi: https://doi.org/10.1145/859670.859675

9. Gordon, L. A., Loeb, M. P, Lucyshyn, W., Zhou, L. (2015). The impact of information sharing on cybersecurity underinvestment:
A real options perspective. Journal of Accounting and Public Policy, 34 (5), 509-519. doi: https://doi.org/10.1016 /j.jaccpubpol.
2015.05.001

10.  Gordon, L. A,, Loeb, M. P, Zhou, L. (2016). Investing in Cybersecurity: Insights from the Gordon-Loeb Model. Journal of Informa-
tion Security, 07 (02), 49-59. doi: https://doi.org/10.4236 /jis.2016.72004

11. Magic Quadrant for Security Information and Event Management. Available at: https://www.novell.com/docrep/documents/
yuufbom4u2/gartner magic quadrant_siem report may2011.pdf



12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

24.

25.
26.

217.

28.

29.

30.

31

32.

33.

34.

35.

36.

37.
38.

39.

40.

Shameli-Sendi, A., Aghababaei-Barzegar, R., Cheriet, M. (2016). Taxonomy of information security risk assessment (ISRA). Com-
puters & Security, 57, 14—30. doi: https://doi.org/10.1016/j.cose.2015.11.001

Gartner IT Key Metrics Data 2012: IT Enterprise Summary Report. Available at: https://www.slideshare.net/vashistvishal /
itkmd12-it-enterprisesummaryreport

Anderson, R. (2001). Why information security is hard - an economic perspective. Seventeenth Annual Computer Security Appli-
cations Conference. doi: https://doi.org/10.1109/acsac.2001.991552

Halliday, S., Badenhorst, K., von Solms, R. (1996). A business approach to effective information technology risk analysis and man-
agement. Information Management & Computer Security, 4 (1), 19-31. doi: https://doi.org/10.1108,/09685229610114178
Khanmohammadi, K., Houmb, S. H. (2010). Business Process-Based Information Security Risk Assessment. 2010 Fourth Interna-
tional Conference on Network and System Security. doi: https://doi.org/10.1109/nss.2010.37

Yevseiev, S. (2016). Methodology for information technologies security evaluation for automated banking systems of Ukraine.
Ukrainian Scientific Journal of Information Security, 22 (3), 297-309. doi: https://doi.org/10.18372,/2225-5036.22.11103
Willemson, J. (2006). On the Gordon & Loeb model for information security investment. The Fifth Workshop on the Economics of
Information Security. University of Cambridge.

Willemson, J. (2010). Extending the Gordon and Loeb Model for Information Security Investment. 2010 International Conference
on Availability, Reliability and Security. doi: https://doi.org/10.1109/ares.2010.37

Derrick Huang, C., Hu, Q., Behara, R. S. (2008). An economic analysis of the optimal information security investment in the case of a
risk-averse firm. International Journal of Production Economics, 114 (2), 793-804. doi: https://doi.org/10.1016/j.ijpe.2008.04.002
Wang, Q., Zhu, J. (2016). Optimal information security investment analyses with the consideration of the benefits of investment
and using evolutionary game theory. 2016 2nd International Conference on Information Management (ICIM). doi: https://
doi.org/10.1109/infoman.2016.7477542

Gordon, L. A., Loeb, M. P, Lucyshyn, W. (2003). Sharing information on computer systems security: An economic analysis. Journal
of Accounting and Public Policy, 22 (6), 461-485. doi: https://doi.org/10.1016/j.jaccpubpol.2003.09.001

Derrick Huang, C., Behara, R. S., Hu, Q. (2007). Chapter 3 Economics of Information Security Investment. Handbooks in Informa-
tion Systems, 53—69. doi: https://doi.org/10.1016/s1574-0145(06)02003-4

Bodin, L. D., Gordon, L. A, Loeb, M. P. (2005). Evaluating information security investments using the analytic hierarchy process.
Communications of the ACM, 48 (2), 78-83. doi: https://doi.org/10.1145/1042091.1042094

Mamers, T. (2018). The art and science of information security investments for small enterprises. Tallinn, 109.

Kanungo, S. (2006). Portfolio approach to information technology security resource allocation decisions. The Tenth Pacific Asia
Conference on Information Systems, 286—299.

Ojamaa, A., Tyugu, E., Kivimaa, J. (2008). Pareto-optimal situaton analysis for selection of security measures. MILCOM 2008 - 2008
IEEE Military Communications Conference. doi: https://doi.org/10.1109/milcom.2008.4753520

Kirt, T, Kivimaa, J. (2010). Optimizing IT Security costs by evolutionary algorithms. Conference on Cyber Conflict Proceedings.
Tallinn, 145-160.

Dewri, R., Ray, L., Poolsappasit, N., Whitley, D. (2012). Optimal security hardening on attack tree models of networks: a cost-benefit
analysis. International Journal of Information Security, 11 (3), 167—188. doi: https://doi.org/10.1007 /s10207-012-0160-y
Khouzani, M., Malacaria, P, Hankin, C., Fielder, A., Smeraldi, F. (2016). Efficient Numerical Frameworks for Multi-objective Cyber
Security Planning. Lecture Notes in Computer Science, 179—-197. doi: https://doi.org/10.1007/978-3-319-45741-3 10

Panaousis, E., Fielder, A., Malacaria, P., Hankin, C., Smeraldi, F. (2014). Cybersecurity Games and Investments: A Decision Support
Approach. Decision and Game Theory for Security, 266—286. doi: https://doi.org/10.1007/978-3-319-12601-2_15

Zhuo, Y., Solak, S. (2014). Measuring and Optimizing Cybersecurity Investments: A Quantitative Portfolio Approach. Proceedings
of the 2014 Industrial and Systems Engineering Research Conference.

Buldas, A., Laud, P, Priisalu, J., Saarepera, M., Willemson, J. (2006). Rational Choice of Security Measures Via Multi-parameter
Attack Trees. Lecture Notes in Computer Science, 235—248. doi: https://doi.org/10.1007,/11962977 19

Levchenko, E. G., Prus, R. B., Rabchun, D. I. (2013). Conditions of saddle point existence in multilevel information security systems.
Bezpeka informatsiyi, 19 (1), 70-76.

Levchenko, Ye. H., Demchyshyn, M. V., Rabchun, A. O. (2011). The mathematical models of economic management of information
security. Systemni doslidzhennia ta informatsiyni tekhnolohiyi, 4, 88—96.

Vlasov, D. A., Sinchukov, A. V. Teoriya igr: filosofskie i metodicheskie osobennosti. Available at: https://dspace.kpfu.ru/xmlui/
bitstream/handle/net/110961 /mathedu2016 123 127.pdf?sequence=-1&isAllowed=y

Goryashko, A. P. (2014). Game Theory: From Analysis to Synthesis (Survey of the Markets Design Results). Cloud of Science, 1 (1).
Kotenko, 1. V., Ulanov, A. V. (2006). Komandy agentov v kiberprostranstve: modelirovanie protsessov zashchity informatsii v glob-
al'nom Internete. Trudy ISA RAN, 27, 108—129.

Akhmetov, B., Kydyralina, L., Lakhno, V., Mohylnyi, G., Akhmetova, J., Tashimova, A. (2018). Model for a computer decision sup-
port system on mutual investment in the cybersecurity of educational institutions. International Journal of Mechanical Engineering
and Technology, 9 (10), 1114-1122.

Yevseiey, S., Aleksiyev, V., Balakireva, S., Peleshok, Y., Milov, O., Petrov, O. et. al. (2019). Development of a methodology for building
an information security system in the corporate research and education system in the context of university autonomy. Eastern-
European Journal of Enterprise Technologies, 3 (9 (99)), 49—63. doi: https://doi.org/10.15587/1729-4061.2019.169527



Milov, O., Voitko, A., Husarova, I., Domaskin, O., Ivanchenko, Y., Ivanchenko, I. et. al. (2019). Development of methodology for

modeling the interaction of antagonistic agents in cybersecurity systems. Eastern-European Journal of Enterprise Technologies,

Behara, R., Huang, C. D., Hu, Q. (2007). A System Dynamics Model of Information Security Investments. ECIS 2007 Proceedings,

41.

2(9 (98)), 56-66. doi: https://doi.org/10.15587 /1729-4061.2019.164730
42.

177. Available at: http://aisel.aisnet.org/ecis2007 /177
43.

egies. Proceedings of the Fifth Workshop on the Economics of

Marco, C., Nizovtsev, D. (2006). Understanding and Influencing Attackers’ Decisions: Implications for Security Investment Strat-

Information Security. Cambridge.

u| 0

IIposooumucs docnioxncerns neinitinux 2i0poounamiuHux
xapaxmepucmux pywiino-cmeprosozo komnaexcy (PCK), saxi
67IUBAIONTL HA MOUHICMb NAOCK020 MPAEKMOPHO20 PYXY ABMO-
HOMHO020 HeHacenenoz0 nidgoonozo anapama (AHIIA). IIpu
Kpugoinitinomy pyci nideoonozo anapama tiozo PCK npauroe
Y Kocomy nomoui 600u, wo naoieae. Ile npuzsooumo 0o 3nu-
scenns cuau ynopy PCK i neeamueno enausae na xeposanuii
mpaexmopnuil pyx nidgoonozo anapamy. Jlocaiovicenns 6yao
npogedeno 0ns xonkpemmozo muny AHIIA ona pescumy nio-
CK020 KPUBOJIIHILHO020 PYXY.

Y axocmi memody docaidxcenns 6yno obpano memoo
MamemMamuunozo MoO0ent08anHs. 3 uierw memoro 6idomy
Mmamemamuuny moodenv pyxy AHIIA donosuerno cucmemoro
Kepyeanns, wo imimye mpaexmopnuil pyx AHIIA. Pozpooaena
MoOeNb CKAA0AEMBCA 3 HOMUPHOX OCHOBHUX BI0KI8: YOOCKO-
nanenoi mooeni AHIIA; 6aoxy 3asdanns weudxocmi pyxy ana-
pamy; 610Ky Kepyeanns Kymom noeopomy Hacaoku; 0J0kxy,
aKuil Micmumo 3a3oaneziob ni020moseni mpackmopii pyxy
AHIIA.

IIpedcmaeneno pesyavmamu docaiodcenis 2iopoounamiv-
Hnux napamempie AHIIA 0ns Oexinvkox munoeux mpack-
mopiil tioeo pyxy. /lo docaidicysanux napamempie naiexcants
HaAcmynui: HeoOXIOHUI Kym nosopomy nacaoku; OiicHa mpack-
mopis pyxy anapamy; weuoKicmo pyxy anapamy; MoMeHm Ha
8ay 2pebiozo enexmpoosuzyna; ynop 2pebHozo 26unma.

B pesynvmami nposedenux docuidvicenv nodyoosaio odia-
Zpamy 3aneHcHOCmi Ynopy 2pedHozo 26uHma 6i0 Kyma noeo-
pomy nacaoxu AHIIA ¢ dianazoni weuoxocmi 6io 0,2 m/c
0o 1 m/c ma npu nosopomi nacadxu é odianasoni do 35°.
Cpopmosano mpvoxXeuMipHy Mampuuro, AKa ONUCYE 3ATeMHC-
HiCMb Ynopy epedH020 26unma 6i0 Kyma nomoxy 600U, w0
Habizae, ma weudxocmi pyxy anapamy. Ompumana 3anemic-
HICMb MOXCe OYmu SUKOpUCMAHA NPU CUHME3] Pezyiamopie
cucmem asmMoMAmMu4H020 KepyeaHHs NIOCKUM MAHEBPO6UM
pyxom AHIIA nideuweroi mounocmi

Kntouosi cnosa: asmonomnuil nenacenenuii nioeooHuil
anapam, pYywiliHO-CMePHOBUI KOMNJEKC, MamemamuiHe
MOOen06anHs, NOBOPOMHA HACAOKA
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1. Introduction

Today, in the world leading maritime countries, auton-
omous underwater vehicles (AUVs), which differ signifi-
cantly by architectural and design type, mass-dimensional
parameters and depths of application, are being created.
However, all varieties of AUVs combine a common proper-
ty — the ability of controlled trajectory (plane or spatial)
motion.
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The forces acting on the underwater vehicle during such
motion determine its dynamics and essentially influence
the vehicle manoeuvrability. Only by having the complete
information about all the forces affecting the AUV, as well
as about their control means, the conditions under which it
is possible to construct vehicle effective automatic control
systems, can be determined.

That is why, in recent years, more and more attention is
being paid to the research and improvement of the PSC auto-



