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IHTET'PAUIA AOANTHEBHOI'O

ANAPATHOr'o 3ABE3NEYEHHA

Y cmammi onucano npouec inmezpayii anapammnozo 3abesneuennsi, po3pooieHozo 3 3aCMOCYB8aH-
HAM adanmuenozo nioxody, 6 obuucuiosarvii cucmemu. Ilpovec inmezpauii onucanuil na ycix pieHsx
abcmpaxyii: 6i0 ozo modeni, onucanii HDL-mos010, do dpaiieepy onepauitinoi cucmemu. Ile dossonsie
cnpocmumu 3acmocyeanis maxkozo anapammozo 3a6e3neuenisi KinuesuMu KOpUcmyeauamu, ma noKkpa-
WUmuU 3acmocosHiCMb a0anmuenozo nioxody 0is pearvHux 3adau.

Kmouesi cnesa: adanmuene anapamne 3abesnevenns, 06uucao8aivni cucmemu, inmezpauis 3 OC,

NPUCKOPEHHA obuucneny.

1. Introduction

Rapid computing systems development in recent years
imposes challenges in the field of computing systems de-
sign. They are becoming more and more complex, but
approaches to the design remain ineffective. Firstly, one
cannot determine whether a design is correct or not. Here,
the design is correct when created with means and tools,
which suit both the designer and pragmatics of the de-
sign. Such conditions must guarantee correctness of the
design in proposed sense, it would be the best possible
achieved. Moreover, one cannot determine whether the
produced solution is <«bug-free». An algebraic approach
in the development process allows applying mathematical
methods to design process in order to ensure from every
start of it, that it will be bug free.

An attempt to address these problems was made in
the article on pragmatics dependent hardware design [1].
It describes how to design hardware computing solutions
with an adaptive approach. In the kernel of the method
is sequential creation and application of compositions.
Here, composition is mathematical term, which means
operation on functions [2]. Hardware designs, produced
with such design method are called «adaptive hardware».

However, pragmatics dependent hardware design im-
poses new challenges to address. First, adaptive hardware,
designed with the new approach must be integrated into
already existing computing systems and some solutions
must be proposed. When this problem will be solved, a full
design process support and automation from the process
of semantic solution creation [1] directly to hardware
and software solution will be possible. Statements made
above prove necessity and importance of the research in
this area.

2. Sources analysis, prohlem statement

Hardware domain of this research narrowed to FPGAs,
which allow reconfiguration of designs they enclose in
runtime, increasing in this way the practical value of such
approach. FPGAs are especially effective in interaction
with hardware processor systems. Both major producers
of FPGA chips, Altera and Xilinx are proposing such
SoC solutions: Cyclone V, Arria 10, Stratix 10, UltraScale
MPSoC [3-6]. Even Intel announced new Xeon CPU

with integrated FPGA [7]. Verilog is chosen as hardware
solution description language.

The paper is to propose integration method for hardware
designed with adaptive approach (adaptive hardware) in
computing systems. In such approach hardware considered
as a function (in mathematical sense) with arguments and
value. Nevertheless, low-level programming languages and
HDLs do not operate with concept of «function» at all.
The goal is to provide the developer with an easy-to-use
framework for application of such hardware.

The article will consist of following the sections: Verilog
model of compositional hardware, Putting compositional
hardware on bus, Linux kernel integration, Conclusions.

3. Ohject, goal, and tasks

The object of the research is pragmatic dependent hard-
ware (adaptive hardware).

The goal of the research is to propose integration method
for hardware designed with adaptive approach (adaptive
hardware) in computing systems.

Tasks to solve: define physical interaction interface of
adaptive hardware with traditional computational hard-
ware; provide technology for creating an operating system
drivers for adaptive hardware.

4. Verilog model of adaptive hardware

A universal form of hardware representation of adap-
tive hardware must be defined, as well as the form of
interaction of user with such hardware computing device.
The interface of adaptive hardware module includes the
following ports (Fig. 1):

— RST — reset signal, stops all current processing

and clears output;

— ST — «start» signal, starts a new computation from

any internal state, gets valid IN1..INn arguments;

— CLK — clock signal;

— RD — «ready» signal, to show that on RES is valid

output;

— RES — the result of computation;

— IN1..INn — arguments for piece of adaptive hardware.

Width of RES and IN1..INn ports is the same. Now,
let us consider consider the time diagrams of adaptive
hardware module (Fig.2).

TECHNOLOGY AUDIT AND PRODUCTION RESERVES — Ne 5/6(25), 2015, © 3axapuenro T. JI.

49 — )


https://core.ac.uk/display/288835397?utm_source=pdf&utm_medium=banner&utm_campaign=pdf-decoration-v1

— HHPOPMALMOHHBIE TEXHONOI'MY U CHCTEMBI YNIPABMEHKA

IS5N 2226-3780

—l_l—l_l— CEIS = Compositional W
RST —>| hardware > RES
ST —>]
INO —>
" INn —»]

— output data (ODATA).

Addressing on Avalon bus is byte-wise, so it is neces-
sary be aware of the case when inputs of adaptive hard-
ware device are more than one byte width. Under the
research, a generator of Avalon peripherals from adaptive
hardware device was created. It takes Verilog model of
adaptive hardware device and wraps it in Avalon peripheral
module, and also creates TCL file from template, which
describes it as peripheral to Altera Qsys SoC designer.
So, the output adaptive hardware device becomes ready
to use peripheral.

1Iim |

CLK=0 [ I s Ay A O O O O
RST=0 ]

ST=0 | 1

RD=1 [ |

INO[31:0]=7 [MODT IN1

IN1[31:0]=5 [MODTIN2

RES[31:0]=12  [XXX]0 YMODTRES

Fig. 2. Time diagram for adaptive hardware module

On the diagram, a fragment of computing process is
displayed. On the power on hardware module is reset. Then
valid values on IN1..INn are asserted. On the next mo-
ment «start» signal is received and the computation process
started. With the start of computational process «ready»
signal is deasserted. After a while, the valid result appears
on the RES port and «ready» signal is asserted again.

Of course, this is not conventional interface to interact
with other hardware devices. So adaptive hardware in
such representation is barely applicable.

8. Putting adaptive hardware on hus

One of the efficient uses of adaptive hardware is
running it on CPU based system under control of the
conventional software. In order to run it on CPU based
system, the hardware must be

Such devices connected to HPU via lightweight HPS-
to-FPGA master interface. The lightweight HPS-to-FPGA
interface is a 32-bit AXI master that allows HPS masters
to issue transactions to the FPGA fabric. The interface
is AXI-3 compliant. The HPS-side AXI bridge manages
clock crossing, buffering, and data width conversion where
necessary (Fig. 3).

Other interface standards in the FPGA fabric, such
as connecting to Avalon-MM interfaces, can be supported
through the use of soft logic adapters. The Qsys system
integration tool automatically generates adapter logic to
connect AXI to Avalon-MM interfaces. Each AXI bridge
accepts a clock input from the FPGA fabric and performs
clock domain crossing internally. The exposed AXI interface
operates on the same clock domain as the clock supplied
by the FPGA fabric.

a peripheral device on CPU

bus. SoCs with HPU (hard- ach et

ware processor unit) included is Lightweight L3 Slave , L2 Cortex-A9
a good solution to do it. FPGA, SLAVE A : :PSb-t%-FPGA 3obi] [Peripheral ] L:WI;/tI;l]n “l6abid |cache MPU
combined with HPU, can be Ax:t nage  Fax [ Lswitch

reconfigured with software run-

ning on HPU, which allows
changing adaptive hardware
peripherals in runtime, and it
is very handy when resources of FPGA are limited.
For testing, Altera Cyclone V SoC with quad ARM
Cortex-A9 HPU was selected. Peripherals on the FPGA
are interconnected with Avalon bus, which bridged to
HPU native (AXI) [8].

Peripheral on the Avalon bus contains the following
ports:
reset signal (RST);
clocking (CLK) signal;
write anable (WE) signal;
chip select or strobe (CS or STB);
address (A);
input data (IDATA);

Fig. 3. Connecting adaptive hardware to HPU via AXI bus

6. Linux kernel integration

The next task to solve after the system bus integra-
tion is OS integration. Linux based operating systems
were chosen as the most robust and widespread operating
systems with strong community support. Of course one
can not simply access physical addresses of computing
system, every user application running in Linux-based
operating system, runs in own address space, such ad-
dress spaces are called <«userspace». There is no direct
access to physical memory from the userspace [9]. But
there is another address space in Linux based operating
systems — kernel space. Physical address space can be
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easily mapped to kernel space. There are two ways to
access kernel space: to patch the kernel or to make own
kernel module. The first way, obviously, leads to consid-
erable overhead on kernel build process and system re-
boot in order to apply freshly build kernel to the system.
From other side the concept of loadable kernel modules
can mitigate problems mentioned before. Loadable kernel
module (or LKM) is an object file that contains code to
extend the running kernel of an operating system. When
the functionality provided by a LKM is no longer required,
it can be unloaded in order to free memory and other
resources. The other problem to solve is how the kernel
code will interact with user space applications. There two
major ways of the interaction: system calls and virtual
file system. The first way is undesirable because adding
new system calls mainly conducted by the Linux kernel
developers and kernel call code once taken by software
developer, may be used in the following version of the
Linux kernel by kernel developers. So the device will be
integrated in sysfs. Sysfs is a virtual file system provided
by the Linux kernel. By using virtual files, sysfs exports
information about various kernel subsystems, hardware
devices and associated device drivers from the kernel’s
device model to user space. In addition to providing in-
formation about various devices and kernel subsystems,
exported virtual files are also used for their configuring.
User model of the device contains n+1 files, each of
n files corresponds one input and one corresponds output.
They are named in following manner ini, in2, in3,...inn,
res (Fig. 4). Each «in» file is write only and the <res»
is read only. Computation launches after last input (inn)
written. All the files are located /sys/kernel/mm/device-
name (Fig. 4).

/sys
|_ kernel
I— mm
l— devicename
inl
in2
inn
res

Fig. 4. Adaptive hardware module node in sysis

Where «devicename» is node with name of adaptive
hardware device. Consider kernel API used to create this
device driver. Firstly accel kobj = kobject create and
add (accelerator, mm_kobj) called, where mm_kobj is node
of /sys/kernel/mm, which is defined in kernel headers,
and <accelerator» is «devicename», discussed previously.
As the result, new kobject node returned. With call
sysfs_create_group (accel kobj, &attr group) all files to
node accel_obj were added. attr_group is entity of struct
attribute_group. The attribute group interface is a simplified
interface for easy addition and removal of the attributes
set with a single call. An attribute group is simply an ar-

ray of attributes to be added to an object, as represented
by the attrs field. «Attribute> means leaf a (file) in sysfs
filesystem. Field attrs of struct attribute group contains
NULL terminated array of struct kobj attribute, which
contains name of the attribute, read/write permissions
and pointers to read/write functions for each attribute.
Permissions are set to 0666, that everyone on the system
could exploit the hardware. All attributes are applied with
kobject_put (accel kobyj).

The other thing to discuss is device memory mapping.
ioremap() function is used to map physical memory to
kernel memory space. In order to unmap memory iounmap()
used. Final version of the driver source code is in [10].

7. Conclusions

Recently developed adaptive approach to pragmatics
dependent hardware design would be incomplete without
instructions and methods of its usage with other informa-
tion technologies and computing devices. In this article,
a new approach to integration of conventional computing
systems and adaptive hardware is proposed. This allows
to automate development starting with the semantical
solution design up to its integration with user software.
It makes adaptive hardware able to be used with common
software in the way which software engineers got used
to. The new framework for adaptive hardware application
can be a basis of hybrid computing systems, which will
involve adaptive hardware as well as conventional software.
Although, there are many things to do in future. Integra-
tion with other operating systems, interrupt processing,
argument transfer rate optimization, improvement of pro-
gramming model are major directions of future research.
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HHTErPALHA ADANTHBHOI'0 ANMMAPATHOr0 OBECNEYEHMA

B cratpe onmcano nponecc MHTerpanuun amnrapaTHoro obec-
IIe4yeHusd, paapa60TaHHoro C MpUMEHEHNEM aZ[aliITUBHOTO IMOAXO0/1a,
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B BBIUNCJIUTEIbHBIE cucTeMbl. IIporece nuTerparuy onucan Ha Bcex
YPOBHSIX abCTPAKIIMK: OT €ro MoJe/u, onucanHoil Ha HDL-sa3bike,
JI0 JipaiiBepa OIepaliioOHHOIl CUCTEMBI. DTO TI03BOJIET YIIPOCTUTD
HCIOJIb30BAHKE TAKOTO AIAPATHOTO 00ECIEeUEHIST KOHEUHbBIM T10JIb-
30BaTeIeM U YJYULIUTL IIPUMEHSIEMOCTb aJallTUBHOTO IOJAXO/a
K peaJbHBIM 3a/[auaM.

Kmouessie cnoBa: a/[anTHBHOE allapaTHOE 0OECIIeYeHNEe, BHIUKC-
suTenbHble cucteMsl, nHterpaiust ¢ OC, yckopeHue BbIYNCJIECHUN.
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NIABULUEHHA AOCTOBIPHOCTI

NMPOLECY MATPHYHOI'O
KPHIITOTPAPIYHOTO NEPETBOPEHHA

IIlsuoxicni kpunmozpapiuni nepemeopenis OaHux € HatleheKmueHIUUM 3ac000M 3abe3neuenis Kom-
pidenuyitinocmi ma yinicHocmi iLQOPMAUITIHUX PEeCYPCis, MOMY NEPCREKMUBHUM HANPAMKOM 00CII0NCEH
€ po3pobxa memodis nideuuenns NPOOYKMUSHOCMI KPUNMOZPAPIUHUX CUCTEM.

B cmammi 6yno cpopmosano dsa nioxoou uo0o niosuuenis 00CmogipHocmi npouecy Kpunmozpa-
piunozo nepemeopenisi: nepuuil nioxio 00360156 NPOKOHMPOIIOBAMU KOPEKUIID CUHME3Y MAMPUL]
obepnenozo nepemeopenns, Opyzuil — NPOKOHMPOJIOBAMU BECL NPOUEC NPOXOONCEHHI 00EPHENH020

nepemeoperHHst iHQhopmaii.

Kmouosi cnosa: kpunmozpagpiune nepemsopenis, saxucm ingopmauii, Kongioenyitinicmo, yinicuicmo

inghopmauii, Kooyeamnns, wudpyeanus ingopmauii.

1. Becryn

CyuacHi MeTOAU HAKOIMYEHHs, 0OpOOKU Ta Tepepaui
ingopmarii cipusiIn MosiBi 3arpo3, OB’ I3aHNX 3 MOKJINBIC-
TIO BTPATH, PO3KPUTTs, MoAudikallii fanux, mo Haaexarb
KIHI[EBUM KOPHCTYBadaM.

BukopucranHsi MOmiOHUX 3aXO/AiB NMPUBOAMTH A0 He-
00XiZIHOCTI BUKOPUCTAHHS KOMITI'IOTEPIB [Jisi BUPILIEHHS
crienudivHUX 3aBaHb, AU BUPIMIEHHs SIKUX HeoOXigHa
HasABHICTH crenu@iuHuX aJropuTmis.

3Bakaloum Ha BAXJAWBiICTh iHdopMaIlii, sgka mepe-
JNA€THCSA BiIKPUTUMU JiHiAMH 3B’SI3KY, PO3Pi3HIIOTH
NPUBATHY, KOMEpIliiiHy, cayKO0BY Ta JAep:KaBHY Ta€M-
nuio. BpaxoByioun 1e, 3po3yMmizno, mo Taky ingopma-
nito noTpiGHO mepesaBaTH He Yy BIAKPUTOMY BUIJISII,
a B MOAU(DIKOBAHOMY TaKUM YMHOM, 10O MepeTBOPUTH il
y BIAKPUTUN BUIJILAA MOTJa Jjuile ocoba, 1[0 3HAE He-
00xigHe obGepHeHe nepeTBOpeHHs. [CHYIOTh JBa OCHOBHI
crocoOu MepeTBOPEHHS JaHUX — KOJAyBaHHs Ta mudpy-
BanHa [1, 2].

TakuM YMHOM MO’KHA 3POOUTH BUCHOBOK, HIO 3aXUCT
koudigenitnoi ingopmariii, o npegcrasiena y nudpoBo-
MY BUTIJIS/li, HA CbOTOHIIITHIH ZIeHD € I0CTaTHHO AKTYAIbHIM
3aBganHaM. OxHNM i3 e(eKTUBHUX ITIX0/iB 1010 3aXUCTY
indopmarii B KOMII'IOTEPHUX CHCTEMAX € BUKOPUCTAHHS
KPUITOTPadiYHUX METOJIB 3aXMCTY, 30KpeMa OJIOKOBOTO
mupyBaHHS JIaHUX.

2. Axania niTepaTypHuX KaHUX
Ta mocTaxoBka npo6nemMu

Jlna 3abesnedennss KoHdizeHUiliHOCTI Ta IigicHOCTI
indopmarii [3—-5] B Gararbox Bunagkax Kpuirorpadiyte
[IEPETBOPEHHS € YK He €AMHUM IIJISXOM (3 HEeBHOIO CTiii-
KicTIO 10 crpob PO3KPUTTS ii 3MicTy — KpunTOrpadivyHoio
crifikictio). Ha manmit yac mmpoko BiIOMUMHU € KiJTbKa
MeTOIiB KpunTorpadiunoro 3axucty indopmartii, cepes SIKIxX
JIOCUTH BOKJIMBUMHU € QaHAJIITUYHI MAaTPUYHI IIePeTBOPEHHS,
1O PO3TJISHYTI, HAPUKIAA B |3, 4], i 10 AKUX BiAHOCATH-
¢S 3anpPOIIOHOBaHi aBTopaMu B poborax [5, 6] aaropurmu
kpunrorpadiyHoro neperBopenus [7].

BaxksuBuii BKkIas y pO3BUTOK KPUIITOJOTIT Ta 3aXUCTY
indopmarii 3pobuin Taki BiTuu3HsAHI Ta 3apyOiKHI Hay-
kosui, sk 1. JI. TopGerko, A. A. Mosnossin, B. A. Myxa-
yeB, B. A. Jlyxenpkuii, B. A. Xopomiko, 0. B. Kysuenos,
O. I Kopuenko, I @. Konaxosuy, b. [Inaitep, M. Xesr-
man, Y. I Benner, K. Bpaccap rta inmri.

[Ipore 3anummaeTbest MM psifi HEBUPIMIEHWX 3ajad,
10 MAalOTh BakJMBe 3HadeHHA. Bepyum no yBarm Te, 1110
MBUKICHI KputiTorpadiyni mepeTBOPeHHs JaHuX € Haii-
edekTUBHIIM 3ac060M 3a0e3TEYCHHS TAKUX XapaKTePHC-
TUK Oe3neKn iHhopMaIiiiHuX pecypeiB, Ik KOH(DIAEHITHHICTD
i wigicHicTh, TO, 6GE3yMOBHO, NEPCIEKTUBHUM HANPIMKOM
JOCJI/KEHb € PO3POOKA METO/IB TiBUIIEHHS TTPOIYKTUB-
HOCTi KpuntorpadiyHUX cUCTEM. A caMe JlaHe JJOCJiI)KeHHS
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