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Flow field perception of a moving carrier based on an artificial lateral line system

Abstract

2020 by the authors. Licensee MDPI, Basel, Switzerland. At present, autonomous underwater vehicles
(AUVs) cannot perceive local environments in complex marine environments, where fish can obtain
hydrodynamic information about the surrounding environment through a lateral line. Inspired by this
biological function, an artificial lateral line system (ALLS) was built on a moving bionic carrier using the
pressure sensor in this paper. When the carrier operated with different speeds in the flow field, the
pressure distribution characteristics surrounding the carrier were analyzed by numerical simulation,
where the effect of the flow angle between the fluid velocity direction and the carrier navigation direction
was considered. The flume experiment was carried out in accordance with the simulation conditions, and
the analysis results of the experiment were consistent with those in the simulation. The relationship
between pressure and fluid velocity was established by a fitting method. Subsequently, the pressure
difference method was investigated to establish a relationship model between the pressure difference on
both sides of the carrier and the flow angle. Finally, a back propagation neural network model was used to
predict the fluid velocity, flow angle, and carrier speed successfully in the unknown fluid environment. The
local fluid environment perception by moving carrier carrying ALLS was studied which may promote the
engineering application of the artificial lateral line in the local perception, positioning, and navigation on
AUVs.
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Secure Remote User Authenticated Key
Establishment Protocol for Smart Home
Environment

Mohammad Wazid, Student Member, IEEE, Ashok Kumar Das, Member, IEEE, Vanga Odelu,
Neeraj Kumar, Member, IEEE, and Willy Susilo, Senior Member, IEEE

Abstract—The Information and Communication Technology (ICT) has been used in wide range of applications, such as smart living,
smart health and smart transportation. Among all these applications, smart home is most popular, in which the users/residents can
control the various smart sensor devices of home by using the ICT. However, the smart devices and users communicate over an
insecure communication channel, i.e., the Internet. There might be the possibility of various types of attacks, such as smart device
capture attack, user, gateway node and smart device impersonation attacks and privileged-insider attack on a smart home network. An
illegal user, in this case, can gain access over data sent by the smart devices. Most of the existing schemes reported in the literature
for the remote user authentication in smart home environment are not secure with respect to the above specified attacks. Thus, there is
need to design a secure remote user authentication scheme for a smart home network so that only authorized users can have access
to the smart devices. To mitigate the aforementioned isses, in this paper, we propose a new secure remote user authentication scheme
for a smart home environment. The proposed scheme is efficient for resource-constrained smart devices with limited resources as it
uses only one-way hash functions, bitwise XOR operations and symmetric encryptions/decryptions. The security of the scheme is
proved using the rigorous formal security analysis under the widely-accepted Real-Or-Random (ROR) model. Moreover, the rigorous
informal security analysis and formal security verification using the broadly-accepted Automated Validation of Internet Security
Protocols and Applications (AVISPA) tool is also done. Finally, the practical demonstration of the proposed scheme is also performed
using the widely-accepted NS-2 simulation.

Index Terms—Smart home, user authentication, key agreement, provable security, AVISPA, NS2 simulation.

g

1 INTRODUCTION disabled people in which these people get assistance in estimating

The advancement of ICT and the Internet have provided the st ‘?iT body parameters using smart ga_dgas [6]. A smart home is
uipped with a number of smart devicgSD;s), such as low-

port for rapid growth in smart home environments. A smart ho ‘ liaht troll twind hutt ;
contains the advanced automation systems for monitoring agpt sensors, smart ight controfiers, smart window Shutters, smar

g controllers various and surveillance cameras. Most of the
if

controlling of various smart devices. In a smart home, the reside . . - .
can control various smart sensing devices such as tempera ;S are resource-constrained having limited computational and
munication power, and limited battery backup [5]. A smart

monitoring sensors, lighting equipments sensors, or occupa . .
sensors, etc. [1], [2],[[3],/ [4]. The smart home environmerﬂ me.network can be |mplemented with .the help of these;s .
which all SD;s communicate over wireless channels using

provides a high level of comfort with reduced operational cos% )
to provide safety and security to its residents [5]. One of trL e home gateway nodgxIWN). The GIWN acts as a bridge

major advantages of this type of environment is for the elderly ar, tweenSD_j_s and smart home us¢t;). The GWN provides
interoperability and control for th&D;s and connects them to

the external world using the Internet. This facilitates ths to

e M. Wazid is with the Center for Security, Theory and Algorithmic Researc| . . _
International Institute of Information Technology, Hyderabad 500 03 ’perate the smart home appliances remotely using the Internet

India (e-mail: mohammad.wazid@research.iiit.ac.in). enabled smartphones, tablets, etc. anytime from anywhere in the
world [5], [7].
e A. K. Das is with the Center for Security, Theory and Algorithmic
Research, International Institute of Information Technology, Hyderabad
500 032, India (e-mail: iitkgp.akdas@gmail.com, ashok.das@iiit.ac.in). 1.1 Network Model

e V. Odelu is with the Department of Computer Science and Engineerinphe network model depicted in Fig. 1 consists of the smart home
m"j‘ma";Srgguégh?ﬁr:gifg(gﬁzgnz Zﬁg?uwg’%é@s)gn?;ti?f’cgr:;toor 517 588user§Uis who want to access smart device®);s as per their
requirements. Suppose there is a uSgr who wants to access
e N. Kumar is with the Department of Computer Science andertain SD; (e.g. temperature & humidity sensor). To access
Egg:gfﬁ;‘;%r @Ttﬁzggrre dﬂ?"’ers'ty' Patiala 147004, India (e-mailthat SD;, U first needs to register himself/herself at the trusted
’ e registration authorityRA. Similarly, all SD;s and the gateway
e W. Susilo is with the School of Computing and Information Technologgode GW N (which acts as the bridge between thd); and
University of Wollongong, Wollongong, NSW 2500, Australia (e-maif/;, and connectsSD; to the external world using the Internet)
wsusilo@uow.edu.au). are also registered at tHeA. The GW N is thus a special node
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that takes responsibility of controlling the network data, devices smart device capture attack, user, gateway node and smart
and network interoperability and secure management [5]. Thevice impersonation attacks, and privileged-insider attack. Most

registration authority RA) is a trusted server and it is responsibl®f those schemes also fail to preserve traceability and anonymity

for registering all the smart devices, usérss and theGW N  properties of the users, th&W N as well as of the smart

securely. After the successful registrationlgf SD; andGW N  devicesSD;s. Moreover, using the smart phone stolen attack,
securely, theRA stores this useful information in the memonyit is possible that an adversawyl can capture a user's secret
of smart phoneSP; of U;, and also in the memory &§D; and credentials, such as identity, password and biometrics key with
GW N, which are further used at the time of authentication arttie help of the extracted information stored in the smart phone.
key establishment proceds;, who wants to accessal);, sends In addition, with the help of the user, gateway node and smart
an authentication request directly to th81/ N as both of them device impersonation attackd, can create valid messages on the
have already performed the registration phase atithe Three behalf of a usel/;, GW N and smart devic&D;, respectively,
categories of mutual authentications happen: 1) betwgeand and can send the corresponding messagést6/W N andSD;
GWN, 2) betweenGW N and SD; and 3) betweerl/; and so that these messages are treated as vali@/;hyGIW N and

SD;. Moreover,U; andSD; establish a secret session k&¥; ;
between them to protect the exchanged messages.

7D

User {(Smariphone)

=
=
o

Registration
authority

Gateway

SD;, respectively. In a privileged-insider attack, an insider user
of the RA can act as an adversary. The privileged-insider of the
RA being an adversary can use the registration information of the
users sent to thé& A by a legalU; during the registration phase
and derive user’s secret credentials, such as identity, password
and biometrics key. However, th@WW N registration is usually
performed in offline mode securely by theA, and hence, an
adversary can not compromise the sensitive information stored in
the tamper-resistar®W N device. Considering various possible
attacks in a smart home environment, there is a great need to
design a secure remote user authentication scheme suitable for a
smart home network so that only authorized users can access the
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Fig. 1. Smart home environment (Adapted from [5])

1.2 Motivation

Consider the following scenario in smart home environment [8].
Recently, it is noticed that the major trend throughout Europe is the ©
aging society, which is affected by an increasing life expectancy
and decreasing birth rates. A large proportion of the European
society will be not only from the group of people over 65, but
also from a significant increase in the number of people over 80.
The proportion of population aged over 65 and over is rising in all
countries, however differences can be observed. It is also reported
that “the ratio for Iceland, Ireland, Slovak Republic and Turkey lie
well below the average for Europe, whereas the ratio for Finland,
Germany, Greece, Italy and Sweden lie far above the average for
Europe” [8].

The SDjs in smart homes communicate over the insecure
communication channels. There might be the possibility of various
attacks in a smart home network. An illegal user (attacker), who
can monitor the activities in a smart home, can break the security,
and also can gain access over ;s and other smart home
appliances. For example, the attacker can watch the activities in
the home by accessing the surveillance camera illegally where
disabled people live in the smart home. Most of the existing
authentication schemes reported in the literature in a smart home®
environment are not secure against various known attacks, such

information collected by the deployesiD;s.

1.3 Threat Model

We have used the Dolev-Yao threat model [9] in our
scheme. According to this model, any two communicating
parties communicate over an insecure channel and the end-
point entities such a&/; and SD; are not considered as
trusted entities. An adversary, saj, can eavesdrop the
exchanged messages, and also can modify or delete the
message contents during transmission.

It is assumed that an adversary can physically capture
some smart devices equipped at the smart home which
are not tamper-resistant, and can extract all the sensitive
data stored in those devices.

As in [5], we also assume that ti&l/’ N is fully trusted

and can not be compromised by an adversary. Otherwise,
the whole network is compromised if th@lV IV is com-
promised. For this purpose, as in Bertiabal.’s scheme
[10], we also assume that tii&lV N is equipped with the
tamper-resistant device so that all the sensitive information
including the cryptographic keying materials stored in it is
protected fromA. Hence, the use of a tamper-resistant
GW N makes the security of the proposed scheme is
strong enough. Though the attacks on tamper-resistant
devices are possible, the attackéneeds a special equip-
ment to perform attacks to extract the information. Since it
is cheaper to install th&TW N than the special equipment,
so A does not have economic incentives to mount such
an attack[[10]. Moreover, th& W N can be physically
secured by putting it under a locking system inside the
smart home of a user so that the physical capture of the
GW N can be much difficult as compared to that for the
smart devices.

The RA is also fully trusted and can not be compromised
by an adversary.
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1.4 Contributions 2.1 One-way Cryptographic Hash Function

Based upon the above discussion, the following contributions @eone-way cryptographic hash functiom {0,1}* — {0,1}!
presented in this paper: takes an arbitrary-length input, say € {0,1}*, and outputs a

fixed-length (sayj-bits) message digeétx) € {0,1}'.

» We propose a new remote user authentication scheme B)éfinition 1. As defined in [17], the formalization of an adversary

securing a smart home network. The proposed SChe'Dles advantage in finding hash collision is given Hylvff A5H (t)

allows three types of mutual authentications: 1) between_a Pri(a,b) —r A: a # b and h(a) = h(b)], where Pr[X]

userlU; and theGIW N, 2) between th&'W N and a smart .

deviceSD. and 3 o/ and a smart devics D At denotes the probability of an eve#t, and (a,b) < A denotes

the ced i a t)_aus ! ak as at bll'e thbJ .tW the pair (a,b) is randomly selected by. In this case,A is
edtagnD,_a syg1trrr11e re sessm?h ey 'f‘ ET’ 6;] '5‘ edbe i .ee'?allowed to be probabilistic and the probability in the advantage is

an 5, and they can use the established symmetric mputed over the random choices madewith the execution

for their future secure communications using a symmetr fmet. By an(e, t)-adversary.4 attacking the collision resistance

cipher (for example, the stateless CBC (Cipher Bloc N . :
Chaining) mode of the Advanced Encryption Standar [ dZS,)AS'L'(St)mfi”t that the runtime oft is at mostt and that
A ~ €.

(AES-128), known as AES-CBC [11], [12], [13]).

o The proposed scheme is suitable and efficient for resource-
constrainedSD;s with limited resources as it uses only2.2 Indistinguishability of Encryption Under Chosen
hash invocations, simple bitwise XOR operations anBlaintext Attack

symmetric encryption/decryption operations. _The indistinguishability of encryption under chosen plaintext

« The security of the proposed scheme is proved using, i (IND-CPA) is formally defined as follows [18], [19]:
the formal security analysis under the widely-accepted

ROR model [[14], and also using the rigorous informaPeéfinition 2. Let SE/M E be the single/multiple eavesdropper
security analysis. The formal security discussed in Sectiégspectively, and) Rek,, ORck,, ..., ORer, be N different

5.1 proves the semantic security of the proposed scheffigdependent encryption oracles associated with encryption keys
against an adversary to get the session key between a uer, €k2, . . ., ek, respectively. The advantage functionsSof

and a smart device in the smart home environment. On taed ME are defined, respectively, addvl2 <" (k)

other hand, using the informal security analysis, we hay@Pr[SE < ORc,; (po,p1 «r SE); 0 <p {0,1};

shown that the proposed scheme is secure against otHer-r ORcr, (ps) : SE(B) = 6] -1, andAdUé{VJ\?E_CPA(k) =

possible known attacks, which are discussed in detail [RPT[ME <« ORcg,, ..., ORery; (po,p1 <—r ME);
Section 5.3. 6 «+r {0,1}; B1 «<~r ORer, (p5), -+ BN R ORery (s):
« The formal security verification of the proposed scheme i E(31, ..., Bn) = 0] — 1], whereQ is the encryption scheme.

Sectioni 5.2 is done using the broadly-used AVISPA todlNe call(2 is IND-CPA secure in the single (multiple) eavesdropper

and the simulation results show that it is also secugetting if Advl(7~ "4 (k) (respectively, Adv{ 75 <74 (k))
against replay and man-in-the-middle attacks. is negligible (in the security parametér) for any probabilistic,

o Finally, the practical demonstration of the proposegolynomial time adversar$ X (M E).
scheme is provided through the widely-accepted NS-2

. ; A deterministic encryption scheme means the same message,
simulation [16]. yp g

when it is encrypted twice, yields the same ciphertext. Thus,
any deterministic encryption scheme is not IND-CPA secure [13].
There are five modes of symmetric encryption: Electronic Code-
1.5 Roadmap of the Paper book (ECB), Cipher Block Chaining (CBC), Cipher Feedback
The rest of the paper is structured as follows. We briefly discu§sFB), Output Feedback (OFB) and Counter (CTR). Out of these
the relevant mathematical preliminaries in Section 2. A brighodes, ECB is not IND-CPA secure [13]. Since the adversary
survey of various existing schemes proposed in the literaturekigows the Initialization Vecto(Z1"), CBC is essentially reduced
given in Section 3. A new user authentication and session kyECB, and hence, the stateful CBC is IND-CPA insecure [13].
agreement scheme for smart home environment is presentedimthe other hand, in the stateless CBC, ffi€ value is chosen
Sectionl 4. The rigorous formal and informal security analysis ag random for each message, and due to this property, the stateless
given in Section 5. In addition, the formal security verificatiof©BC is IND-CPA secure [13]. If the stateless CBC of AES-128
using the popular AVISPA tool is also given in this section. Theymmetric encryption scheme is used for encryption/decryption
practical demonstration of the proposed scheme using widefurpose, it then becomes IND-CPA secure.
accepted NS-2 simulation is given in Sectidn 6. The performance
comparison with the existing relevant schemes is given in Sectign
[7. Finally, Section B concludes the article. RELATED WORK
Jeonget al. presented a one-time password based user authen-
tication scheme using smart card for smart home networks. Their
2 MATHEMATICAL PRELIMINARIES scheme is lightweight as it uses one-way hash function operations.
Their scheme does not provide mutual authentication between
In this section, we briefly discuss the one-way cryptographic ha6i? N and smart device as well as between user and smart device.
function and its properties, and also the indistinguishability dfheir scheme does not provide traceability, and user anonymity
encryption under chosen plaintext attack (IND-CPA), which amgroperties as the user identity is sent in plaintext and also the
necessary to analyze the security of the proposed scheme.  messages can be easily traced by an adversary. Furthermore, their
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scheme is insecure against stolen smart card attack and privilegaxe also the traceability properties. In addition, their scheme does
insider attack as the adversary can derive secret credentials ofoa provide mutual authentication between user and smart device
user from the extracted information stored in the smart card. &s well as between user and G&V V.
addition, their scheme is not resilient against smart device physical Li et al. [28] proposed an ECC based key establishment
capture attack. scheme for smart home energy management systems. Through the
Vaidya et al. [21] proposed a password based remote usgnplementation, it is shown that their scheme is efficient with
authentication scheme for digital home network. Their schemerisspect to execution time and memory usage. ldaral.
also based upon lightweight computation modules such as haspegkented a secure key agreement scheme for ubiquitous smart
one-time password and hash-chaining methods. Similar to Jedngne systems, which is particularly applicable to the consumer
et al. [20], their scheme does not provide mutual authenticatianectronics devices in a smart home. The security and functionality
betweenGW N and smart device as well as between user aridatures of the existing schemes summarized in Table 4 are also

smart device. Kim and Kim [22] analyzed Vaidga al.'s scheme discussed in detail in Section 7.

and identified that it is vulnerable to password guessing

attack and does not provide forward secrecy with lost smart card.
They also proposed a new scheme which withstands the security
weaknesses observed in Vaidga al.'s schemel [21]. Vaidyat

TABLE 1
Notations used

Description

al.’s scheme[[21] scheme is insecure against stolen smart ca%ﬁat'on

attack and privileged-insider attack as the adversary can derivgy

secret credentials of a user from the extracted information storedD,

in the smart card. In addition, their scheme is not resilient against’

smart device physical capture attack. Later, Vaidyaal. [23] fgi

also proposed an elliptic curve cryptography (ECC) based deV|c¢DS D,

authentication technique for smart energy home area networkw;, BI0;

which requires more overheads as compared to the scheme n

[21]. Kim-Kim’'s scheme [22] is however not resilient against - AT

privileged-insider attack, user impersonation attack and passworg‘cxx ZD

guessing attack. In addition, Kim-Kim's scheme [22] also fails to Ex (-)/Dx (- )

preserve traceability and anonymity of user and smart device.
Hanumanthappaet al. [24] proposed a secure three- Way

authentication mechanism for user authentication and prlvacy

preservation. In their mechanism, the users or service provideiGen

Registration authority

Gateway node

4" smart device in the home

ith user

U;'s smart phone

U;’s identity

SDj’s identity

U,’s password & personal biometrics, respectively
Current timestamp

Maximum transmission delay

Secret key of W N for U;

Secret key ol W N for SD;

Symmetric encryption/decryption (for example,
AES-CBC (128 bits) [12]) using keyx

Biometric secret key ot;

Public reproduction parameter bf;

Error tolerance threshold used in fuzzy extractor
Fuzzy extractor probabilistic generation procedure

Fuzzy extractor deterministic reproduction procedure
One-way collision-resistant cryptographic hash function
Concatenation and bitwise XOR operations, respectively

can check whether the device is compromised or not by the helﬁep
of their proposed encrypted pass-phrases mechanism. Il ®
Santoso and Vun [25] proposed ECC based user authenticafion
scheme for a smart home system. In their scheme, the mobile
user can authenticate with the devices deployed in the smart
home using a central node, called the home gateway. Slmllario
the schemes of Jeongt al. [20], Vaidya et al. [21], and Kim
and Kim [22], their scheme does not provide traceability, ardle propose a new user authenticated key establishment scheme
user anonymity properties. Furthermore, their scheme is insectoethe smart home environment. In the proposed scheme, we have
against stolen smart card attack and privileged-insider attack.drregistration authority, several smart sensing devices, a gateway
addition, their scheme is not resilient against smart device physicalde (GW N) and several users, who want to access the smart
capture attack. devices. First of all, the secure offline registration of each smart
Chang and Le[ [26] recently proposed a two-factor user adevice andGW N is done at the registration authorifyRA).
thentication scheme in wireless sensor networks (WSNs), whi¢hen a user, who wants to access the smart devices, needs to
uses a user’s password and smart card. Their scheme has rtegister at the registration authority providing his/her necessary
protocols:P; and P,. While P; is based on bitwise XOR and information. Each user has a smart phone, which is capable
hash functionsP, uses ECC along with bitwise XOR and hasho read the credential information such as the user’s identity,
functions. However, Dast al. proved that botlP; and’P, password and biometric (fingerprint scanning etc.) provided by
are insecure against session specific temporary information attftht user. TheGW N acts as an intermediary node. The legal
and offline password guessing attack, whie is also insecure user’'s authentication request goes to &/ N and then the
against session key breach attack. Moreover, they pointed out t6d¥’ NV forwards the request to the requested smart device. The
both P; and P- are inefficient in authentication and passwordmart device sends response to €8/ [N accordingly and then
change phases. To erase the security limitation®jinand P>, the GW N forwards the response to the user. As discussed in
a new authentication and key agreement scheme using ECQHa threat model provided in Section 1.3, thBV N is fully
WSNss is presented [27]. trusted and all the sensitive informations stored in B/ NV
Kumar et al. presented a lightweight and secure sessicare protected from an adversary [5]. Moreover, we assume that
key establishment scheme for smart home network. To establahthe heterogeneous devices (€W N, users (smart phones)
the mutual trust, each smart device control unit establishesaad smart devices) are synchronized with their clocks, and agree
session key with th&W N by using a short authentication token(mutually) on a maximum transmission del@\A7") to protect
However, their scheme does not preserve @& N anonymity replay attacks in the proposed scheme [5].

THE PROPOSED SCHEME
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Our scheme has six phases: 1) offline smart device and gate- Step REG2. After receiving(/ D,;, RPW;) from SP;, theRA
way registration, 2) user registration, 3) login, 4) authenticatidirst generates d024-bit secret keyKqw nv—y, of GW N for
and agreement, 5) biometric and password update, and 6) dynabijicand calculates\; = h(ID;||Kewn—uv,) DRPW,;. RA also
smart device addition. The notations presented in Thble 1 ayenerates a temporary identifyf D; corresponding td D; for U;
used in the proposed scheme. We assume that thene argers  as discussed in th@1W N registration phase (Section 4.1). Finally,
andn smart devices in the smart home environment. In additio® A sends the registration reply with informati¢al;, 71D} to
we assume that’ additional smart devices can be added in th&; securely. Note that the privileged-insider user of fhé being
network through the dynamic smart device addition phase, whene adversary does not know the informatio#;, 77D, } as these
n' << n.We also use the fuzzy extractor to verify the biometricsnformation are computed online by tteA.

The fuzzy extractor is a tupleM, I, ¢), which is composed of the Step REG3. After receiving (4;,T1D;) from the RA, SP;
following two algorithms/[[30], [31]: of U; computes paramete®; = h(ID;||o;) ®a, RPW] =

Gen: It is a probabilistic algorithm, which takes a biometricRPW;® r = h(PW; ||o; ||a), C; = h(ID; ||RPW/ ||o;)
template B; from a given metric spaceV as input, and then and A = A, @ r = h(ID; ||Kewn-vu,) ®RPW] = h(ID;
outputs a biometric key; € {0,1}' and a public reproduction || Kgwn—u,) ®h(PW; ||o; ||a). Finally, SP; stores the infor-
parameterr;, that is,Gen(B;) = {o;, 7;}, wherel denotes the mation(T'ID;, A}, B;, C;, 7;, h(-), Gen(-), Rep(-), t) in its

number of bits present in;. memory, where is the error tolerance parameter used by the fuzzy
Rep: This is a deterministic algorithm, which takes a noisgxtractorRep(-) function.
biometric templateB! € M and a public parameter; and ¢ At the end of this phase, the uséf erasesA; from his/her

related toB;, and then it reproduces (recovers) the biometric kegmart phone5 P; in order to avoid the privileged-insider attack as
;. In other words Rep(B!, 7;) = o; provided that the Hamming explained in Sectioh 5.3.3. In addition, tieA also deletesd;
distance betweef; and B!, is less than or equal to a predefined@nd RPW; from its database.

error tolerance threshold valde

[ User (U;)/ Smart phone (SP;) Registration authority (RA) |
Choosel D;, PW;, and imprintB10;.
. . . . Generatel 60-bit random secrets, 7. Select1024-bit Kgwn—v, -
4.1 Offline Smart Device and Gateway Registration ComputeGen(BIO)) = (a1, 71), Compute
Phase RPW; = h(PW,]|oi||a) & r. A; = h(IDy||Kawn—v,) ® RPW;.
. . . . . (ID;, RPW;) Generate temporary identi§yI D,
The offllme smart deV|c§9Dj) apdGWN registration is done by (via a secure channel) corresponding td D;.
the registration authorityRA) in offline securely (for example, (A;, TID;)
. . D —
in person). For eachD; (j = 1,2,...,n), the RA selects a | computeB; = h(ID;||o;) & a, (via a secure channel)

unique identity/ Ds . and also generates a unique randdid- | BPW/ = RPW: © r = h(PWiljoil|a),

: K i fQWN for SD. and tes the | €1 = MUDIIRPW|loo), A7 = A& r
bit secret ?chwzvst,- 0 or SD;, and computes the | —';,1p, || Koy y_o,) & RPW!.
corresponding temporal credenttell Dsp, || Kawn—sp,), and | DeleteA; from 5P;’'s memory.

; Store{T'ID;, A}, B;,C;, 7;, h(-), Store{ID;,T1D;} in GW N’s database

StoreS{IDSDj ! h(IDSDj | |KGWN*SDJ‘ )} into the _memory, of Gen(-), Rep(-),t} in SP;’s memory. Deleted; and RPW; from its database.
SD;. The RA further randomly generates the uniqGdV N's
identity /Dgwn and a unique randqn1024-b|t secret key Fig. 2. User registration phase
Kewn—vu, of GWN for each uselU; (i = 1,2,...,m), and
also selects the temporary identify/ D; corresponding to each .
userU;’s identity ID; into the memory of the3W N afterU;'s 4.3 Login Phase

successful registration phase described in Sedtioh 4.2. Finaliyie login process o/; is performed as per the following steps:

the GWN and SD, contain the information{(T'ID;, ID;, Step UL 1. U; first provides his/her identity D; and password
Kewn-v)li = 1,2,...,m}, {(IDsp,, Kawn-sp,;)|7 = PW} into the interface of the smart phoS&>;, and also provides
1,2,...,n}), and(IDsp,, h(IDsp,||[Kewn-sp,)) for each his/her biometricsBI10; to the sensor o P;. SP; extracts the
userU; and smart devic& D, respectively. biometric keyo! aso} = Rep(BIO}, ;) with the constraint

that the Hamming distance between the original biomefB¢é);

at the time of registration and entered curréhtO; is less than

or equal tot. SP; further computess* = B;® h(ID;||o}),

To access the services from a particular smart de¥ibg, auser RPW; = h(PW}|| o} ||a*) andC; = h(ID;||RPW}||o}).

U; first needs to register with thBA securely (for example, in SP; then checks whethe®s = C;. If it is valid, U; passes both
person). The following steps are required for thes registration, password and biometric verification. Otherwise, the session is
which are also summarized in Fig. 2: terminated immediately.

Step REGL. U; chooses a unique identityD; and a password Step UL2. SP; calculatesM; = A @ RPW; = h(ID;
PW;, and generate360-bit random secrets andr. U; also ||[Kgwny-u,). ThenSP; generates a random noncg, and the
imprints his/her biometrics3/0; to the sensor ofSF;. The current timestamfii, and calculates parameters, = M; @ ry;,
SP; applies the fuzzy extractor probabilistic generation functioand M5 = h(Ms||Ty|| ID;||TID;|| rv,). Finally, SP; sends
Gen(-) to generate secret biometric key and public parameter the login request messad€1D;, Ms, M3, Ty) to GW N via an
7; as Gen(BIO;) = (o;,7;) [31], [32], [33]. The SP; of U; open channel.
calculates the masked passwdkd®W; = h(PW;||o;||a) &,
and sends the registration requddtD;, RPW;) to the RA
using a secure channel. Note that a privileged-insider user%ft Authentication and Key agreement Phase
the RA being an adversary knows the registration informatio®n receiving the login reques?’'/D;, Ms, Ms, T7) from SP;,
{ID;, RPW,} to mount the privileged-insider attack. following steps are performed ly; /S P;, GW N and an accessed

4.2 User Registration Phase
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User (U; )/Smart phone (SP;) Gateway node(GW N) Smart device (SD;)

<T1Di7Az.,Bi,C“Ti, ({(TID”ID”K(VWV U; )ll—l 2....,771,}, <IDSDJ-,h<IDSDJHKGVVN—SDJ)>

h(-), Gen(:), Rep(-), t) {UDsp,, Kewn-sp)lj =1,2,...,n})

Input7D;, PW; & BIO;. Check if[T, — T;| < AT? Check if[T, — T5| < AT?

Computes! = Rep(BIO}, 7;), If so, extract/ D; and Kgw N —v, If so, decrypt); to retrieve

a* = B; ® h(ID;||o}), corresponding td@'1 D;. Compute (IDi, IDgwN 13, TawN, h(My))

RPW} = h(PW7||o}]]a"), My = h(IDi||[Kawn-v,)(= M) using = Dh1Dsp, | Kown-sp;) M-

C: = h([D,HRPVV:HG’:) extracted/ D; & Kewn-u,» T‘Zyl = My & My, ComputeMy = h[h(IDSDJ HI<GWN—SD‘7)

Check ifC; = C;?1f so, compute Ms = h(M||Th[|[1D;||TID;]|rg;,). [|T2||T D[ [T Dsp, [T Daw x| |raw ).

M, = Af ® RPW} = h(ID;||Kgwn-v,). CheckifM; = M;? Check if My = Mg?

Generatey, & Ti, and calculate If matches, generate;w n & To. If so, generatesp, & T3, and

My = My @ ry,, ComputeMs = M(IDsp,||[Kewn-sp,), computeSK;; = h[ID;||[IDsp,||

A[; = }7(]\/[2‘|T1HIDLHTID1H’Ll) A[7 = E]ub. [ID{,IDGLVN,7’?]1,T'G;¢r1\/,ll<1\/f4>], IDGW'NHTEU HTGVVNHTSD]Hh(]w4)

<T]Di,]\'12,ﬂf3,Tl> ]\18 = h(]\[GHTZHIDiHIDSD]HIDGVVNHTGVVN)- Hh(h(IDSDJHKGVVN—SD]))]:

(via open channel) (M7, Mg, T») Mo = hMh(IDsp,||Kawn—sp;)||T3) ®rsp;,
—_—
(via open channel) My = h(SK;||Ts),

Mo = h(rsp,|lrewn||IDsp, |[IDawn|Ts).

Check if[T5 — T5| < AT? (via open channel)
If so, computery, = MioD
Check |f|T4 — TI‘ < AT? h[h(IDSDI HKGVVN—SD,')HTSL
If so, decrypt Mz = h,(rgD] [[rew NI Dsp,|[IDaw n|Ts).
Dy, [My4) = (rgl,rgWN,rgDﬁ Check if M3 = M15?
IDSDJ N ID(;WN, h(]\/f(,v)). If SO, computeMM = EM4 [T[trz ,TGWN TE'DJ s
Check ifT‘f,l =Ty, ? IDSDJ N IDGVV:‘W h(]\/fﬁ)].
If so, computezSKl’J = h[IDiHIDSDJ Generat€l’;, selectl’I D*** and compute
1 Dewnllrv, llrew lIrsp, Mys = TIDP" @ h(T1D;||My||T5[[T4),
Hh(]\[l)Hh(Alg)] ‘7\'116 = h(]\/[n ‘ ‘T4HT?,)
A[17 = }I(h bK’ HT} HT4HTL <Z\[147 A’fl‘g, A’flc,, T}, T4>
Check if M7 = M;6? If so,U; andSD; (via open channel)

establish session keyK|;(= SK;).
Computel' I D" = My & h(T1D;
[ ML [ 75| |T).

Replacel'I D; with TI1D7".

Fig. 3. Summary of login, and authentication and key agreement phases

smart deviceS D; to establish a session key betwdénandSD; h(h(IDsp,|[Kawn-sp,)||T1) (= h(Ms]||T1)).
for later secure communication: Step  AUKA4. SD; calculates My = h[h(IDgp,||
Step AUKAL. GW N first checks the timeliness oft by Kqwy-sp,) |[|T2 [[ID; |[IDsp, |[IDewn |lrewn] and
condition |7} — 17| < AT, where the maximum transmissionchecks the condition/y = Ms. If it does not match, it ter-
delay is denoted byAT' and 77 is the reception time of the minates the authentication process. Otherwi$B),; generates a
message(T'ID;, My, M3, T1). If the condition matches, the random noncersp, and the current timestamps, and com-
GW N searches the receivelll D; in its database and if it is putes the session key &K;; = h[ID; ||[IDsp, |[IDawn
found in the database, t@W N extractsID; and Kewn-u, ||, [lrewnl| rsp; [|h(Ma)|| h(h(IDsp,|| Kawn—sb,))]-
corresponding td'/ D; from its database, and calculatés, = After that, SD; computes parameterd/;, = h(h(IDSDj
h(IDiHKGWN—Ui) (: M1) using the extracted/ D; and ||KGWN75DJ-) ||T3)@ TSD; My = h(SK” ||T3) andMi, =
Kewn-v,, 15, = Ma @ My = My ®My, M5 = h(Ma||T1[|  h(rsp, |[rewn [[IDsp, |[IDgwn ||T5). ThenSD; sends the
ID;|| T1D;|| 7). authentication reply messag&/1, M11, M12, T5) to theGW N
Step AUKA2. GW N checks if Ms = M3 holds. If it does via an insecure channel.
not match, it terminates the authentication process. Otherwise Step AUKAS5. Upon receiving authentication request message,
GW N generates a random noncgw y and timestam@’, and GW N checks the timeliness of3 by applying the criteria
calculates parametetdls = h(IDsp, ||Kewn-sp,), M7 = |Ty —T;| < AT, whereT} is the reception time of the message
Eng[IDs, IDewn, v, rawn, M(My)], Mg = h(Ms|| To|| (Mg, My1, Mia, T3). If condition matchesGW N computes
IDH IDSD ||IDGWN ||TGWN) For computingV7, if we use T:;’DJ = Mio® h[ (IDSD ||KGWN SD; ) HTg} and M3 =
the stateless CBC of AES-128 (AES-CBC) symmetric encrypthp(TSD llrewn ||ID5D HIDGWN ||T3) The GW N checks
scheme, then th&/W N needs to set théV of CBC asIV = the conditionM;3 = M12 If it does not match, th& W N aborts

h(Ms||T1) so that it is random for each message in a particulgifie message. Otherwis&W N computesM;, using previously
session. TherGIW N sends the authentication request messagemputed M, = h(ID;||Kgwn_v,) as My = Eyy, [,
(M7, Mg, T) to SD; via an open channel. rewn, Tsp.» IDsp,, IDawn, h(Mg)]. For encrypting the

Step AUKA3. After receiving the messageMy;, Ms,T5)  information in My, using the keyM,, we also use the stateless

from GWN, SD; checks the timeliness df; by the criteria  CBC of AES-128 (AES-CBC) symmetric encryption scheme and
Ty — T5| < AT, whereTy is the reception time of the messagehus, theGW N needs to set théV of CBC asl'V = h(My||T})
(M7, Mg, T5). If condition holds,SD; decryptsM; using the so that it is random for each message in a particular session.
stored keyh(IDsp,||[Kewn-sp,) as (ID;, IDgwn, Ty,  The GWN chooses current timestanify and generates a new
reawn, h(My)) = Dh(IDSD |Kewn_sp.) [Mr7]. For decrypt- temporary identity7'/ D*** corresponding td D,;. The GIW N
ing My, SD; also needs fo set thél of CBC asIV = further computesMy5 = TID!" @h(TID; ||My ||T5 ||T4)
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and My = h(My |[Ty [|rf;,). The GW N sends the message| User(U;) Smart phone(SF;)

(M4, Mys, Mg, T3, Ty) to U; via insecure channel. _ _ (T1D;, 4] ﬁi? Ci, i, h(~),lfen(~), Rep(), 1)
Step AUKAG. After receiving the messagé\/14, Mi5, Mg, Zg"ldoei?n Pwy C,OT%HBUZZ‘E)RSIZEEIO? JTi)s

Ts, Ty), SP; of U; first checks the timeliness df, with the C 2P_WJ}{? ;(Pvt‘t‘/%d|\)¢;"ld\|a)

condition |7y — T| < AT, whereT} is the reception time of CoM = h(ID,||[RPW||g?1d),

the message. If condition matchds; decryptsM,, using pre- Check ifC9ld = C;?

computedMy as Dy, [Mia] = (rf,, v&ws T5p,s IDsp,, If s, askU; to provide new

IDgw ., h(Ms)). For decryptinghy4, SD; also needs to set | , .. password & biometrics.

theIV Of CBC aSIV : }L(M1HT4) (: }L(M4HT4)) PI/Vinew & BIO'Z(Lew_ COmpUt@(n(BIOnP“) _ (O.TI("IL 7_/Lnew)’
Then SP; checks ifry; = ry,. If they do not matchSP; RPWe = h(PWre|jope]|a’),

terminates the authentication process. Otherwise, it computes the Byew = h(IDil|o}") & o,

C’inu'w — h/(ID, | |RPWincu7 | ‘O.‘I(Lcw),

/!
session keYS K, = h[ID; ||IDsp, Abew — AF & RPWOM & R,

Irsp, (M) [IR(Me)] and Mz = h(h(SK]; (ITs) [T, S Sl
||rv,), and then matches if/,7 = M;¢. If it does not match, Finally, SP; replacesr;, A, B; andC; with
S P; terminates the session and discards the computed session Thew Anew pnew gndCrev, respectively.

key. Otherwise, message comes from the valid source and the
computed session ke?K{j is authentic. FinallyS P; computes Fig. 4. Summary of password and biometric update phase
the new temporary identity &8I D" = M5@® h(TID; ||M;
||T5 ||T4) and replace§’I D; with TI D" in its memory.

The login, and authentication and agreement phases are saﬁ{l (IDspyew || Kgwn-spyew)- _ _
marized in Figl 3. DA2 RA stores the information {IDSDnew

h(IDSDnm |KawN—sprew)} into the memory ofS D before

. . its deployment in the smart hom&A also sends the |nformat|on
4.5 Password and Biometric Update Phase {IDSan Kew SDMW} to the GW N securely, which are
The proposed scheme provides password and biometric upd@ig stdred in the database of &V V.

faCl“ty through which a |eg|t|mate USdrf can Update his/her F|na”y’ RA also needs to inform the ex|st|ng users in the

password and biometrics for security reasons at any time afftwork about the deployment of new smart devi&B"¢* so
user registration phase without further involving thed. Note that they can access the services from} <, if needed.

that the biometric information of a given us&f is unique and
unchanged as compared to the chosen password by that/user
However, we suggest the usék; to update his/her biometric S SECURITY ANALYSIS

information in the proposed scheme, if he/she desires to do #b.this section, we analyze the security of the proposed scheme
This is required to protect strongly the offline password guessitiging both formal and informal analysis.

attack to be considered in this phase as described by Hetaalg

[34], which is discussed in detail in Section 5.3.11. This phaggl Formal Security Analysis using Real-Or-Random
needs the following steps: Model

Step PBUL. U; provides his/her identity 1);, old password ¢ igely-accepted Real-Or-Random (ROR) model [14] is used
PWP™ to interface of theSP; and current his/her biometrics ¢ ¢ security analysis of the proposed scheme.
BIO%" to the sensor of th&P;. SP; then computegr?!d =
Rep(BIO", 1), o/ = Bi@ h(IDi||o'"), RPW'" = 511 ROR Model

ld id ||,/ old _ old ld)
h(PW?' o7 |la’) and C7'¢ = h(IDi|| RPW; HUO We follow the Abdalleet al.'s ROR model [14] for formal security

X old _
i £ a;hueszkf g?ﬁeﬁig‘gm&fz ha;a gtelrfn:nr:titg?g;g distetlhe analysis as done in [26]. According to our scheme, we have three
' ' P y: participants in the smart home: smart devie®;, userU; and

Step PBU2. S P; asksU; to enter a new passwordiV** and
also imprint new biometric88/0}“". The SP; then éalc lates GWN.
'mpri Wbl ' u Participants. Let HSD , I, andIlgy, v be the instances

Gen(BIO"ew) = (07", new) RPWnew = h(PWI | andv of SD;, U; and GW N, respectively. These are called

HRZD % IH(% ) and AiR PVT/T‘/;%J@—R;; % EE(RP Wi, Accepted state.An instancell’ is known to be accepted, if

= h{IDi|| Kewn-v,) & 7 = h{IDi|| Kewn-uv.) upon receiving the last expected protocol message, it goes into an
accept state. The ordered concatenation of all communicated (sent

Sh(PW e [|o7 ||a’).
Step PBUS. Finally, SF; replacesr;, A}, B;, andC; with received) messages bf forms the session identification
) of IT* for the current session.

v Arer Brer jandClY in its memory, respectively.
Partnering. Two instancedI’* andII’2 are said to be part-

The password and biometric update phase is also summaréeéi

in Fig.4. nered if the following three conditions are fulfilled simultaneously:
. . N 1) both IT"* and IT*2 are in accept state; 2) boffi’* and IT*2

4.6 Dynamic Smart Device Addition Phase mutually authenticate each other and share the sanjeand 3)

To deploy a new smart devicgD7“" in the existing smart home II** andII*2 are mutual partners of each other.

network, theR A performs the following steps in offline: FreshnessThe instancdl}, or II%, is fresh, if the session

Step DAL. RA first assigns a unique new |dentdﬁ”€w and key SK;; betweenU; and SD ‘has not]revealed to an adversary
also generates a new secret kEy yy v SDpew of GWN for A using the Reveal(?) query given below [26].
SD7ev. RA further computes the temporal credentialSab’ < Adversary. It is assumed thatl has fully control over all the
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communications in a smart homd.has the ability to read, modify distributed password dictionary andthe number of bits present
the exchanged messages, or can fabricate new messages and imj¢lce biometrics key;. The advantage ofl in breaking sezmantic

them into the network. Furthermord, has access to the following security of our scheme is estimated AgU;;KE < \th}l +
- ashn

CIUErieS’[?G]: Gsend + 2Ad IND—-CPA k). where Hash D
Ezecute(IT*, 11", II*): A can execute this query to obtain? | e (k), Gns Gsends |[Hashl, |D|
QME (k) are the number of

- i IND—CPA(k) or AdvpIND-CPA
the messages exchanged between three legitimate particlpant

Sand AvaﬂE

GW N and SD;, which is further modeled as an eavesdroppingf O dueries, theSend queries, the range space f.), the size
attack. of D, and the advantage ofl in breaking the IND-CPA secure

Reveal(IT*): This query reveals the current session I§dy symzn]\?]tjri_ccclziaheﬂ (provi?]ev%i_ncgiﬁnitioﬂ), Eengpg(gil\Dlgly, and
generated byI* (and its partner) to an adversa#y. Advg (k) = Advg 51 (k) or Advg, (k).

t . H
Send(Il ’"?5_9)- A. runs th'f query to send a message, sgy ¢ The proof is similar to that presented in the schemes [26],
msg, to a participant instancll’, and also receives a reSPONSess The sequence of five games, s&Si;, are defined in the

message. It is modeled as an active attack. : : o
security analysis, where= 0, 1, 2, 3, 4. Assume thaSU C'C;; be
CorruptSmartPhone(II}, ): It represents the smart phone Y y L H

L Us . i -an event wherein an adversa#d/ can guess the random Hitin
S P; lost/stolen attack, which outputs the information stored ipy g
Sp M; correctly.
i.

. . G Mj: This game corresponds to a real attack performedlby
13 .

~ CorruptSmartDevice(Ilgp, ): This represents an attaCI(against our schenf® in the ROR sense. The Hitis chosen at the

in which secreth(IDsp,||[Kgwn-sp,) is disclosed toA,

. . i ; . beginning ofGG My. Hence, it follows that
which is applied to verify the security of the proposed

scheme. As mentioned in [26], bot@orruptSmartPhone Advp®F = |2.Pr[SUCCy] — 1|. (1)

and CorruptSmartDevice queries ensure the weak-corruption

model in which temporary keys and the internal data of the GM;: This game represents an eavesdropping attack per-
participant instances are not Corrupted_ formed by the single/multiple eavesdroppﬁE/ME, say A,

Test(IT'): It represents the semantic security of a session k#ghere A can queryExecute(IT*, 11", TI*) oracle. At the end
SK;; betweenU; and SD; following the indistinguishability in of the game,A makes queries to th&est oracle. The output of
the ROR model [14]. An unbiased caris flipped before start of T'est oracle determines whether it is the actual sessionk&y;
the experiment, and its result is only knowndowhich is used to Or a random number. Note that the session &dy;;; is calculated
decide the output of th&est query. If A runs this query, and the by both U; and SD; as SK;; = h[ID;|| IDsp; |[IDawn
established session key/K;; is also new, thedl’ returnsSK;; |77, [lrewnw |[rsp; [|h(Ma) [|h(R(IDsp; ||KewN-sb;))],
in caseb = 1 or a random number fdr = 0; otherwise, it outputs where My = h(ID; |[Kgwn—uv,). To calculateSK;;, A must
L (null. have M, and h(IDsp, ||[Kewn-sp,), which further involve

Note that we impose a restriction that the adversdnhas secret keysKgw n—u, and Kgwn-sp,- A also required D;,
access to only limited number &forruptSmartPhone(Ily;) IDsp;, IDewn, Tv,, Tawn andrsp, for calculatingS Kj,
andCorruptSmartDevice(HtSDj) queries, whereas he/she cawhich are unknown to him/her. As a consequence, the chance of
access thd'est(II) query many times. According to the threatVinning the game&/ M, for A is not increased by eavesdropping
model described in Section 1.3, &V N is trusted. Thus,4  attack. Itis then obvious that
does not have any access to a corrupt query related tG'tHeV. ,

Semantic security of session keyAccording to the require- PriSUCC] = PrisUCCH]. (2)
ments of the ROR model [14} needs to distinguish between an ¢ 7,: By adding the simulations of th§end and HO oracles
instance’s real session key and a random kegan make several gre added intoG'M,, GM, is transformed intoG'M,, which
Test queries to eitheﬂ_tsr),- or ITf;, . The output of'est query  represents an active attack. In this game, the objectivel d$
should be consistent with respect to the randonb.bAfter the ex- o fool a participant to accept a modified messadés permitted
periment is finishedA returns a guessed Hit and he/she can win o make differentl/O queries to examine the existence of the
the game if the conditioh’ = b is met. '—g{%UCC be an event hash collisions. All the exchanged messad@d D;, M,, Ms,
that A win the game. The advantag@v73 of Ainbreaking 7y (M, Ms, Tb), (Mg, Myy, Mo, Ts) and (Myy, M;s,
the semantic security of our authenticated key agreement (AKE), . 75 T,) during the login and authentication phase contain
scheme, safP against deriving the session k&Yx;; betweenl;  the participant's identity, random nonce and timestamps. Hence,

and SD; is given by Advp™ " = [2.Pr[SUCC] — 1. In the there is no collision when th&end oracle is queried byd. The
ROR senseP is secure ifAdv™ " < <, wheres) > 0is @ results of the birthday paradox give

sufficiently small real number.

Random oracle. As mentioned in [26], all communicating |Pr[SUCCY] — PrlSUCCs)| < q;/(2|Hash|).  (3)
participants as well asd have access to a collision-resistant ] ) ] )
one-way cryptographic hash functign(-). i(-) is modeled by GMs3: GM; is transformed intoG M3 by adding the sim-

a random oracle, sa§f O. ulation of CorruptSmartPhone oracle. A can choose low-
entropy passwords, and using the information stored i
5.1.2 Security Proof he/she may try to acquire the user’s password using the dictionary

Theorem 1 provides the semantic security of our proposed schearlﬁthk' Again,A may try to acquire the biometrics key; from

. the information stored inSP;. We have used a strong fuzzy
under the widely-accepted ROR model[26], [35] extractor in our schem@, which is capable to extract at most

Theorem 1. Let A be an adversary running in polynomial timel random bits and the guessing probabilityegf€ {0, 1} by A
t against our schemé@ in the random oracle,D a uniformly is approximately;—, [31]. It is also assumed that the system allows
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the limited number of wrong password inputs. Thus, we have thee user (Ui, RA, GWN, SDj: agent, H : hash_func,

foIIowing result, played_sk;;ullj? : symmetric_key, Snd, Rcv: channel(dy))

def=

[Pr{SUCCs] = PrISUCCH)| < guna/ (21ID). - (4)  |co s et o iost ogwn euv ooy mew wiox
GM4: GM3 is transformed int(ﬁM4' where GM4 is the col\rlllsz{ L':/ll_sgy;vzrs;y_;rl‘lvuigwsl_rﬁxgv(v;rf_ndliipgwhsizr_filjg;ewsrlsr2 protocol_id

last game. It models an attack in whighcan physically capture 't?:nsslttlags =0

(compromise) a smart devic8D; by adding the simulation of |1 swate =0n Rev(start) =|>

; i i % Registration phase
CorruptSmartDevice oracle. A then knows the information Sotem 1 AA e oW AR 1= new()

{IDSDJ-7 h(IDSDj ||KGWN—SD,-)} which is stored inSDj. A\ secret({PWi, BIOi, A', R}, sr, Ui) -
Let A also has all the eavesdropped messafB$D;, M, |y c.p d’r‘esg'igs;‘:gi - ggﬂggg n f‘em; Ep (P Sigmar A). R)

Mg, Tv), (M7, Mg, Tz), (Mo, My1, Mz, T3) and (M4, /\ Snd({IDi.RPWi'}_SKLira)
. . . . % Receive information securely from RA for SPi
M5, Myg, T3, Ty). Then, A tries to retrieve the information |5’ siare = 1nRev(xor(H(IDI.Kgwnui) xor(H(PWi Sigmat A%, k). TIDP}._SKuira)=[>

I1D;, ID Ty, T h(M by decrypting M7 us- |% Login phase
-{ v GWN, TU» TGWN, ( 4)} y yp * 9 7 State’ := 2 /\ secret({Kgwnui,Kgwnsdj}, sr2, GWN)
Ing h(I‘DSDj ‘ |KGWN75D_7» )} as (ID’L? IDGWN: TUi » TGWN, % Send login request to GWN via public channel

_ ARUI' := new() A T1' := new()A M1’ := H(IDi.Kgwnui)
h(Ma)) Dh(IDS_Dj l[Kewn-sp;) [M7] prever’A can not AM2' := xor(ML', Rui) A M3’ := H(M2" T1".IDi" TIDV".Rui’)
decryptMy4 as My is unknown to him/her since d&/14 = Ey, A Snd(TIDi.M2'.M3".T1’)

* * P : % Ui has freshly generated the values T1 and Rui for GWN
[71Ui7 TGWN,TsD,> IDSDj’ IDawn, h(J\/‘[G)]' This implies that A witness(Ui, GWN, ui_gwn_t1, T1')Awitness(Ui, GWN,ui_gwn_rui,Rui’)

without havingM, = h(ID;||Kewn—u,) (= My), it is quite nguthenticatitﬁn ﬁndtkey agr:aefmentgcvasg i channel
“ppe . . 0 Recelve authentication reply rrom Via public channe!
difficult task for. A to extract the mformatlor{r{]i S TGWN, TS D;> |3 State = 2\ Rev({Rui" Rgwn'.Rsdj"IDi.IDsdj.IDgwn.
i i H(H(IDsdj.Kgwnsdj))}_H(IDi.Kgwnui).

IDsp,, IDgwn, h(Ms)}. Thus, computation of the session v DIGw: HOTOF HUDL Kgomui) 13 T4).
key SKi; = h[ID; |[IDsp, |[IDewn ||rv, |lrawn |Irsp; H(H(H(ID.IDsdj.IDgwn.Rui’.Rgwn’.Rsdj".

_ 7\ TEF H(H(IDi.Kgwnui)).H(H(IDsdj.Kgwnsdj))). T3').T4".Rui’). T3'.T4')=|>
||h(]\/[1) | |h(]\/[6)} <_ SK’Lj) is difficult aS‘A needs the necessary % Ui's acceptance of T4 and TIDinew generated for Ui by GWN
information inC|udingrSDj and M, (: M4) due to the IND- Stzte' i: 3/\request(GWN,Ui,gwn_ui_t4,T4)Arequest(GWN,Ui,gwn_ui_tidinew, TIDinew’)
CPA secure symmetric cipher used in the proposed scheme 88>

encryption/decryption. This concludes that

|Pr[SUCC3] — Pr[SUCCY]| < AdvNP=CF4(k).  (5)

Fig. 5. The user U;’s role in HLPSL

In G'My, all the random oracles are simulated.is only left to | ps| 2|F translator. The IF is then given as input to one of
guess the bit for winning the game after querying thEest the four backends to produce output, which has various sections

oracle. Itis clear thalr[SUCCy] = 1/2. highlighting whether the designed scheme is safe or unsafe against
From Equation (1), we gey. Advp™ ¥ = |Pr[SUCCy]—3|.  an adversary.
Using the triangular inequality, we have|Pr[SUCC] The registration, login, authentication and session key agree-

—Pr[SUCCY]| < |[Pr(SUCCY] — PriSUCCy| + ment phases of our scheme are implemented in HLPSL. In our
|Pr[SUCCs)— PrlSUCCY]| < |Pr[SUCC,| - Pr[SUCCs]| implementation, four basic roles are definezhistration author-

+|Pr[SUCC,] —PriSUCC| +|PrlSUCCs] =y, user,gateway nodandsmart devicdor representing th& A,
Pr(SUCCY| < gyt 3555 +AdvECPPHE (1), a userU;, the GW N and a smart devicé D;, respectively. The
Using Equations (2) -+ (5), we have, HLPSL role specificationuser for U; is given in Fig.[5.U; as

an initiator receives the start signal, updates its state fiaml,

|PriSUCG] —1/2] < q’%/@'lHaShD + qse"d/(2l"D|) and sends the registration requégD;, RPW;) to the RA using
+AdUéNchPA(k)~ (6)  Snd() channel securely. ThBA accepts the registration request

of U;, and sends informatioA;, TID;) to U; using Snd()
channel securely/; then receives informatiofd;, 71 D;) using
Rev() channel securelyl/; sends the login reque$T’I D;, Mo,
Ms, Ty) to the GW N using public channel. Th&W N further
sends the authentication requéstl;, Mg, T») to SD; using
public channel. TheSD; also sends reply messag&/o, M1,
M5, T3) to theGW N using public channel. Finally, th@ W N
5.2 Formal Security Verification using AVISPA sends authentication rep(W/,4, M5, Mg, Ts, Ty) to U; using
The proposed scheme is simulated for the formal security verifigaublic channel. BothSnd() and Rcv() public channels use
tion using the broadly-accepted Automated Validation of InternBolev-Yao threat model type [9]. So, an intrudeiways denoted
Security Protocols and Applications (AVISPA) tool to exhibit thaby (i)) can read, modify or delete the contents of exchanged
the proposed scheme withstands replay and man-in-the-middlessages. Similarly, we also have specified the rolesfids
attacks. GW N andSDj in our HLPSL implementation.

AVISPA integrates four back ends that implement different In the session role specified in Fid. 6, all the basic roles are
state-of-the-art automatic analysis mechanisms: (i) OFMC; (#farted with concrete arguments. Fig. 6 also consists of top level
CL-AtSe; (iii) SATMC; and (iv) TA4SP. The detailed descriptionenvironment role, which is the starting point for the execution.
and functionality of these back ends are available in [15]] [35}\t the end, in the goal section, four authentication goals and two
[36], [37], [38]. A security protocol requires to be implementedecrecy goals are specified.
in the High Level Protocols Specification Language (HLPSL) The declarationvitness(Ui, GW N, ui_gwn_t1,T1") says
[39], which is converted into intermediate format (IF) using théhat U; has freshly generated the current timestaffip for

Finally, Equation[(6) yields the required result:

2
AdvAKE < d Qsend Y AdpIND—CPA(Ly
= |Hash| ’ 2!-1.|D| * o (k)
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GWN. The declarationequest(GW N, Ui, gwn_ui_t4, T4")
expressed/;’s acceptance of timestanifi, generated folU; by

authentication phases. Therefore, it also becomes important that
the identity of the user should no be revealed to an adversary to
GW N. The declarationsecret({PWi, A’, R'},sr1,Ut) also preserve the privacy of that user in a network, especially in a smart
says that the informatio®W;, a andr are only known toU;. home environment. The login reque§tI D;, Ms, M3, T1) sent

This is specified with protocol idr1 in the goal section (given in by U, to the GW N is different each time due to the following
Fig.[6). reason. The smart phon8P; of U; computesM; = A*®
RPWZ* = h(IDZ” KGWN—qu)u My = M, TU; andM3 =
h(Ms|| Th|| ID;|| TID;|| ry,), whereTy is current timestamp

role session (Ui, RA, GWN, SDj: agent, H: hash_func, SKuira: symmetric_ke

def= .
ﬁ,cm S1,R1, S2, R2, S3, R3, 4, R4: channel (dy) and ry, random nonce ofJ;. The involvement ofI; and ry,
composition ensures thal\/; and M35 are distinct for each session. Moreover,

user (Ui, RA, GWN, SDj, H, SKuira, S1, R1)
N registrationauthority(Ui, RA, GWN, SDj, H, SKuira, S2, R2)
N\ gatewaynode (Ui, RA, GWN, SDj, H, SKuira, S3, R3)
N\ smartdevice (Ui, RA, GWN, SDj, H, SKuira, S2, R2)
end role

other exchanged messad@d-, Mg, 1), (Mo, M1, M2, T3)

and (Mg, Mys, Myg, Ts, Ty) are also different for each session

due to the use of timestamps and random nonces. In addition, our
_ scheme allows to update old/ D; with a newI'ID}“* for each

fole environment) session while the messag@#/,4, M5, Mg, T3, Ty) is sent to

U; by the GW N. After receiving the messag®,P; of the user

U; calculatesT'I DY = Mys@ h(T1D; ||M, [|T3 ||Ty) and

replaces'I D; with T'I D**" in its memory. Due to this[' D; in

the login request messages are distinct for different sessions. Thus,

our scheme avoids traceability bf andSD; by an attacker.

const ui, ra, gwn, sdj: agent, h: hash_func, skuira: symmetric_key,
kgwnui, kgwnsdj, idi, idsnj, idgwn, t1, t2, t3, t4, tidi, tidinew: text,
gen, rep: hash_func, ui_gwn_t1, ui_gwn_rui, gwn_sdj_t2, gwn_sdj_rgwn,
sdj_gwn_t3, sdj_gwn_rsdj, srl, s2: protocol_id
intruder_knowledge ={t1, t2, t3, t4, h, gen, rep}
composition
session(ui, ra, gwn, sdj, h, skuira) \ session(i, ra, gwn, sdj, h, skuira)
N session(ui, i, gwn, sdj, h, skuira) /\ session(ui, ra, i, sdj, h, skuira)
/\ session(ui, ra, gwn, i, h, skuira)
end role 5.3.2 Anonymity
goal
secrecy_of srl, sr2
authentication_on ui_gwn_t1, ui_gwn_rui, gwn_sdj_t2
authentication_on gwn_sdj_rgwn, sdj_gwn_t3, sdj_gwn_rsdj
authentication_on gwn_ui_t4, gwn_ui_tidinew
end goal
environment()

Prior to sending the login requesf'ID;, Ms, Ms, T1) to
the GWN, U; hides its identity/ D; in M; = A* @RPW}
= h(ID; ||[Kewn-v,), Ma and Ms. The GWN also hides
the identities ofU; and SD; as it computes\s = h(IDsp, ||
Kewn-sp,;), M7 = Ex [ID;, IDawn, Tu,s Taw N, h(My)]
and Mg = h(Mg ||T> |[ID; |[IDsp, |IDcwn |lrawn)
and My = Epy, [ru,, "ewn, 7sp;, IDsp,, IDawn,

We have simulated our scheme using the widely-used OFMBMs)]. SD; also hides its own identity by computin@lp =
and CL-AtSe backends. The executability check on non-trivid("(IDsp, [[Kewn-sp,) [[T5)& rsp,. If an attacker inter-
HLPSL specifications, replay attack check, and Dolev-Yao modetPts a!l the messages qlurlng login and authentication phases,
check are verified in the proposed scheme. For more details #{She is unable to identifyD; and /Dsp; as these are pro-
these verifications, one can refer to [31], [40]. The simulatiol§Cted by symmetric encryption and one-way cryptographic hash
results shown in Fig. 7 depicts that the proposed scheme is seddfgtion(:). Therefore, the user and smart device anonymity are
against replay as well as man-in-the-middle attacks. preserved in our scheme.

Fig. 6. The session, goal and environment roles in HLPSL

SUMMARY

Fig. 7. The results of the analysis using OFMC and CL-AtSe backends

5.3

parseTime: 0.00s
searchTime: 7.75s
visitedNodes: 1432 nodes
depth: 8 plies

Reachable : 0 states
Translation: 0.14 seconds

Computation: 0.00 seconds

Informal Security Analysis

% OFMC SAFE 5.3.3 Privileged-Insider Attack

% Version of 2006/02/13 DETAILS

SUMMARY lc . .. . .

SAFE oPED oL PER-OF _SESSIONE SupposeA is a malicious insider user of thBA, who knows
DETAILS oy . . .
BOUNDED_NUMBER_OF_SESSIONS PCR_?TOCOL ) ID; and RPW;, which were sent taR A by U; during his/her
PROTOCOL : progra~1\SPAN\t_estsune ; A

Citprogra~1\SPAN\eststite cEsultsiuser_auth registration phase. Note th&@PW,; = h(PW; ||o; ||a) @®r.
caesultsluser_authf As Specified We assume thatl obtains the smart phon§P; of U; only after
ps_Specified BACKEND the user registration phase is finishetl.can then extract all the
Qe cLomse information {T'ID;, Af, B;, C;, 7i, h(-), Gen(-), Rep(-),t}
STATISTICS S nalyant 8 states stored inS P; using the power analysis attacks [41]. Note that the

userU; already deleted the informatiaA; from its smart phone

S P; at the end of the user registration phase described in Section
[4.2. Hence, without having;, it is computationally hard fox to
derive the secret asr = A} ¢ A;. As aresult, without', A can

not deriveh(PW; ||o; |la) = RPW; & r. Furthermore, without
knowinga, it is computationally infeasible to derive the biometric
key o; as h(ID;||lo;) = B; ® a. As a consequence, without
havinga, o; and Kgw v—_u,, it is also computationally hard for

The informal security analysis shows that the following othey o guess correctly the passwoRIW; of U; from C; = h(ID;
possible known attacks are prevented.

5.3.1 Traceability

In many applications, it is desirable that a user authenticatiom the collision resistant property &f(-). Therefore, our scheme
should not allow an adversary to trace a user during login aimglsecure against the privileged-insider attack.

[[RPW] ||o;) = h(ID; |[(h(ID; ||[KawN-uv,) Sh(PW; ||o;
[la)) ||o:). In summary, it is computationally hard fot to guess
and verify correctlyPW; ando; from RPW;, A%, B; andC; due
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5.3.4 Stolen Smart Phone Attack Kewn—sp,, and various identitie$ D;, I Dsp, and I Dgw N
Suppose the smart phossé’; of U is lost or stolen by an attackerare required. To calculatd],, Mj; and Mg, the secret key
A. A can then extract all informatiofl’'ID;, A*, B;, C;, 7;, Sewn-uv,, and various identitiesI'ID;, ID;, IDsp, and

h(-), Gen(-), Rep(-), t) stored inSP; using the power analysis /DG v are required. Moreover, the messages are protected by
attacks [41]. Note thaB; = h(ID;||o;) ®a, RPW! = RPW;@ the one-way hash functioh(-). Thus, A is not able to create
r = h(PW; |lo; ||a), C; = h(ID; ||RPW/ HUz) and A; = othervalid messaged\7, Mg, Ts), (M1, M5, Mig, T3, T1)
Ai® r = h(ID; ||Kewn—v,) ®RPW!. To correctly guess On behalf of theWN. Therefore, the proposed scheme is secure
ID; and. PW; from B; and C; respectively,A needs to know against theG1/’ N impersonation attack.
botha andr. Again, to knowa from B;, A needs both D; and _ )
PW;. Thus, it is computationally infeasible fod to correctly 5-3.8 Smart Device Impersonation Attack
guess both/ D; and PW,; as ID, and PW, are protected by Suppose an adversadyintercepts the messag@é/,o, M1, Mo,
the one-way hash functioh(-). Therefore, our scheme is securél’;) and attempts to create another valid message(&&y, M,

against such an attack. Mj,, T3) on behalf of the smart devic6éD;, whereT} is the
current timestamp of4’s system when this message is created.
5.3.5 Session Key Security Note thatMi, = h(h(IDsp, |[Kewn-sp,) [|15) ®rsp,,

The session keySKU = h[IDZH IDSDJ- ||IDGWN ||TUt M{l = h(SK{J ||Té), SK;] = h[IDl ||IDSDJ- ||IDGWN
llrewn |lrsp, [|[M(My) ||h(h(IDsp, ||[Kewn-sp,))] is lry, llrgw Irsp, 11R(Ma) [|M(h(IDsp; |[Kewn-sp;))],
calculated by bothl; and SD;. The message Mo, My, Miy = h(rsp, lIrewn [IDsp, [[IDewn [|T3) and Mj
M2, T3} sent by SD; to GWN contains session ke§K;; = h(ID; |[Kgwn-u,), wherery, , rgy, y andrg, are the ran-
as M1 = h(SK;; ||T3). Suppose an attacked intercepts dom nonces created byt. To calculateM,, M1, andMlz, the
this message and tries to compute the session Ky, secret keySKawn— sp, andh(ID; ||[Kewn-u,), and various
h[ID; |[IDsp, |[IDagwn ||rv, Hh(sz identities ID;, IDsp, ‘and I Doy v are necessary. Therefore,
||h( (IDsp;, ||KGWN sp,))] by generating the random noncesA is not able to create another valid messadeé|,, M{,, M,
U TGWN TSD and tlmestamrﬂ“3 However, the computa- T3) on behalf ofSD;. This confirms that the proposed scheme is
tion of SK’ is not possible forA because he/she does nosecure against this attack
know the vanous identitied D;, IDsp,, IDgw N, secret key
Koewn-sp,, M} = h(ID; ||Kgwn-u,)- Without the knowl- 5.3.9 Resilience against Smart Device Capture Attack
edge of these parameters, and due to the collision resrsta%poseasmart devi&D; is physically captured by an attacker
property of (:), it is very difficult for A to obtain SKj;. A, Each SD; contains the information{/Dsp,, h(IDsp,

Therefore, our scheme preserves the session key securlty ||KGWN—SDJ)}.- Since .ea.CH(GWN—SDj is distinot,h(IDSDj
_ ||[Kewn—sp,) is also distinct for eacls D;. If A tries to extract
5.3.6 User Impersonation Attack Kewn-sp, fromh(IDsp,||Kewn-sp,) usingI Dsp,, itis

Suppose there is an adversafy who has the lost/stolen smartdifficult task for A to computeKgwn-sp; asKewn-sp, IS
phoneS P; of a legal uset/;, and knows all the information storeda long1024-bit secret key. Howeverd can know the session key

in SP; by the help of power analysis attacks [41]. Assume that SK;; shared with the legal usdV;, which is stored inSD;’s
interceptsU;’s login requesTID,;, My, M3, T1) and tries to memory. Thus, compromise of this particular smart devide;
create another valid login request, s@yI D;, M}, M}, T{) on in the smart home network does not lead to compromise of the
behalf ofU;, using the current timestamify of his/her system. To session keys between thé} and other non-compromised smart
computeM}, M is required to compute akl{ = A*@® RPW;* devicesSD;’s as the stored(/Dsp, ||Kawn—sp,) is distinct
=h(ID; ||KGWN U,)- Suppose4 generates random nonc’g for SD;. The proposed scheme is then unconditionally secure
To calculateM; = M{® ry; and My = h(My ||T{|| I1D; || against this attack.

TID; ||ry,), A needsl D; and K gw v, , Which are infeasible

for him/her to obtain them. Due to the one-way hash function, 5.3.10 Gateway Bypass Attack

it is computationally infeasible fad to create valid login request |n our scheme, botl/; and SD; can not bypass th€ W N due
(TID;, My, Mg, T7) on behalf ofU;, even he/she knows thetg the following argumentl/; can only send the login request
all information from the lost/stoley P;. So, it is clear that our through theGW N, andS D, can send the authentication response

SCheme IS secure agaInSt the user |mpersonat|0n attaCk Only through theGWN Both U and SD also estabhsh the
) session key5 K;; through theGIW N. When theGW N receives
5.3.7 GWN Impersonation Attack login request frontJ;, it computesM; = Eyy, [ID;, IDgwn,

Suppose an adversagy intercepts the messages!;, Ms, To) 7., rawn, h(My)] and Mg = h(Mg [Ty [|ID; |[IDsp,
and (M4, My5, Myg, Ts, Ty), and attempts to create other valid |7 Dgw n ||raw ) and send$M7, Mg, Ts) to SD;, whereMg
messages, sayMy;, Mg, Ty) and (M7, Mi5, Miq, T3, T;) = h(IDsp, ||Kewn-sp,), andT5 is the current timestamp
on behalf of theGW N, where M7y = Ey, [ID;, IDgwy, generated by/;. U; can not computd/s as he/she does not know
ru,, rawn, MMy)], Mg = h(IDsp, ||Keawn-sp,), My Kagwn-sp, and it is only known to thexWW N. Therefore,U;
= h(ID; ||[Kawn-v,) and Mg = h(Ms ||T2 ||[ID; |[IDsp, is not able to computé/; and Mg. When theGW N receives
[ IDawn |lrawn), Mia = En, [ru,, rawn, 7sp,, IDsp,;, authentication reply fronD;, it computesM1y = Eyy, [7'1*17-,7
IDGWN; h(Mﬁ)}, M15 = TID;ww @h(TIDl HM4 ||T3 ||T4), TGWN , TSD s IDSD s IDGWNa h(Mﬁ)] M15 = TIDnew
M16 = h(Mll ||T4 ||T‘U) SUppOSéZE, T3, T4 andTU , TGWN’ @h(TID HM4 ||T3 HT4) Mig = h(Mu ||T4 H’I’U ) and sends
TSD are the current timestamps and different random noncée message M4, Mys, Mg, T3, Tu) to U;. SD; can not
generated byd. To computelM?, Mg, M and MY, the secret key compute M, as he/she does not knoW gy y—u;. Therefore
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SD; can not computé\/;4 and M;5. To computeM;6, even if example, somebody is walking in the garden and accessing
SD; chooses current timestan®y to computeMys = h(M;;  or somebody is driving the card and access#ig;). The speeds
[Ty ||rg;,), but he/she does not know the random nongg. of  for these smart home users are considere®, d9 and 15 mps,
the usetU;. So0,5D; can not computé/4, M5 andMs. As a respectively.
result, neithetl; nor GW N bypass thezW N in our proposed
scheme.

6.2 Simulation Environment

5.3.11 Offline-Dictionary Attack
y We have considered the following three network scenarios in the

We consider an interesting attack scenario in our proposed schemg, jation. For all the scenarios, we have taken 6H& N and
as illustrated by Huangt al. [34] to verify whether an adversary 50 SD;s.

A can derive the password of a legal uggror not. As in [34],

Scenarlo 1In this case, we have taken two usé€t§s): one is
we also consider the following attacking scenario as follows.

static and other one is moving withmps.
o Attime Ty, supposd/; invokes the password and biomet- ~ Scenario 2In this case, we have taken three usgrss): one
ric update phase to change the passwor®t¥;;. At the is static and other two are moving with the speed? ofips and
end of this phase, the smart phofé; of U; contains 15 mps, respectively.
the information(T'ID;, Af, B;, C;, 7, h(:), Gen(-), Scenario 3In this case, we have taken eight usfligs): four
Rep(+), t), whereAs = h(ID; ||Kewn-u,) ®h(PW;;  are static and other four are moving with the speed2 ofps, 2
lloi1 ||a) and oy is the biometric key derived from the mps, 10 mps and15 mps, respectively.
new biometricsB10;; entered byU; at this time. Moreover, we assume that the bit lengths of the identity,
o At some time later (say/), U; again changes his/herhash output (if we use SHA-1 hash algorithm) and random
passwordPW; to a new passwordWW,. At the end of number/nonce aré28, 160 and 128 bits, respectively. In each
this phase, th& P; of U; contains the informatiofI"/ D;,  scenario, we have considered the following messages between
A¥*, Bi, Cy, 7iy h(-), Gen(-), Rep(:), t), where A7*  different network entities{T'I D;, My, M3, T}), (M, Mg, T5),
= h(IDz HKGWN—qu) ®h(PW12 ||0i2 ||a) andaiQ is <M10, Mlla M12, T3> and <]\4147 ]\4157 M167 T‘g7 T4> of sizes
the biometric key derived from the new biometriBdO;> 480 bits, 960 bits, 512 bits and1280 bits, respectively.
entered byU; at this timeTs.
o A passive adversaryl with smart phone can obtain the

) . TABLE 2

data stored in the smart phone at tiffieand75. Various simulation parameters

; * Hk * Bk — ;
Now, given (A}, A¥*), A can caIcuIateAi@ A = h(PWZl. Saramaier Descripton
llov lla) ©h(PWiy ||oiz ||a). By testing all password pairs  —ppgorm Ubuntu 14.04 LTS
in the password dictionaryd can try to find at least one pair Network coverage area 400 x 200 m?
(pur, puz) such thatd7e A = h(pwy |l [|la) @h(pw,  Nework soenarios L2ands
||oia ||a). However, to satisfy this condition4 further needs to umber of usersU;) 2,3, 8 for scenariod, 2, 3

: . . . Number of gateway nodeg>*W N) 1 for all scenarios

guess correctly the biometric keys pair;1, 7;2). In addition, A Number of smart devicesS D) 50 for all scenarios
also needs the random secretvhich is only known toU;. To Mobility 2 mps, 10mps, 15mps
derivea, A requires to guess the biometric key too. Thus, without ~ Simulation time 1800 seconds
having the biometric keys paifo;1,0;2) and random secret Routing protocol PODV
having - _KeyS palo1, 0i2 _ ' Communication range &fW N 200 m
it is computationally infeasible problem fod to verify whether Communication range 5D 50 m

the guessed passwords pgjrnw;, pws) is correct or not. As a
result, the proposed scheme has the ability to protect the offline-
dictionary attack described in [34].

6.3 Simulation Results and Discussions

6 PRACTICAL PERSPECTIVE: NS2 SIMULATION The network performance parameters, such as end-to-end delay

The proposed scheme is simulated using the widely-accepéd Séconds) and throughput (in bps) are calculated during the
networking simulation tool, NS2 2.35 simulator [16] on Ubuntgimulation.
14.04 LTS platform.

6.3.1 Impact on End-to-end Delay

6.1 Simulation Parameters The end-to-end delayE ED) is calculated as the average time
The various simulation parameters are given in Table 2. The nwken by the data packets to arrive at the destination from the
work coverage area is taken4@0 x 200 m?2. The communication source. TheEEDs of our scheme for different scenarios are
ranges of the gateway nodé'1W N') and smart deviceSSD, ) are  given Fig/ 8(a). TheE EDs are0.29832, 0.28687 and 0.28637

taken as200m and 50m, respectively. The network simulationseconds for the network scenaribs2 and 3, respectively. Note
time is taken ad 800 seconds (30minutes). The traditional Ad that the FE'D decreases in the scenariBsand 3, because in

hoc On-Demand Distance Vector (AODV) routing protocol ishese scenarios we have considered more number of mobile users
used as the routing protocol. Two types of users are takenviimo are traveling towards the gateway node as compared to the
the simulation: first type consists of the static users, who do netenariol. For this reason, thd/E D reduces as the distance
move (for example, some smart home users seat on the chmEtween the gateway node and mobile users decreases which
and access$D;), while the second type has moving users (foaffects the reducibility of thé” £ Ds accordingly.
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R it s A | Z 00 Communication cost comparisons
g 025 S 600
° 02 g 500 .
2 ors £ 400 Scheme Total messages  Total codtits)
S o1 3 ggg Kumaret al. [5] 3 1696
T 005 5 oo Vaidyaet al. [21] 2 2272
© 0 0 Kim-Kim [22] 2 4352
! 2 3 Lz Jeonget al. [20] 2 1568
scenarios scenarios SantOSO-VU H?E] 3 4416
Our 4 3232

Fig. 8. (a) End-to-end delay (b) Throughput

0.00032s, 0.0056s and 0.0171s, respectively. It is further as-
6.3.2 Impact on Throughput sumed thatl},oc = Thimae = Tx. The computational costs of
The throughput is measured as the number of bits transmitted pafious schemes are given in Table 4. The total computational
unit time. Fig/ 8(b) depicts the network throughput (in bps) of ouost for our scheme €27}, + 4Tx/Tp +Tye, whereas the
scheme under different network scenarios. The throughput val@@$nputational cost for a smart device$,+ Tp ~ 7.84ms
are197.56, 303.87 and 793.78 bps for the scenariog, 2 and3, only. This indicates that our scheme is suitable for resource-
receptively. Note that the throughput increases with an incres&nstrained smart devices. The computation cost of our scheme
in the number of users. Due to the large number of users, mdfemore than that for the schemes of Kunetral., Vaidyaet

number of messages are exchanged in the network, and as a re8liitKim-Kim and Jeonget al., because we have used the fuzzy
the throughput also increases. extractor for providing additional security level of the system as

compared to other schemes. However, our scheme provides extra
functionality features and security features, and the cost for a

7 PERFORMANCE COMPARISON resource constrained smart device is low.
In this section, the proposed scheme is compared with related
existing schemes of Kumat al. [5], Vaidyaet al. [21], Kim and TABLE 4

Computation costs comparison

Kim [22], Jeonget al. [20], and Santoso and Vun [25] during

the_loglq, and authentication and Key agr.eement phases. Since theScheme/phase Total Cost Rough estimation
registration, and password and biometric update phases are nOtKumaret al. [5] 2Th + Trmac 12.48 ms
frequent, the costs involved in these phases are not discussed. _ +1Thmae + 2Te/TD

The communication costs of different existing schemes and our \Ié?rf}’rgrit %]Zﬁ] 38?‘ I g?ﬂ ;;D 32'4218 Qz
scheme are compared in Table 3. We have made a reasonable aSjeongetal. [20] 107} + 377,/ T 20.00 ms
sumption that the identities ai@8 bits in length; random nonces  Santoso-Vun [25] 2T}, + 3Tcap 58.24 ms
are 128 bits; timestamps ar2 bits; plaintext/ciphertext block in Our 22T +4TE/Tp + Tye 46.54 ms

symmetric encryption/decryption (using AES-CBC algorithm) is ) ) ) ]
128 bits, and the hash digest is 960 bits (if we use SHA-1 as Finally, the functionality and security feature§ compartiso
h(-) [42]). By considering these values, the communication cosé10ng our scheme and other schemes is shown in @ble 5. The
for the schemes of Kumaet al., Vaidyaet al., Kim-Kim, Jeong Scheme of Vaidyat al.is insecure against privileged-insider, pass-
et al., Santoso-Vun and our scheme 2686, 2272, 4352, 1568, Word guessing, and smart device capture attacks, and it does not
4416, and 3232 bits, respectively. Note that in our scheme, thBave the traceability, user anonymity and smart device anonymity
messaged/ SGy = (T1D;, My, Ms, Ty), MSGy = (M, Mg, properties. More_over, t_he d_ynamlc smart device a_ddltlon phase,
Ty), MSGs = (Myg, M1y, Mys, Ts), MSGy = (Mys, M, offline smart device registration phase, f_qrmz_;ll security proof under
Mg, Ts, Ty) are used. The cost a¥/; is [(128+4 128+ 128+ standard mode] and formal security vermcatlon using AVISPA are
128+ 160) /128] x 128 = 768 bits. Similarly, M, needs[ (128 ~ NOt supported in thelr scheme. Kim-Kim’'s scheme is vulnle'rable
+128 +128 +128 +128 +160) /128] x128 = 896 bits. So, © password guessing attack, password change attcak, privileged-
the communication costs of different messagés§G,, MSG,, insider attack, user impersonation attack through privileged-
MSG5 and MSG, are 480 bits, 960 bits, 512 bits, and1280 insider attack and smart device capture attack, and it does not
bits, respectively. As a result, the total communication cost Bfive traceability, user anonymity and smart device anonymity
the proposed scheme turns out to (480+ 960+ 512+ 1280) Properties. Addlt_lonally,_ the (_lenamlc smart device a_ddltlon phase,
= 3232 bits. Though our scheme requires more communicatiéifline smart device registration phase, formal security proof under
cost as compared to that for the schemes of Kuebat., Vaidyaet the ROR model and formal security verification using AVISPA are
al. and Jeongt al., it is justified as our scheme supports addition&Ct available in Kim-Kim’s scheme. Kumat al. does not support
functionality and security features (see Table 5). tracgabmty and gateway anonymity properties and it does not
In Table 4, we have used the notatiéhs.,, T/Tp, Th, T, provide formal security proof under the ROR model. The schemes
Tynac @nd Tymae to denote the computational time for modulaPf Kumar et al., Jeonget al. and Santoso-Vun also lack the
exponentiation operation, symmetric encryption/decryption, halfctionality features, which are shown in Table 5. In summary,
function h(-) (using SHA-1 hashing algorithmizen(-)/Rep(-), Our scheme provides significantly better security and functionality
message authentication code (MAC) and hashed MAC, respg‘{@_ltures as compared to those for other existing schemes.
tively. The bitwise XOR operation execution time is negligible
and we do not consider it as a performance evaluation parameter. CONCLUSION
The existing experimental values of these operations are givenTdss paper presents a new scheme to address the user authenti-
follows in [43], [44]: Texps Th, Te/Tp, and Ty, are0.0192s, cation issue in a smart home environment. The proposed scheme
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TABLE 5
Security and functionality features comparison

(3]

Functionality features [ [5] [[21] [[22] |[20] |[25] Our [4]
SFF v X X X X v
SFF> X X X X v v
SFFg X v v v X v [5]
SFFy v v v v v v
SFFs5 X X X X X v
SFFg N/A X X X X v
SFF; NA v x  x  x v (6]
SFFg v X X X X v
SFFy N/A X X X X v
SFFio X X v v X v [7]
SFF1 v X X X X v
SFFia v v v v v v
SFFi3 v X X X v v [8]
SFFi4 v v v v v v
SFFis N/A X v X X v
SFFig N/A v X X X v 9
SFFy; v v v v v (o]
SFFg v v v v v v
SFFig v v v v X v [10]
SFFy v X X X X v
SFFs v X X X X v
SFF22 N/A v v v X v
SFFy3 N/A X X X X v [11]
SFFoy X X X X X v
SFFos v X X X X v
Note: S FF : mutual authentication betweeV N and smart deviceS F Fy:  [12]

mutual authentication between user and smart deidel’s: mutual authen-
tication between user ar@W N; SEF'Fy: key agreementS F' I traceability
property; SF'Fg: password guessing attacKF F7: password change attack;
SFFyg: dynamic smart device addition phasef'Fy: user anonymity prop-

erty; SFFio: GW N anonymity property;SF Fy1: smart device anonymity [13]

property; SF Fio: replay attack;SF Fy3: privileged-insider attackSF F4:
man-in-the-middle attackSF F}5: stolen smart phone/smart card attack;

SFFg: user impersonation attacls /' F'17: smart device impersonation at- [14]

tack; SF'F1g: GWN bypassing attack§ F'Fg: DoS attack;S F Faq: resilient
against smart device capture attadit;' F»1: offline smart device registration
phase;SF Fay: password change phasgiF Fh3: biometric update phase;
SFFyy: formal security proof under ROR mode} F Fo5: formal security

verification using AVISPA. [15]
v': the scheme is secure or supports a particular functionality/security feature;
x: the scheme is not secure or does not support a particular functiorﬁlel
ity/security featureN/A: not applicable in the scheme.

[17]

provides additional functionality features. The proposed scheme

is secure against several known attacks, which are shown throlitf

random oracle model, informal security and AVISPA tool. The
practical implementation of the proposed scheme is also demon-
strated though the widely-accepted NS-2 simulator. Overall, the)

proposed scheme provides a better trade-off between security
and functionality features provided in Table 5, and overheads as
compared to other existing related schemes. [
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