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Abstract—The emerging cloud market introduces a multitude possible to measure, requiring the customer to often rely on
of cloud service providers, making it difficult for consumers to  the advertised capability from the provider).
select providers who are likely to be alow risk from a security One of the drawbacks of this approach is that the customer
perspective. Recently, significant emphasis has arisen orha . . . L
need to specify Service Level Agreements that address seiyr 90€S Not know the level of risk associated with securityiserv
concerns of consumers (referred to as SecSLAs) — these areevels agreed by the cloud provider. Cloud providers gdiyera
intended to clarify security support in addition to Quality of offer different levels of security. For example one cloud
Service characteristics associated v_vith services. It hasgbn found provider offers a key size 0f024 bits for RSA encryption
that such SecSLAs are not consistent among providers, even,qos56 its for AES encryption, while another cloud provider

though they offer services with similar functionality. However, . ; . .
measuring security service levels and the associated riskays an  Offers a key size 02048 bits for RSA encryption and28 bits

important role when choosing a cloud provider. Data breache for AES encryption. Consequently, the risk associated with
have been identified as a high priority threat influencing the the use of these two approaches are different. Cloud provide

adOFti(?” fOf cloud kCOka‘]PUging- This paper PLOPOS@S a %e”e_rﬁ' and consumers (or clients) have advantages and disadeantag
analysis framework which can compute risk associated with i hoth of these combinations. The clients may be charged

data breaches based on pre-agreed SecSLAs for different cid . . . -
providers. The framework exploits a tree based structure to differently depending on what they decide to use. However, i

identify possible attack scenarios that can lead to data bmches in - would be more appropriate if this process was more closely
the cloud and a means of assessing the use of potential mittgan  driven by consumer requirements.
strategies to reduce such breaches. In this paper we attempt to provide a framework to respond
to this challenge, by utilising a tree based model to assslss r
from a customer’s perspective. The framework identifies the
Despite the advantages and rapid growth of cloud comeaknesses in security provisions made by cloud providers
puting, existing cloud environments are still not seen to he py identifying possible attack routes or attack scenarios
sufficiently trustworthy by consumers. This framework €eab for adversaries based on available security services. The
consumers to specify which security parameters are m@gimework can be used as a decision support mechanism to
significant for them, enabling a subjective view to be formeghalyze the capability of the attack source and estimate the
of different cloud providers. likely impact of an attack route. The proposed work assigns a
There have been significant recent advances in cloud cofimber of attributes such as technical difficulty, cost teatkr
puting — enabling providers to differentiate themselvesaonthe system, and attack discovery to each leaf node of the tree
number of different factors primarily centered around ¢alipa and aggregates them via multiple utility functions. Useaa ¢
ties and costs. Security remains an important concern faymaprioritize on particular security attributes that are #igant
users, particularly prevention of data breaches at thedclotor them by using a weighting/utility function which comlei
provider and the ability of a provider to interrogate dataeti the attributes of leaf nodes. Finally a route which showshig
at their systems. Many providers are consequently respgndiisk is identified and notified to the customer.
to this security challenge by improving the types of segurit Recently, Cloud Security Allianéehas identified a number
mechanisms they support. Traditionally customers chdose bf yulnerabilities to the cloud computing and placed data
cloud provider based on metrics such as number and typgach as the top threat to the cloud. A data breach is a securi
of CPUs (e.g. large vs. small instances), number and typesigdident in which sensitive, protected or confidential dista
virtual machines (e.g., Debian, CentOS), and storage spaggpied, transmitted, viewed, stolen, or lost. Hence thisepa
etc. Recent security breaches across the globe have changggdses on data breach threat in the cloud. In our tree based
this trend and has prompted cloud providers to include $i§gCurarchitecture, data breach is the root node while a number of

attribute as part of above metrics. Various recent efforyanches and leaf nodes are defined to capture differens type
have attempted to specify these security parameters [B], [5

[7], [15], enabling customers to monitor whether particula arne Notorious Nine, Cloud Computing Top Threats in 2013,
security constraints are being met (although this is noagéw http:/ftinyurl.com/mgt85e2
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of data breach scenarios. consumers to prioritize (using weights/utlity) a set of.géy
protocols based on their particular use of cloud services.
Il. RELATED WORKS

I1l. TREE BASEDFRAMEWORK
The adoption of cloud computing (like other internet tech-

nologies) is often based on perceived risk by a customeis [29 e make use of a tree-based technique, in which the event
— as essentially by outsourcing their systems to a cloudcservat _the root _of the tree can be referred to as the (attack) g_oal
provider (CSP), the customer is placing trust in the pravide I-€- the intended outcome from an attackers perspective.
to deliver its advertised capability (both in terms of Qodhe attack goal considered in this paper is data breach in
and security). In recent years, significant work has focusé cloud. This section focuses on identifying potentiares
on defining and deriving security service level agreemerifi@t are likely to contribute to such a data breach. Events ca
(SecSLAs) [5], [16], [17], primarily quantifying such secu be linked with an OR/AND relatlonshlp,_where an OR-gate
rity services into multiple levels and enforcing a strateg§oWs that the output event occurs only if one or more of the
to monitor whether the agreed level of services to a cliehtPut events occur. The AND-gate shows that the output event
are actually being delivered. Here, establishing “trusy’ jOCCurs only if all the input events occur. If one of those dégen
a provider remains important [30], [31], with trust being@nnot be diyided further, it is a leaf node of the underlying
classified into the following five categories: provisioncess, rée. Otherwise, those events are gate nodes that aredtreate
delegation, identity, and context. These categories défirge 25 sub-goals separately and can be divided continually unti
relationships between a consumer and: (i) a service providdl the events become leaf nodes. Whether an event can be
(i) resources made available by the provider, (iii) a thirgfurther subdivided (i.e., an e\{ent may be a leaf node in an
party arbitrator, (iv) signed attributes, and (v) suppugti attack tree, but a gate node in another one) depends on the
transactions. knowledge and experience of the security analyst who handle
Trust in cloud systems is often subjective and may ghe attack tree. In order to build a tree, we identify and\deri

calculated using a centralized or distributed approacheiwhtn€ causes for data breach into multiple types of events. At
using a centralized approach, a single authority or trusidr a hlgh level, dat.a breach in the cloud can br(_)adly be either
collects all ratings from consumers, computes a reputatigittive” Or “passive”. If an adversary compromises the sser
score for every participant, and makes all scores publi ta via malicious activities then this is classified as givac

available. When using a distributed approach, there can §idf@ breach. Conversely, if user data is lost due to reasons
distributed storages where ratings can be submitted, iagui °ther than direct malicious activities of an adversaryntties
interaction between storages to compute a single trusevaffin Pe classified as a passive data breach.
for a given provider. A broker based trust model was proposed
in [1] based on SLA violation and user experience whefe AcCtive Data Breaches
the authors exploited SLA and cloud characteristic pararset Data in a cloud environment may go through the following
such as CPU, number of virtual machines (VMs), and serviseages: (i) reside in storage for direct access/use; (iijnbe
down time, for evaluating the trustworthiness of providersransmission within and outside the cloud network; (iii) be
This approach is also robust against malicious group of esubject to contract establishment/negotiation with theud!
tities performing reputation based attacks. Recently,dBled. provider; (iv) reside in non-production/use area — e.gr, fo
al. [26] proposed SelCSP, a risk model which enables cliendackup, design and test purposes. The cloud provider must
to select the most reliable CSP by using trustworthiness aprbtect user data in all of these stages to avoid a data hreach
competence of each CSP to estimate the provider reliabilifiig. 1 depicts this scenario and denotes the required fiotec
SelCSP focuses on metrics such as number of CPUs and VMgchanisms a#s, P, Ps, and Ps. An adversary can try to
down time and interaction. compromise the data through a vulnerability in the protecti
Our focus in this paper is primarily on security relatednechanism. It is necessary for the cloud provider to comside
metrics such as authentication, data confidentiality, seceseveral levels of sub-protection, as described in thevidtg
control etc, using a model based on an attack tree [38lbsections.
Attack tree analysis is a process of analyzing how systeilys fa 1) P;: During data production: Most production envi-
enabling the study of possible vulnerabilities within syas, ronments have established security and access restsdiion
visualize those vulnerabilities and assign various weaigbt protect against data breaches. Standard security measames
determine which scenarios are most likely to occur. be applied at the network level, the application level aral th
Attack tree analysis has been extensively used in sevedatabase level. Physical entry access controls can bedaden
areas including software design models [33], Internet sedoy implementing multi-factor authentication schemeshsas
rity [34], computer security [35]. We use an attack tree Has&ey tokens or even biometrics. However, these protectiva-me
approach to identify risk associated with a data breachdnd:| sures cannot be simply replicated across every environment
systems. The key contributions of this paper are two foljls: pecause the methods that protect data in production may not
a framework and an associated model to compute data breaebessarily meet the unique requirements for protecting no
risk for multiple CSPs; and (ii) the use of the model to enabfgroduction environments.



(@) (4,)
G Data Breach P;  physical protection A; data in non production A9  key management

P, active data breach Ps  virtual protection A, data sanitization Aqp secure server virtualization
P, passive data breach Py  physical destruction Az authentication Ai1 multi-tenant architecture
Ps;  during data production Py  crypto shredding A4 data encryption A2 overwrite

Py during data transmission P11 within host As  network protection Ais  use strong magnet

Ps during data storage P12 between hosts As unauthorized access Ai4 delete keys

Ps after data deletion Az storage encryption Ais  disaster management

As access control Aqs  retention policies

Fig. 1. Tree based model to access the of risk of data breacloull computing.

Non-production environments are used for design, devalnd network protection can be leaf nodesHaf
opment, and test activities internally within an orgarimat 3) Ps: During data storage: The cloud provider may:
The risk of an unauthorized user getting access to the n@ontrol physical access?) and/or digital accessi) to the
production environment is high. The user’s data become vilata server. Limiting digital access is often complicated a
nerable when it is moved to a non-production environment fegquires further breakdown as follows: how to protect thiada
testing purposes e.g., the user or service provider updatesyithin a host machine #,;), i.e., if an adversary and user
application and uses real data to test the new functiond@liti¢ are residing on the same host and protection is carried out
vulnerability can be mitigated or reduced if the cloud pdari between hostsK,,), i.e., adversary and user are resident on
makes use of one of the following mechanisms: avoid the ugiferent hosts. As shown in Fig. 1, leaf nodes Bf, are
of real user data for testing or anonymise the data before dgcess control and key management techniques while those
use. As shown in Fig. 1, these two aspects constitute the le&fP,, are secure server virtualization and focus on execution
nodes ofPs. over a multi-tenant architecture.

2) P4: During data transmission:User data may need to 4) Ps: After data deletion:We assume that data is consid-
be moved between different entities/sites (e.g., diffedata ered completely destroyed when deleted from the drive, and
center locations) over time. A user may access the data they cannot be recovered by any means — thereby assuming
a regular basis or third-party service providers may hatlat content discovery tools can no longer read data in the
permission to access user data. Data will also move withinagchive. We consider two data removal/ destruction teargsq
cloud providers infrastructure, e.g., the user retriehesdata here although the analysis identified here could be geserhli
from a storage server and performs operation via a locally other techniques. A popular techniques currently used is
provisioned (i.e in the same data center) virtual machin@rypto Shredding This methodology relies less on physical
The cloud provider needs to authenticate users who requastess to storage, but instead involves deliberate déstmuc
data access. During transmission, the data also needs to be
encrypted. As shown in Fig. 1, authentication, data engygpt  Phttp://tinyurl.com/oxI55y6



of all encryption keys for the data and the destruction of thaf these weights, suggesting how they will be used to combine
encryption protocol itself. The keys are made unrecoverbpl the attack risk probabilities based on the following coiodis:
rotating the key for active storage and shredding it. Itdiat

that archival data is also destroyed once the keys become Wi, W, W3, Wa, ws, we, = 0, @
unavailable. Another secure data destruction methodoiegy wy+we = 1, (2)
disk/free space wiping and physical destruction. This apti w3 + wy + ws +wg, = 1. (3)

is available if the cloud backup vendor enables a user to have . .
limited access to the physical storage or includes thisigerv/OWer case letters represent attack risk probability at &a

as part of the procedure for management of the data driviiermediate nodes and root node. For exampleenotes
The software tool must be used to overwrite the data onefif® 1Sk probability that an attack reaches the root node
three timesDegaussingor the use of strong magnets is thef”- Similarly,

p1 denotes the risk probability that an attack
used for scrambling data in hard drives so that data becorig&Ches the intermediate nod¥, while a, denotes the risk

unrecoverable. Complete destruction of the physical geraProbability that an attack compromises the security praftoc

devices and shredding the magnetic media are also undertalke!®af nodeA,. Using OR/AND-gate we can combine the
in some instances. risk probabilities. The output of the attack risk probapilof

OR-gate is maximum of inputs while the output of AND-gate
is the multiplication of inputs. According to these ruledan

B. Passive Data Breaches w > 0 andw; + wy = 1, the attack risk probability for data
breach is given by:

A passive data breach involves data loss due to natural (fire,

earthquakes, flood) and/or man made (terrorism) disasters. g = max(wip1, wapa), (4)

Cloud providers usually implement several capabilities to

reduce the risk of data loss. In general, data centers ale bui

in clusters and located in various global regions. In case of pL = MBX(wsps,waps, W5ps, wops) ®)
failure, automated processes move user data traffic away fro p2 = @1sa16 ©)
the affected area. Deploying a disaster recovery programme ps = aaz 0
is also important to mitigate the risk of outages or data loss pa = dsaads ®
in the cloud. The basic requirement for data centers is to fea ps = mex(p7,ps) = Mex[agaz, MX(p11, p12)];
ture fire protection systems such as smoke detectors (passiv = max(aar, asas, aroas), ©
protection) and fire sprinkler systems or a clean agentv@cti Ps = Poplo = MBX(ai2014,a13014), (10)
ps = maxX(pi1,p12) = max(agag, aioaii). (11)

protection). To protect against earthquakes, the dataercent
racks need to be bolted down and use seismic restrairftsom (4)—(11)g can be obtained in terms of Vi as follows:
and the facility must have multiple layers of redundancy. , —
Emergency backup generators need to be made flood proof, _
and there needs to be enough fuel stored to last for days.

A cloud provider using a varied set of protection mechanisms  _
against diasters will have greater chance of reducing data | WIWEA10a11, W1WEA12a14, W1 WeA13a14, W2A15G16)-
This is captured by leaf noded;s and A6 in Fig. 1. It is (12)
important that the data center operators clearly identtfies

particular strategy they make use of.

max (w1wsps, W1w4p4, W1WsP5, W1WePeW2A15016 ),
Max (w1wsal a2, W1wia3a4as, W1 Wsaea7, W1Wsagag,
W1W5610611, WIWEPIP10, W2aA15016),

max (wiwsa1az, Wiwia3a4as, W1Wsaea7, Wi WsaAgag,

TABLE |
PROBABILITIES FOR POSSIBLE DATA BREACH SCENARIOS
IV. M ATHEMATICAL MODEL Data Breach "
Scenarios Leaf nodes Probability
. . . . . S1 A1, A wiw3aiag
Fig. 1 shows the required protection mechanisms in the 55 A3, Ay, As | wiwsazasas
leaf nodes and how they are related. Thereld@réeaf nodes, S3 Ag, A7 wiwsagar
hencel6 technically different security protocols are required 54 AAB' 2‘9 w1wW5a8a9
to stop the adversary to reach the root of the tree. Leaf = T Zﬁggiggi
and intermediate nodes are connection \_Nlth_AND—/OR—gates 5, Az, Ais | wriweaizais
to reach the root. Consider a path which is composed of Sg Ais, Ais w2a15a16

multiple leaf nodes as an attack scenario. It is obviousttieat

adversary’s strategy could be to exploit the weakest sa@enar From (12) we observe eight possible data breach scenar-
to compromise the data. Let us assign weights ws, ws, 10s, and Table IV illustrates these attack scenarios at the
wy, ws, andwg to the intermediate nodds,, P, Ps, Py, Ps, corresponding leaf nodes and identifies their associatdd ri
and Pg, respectively in Fig. 1. These weights will be used bprobabilities. ConsideN cloud providers with the attack risk
clients to prioritize their interest. Section V provides tffect probability associated with theth provider beingg™ where



n = 1,...,N. A consumer must therefore chose a provideran be generalised through the identification of additional
that offers the minimum of the maximum attack risk. This ipotential risks and mitigation strategies. After assacipta

given by

RiskLessCloud = argmin {max(g")}.

More than one leaf node must be compromised to reac
the root node of the tree. To compromise the leaf node maRny
aspects such as the possibility to succeed, attack castudtif

(13)

technique with a leaf node, multi-attribute utility theargn be
adopted to aggregate attack risk probability [27]. Accogtly

to such a multi-attribute utility, let us define the weightdan
Hlity function for each attribute. Let; denote the weights
nd u;[A;(x)] denote utility functions, wheré = 1,2,3,
=1,...,16; and letx represent grades associated with the
lﬁ?f nodeA;. Hence the aggregated attack risk probability is

of the required technique, risk of being detected, and so )
have to be considered. In this paper, we calculate the attseKE" by:
risk probability by assigning leaf nodes three attributgtack
cost, technical difficulty and the probability to be discoaak

In Table 1l, we divide each attribute into one of five levels.
However, we use different non-linear utility functions ¢gin  where
later) to convert these linear gradings into more practiced-

z1 X u1[Ay(z)] + 22 X ua[Aj(z)] + 23 X uz[A(z)],
I=1,...,16,z € {1,2,3,4,5},

a; =
(14)

21+ 22 +23 =1. (15)

linear gradings.

TABLE 11

PROBABILITIES FOR POSSIBLE DATA BREACH SCENARIOS

If there areN cloud providers then each of them offers one
of the techniques from Table IIl for each leaf node. A client
can obtain gradings for all three attributes using Tablend a
calculate the attack risk probability for each leaf nodengsi

Cost to break Difficulty Discovery (14). Risk probability for a data breach is then calculatsidgl
Cost (000) | grage  Difficulty | o od Oﬁ(’fgt;?:é't'itgn Gradd (4). This procedure will be repeated for afl cloud providers
quite quite using the same values af and w;. A cloud which is then
> 10 5 difficult 5 difficult 1 less vulnerable to a potential data breach can be selediegl us
6—10 4 difficult 4 difficult 2 (13).
3—-6 3 medium 3 medium 3
05-3 2 simple 2 simple 4 V. NUMERICAL ANALYSIS
< 0.5 1 quite simple 1 quite simple 5

In this section we evaluate the proposed model by consid-

A cloud provider can offer different types of securityering different values for the weights — based on a priorty s
techniques for each leaf node e.g., for leaf nade a by a user. Let us introduce utility functions which map the
cloud provider can either allow or disallow the data to bénear gradings given in the Table Il into a non-linear domai
made available in a non-production environment. Similariytility functions can be defined in many ways but in this paper
for leaf nodeA,, different anonymization techniques such a&e consider the following three functions for attributestco
k-anonymity, I-diversity, t-closeness, and differential privacytechnical difficulty, and detection, respectively (andresent
could be used by the cloud provider. A great deal of effortésk probability associated with a provider):
has gone into defining and quantifying techniques for each _ 1nl-a. -1, _1nl-a
leaf node in literature. Several standardization bodies sis ui(a) = 107 uz(a) = a5 ug(a) = 10 (16)
Cloud Security Alliance, Cloud Standard Customer Council, wherea € {1,2,3,4,5}. Fig. 2 shows the relation between
ENISA, IEEE Cloud Computing Standard Study Group (IEEEhree functions for different gradings. From Fig. 2, theksis
CCSSG), ITU Cloud Computing Focus Group, Distributedssociated with attributes cost, detection, and techmii¢g
Management Task Force (DMTF), Storage Networking Indusulty are monotonically increasing for the same gradirs, i.
try Association (SNIA), Open Grid Forum (OGF), Open Cloud (2) < u3(2) < u2(2).

Consortium (OCC), and Organization for the AdvancementLet us consider an example scenario with five different
of Structured Information Standards (OASIS) are working otloud service providers (CSPs) to evaluate the model. The
standardizing security SLAs for cloud. In this paper, weehagradings (based on technical difficulty) for each leaf node
combined their efforts in Table 1l where we categorize thedor each CSP are provided in Table IV. CSP 1 offers the
techniques into two directions: vertically we assignedheaevorst security SLA in terms of technical difficulties while
technique into one of the leaf nodes while horizontally weSP 5 offers the best security SLA. The other three CSPs
assign gradings in ascending order. offer intermediate security SLAs.

We emphasize here that the contribution of this paper is tolf we consider only the technical difficulty attribute forale
come up with a model to evaluate the overall risk in a CSP anddes, therr; = 1,20 = 0, andz3 = 0. For this simple case
the potential risk for a data breach. The tree model propodeti us simulate the attack risk probability by assigningaqu
in Fig. 1 will clearly need to evolve over time as the numberalues for other weights, i.ew; = 1, Vi. Fig. 3 shows the
of leaf nodes and the number of attack scenarios increassk probabilities for all attack scenarios. Risk probigi for
Hence the details on Table IIl will be adapted accordingl£SP 1 is high in all attack scenarios while the risk reduces
Our emphasis here is on the proposed methodology, whigtadually for all other CSPs. For CSP 2, the risk associated



DIFFERENT OPTIONS AVAILABLE FOR A CLOUD PROVIDER THE GRADES IN THE TABLE REPRESENT THE RELATIVE TECHNICAL DIREULTY (1— EASY

TABLE Il

TO BREAK AND 5—VERY DIFFICULT TO BREAK).

Grade 1 2 3 4 5
Ay Yes No
As k—anonimity [—diversity t—closeness differential privacy
A service provider authentication user name and TLS| user name and two| limited access over
3 assertion federation client certificate factor authentication dedicated link
A legacy SSL and TLS| TLS (Version 1.2 or legacy SSL and TLS| TLS (Version 1.2 or
4 - 128—bits above)-128—bits - 256—bits above)-256—bits
. . ! . bonded fibre optic
community WAN encrypted community, bonded fibre optic . .
45 service WAN service IPsec VPN gateway connections conne_(lztlgns with
A video surveillance two-factor biometric monthly access
6 authentication reviews
only physical keys are with cloud keys are with . .
Az protection provider third-party server keys are with client
A r(;:lgizzz-e%rﬂzggss rolfel?t?a-\g(r:jm;gcess attribute-based access ~ ABAC and ABAC and private
8 control control control (ABAC) community network network

keys are managed b

keys are managed by

keys are managed by

A cloud provider third-party users
Ao appllc_:atlc_)n desktop virtualization| user virtualization storage virtualization _hard_war_e
virtualization virtualization
database-based hypervisor-based . penetration test
An segmentation segmentation VM Introspection certificates
. . free space wiping
Ao reuse without caution overw;il:ﬁer:ultlple and physical d?ggjvg?mfe r;tt
destruction y
ass content
N Y p
A ° es discovery test
A1y no key-rotation delete keys
fire, water,
. . . fire and water fire, water, and earthquake, and
Ars no protection fire protection protection earthquake protectio anti-terrorism
protection
A backup at same backup at multiple backup at multiple backup at multiple instant backup at
16 location locations locations everyday | locations every hour| multiple locations
b . 09 -©-CSP 1
0.9 - (=e’ ™ 09 0.8t -=-CSP 2
—+CSP 3
08 U, =X o8 0.7 ~-CSP 4
<07 ~—u,(x)=10"" 0.7 ol —~—csps|
Zos6 gos g
o =t =2 0.5¢
T>§o.5 g 05 % ol
204 a 0.4 § -
s 0.3 0.3 1
203 !
02 02 02} ]
0.1 0.1 0.1
0 e —— y —
0, 0
1 2 Grgde 4 5 Data lBreagh Roautes4(sl, 552, gs, SZ, 55,856, S, Sy 0.2 04 w, 06 0.8
: : . o . Fig. 3. Risk probabilities for attack scenarios when-: : " .
Fig. 2. Risk values for various utility functions for : . - - rI‘:lg. 4. Attack risk probability for different
grades change betwedn5. only one attribute (technical difficulty) Cons'deredweights.

for leaf nodes.

with scenarios 3 and 4 is high. Hence, according to Table IV, Let us now evaluate the effect of weights for the cases
the attacker will exploit leaf nodes 6 and 7, or leaf nodes X®nsidered above. Fig. 4 shows the attack risk probalsilitie
and 14 to compromise the data via scenario 4 or scenariowhenw, varies betweef) and1, w, varies between ando,
respectively. while ws = wy = ws = wg = 0.25, based on the preferences
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Fig. 5. Risk probability (without scaling) values for five BS against the eight data breach routes shown in the Table II.
TABLE IV CSP 1, CSP 2, and CSP 3 is much lower than CSP 4 and CSP

FIVE DIFFERENTCSPs HAVE BEEN CHOSEN TO EVALUATE THE PROPOSED 5
MODEL. GRADE VALUES HAVE BEEN CHOSEN FROMTABLE IIl.

The risk probability will be different if we consider a great

CSP1] CSP2] CSP 3] CSP4] CSP 5 : ;
a T T T = = number of attributes for each leaf node. Let us now simulate
A 1 2 3 5 5 the proposed model by considering all three attributesh wit
A3 1 2 3 4 5 w; being a constant and < z; < 1. Fig. 5 shows the risk
ﬁg . 2 g . g probabilities for three different combinations of The first
Ag 1 1 3 5 5 row of Fig. 5 shows the individual probability for each attac
A7 1 1 3 4 5 scenario while the second row shows the data breach risk
2‘8 1 ? g ‘51 g (i.e., maximum value out of eight scenarios). In Table I, it
Af’o T 5 3 ) E is assumed that the probability of discovering an attack on a
AL il 1 3 1 5 highly secure protocol is low [28]. CSP 4 and CSP 5 provide
Aio 1 2 3 5 5 highly secure protocols compared to other CSPs. Hence when
213 1 } ? g g z3 is high (i.e., high priority given for detecting an attack),
a1 5 3 1 = the risk associated with CSPs 4 and 5 are high compared to
Als 1 2 3 4 5 others. This clearly shows that the risk cannot be measured

based on a single attribute.

From the second row in Fig. 5, the risk of data breach asso-
identified by a user. Fig. 4 clearly demonstrates that tHe risiated with CSPs 1 and 2 are always higher than others CSPs.
values are constantly changing. When > 0.8 (i.e. high It clearly shows that a security protocol which is difficudt t
priority for active attack and data loss due to passive ttacompromise is always important for a cloud provider. Both
being unimportant for the client) then the risks associat#d CSPs 4 and 5 use such protocols, however, CSP 5 has greater
CSP 1 and CSP 2 are the same. In this case, the client gaotection than that of CSP 4 in terms of technical difficulty
choose CSP 2 since they need to pay less for CSP 2 than @%ompromising data (see Table V). Even though the risks
1 for the same level of risk. However, the risk associateth wiissociated with CSPs 4 and 5 are almost the same and much



lower than other CSPs, in some instances the risk associgtefl P. S. Pawar, M. Rajarajan, T. Dimitrakos, and A. Zismarust model

with CSP 5 is higher than CSP 4 (see second row of Fig. 5). for cloud based on cloud characteristics.IfitP Advances in Information
and Communication Technolagyp. 239246, 2013.

The .proposed model can pe use_d by a u.ser/ client t? ChOﬂSﬁ Y. Rahulamathavan, V. Moonsamy, L. Batten, S. Shugliamd M. Ra-
the right CSP based on their requirement (i.e. by considerat jarajan. An analysis of tracking service settings in blarkp 10 and

of different weights to obtain a model similar to Fig. 5). windows phone 8 smartphones. Rroc. 19th Australasian Conference
on Information Security and Privacy (ACISRul. 2014.
VI. CONCLUSION [14] M. Rak, L. Liccardo, and R. Aversa. A SLA-based integdor security

) ) management in cloud and GRID integrations. Seventh Intl Conf.
We propose a risk model to characterise data breach for Information Assurance and Security (IA$p. 378-383, Dec. 2011.

; ; ; ; ; [15] M. Rak, N. Suri, J. Luna, D. Petcu, V. Casola, and U. Vitla Security
cloud service prowders, enabllng users to Identlfy patianse as a service using an SLA-based approach via SPECIEHR Fifth Intl

of mc.’St. concern to the_m and provi_dg a Weigh'Fing function  conf. cloud Computing Technology and Science (CloudCuoiyime 2,
to prioritise them. Multi-attribute utility theory is usetb pp. 1-6, Dec. 2013.

aggregate risk probabilities across the measured paresneté®l R- R.Righi, D. L. Kreutz, and C. B. Westphall. SEC-MONnArchi-
tecture for monitoring and controlling security serviceeleagreements.

This model enablg a user/ client to choose a cloud provider |y x| workshop on Managing and Operating Networks and SeryBBE
who offers lower risk compared to others based on the same Press, Porto Alegrepp. 73-84, 2006.

criteria. More importantly, our model enables a client t§7] R- R. Righi, F. Pelissari, and C. Westphall.  SEC-SLAe8fication
and validation of metrics to security service level agresisie In IV

prioritize security parameters that are most importanttieir Workshop on Computer System Security, SBC Press, PortoeAlsg,
application by assigning different weights. We use nunagric  199-210, 2004.

analysis to demonstrate that the data breach risk will ! C-Rong S. T. Nguyen, and M. G. Jaatun. Beyond lighmihgsurvey
on security challenges in cloud computingComputers & Electrical

varying based on security SLAs as well as based on clients gngineering 39(1): pp. 47 — 54, 2013.
requirements. Our model can be extended as additional mdm$] S. Subashini and V. Kavitha. A survey on security issireservice

i i i ; delivery models of cloud computinglournal of Network and Computer
toring tools become available, enabling extension of ttechkt Applications 34(1): pp. 1 — 11 2011,

tree parameters considered in this work. The analysis [880[20] Q. zhang, L. Cheng, and R. Boutaba. Cloud computingestéthe-art
here also enables a better comparison to be carried outsacros and research challengedournal of Internet Services and Applications

; ; ; At 1(1): pp. 7-18, 2010.
multiple cloud providers, enabling an objective assessrogn [21] J. zhengwei, D. Ran, L. Zhigang, W. Xihong, and L. BaoAimeta-

a user. synthesis approach for cloud service provider selectisedan secsla.
In Fifth Intl Conf. Computational and Information Science€ClIS) pp.
1356-1360, Jun. 2013.
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