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ABSTRACT

Authentication and copyright identification are two critical security issues for medical images. Although zero-
watermarking schemes can provide durable, reliable and distortion-free protection for medical images, the existing zero-
watermarking schemes for medical images still face two problems. On one hand, they rarely considered the
distinguishability for medical images, which is critical because different medical images are sometimes similar to each
other. On the other hand, their robustness against geometric attacks, such as cropping, rotation and flipping, is
insufficient. In this study, a novel discriminative and robust zero-watermarking (DRZW) is proposed to address these two
problems. In DRZW, content-based features of medical images are first extracted based on completed local binary
pattern (CLBP) operator to ensure the distinguishability and robustness, especially against geometric attacks. Then,
master shares and ownership shares are generated from the content-based features and watermark according to (2,2)
visual cryptography. Finally, the ownership shares are stored for authentication and copyright identification. For queried
medical images, their content-based features are extracted and master shares are generated. Their watermarks for
authentication and copyright identification are recovered by stacking the generated master shares and stored ownership
shares. 200 different medical images of 5 types are collected as the testing data and our experimental results demonstrate
that DRZW ensures both the accuracy and reliability of authentication and copyright identification. When fixing the false
positive rate to 1.00%, the average value of false negative rates by using DRZW is only 1.75% under 20 common attacks
with different parameters.

Keywords: Medical image, authentication, copyright identification, zero-watermarking, completed local binary pattern

1. INTRODUCTION

The sharing and exchanging of medical images between different hospital and health institutes have become a trend in
medicine teaching, telemedicine and other cooperative working applications. However, the risks of patient
misidentification, image forgery, and copyright infringement are increasing concomitantly because that the medical
images can be easily tempered, forged, copied and disseminated by lawless users during their exchanging and sharing
procedures. Therefore, the authentication and copyright identification have become two crucial security issues for
medical images.

The watermarking technique is an effective method for authentication and copyright identification. The existing
watermarking schemes for medical images can be classified into three main categories: the regions of interest (ROI)
lossless watermarking'™, reversible watermarking®® and zero-watermarking®''. All of them use the information for
authentication or copyright identification as watermark.

ROI lossless watermarking schemes embed watermark into regions of non-interest (RONI) of medical images without
modifying ROI to decrease the impact on medical diagnosis. Gunjal ez al.' proposed a robust watermarking scheme, in
which the watermark is embedded into the Discrete Wavelet Transform (DWT) domain of the RONI. Parah et al’
proposed another robust watermarking scheme, in which the watermark is embedded into Discrete Cosine Transform
(DCT) domain of RONIL To enhance the watermarking security, Memon et al.’ proposed a dual watermarking scheme
based on image morphology and LSB technique. To improve the watermark robustness, Pandey ef al.* combined the
DWT and Singular Value Decomposition (SVD) and embedded the watermark into the DWT-SVD domain of RONIL
Priyanka et al.” embedded watermark into the RONI of medical image based on Integer Wavelet transform (IWT) and
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SVD transform. These ROI lossless watermarking schemes are sufficient robust. However, it is easy for attackers to
remove the embedded watermark by substituting the RONI because its division is executed in spatial domain. In
addition, the slight distortions in RONIs caused by watermark embedding still have potential impact on medical
diagnosis, which needs further improvements.

In recent years, robust reversible watermarking schemes®® have been proposed to protect medical images. An et al.’
proposed a content-adaptive reversible watermarking scheme based on histogram rotation technique. An et al.’
embedded a watermark in the wavelet domain based on shifting and clustering of statistical histograms. Lei et al.®
embedded the signature information and textual data into DWT-SVD domain of medical images based on recursive
dither modulation (RDM). These reversible watermarking schemes can recover medical images losslessly after
watermark extraction and their embedded watermark is hardly to be removed, which is superior to ROI lossless
watermarking schemes. However, there are still two disadvantages of these schemes. First, medical diagnosis must be
performed after watermark extraction because the image needs to be recovered for medical diagnosis, which causes
inconveniences. Second, there is no watermark in the recovered medical image and thus these schemes cannot protect
medical images anymore once the medical images are recovered, which limits their applicability.

The disadvantages of the ROI lossless watermarking and reversible watermarking schemes can be overcome in zero-
watermarking schemes. Different from ROI lossless and reversible watermarking schemes, zero-watermarking schemes
establish the relationships between watermark and content-based features of medical images without direct watermark
embedding. By using content-based features of medical images, zero-watermarking schemes can provide authentication
and copyright identification durably, reliably and losslessly during the whole healthcare procedure. Dong et al.’ proposed
a DCT-based zero-watermarking scheme, in which a DCT-based feature is extracted and then a binary vector for
authentication and copyright identification is generated based on the extracted feature and watermark information.
Vellaisamy ez al.'”"" proposed two zero-watermarking schemes by utilizing of the first 3 and 6 sign bits of Hu’s invariant
moments'> in the Contourlet Transform (CT)-SVD domain of medical images, respectively. Although zero-
watermarking are more suitable to protect medical images than the former two categories of watermarking schemes and
have good robustness against various common signal attacks, there are still two problems to be addressed. First, the
existing zero-watermarking schemes for medical images mainly emphasize the robustness of extracted features but
rarely consider or analyze their distinguishability. However, different medical images in the same type, such as fundus
images, may be similar to each other. Therefore, the possibility of wrongly authenticating two similar medical images
from different patients as from a same patient or wrongly identifying a similar medical image as a copy by using these
zero-watermarking schemes cannot be ignored. Second, the robustness of existing zero-watermarking schemes for
medical images is insufficient against some geometric attacks, such as cropping, rotation and flipping, which needs
further improvements.

To address these two problems of zero-watermarking, a novel discriminative and robust zero-watermarking (DRZW) is
proposed in this study. In DRZW, content-based features of medical images are first extracted based on completed local
binary pattern (CLBP) operator'® which is one of the best handcraft operators for texture classification, to ensure the
remarkable distinguishability and robustness, especially against geometric attacks. Then, master shares and ownership
shares are generated from the content-based features and watermark according to (2,2) visual cryptography'®. Finally, the
ownership shares are stored for authentication and copyright identification. For queried medical images, their content-
based features are extracted and master shares are generated. Their watermarks for authentication and copyright
identification are recovered by stacking the generated master shares and stored ownership shares.

200 different medical images of 5 types are collected as the testing data and our experimental results demonstrate that
DRZW ensures both the accuracy and reliability of the identification of authenticity and copyright. When fixing the false
positive rate to 1.00%, the average value of false negative rates by using DRZW is only 1.75% under 20 common attacks
with different parameters, which outperforms the existing zero-watermarking schemes for medical images.

The rest of this paper is organized as follows. The proposed scheme is described in Section 2. The experimental results
are provided and analyzed in Section 3. Finally, the paper is concluded in Section 4.

2. THE PROPOSED SCHEME

The proposed DRZW includes two phases, which are the watermark-sharing phase and watermark-recovery phase, as
shown in Fig. 1. In the watermark-sharing phase, the copyright information of the medical images will be registered by
establishing an ownership database according to the medical images and their relevant watermarks. In watermark-
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recovery phase, the watermark is recovered. The authentication and copyright identification are accomplished by
comparing the recovered watermark with the original watermark. The detailed procedures of the two phases are below.
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Fig.1. The procedure of DRZW.

2.1 Watermark-sharing phase

Step 1. The input image is resized from w x & to 370 x 370. Here, w and % are the width and height the original medical

image, respectively. In this manner, the robustness against resizing attacks is enhanced.

Step 2. The resized image is smoothed by Gaussian low pass filter to enhance the robustness against noise addition

attacks.

Step 3. The local differences of luminance component of input image are calculated at different scales. In our study, the
local differences between the center pixels with their 8 circularly and evenly spaced neighbors with radius 1, 16

neighbors with radius 2, and 24 neighbors with radius 3 are calculated to generate three local difference images.

Step 4. Three CLBP-Sign (CLBP_S) and three CLBP-Magnitude (CLBP_M) images are generated from the three local
differences images following the same procedure in Guo’s scheme'”. These CLBP_S and CLBP_M images are utilized to
extract features for protecting the medical images due to their strong distinguishability for texture classification and

robustness against flipping, rotation, contrast adjustment and brightness adjustment.

Step 5. Each CLBP-based image is partitioned into a central circle and N-1 concentric rings. The radius of the central
circle and the widths of concentric rings are set to », as shown in Fig. 2. For each pixel (i, ) in the CLBP-based image, its

distance Dist(i, j) to the center point of this image (i,, j,) is calculated as shown in (1).

Dist(i, j) =\J(i—i,) + (- J,)’

Fig. 2. Example of a partitioned CLBP-based image.

M

In our study, N is equal to 24, r is equal to 7.5. A pixel (i, j) is divided into the k-th partition based on its Dist(i, j), as

shown in (2).

k =| Dist(i, j)/ r |
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In this manner, the robustness against flipping and rotation is enhanced because the pixels still belong to their original
associated partitions when the images are flipped or rotated. In addition, we only use the pixels when their Dist(i, j) are
smaller than 180. The pixels outside the largest ring, which are shown as dark regions in Fig. 2, are not utilized in our
scheme due to two reasons. First, these regions are the most common places for cropping attacks, the robustness of
image features can be enhanced by discarding them. Second, the main visual components of image are usually
concentrated in its central region. Therefore, the image features generated by discarding these dark regions do not lose
much distinguishability.

Step 6. Calculate the mean u, variance J, skewness s, and kurtosis w of each partition as shown in (3)-(6).

1 Y
=— M TI( 3
K, NZ () 3)

1 & .
= _1;(1,((1)—/1,()2 “)
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where [, is the k-th partition of CLBP-based images, N; is the total number of pixels in /;, and I (i) is the i-th pixel of Z;.

Step 7. For each CLBP-based image, these four statistics are binarized based on their own median values. Concatenate
the binary bits generated from all the three CLBP_S and three CLBP_M as the final extracted feature vector f. In our
study, the dimension of the feature vector is 3x2x24x4=576 bits.

Step 8. Rearrange the vector f into a binary matrix F of size 24x24. Generate master share M and ownership share O
from the matrix F and a binary watermark of size 24x24, which contains information for authentication and copyright
identification, according to (2,2) visual cryptography. The (2, 2) visual cryptography is a typical visual cryptography
scheme proposed by M. Naor et al."*, in which each pixel of a binary image is substituted by a pair of shares consisting
of four sub-pixels. A white pixel is split into two identical shares, whereas a black pixel is split into two complementary
shares, as shown in Table 1.

Table 1. The concept of (2, 2) visual cryptography.

Pixel value 1 (white pixel) 0 (black pixel)

"1 | "u"L 1
w'n BN =" |
"1 HEEE

The (2, 2) visual cryptography is a low-cost injective function which can offer reversibility of watermark to maintain the
distinguishability and robustness of the extracted feature /. In our study, the sizes of matrices M and O are set to 48 x 48.
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Divide M and O into 24x 24 non-overlapping 2 x 2 blocks denoted as m (i, j) and o (i, j). The detailed generation
processes of the master share and the ownership share are shown in (7)-(8).

1,0 .
{ } it F(i,j)=1;

0,1
m(i, j) = 01 )
|, otherwise
1,0
(1,0 £ m(i .)__1,0_ W, ) =1
_0,1_’ 1 m l:] _0’1_: l&] - b
[0,1] £ mii, ) [1,0] Wi, /)=0
, 1L m(1, J)= 5 L,J)=Y;
Lo 70,1 /
o(i, j)= :0 1: :O 1: ®
2 , -f .’ . — b , W ., . :1;
10 if m(, j) 10 (4, ))
[1,0] £ mii, ) [0,1] Wi, /)=0
1 5 = . , =
o1 " e T

where 1<i<24 and 1</<24, W(i, j) is the pixels of watermark information.

Step 9. Store the generated O and into the certificate authority (CA) databases for watermark-recovery.

2.2 Watermark-recovery phase

Step 1. Content-based feature f* of the queried medical image is extracted following the Steps 1-7 of watermark-sharing
phase. Then, the queried master share M’ is generated following the Step 8 of watermark-sharing phase.

Step 2. Stack the queried master shares M’ with the ownership shares stored in CA databases to construct intermediate
matrices S as shown in Table 1.

Step 3. Recover the watermark information # from S as shown in (9).

1 if Ds, (x,0)22;
w'a,j) = N ©
0, otherwise
where s, ;(x,y) are non-overlapping 2x2 blocks of S, 1<i<24, 1<j<24, 1<x<2, and 1<y<2.

Step 4. The recovered watermark is compared with the original watermark 7 by calculating their bit error rate (BER) to
identify the authenticity and copyright of the queried medical image, as shown in (10).
Wi, )W (i, ))
BER = Z @) (10)
m, xm,

where W°(i, j) and W(i, j) represent the pixels of the recovered and original watermarks, respectively, @ denotes the
exclusive-or (XOR) operation, and m,, xm,, is the size of the watermark. In our study, m,, is set to 24.
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3. EXPERIMENT
3.1 Experiment setting up

Our experiments are conducted on a database consisting of 200 different medical images. These medical images include
40 Computed Tomography (CT) images, 40 magnetic resonance images (MRI), 40 Ultrasound images, 40 X-ray images,
which are collected from Internet, and 40 fundus images from the open database DRIVE'". 20 common attacks with
different parameters, as shown in Table 2, are performed on the database and a total of 4000 attacked medical images are
generated as queried images for our experiments.

Table 2. Types of attacks with different parameters.

Attack Type

Parameters

Gaussian blurring (GB)

window=3x3; variance=0.5, 1

Gamma transform (GT)

v=0.8, 1.2

Brightness adjustment (BA)

-20%, +20%

Contrast adjustment (CA)

-20%, +20%

Gaussian noise addition (GN)

Mean=0; variance=0.0003, 0.0005

JEPG compression (JC)

Compression quality 90%, 70%

Resizing (RS)

0.8,1.2

Crop (CR) from image edges

10%, 15%

Rotation (RT)

45°,90°

Flip (FL)

Horizontal, Vertical

3.2 Evaluation of the performance for authentication and copyright identification

To evaluate the watermarking distinguishability for authentication and copyright identification, we first calculate the
inter-BERs (BERs between the watermark recovered by stacking the ownership share with master share of a same
medical image and watermark recovered by stacking the ownership share with master shares of different medical
images) by using DRZW and compare them with the those by using Seenivasagam’s scheme'', which is one of the latest
zero-watermarking scheme for medical images. The distinguishability is considered to be stronger if the inter-BERs are
larger. The average and minimum values of inter-BERs in by using DRZW are 0.4636 and 0.1111, respectively. These
values are much larger than those by using Seenivasagam’s scheme, which are 0.2007 and 0, respectively. These results
demonstrated that the distinguishability of Seenivasagam’s scheme for medical images is insufficient whereas the
distinguishability of our proposed DRZW for medical images is much stronger. Therefore, DRZW outperforms
Seenivasagam’s scheme in terms of accuracy. The reason for this result is that the feature extracted in DRZW is based on
the CLBP_S and CLBP_M images, which have strong distinguishability for texture classification.

After that, to evaluate the watermarking robustness for authentication and copyright identification, we calculate the mean
intra-BERs (the BERs between the watermarks recovered from original and attacked medical images) by using DRZW
and Seenivasagam’s scheme. The robustness is considered to be stronger if the mean intra-BERs are smaller. The
comparison result is listed in Table 3.

As shown in Table 3, although average value of mean intra-BERs by using DRZW is almost the same with that by using
Seenivasagam’s scheme, which are 0.0723 and 0.0815 respectively, the mean intra-BERs by using DRZW are smaller
than those by using Seenivasagam’s scheme under geometric attacks such as cropping, rotation and flipping attacks. The
result demonstrates that the robustness of DRZW against geometric attacks is stronger than that of Seenivasagam’s
scheme. The reason for this result is the utilizing of the CLBP_S and CLBP_M images, which have strong robustness
against geometric attacks, and the concentric-ring-based partition method, which further enhances the robustness against
geometric attacks.

Finally, to evaluate the performances of these two schemes in terms of both accuracy and reliability, their false negative
rates Pp;s are compared under the fixed false positive rates Pys. Py, and Py, are defined by (11)-(12).

Proc. of SPIE Vol. 10579 1057911-6

Downloaded From: https://www.spiedigitallibrary.org/conference-proceedings-of-spie on 4/10/2018 Terms of Use: https://www.spiedigitallibrary.org/terms-of-use



Table 3. Evaluation of watermarking robustness for authentication and copyright identification.

Mean intra-BER

Attacks
Seenivasagam’s scheme'’ DRZW
GB 0.5 0.0043 0.0446
GB 1 0.0105 0.0798
GT 0.8 0.0179 0.0575
GT 1.2 0.0773 0.0565
BA -20% 0.0147 0.0643
BA +20% 0.0182 0.0594
CA -20% 0.1285 0.0665
CA +20% 0.1955 0.1108
GN 0.0003 0.1245 0.1343
GN 0.0005 0.1245 0.1530
JC 90% 0.0186 0.0966
JC 70% 0.1153 0.1116
RS 0.8 0.0088 0.0437
RS 1.2 0.0058 0.0319
CR 10% 0.1094 0.0544
CR 15% 0.1631 0.0935
RT 45° 0.1744 0.0887
RT 90° 0.1558 0.0641
FL Horizontal 0.0736 0.0061
FL Vertical 0.0899 0.0290
Average 0.0815 0.0723

p = (11)
v Ndis
P = Ny (12)
S N

where N, is the number of different medical image pairs when inter-BER of their recovered watermarks is smaller than a
threshold 7, N is the true number of different medical image pairs, Ny is the number when intra-BERs between the
watermarks recovered from original and attacked medical images is larger than the threshold 7, and N is the true number
of pairs of original and attacked medical images.

The performance is considered to be better if the Pss are smaller under the fixed Pjs. In Seenivasagam’s scheme, the
redefined threshold 7 is set to 0.0129 by fixing the Py, to 6.33%. The Py, is not fixed to a lower value because all the
inter-BERs of these 6.33% images are equal to 0. In our proposed DRZW, T'is set to 0.3194 and 0.2205 by fixing the Pjs
to 6.33% and 1.00%, respectively. The evaluation result is listed in Table 4.
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Table 4. Evaluation of both accuracy and reliability for authentication and copyright identification.

Attacks i
Seenivasagam’s scheme'' (Pj, =6.33%) DRZW (P;, =6.33%) DRZW (P;, =1.00%)

GB 0.5 27.50% 0.00% 0.00%
GB 1 54.00% 0.00% 0.00%
GT 0.8 45.00% 0.00% 0.00%
GT 1.2 89.00% 0.00% 0.00%
BA -20% 35.50% 0.00% 0.00%
BA +20% 44.00% 1.00% 4.00%
CA -20% 75.50% 0.00% 0.00%
CA +20% 95.50% 0.50% 7.50%
GN 0.0003 75.00% 1.00% 6.00%
GN 0.0005 75.00% 2.00% 10.50%
JC 90% 65.50% 0.00% 0.00%
JC 70% 81.50% 0.00% 0.50%
RS 0.8 45.50% 0.00% 0.00%
RS 1.2 35.50% 0.00% 0.00%
CR 10% 100.00% 0.00% 0.00%
CR 15% 100.00% 0.00% 1.50%
RT 45° 99.50% 0.00% 2.50%
RT 90° 95.00% 0.00% 3.00%
FL Horizontal 77.50% 0.00% 0.00%
FL Vertical 77.50% 0.00% 0.00%
Average 69.68% 0.23% 1.75%

As shown in Table 4, all the Pjs of DRZW are much lower than those of Seenivasagam’s scheme with their average
values as 0.23% and 69.68% when the Pj,s are 6.33%. In addition, all the P;s of DRZW are still smaller than 10.50%
when the Py, is 1.00%, with the average value as 1.75%. Especially, the Pjs of Seenivasagam’s scheme under cropping
and rotation attacks are larger than 95.00% when the Py, is 6.33% whereas the Pjs of DRZW are equal to 0.00% when
the Py, is 6.33% and still smaller than 3.00% even when the Py, is 1.00%. The result demonstrates that the accuracy and
reliability of DRZW is much stronger than those of Seenivasagam’s scheme, especially against cropping and rotation
attacks. The reasons for this result are as follows: 1) The feature extracted in DRZW is based on the CLBP_S and
CLBP_M images, which ensures both the strong distinguishability for medical images and the strong robustness against
flipping, rotation, flipping, contrast adjustment and brightness adjustment. 2) All the input images are resized and
smoothed in DRZW, which enhances the robustness against resizing and noise addition. 3) The concentric-ring-based
partition method is utilized in DRZW, which further enhances the robustness against cropping, rotation and flipping.

4. CONCLUSIONS

In this study, a discriminative and robust zero-watermarking (DRZW) scheme for medical images is proposed. The
experiment results on 200 medical images of 5 different types have demonstrated that DRZW ensures sufficient
distinguishability for medical image and robustness against various attacks. Therefore, DRZW can better address the
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authentication and copyright identification issues compared with existing zero-watermarking schemes for medical
images.
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